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Versa Software Releases

Versa Director 21.1.4,21.2.3,21.3.3,22.1.2,22.1.3,22.1.4,22.1.5,23.1.1
Versa Analytics 21.1.4,21.2.3,21.3.3,22.1.2,22.1.3,22.1.4,22.1.5,23.1.1
VOS 21.1.4,21.2.3,21.3.3,22.1.2,22.1.3,22.1.4,22.1.5,23.1.1
Versa Concerto 11.4.4,12.2.2

Versa Messaging Server 5.2.2

Versa SASE Client Windows: 7.9.5, MacOS: 7.7.1
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tware Patches

{ OSSPACKS and HOTFIXES  } { OSSPACKS and HOTFIXES }

Service Release, e.g., 21.1.1 Service Release, e.g., 21.1.2

Minor Release, e.g., 21.1
{ OSSPACKS and HOTFIXES  } { ossPACKs and

Service Release, e.g., 21.2.1 Service Relea

Minor Release, e.g., 21.2

Major Release, e.g., 21.X
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OS Hardening
And Security
Testing
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oftware Stack - Director

eb Application Director
Security vl Application
Testing Security
- BESEEE -
API
OS Hardening
And Security
Testing
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oftware Stack - VOS

eb Application URL 2T -
Security Application
Testing Secg rity
OS Hardening
And Security
Testing
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Static Analysis Security Testing (SAST)

* Nessus / Qualys / Orca

* Qualys Policy Compliance

* Grype

* Dependency Check

* Reversing Labs Spectra Assure
* Coverity

- SBOM
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Dynamic Analysis Security Testing (SAST)

 Internal Testing
« Burp Suite
- OWASP ZAP

 Horizon3.ai
 Customer
* External

* Bug-Bounty
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OS Security

Nessus Vulnerability Scan
Qualys Vulnerability Scan
Orca Vulnerability Scan
Qualys CIS Profile

Nmap

OSSPACKS for OS Security Updates
Manual / Automatic Patching

VERSATILITY

OS Security Hardening compliant to
NIST/CIS Benchmarks

Ensure no known Critical/High
vulnerabilities at time of Versa software
releases, including OSSPACKS and Hot
Fixes

Security patches to remediate
vulnerabilities between Versa software
releases

No network/service downtime provides
ability to apply Automatic OS Security
Updates
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Kernel / Application Security

Several Fortune-500 companies and Service
Providers

Manual / Automated Pen Testing (Internal)
Manual Pen Testing by NCC Group (External)
Bug Bounty

Dependency Check

Orca

Grype

Coverity

Reversing Labs Spectra Assure
OWASP ZAP

Burp Suite

Horizon3.ai

VERSATILITY

Applications tested with industry-
standard SAST and DAST tools and
methodologies

Ensure no Critical/High severity
vulnerabilities at time of software
releases

Application Security Updates delivered
via Hot Fixes to remediate vulnerabilities
between software releases

Scheduled maintenance window for
Service-impacting Kernel / Application
Security Updates delivered via Hot Fix
releases



el / Application Security

Fixed

New — Fix Available

New — Fix Not Available

Rolled Over
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Versa Vulnerability Policy

Kernel 90 days 1-7 days Monthly Hot Fixes

0S 1-3 days (Critical / High) 1-7 days 1—3 days OSSPACK
30 days

Application 90 days in case of disruptive  1-7 days Monthly Hot FIxes
upgrades
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Security Portal for PSIRT

VERSATILITY 2026 - VERSA’S ANNUAL USER CONFERENCE - IS MAY 11-13 IN SANTA CLARA, CA. LEARN MORE >

N
VERSA PRODUCTS SOLUTIONS CUSTOMERS PARTNERS RESOURCES COMPANY SASE SD-WAN

Extend SASE to every part of your
network with VersaONE

Universal SASE protects and connects every part of your business — from headquarters to branch,
cloud to data center, and every user and device in between.

amazon TP  verizon’ A\ S

Adobe

Harness the Power of Adaptive n
- Intelligence with VersaAl
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Security Portal for PSIRT

VERSATILITY 2026 - VERSA’S ANNUAL USER CONFERENCE — IS MAY 21-13 IJN SANTA CLARA. CA. LEARN MORE >

TRAINING SUPPORT BLOG SECURITY PORTAL ENGLISH v Q

=
VERSA PRODUCTS SOLUTIONS CUSTOMERS PARTNERS RESOURCES COMPANY SASE SD-WAN Getademo -

Versa Security and
Trust Center

Stay informed with valuable insights into today’s threat
environment, including significant vulnerabilities, important

cybersecurity news, trending threat actors, and solutions to defend

your network against cyberattacks.

Versa Security Portal

Access to Versa’s PSIRT advisories, Threat Library, and

public advisories.

THREAT INTELLIGENCE SECURITY COMPLIANCE AND CERTIFICATION

VERSA CYBER -
THREAT INTELLIGENCE REPORTS
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Security Portal for PSIRT

J VERSA  Security Portal . ©

(G PSIRT
Select Select Select
Vulnerabilities
OSSPACK The Versa Product Security Incident Response Team (PSIRT) issues advisories on issues in Versa products, accompanied by their resolutions or other recommendations. PSIRT is a dedicated team that handles the

— investigation, analysis, resolution, and disclosure of vulnerabilities and issues in Versa products. Advisories are released as part of Operating System Security Package (OSSPACK) updates and other updates that are specific
to Versa products and their components.

Security Advisories

Threat Library | H Q

CVEID T ¥ Summary Product ¥ Severity Date Published Date Updated T Affected Versions T Fixed Version
» CVE-2025-26465 A vulnerability was found... Analytics Medium Feb 18,2025 - 20.2.2,20.2.3,20.2.4,21.... OSS5PACK 20250224
p CVE-2025-26465 A wvulnerability was found... Concerto Medium Feb 18, 2025 — 11.2.2,11.2.3,10.2.1, 11.... OSSPACK 20250224

CVE-2025-26465 Awvulnerability was found... Director Medium Feb 18, 2025 - 20.2.2,20.2.3,20.2.4,22.... OSSPACK 20250224

-

CVE-2025-26465 Awvulnerability was found... VOS Medium Feb 18, 2025 20.2.4,21.1.4,21.1.3,21.... OSSPACK 20250224

-

CVE-2024-56171 libxml2 before 2.12.10 an... Analytics High Feb 18, 2025 - 20.2.2,20.2.3,20.2.4,21.... OSSPACK 20250303

CVE-2025-27113 libxml2 before 2.12.10 an...

Analytics Low Feb 18, 2025 20.2.2,202.3,20.2.4,21.... OSSPACK 20250303

OSSPACK 20250303

libxml2 before 2.12.10 an...

CVE-2025-24928 Analytics Feb 18, 2025 20.2.2,20.2.3,20.2.4,21....

-

CVE-2024-56171 libxml2 before 2.12.10 an... Concerto High Feb 18, 2025 1122,1123 1021,11., OSSPACK 20250303

-

CVE-2025-27113 libxml2 before 2.12.10 an... Concerto Low Feb 18, 2025 - 11.2.2,11.2.3,10.2.1, 11.... OSSPACK 20250303

CVE-2025-24928 libxml2 before 2.12.10 an... Concerto High Feb 18, 2025 = 12211231021 11... OSSPACK 20250303

CVE-2024-56171 libxml2 before 2.12.10 an... OSSPACK 20250303

-

Director Feb 18, 2025 20.2.2,20.2.3,20.2.4,22....

-

CVE-2025-27113 libxml2 before 2.12.10 an... Director Low Feb 18, 2025 - 20.2.2,20.2.3,20.2.4,22.... OSSPACK 20250303

CVE-2025-24928 libxml2 before 2.12.10 an... OSSPACK 20250303

Director Feb 18, 2025 20.2.2,20.2.3,20.2.4,22....

CVE-2024-56171

libxml2 before 2.12.10 an... VOSs High Feb 18, 2025 - 20.2.4,21.1.4,21.1.3,21.... OSSPACK 20250303
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Security Portal for PSIRT

VERSA

|

VERSATILITY

/ Advisories \

Advisories regarding
vulnerabilities

fixed /outstanding on
a monthly basis

Advisories include
information regarding
patches, if available

Advisories may

include hardening /
mitigation guidance
in the absence of a

patch

b/

|

K HOTFIXES \

* Information regarding
vulnerabilities fixed as
part of various Hotfix
releases

* Ability to search,
filter, and sort based
on Products, Severity,
CVE ID, and Hotfix
Version

* Each entry can be
researched for
additional

/ OSSPACKS \

* Information regarding
vulnerabilities fixed as
part of various
OSSPACKS

* Ability to search,
filter, and sort based
on Products, Severity,
CVE ID, and OSSPACK
Version

* Each entry can be
researched for
additional

\ information /

\ patching guidance

and
Each entr
analyzed fo
details, exter
references, and
vulnerability
remediation /

\ information J

© Copyright Versa Networks. All Rights Reserved. CONFIDENTIAL.

19




Security Portal for PSIRT

Click button on top-right of each page to automatically get notified when the
content updates on that page

Click button on top-right of each page to unsubscribe from the notifications

J VERSA Security Portal . ©

(S PSIRT
Select Select Select

Vulnerabilities

The Versa Product Security Incident Response Team (PSIRT) issues advisories on issues in Versa products, accompanied by their resolutions or other recommendations. PSIRT is a dedicated team that handles the
investigation, analysis, resolution, and disclosure of vulnerabilities and issues in Versa products. Advisories are released as part of Operating System Security Package (OSSPACK) updates and other updates that are specific
to Versa products and their components.

n Q
CVEID ™ Summary Product ¥ Severity Date Published Date Updated ¥ Affected Versions T Fixed Version
» CVE-2025-26465 A vulnerability was found... Analytics Medium Feb 18,2025 20.2.2,20.2.3,20.24,21... OSSPACK 20250224
» CVE-2025-26465 Avulnerability was found... Concerto Medium Feb 18,2025 11.2.2,11.2.3,102.1,11.... OSSPACK 20250224
» CVE-2025-26465 Avulnerability was found... Director Medium Feb 18,2025 20.2.2,20.2.3,20.2.4,22.... OSSPACK 20250224
» CVE-2025-26465 Avulnerability was found... VOS Medium Feb 18,2025 20.24,21.14,21.1.3,21.... OSSPACK 20250224
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Security Portal for PSIRT

J VERSA  Security Portal

0
D)

| Security Vulnerability Form Security Vulnerability Form List

PSIRT
- Security Vulnerability Report

= Vulnerability Form Help us keep our products secure by reporting potential vulnerabilities

Reporter Information

Full Name * Email Address *

‘Company/Organization *

Vulnerability Details

Affected Product/Service *

Vulnerability Type *

Severity Level * Product Version

Detailed Description *

Steps to Reproduce *

Impact Assessment *
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Thank You!
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