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Versa Software Releases

Versa Concerto 11.4.4,12.1.2,12.2.1
Versa Director / Analytics / VOS 21.1.4,21.2.3, 21.3.3, 22.1.2, 22.1.3, 22.1.4
Versa Messaging Server 5.1.2, 5.2.1

Versa SASE Client 7.8.7
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Versa Software Patches

{ ossPACKS and HOTFIXES  }

Service Release, e.g., 21.1.1

{ 0SSPACKS and HOTFIXES  }

Service Release, e.g., 21.1.2

Minor Release, e.g., 21.1

{ OSSPACKS and HOTFIXES  } { 0SSPACKS and HOTFIXES }

Service Release, e.g., 21.2.1 Service Release, e.g., 21.2.2

Minor Release, e.g., 21.2

Major Release, e.g., 21.X

Versatility 2025
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Versa Software Stack

Web App”cation Versa Third Third Third ;h'rd
; Web App Versa App Versa App Party App Party App Party arty o
Security Library Library Application

Testing Security

: Third .
Versa Third Third Ui - Testlng
Web A Versa App Versa App Party A Party A Party Party
PP Yy ApP ¥y App Library Library

(

Versa OS

OS Hardening
And Security
Testing

Ubuntu Linux Kernel

Versatility 2025
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OS Security Testing

OS Hardening

Nessus Vulnerability Scan
Qualys Vulnerability Scan
Orca Vulnerability Scan
Qualys CIS Profile

Nmap

Patch Management
e OSSPACKS for OS Security Updates
* Hot Fixes for Kernel Security Updates

Manual/Automatic Updates
* Director

* Analytics

* Concerto

* Messaging Server

* VOS

Versatility 2025
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Objectives

OS Security Hardening compliant to NIST/CIS
Benchmarks

Ensure no known Critical/High vulnerabilities at
time of Versa software releases, including
OSSPACKS and Hot Fixes

Security patches to remediate vulnerabilities
between Versa software releases

No network/service downtime provides ability
to apply Automatic OS Security Updates

Scheduled maintenance window for Service-
impacting Kernel Security Updates delivered
via Hot Fixes
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App Security Testing Objectives

Security Testing b I
* Several Fortune-500 companies and Service Providers * Apphcatlons tested with IndUStry_Standard

* Manual / Automated Pen Testing (Internal) i
¢ Manual Pen Testing by NCC Group (External) SAST and DAST tools and mEthOdC)logleS

. * Ensure no known vulnerabilities at time of
Testing Tools

Dependency Check software releases
* Dependency Track . _ - . .
: gg/aerity * Application Security Updates delivered via
| OWASP 24P Hot Fixes to remediate vulnerabilities
® urp suite
+ Fuzz Testing between software releases
[\/'sigcﬁ'r/AUtomat'c Updates * Scheduled maintenance window for
y @g@'xtics Service-impacting Application Security
+ Concerto Updates delivered via Hot Fix releases

* Messaging Server

Versatility 2025 \ ’ VERSA
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Security Portal for Advisories

VERSATILITY 2025 - VERSA’S ANNUAL USER CONFERENCE - IS APRIL 7-9 IN SANTA CLARA, CA. LEARN MORE AND REGISTER TO ATTEND > Link from
main Versa
TRAINING SUPPORT BLOG Al LABS ENG Q

PRODUCTS SOLUTIONS CUSTOMERS PARTNERS RESOURCES COMPANY SASE SD-WAN GET A DEMO 7

) VERSA

Versatility 2025

Welcome to Versatility 2025! We look forward to you joining us April 7

to 9 in Santa Clara, CA.

REGISTER NOW 2

o

Are you ready to talk with an
expert and see how Versa

Networks can help your je
L]

business?

Crarmta VAailir Qalf-
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Security Portal for Advisories

Threat Intelligence
LN ]

Featured
Threat
Intelligence
Report
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March 29, 2025

Security Compliance and Certifications

Critical Ingress NGINX Controller vulnerability (CVE-2025-24513, CVE-2025-24514) allows remote code

execution without authentication, making it a major security threat.

CISA warns of active exploits targeting Sitecore RCE flaws, with Next.js and DrayTek devices also under
attack (CVE-2019-9874, CVE-2020-8515), while a newly discovered NetApp SnapCenter flaw (CVE-2025-
26512) could grant remote admin access. High-risk security flaws have been found in VMware Tools and
CrushFTP (CVE-2025-22230), and the most targeted WordPress vulnerabilities in Q12025 (CVE-2024-

27956, CVE-2024-4345) highlight the ongoing risks to website security.

0o

0°
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VERSA CYBER - THREAT INTELLIGENCE REPORTS

Read the latest Versa Cyber Threat
Intelligence Report for more info about
Critical Vulnerabilities, Important Cyber
Security News, and Dark Web Insights.

LEARN MORE 7

(¢

Trial

€

00)
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Product Security Incident Response
Team (PSIRT)

jo

Contact

Links from Versa
Security and
Trust Center

Versa Product Security Incident Response Team
(PSIRT) releases advisories on issues resolved
in Versa products, along with recommendations.
The PSIRT team is a dedicated incident
response team that manages the investigation,
analysis, resolution, and reporting of
vulnerabilities and issues in Versa products. To
access the list of PSIRT advisories, please login
to the PSIRT portal.

LOGIN A PUBLIC ADVISORIES 7
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NETWORKS

(S PSIRT
Vulnerabilities
OSSPACK
HotFix

Security Advisories

'AI‘ Threat Library

Securli

Security Portal

Sort Severity EEEad

SortCVE ID's [tlclad

ty Portal for Advisories

QO

The Versa Product Security Incident Response Team (PSIRT) issues advisories on issues in Versa products, accompanied by their resolutions or other recommendations. PSIRT is a dedicated team that handles the
investigation, analysis, resolution, and disclosure of vulnerabilities and issues in Versa products. Advisories are released as part of Operating System Security Package (OSSPACK) updates and other updates that are specific
to Versa products and their components.

n
CVEID T 4

CVE-2025-26465

-

CVE-2025-26465

-

-

CVE-2025-26465

-

CVE-2025-26465

-

CVE-2024-56171

-

CVE-2025-27113

-

CVE-2025-24928

-

CVE-2024-56171

-

CVE-2025-27113

-

CVE-2025-24928

-

CVE-2024-56171

-

CVE-2025-27113

-

CVE-2025-24928

-

CVE-2024-56171

Versatility 2025

Summary

Avulnerability was found...

Avulnerability was found...

Avulnerability was found...

Avulnerability was found...

libxm|2 before 2.12.10 an...

libxmiI2 before 2.12.10 an...

libxmI2 before 2.12.10 an...

libxm|2 before 2.12.10 an...

libxm|2 before 2.12.10 an...

libxmlI2 before 2.12.10 an...

libxm|2 before 2.12.10 an...

libxm|2 before 2.12.10 an...

libxml|2 before 2.12.10 an...

libxmlI2 before 2.12.10 an...

Product ¥

Analytics

Concerto

Director

VOs

Analytics

Analytics

Analytics

Concerto

Concerto

Concerto

Director

Director

Director

VOs

Severity

Medium

Medium

Medium

Medium

High

Low

High

High

Low

High

High

High

High

Date Published

Feb 18,2025

Feb 18, 2025

Feb 18,2025

Feb 18, 2025

Feb 18,2025

Feb 18, 2025

Feb 18,2025

Feb 18, 2025

Feb 18,2025

Feb 18, 2025

Feb 18,2025

Feb 18, 2025

Feb 18,2025

Feb 18, 2025
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CVEID

Date Updated ¥

Affected Versions ¥

20.2.2,20.2.3,20.2.4,21....

1122,11.23,102.1,11.,,,

20.2.2,20.2.3,20.2.4,22....

2024,21.14,21.1.3,21....

20.2.2,20.2.3,20.24,21....

20.2.2,20.2.3,20.24,21....

20.2.2,20.2.3,20.2.4,21....

11.22,11.23,102.1,11....

1122,11.23,102.1,11...

1122,11.23,102.1,11....

20.2.2,20.2.3,20.2.4,22....

20.2.2,20.2.3,20.2.4,22....

20.2.2,20.2.3,20.24,22....

20.2.4,21.1.4,21.1.3,21....

Q

Fixed Version

OSSPACK 20250224

OSSPACK 20250224

OSSPACK 20250224

OSSPACK 20250224

OSSPACK 20250303

OSSPACK 20250303

OSSPACK 20250303

OSSPACK 20250303

OSSPACK 20250303

OSSPACK 20250303

OSSPACK 20250303

OSSPACK 20250303

OSSPACK 20250303

OSSPACK 20250303




Security Portal for Advisories

VERSA i

NETWORKS

(&3 PSIRT
Vulnerabilities
OSSPACK O

HotFix

Security Advisories

'A‘ Threat Library

* Advisories regarding
vulnerabilities
fixed/outstanding on
a monthly basis

* Advisories include
information regarding
patches, if available

e Advisories may
include hardening /
mitigation guidance
in the absence of a

\ patch

Versatility 2025 y

S
/ Advisories \ ’

/ HOTFIXES

Information
regarding
vulnerabilities fixed
as part of various
Hotfix releases

* Ability to search,
filter, and sort based
on Products, Severity,
CVE ID, and Hotfix
Version

e Each entry can be
researched for
additional

information
© 2025 Versa andjor its affiliates. All rights reserved.

~

/ OSSPACKS \

* Information regarding
vulnerabilities fixed as
part of various
OSSPACKS

* Ability to search,
filter, and sort based
on Products, Severity,
CVE ID, and OSSPACK
Version

* Each entry can be
researched for
additional

/

/AII Vuln;abilities\

* Superset of all
vulnerabilities across
all products and
versions

* Single page to search,
filter, and sort
vulnerabilities based
on Products, Severity,
and CVE ID

* Each entry can be
analyzed for more
details, external
references, and
vulnerability
remediation /

\ information /

\ patching guidance /
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VERSA

NETWORKS

(&3 PSIRT

'A" Threat Library

IPS Signatures

Anomaly

Applications

Versatility 2025

Security Portal for Threat Library

O

-

Applications \

Information regarding
all applications
recognized by Versa
DPI Engine

Ability to search
based on Family,
Subfamily, and Risk

-

J

N\

IPS Anomalies \

Information regarding
protocol anomalies
detected by the IPS
Engine

Ability to search,
filter, and sort based
on Classification Type,
Direction, and SID

J

© 2025 Versa andjor its affiliates. All rights reserved.

/ IPS Signatures \

Information regarding
IPS Signatures
provided by Versa as
part of various SPACK
versions

Ability to search,
filter, and sort based
on Products, Severity,
Year, VVendor, Product,
Classification, CVE ID,

and Predefined

Profiles




Security Portal for Notifications

* Click Follow button on top-right of each page to automatically get notified when there are

content updates on that page

e Click Unfollow button on top-right of each page to unsubscribe from the notifications

¥ VERSA

NETWORKS

(S PSIRT
Vulnerabilities
OSSPACK
HotFix

Security Advisories

'A‘ Threat Library

Security Portal

I

v

-

-

CVEID ™

CVE-2025-26465

CVE-2025-26465

CVE-2025-26465

CVE-2025-26465

Versatility 2025

m SEIECt

Summary

Avulnerability was found...

Avulnerability was found...

Avulnerability was found...

Avulnerability was found...

SortCVEID's e

The Versa Product Security Incident Response Team (PSIRT) issues advisories on issues in Versa products, accompanied by their resolutions or other recommendations. PSIRT is a dedicated team that handles the
investigation, analysis, resolution, and disclosure of vulnerabilities and issues in Versa products. Advisories are released as part of Operating System Security Package (OSSPACK) updates and other updates that are specific
to Versa products and their components.

Product ¥

Analytics

Concerto

Director

VOs

Severity

Medium

Medium

Medium

Medium
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Date Published

Feb 18,2025

Feb 18, 2025

Feb 18, 2025

Feb 18, 2025

CVEID

Date Updated T

Affected Versions T

20.2.2,20.2.3,20.2.4,21....

11.2.2,11.2.3,10.2.1, 11....

20.2.2,20.2.3,20.2.4,22....

20.24,21.1.4,21.1.3,21....

Q.0

Q

Fixed Version

OSSPACK 20250224
OSSPACK 20250224

OSSPACK 20250224

OSSPACK 20250224
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Thanky

Versa
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