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SSE State of the Art
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VersaONE 
Universal 
SASE 
Platform

INTEGRATIONS INTEGRATIONS

• Identity Providers
• EPP / EDR
• MDM
• Threat Intelligence

• SSE / SD-WAN
• Multi-Cloud
• Security Analytics
• Network Monitoring/Mgmt
• Automation
• Service Desk
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Versa SASE – Available Today

URL, IP, DNS Filtering, Malware 
Analysis, 

File Filtering

IPS/IDS

ATP+

Inline CASB
Inline DLP, DLP 

for images (OCR)+

Threat Prevention
Data Protection

Secure Access

NGFW ZTNA

Versa SASE client 
access

Endpoint 
Information 

Profile/ Device 
Posture

Versa Analytics - Predictive data analytics, Unified Data lake with Versa UEBA*+

Versa Concerto Unified Management Portal

AIOps - Automated diagnostics & intelligence with Verbo*+ 

+ cloud-delivered
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Versa SASE – What’s new

URL, IP, DNS Filtering, DNS 
updates, Malware Analysis, 

File Filtering

IPS/IDS

ATP

Inline CASB
Inline DLP, Endpoint 

DLP

API-based Data 
Protection

RBI

DLP for Email
Remote Browser 

Isolation

Threat Protection Data ProtectionSecure Access

NGFW ZTNA

Versa SASE client, clientless 
access

Endpoint Information 
Profile/ Device Posture / 

Mobile attributes

Versa Analytics - Unified Data lake with Versa UEBA

Versa Concerto Unified Management Portal

DEM & AIOps - Automated diagnostics & intelligence with Verbo 

Limited
Availability
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Works with SD-WAN+SASE

Elite Secure 
SD-WAN

VSPIA/VSAF 
Professional 

(SASE)

NGFW

URL, IP DNS 
Filtering

Antivirus

NG-IPS

File filtering

ALS

CASB

DLP

ATP

DEM

NGFW

URL, IP DNS 
Filtering

Antivirus

NG-IPS

File filtering

ALS

CASB

DLP

ATP

DEM

Other Advanced Security add-ons like API-DP, 
RBI are also available with both SD-WAN and 
SASE 

Included in tier

Available as an add-on feature
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Why Versa for DNS Security

DNS security as part of 
unified SASE – no need 
for a standalone DNS 

vendor

Attractive built-in 
features with 

professional tier

DNS proxy (SD-WAN) in 
combination with DNS 

security provides 
efficiency, performance 

and security
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DNS Security
Use-cases

• Content security at the DNS level, prior to URLF

• Protection from DNS attacks (DNS 
Spoofing/cache poisoning, DNS 
Amplification/Reflection, DNS Tunneling, DNS 
Hijacking, DNS Rebinding)

• Policies to Blacklist/Whitelist domains with 
Allow/Block/Alert/Sinkhole actions

• DNS query-based actions for granular control

• Suspicious DNS tunnel detection

• Newly Observed Domains detection

• Reputation-based domain actions

Versa DNS 
Security

Versa DNS 
Security

Versa 
Cloud 

Gateway
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DNS Filtering Use Cases

• Filter domains based on query type
• Allows granular control

Use Cases: DNS Query-based Policies

Use `AAAA`  as query type to block IPV6 responses from `google.com`
Prevent DNS amplification/ reflection attacks
• Block unwanted DNS query types – Eg: AXFR, HINFO, ANY, IXFR
• Throttle Zone record information
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DNS Cache Poisoning

• Malicious actor corrupts the 
DNS server's cache, to return a 
“poisoned” IP address 

• Users are redirected to a 
malicious domain

DNS Spoofing / Cache Poisoning

• Reputation-based filtering

• Block newly observed domains

Versa's Solution
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DNS Tunneling

• DNS tunneling is a method of encoding data from other protocols into 
DNS queries and responses. 

• This can be used to bypass network security measures, allowing for 
covert communication or data exfiltration by disguising it as normal DNS 
traffic.

DNS Tunneling

• Versa DNS Tunnel detection can detect the malicious tunnels by using 
Invalid Character based detection, Frequency based detection and 
uncommon requests for the domains which have reputations as 
suspicious/malicious

Versa's Solution
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DNS Sinkhole Action

• DNS Sinkhole is a mechanism/action to block access to malicious domains by “sinkholing” 
traffic to a non-routable address
• Eg: Wannacry checked a domain before encrypting files, sinkhole the domain to 

prevent spread
• Primarily used to block access to malicious domains.
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Versa SASE Client Highlights

Windows

MacOS, iOS, 
Android

Linux

• User registration

• User and device authentication

• Location optimized connectivity to best gateway

• SLA monitored tunnels

• Encrypted tunnels

Network connectivity checks

• Enforced through Endpoint Information Profile 
(EIP) checks

• Hundreds of attributes – anti-malware, EDR, disk 
encryption, host firewall, file sharing

• Mobile, Process & registry checks, OS checks, cert 
expiry

Posture and Compliance checks
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ioS and Android

Endpoint Information Profile – Mobile attributes

Mobile OS checks for-

• Jailbreak detection

• Passcode check

• Biometric support

• Specific model

• IMEI numbers

• Phone numbers etc.
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MDM Integrations - Versa SASE

Versa OS Check compliance (Device Id)

Device compliance Status

Versa SASE 
Client App

• Manage, secure, and support 
mobile devices like smartphones, 
tablets, and laptops.

• Portal combined with MDM app 
streamlines the management of 
mobile devices

• Queries MDM to fetch compliance 
state.

• Creates Tunnel using SASE Client 
App

MDM App

Metadata values can be used 
(Ex. Registration)  if 
configured using MDM 
portal

• Creates work profiles in BYOD 
& Device Owner Mode

• Installs required Certificates 
and suggested apps
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BYOD modes

Android - 
Work profile

ios, iPadOS – 
User 
Enrollment

Supported Modes

Fully Managed mode

Android  - Device 
Owner Profile

iOS/ipadOS – Device 
Enrollment
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Mass distribute Versa SASE client through Ivanti MDM
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Differential secure 
access policies

Check Device Compliance and Enforce Security
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Zero Trust Network Access

Data Center HQ 

Public Cloud

Versa Cloud 
Gateway

Ent Apps
Ent AppsEnt Apps

DOS, 
Routing &
Carrier 
Grade NAT

CGNAT SFW
App 
Firewall

SAML/AD 
Auth

Network 
Obfuscation

Use-cases

• Encrypted VPN based connectivity

• Securely access applications hosted in DC, 
Branch or Public Cloud

• Secure Private Access

• Zero Trust Network Access (ZTNA)

Security Services

• User/User Group based Policy

• Integration with Identity Providers

• Application Firewall

• Network, Application Obfuscation and Hiding
SASE Client App 

on End-User 
device

Private Clouds ENT HQ

Private SaaS Apps



© 2025  Versa and/or its affiliates. All rights reserved. © 2025  Versa and/or its affiliates. All rights reserved. 

Versa Cloud Fabric
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User Experience Challenge for a Global Enterprise

#1: Providing Reliable Connectivity Global 
Workforce  is Expensive and/or Ineffective

#2: Extend Reliable Connectivity to Remote 
Users, Partner locations, SaaS/CSP locations

#3: Extend Advanced Security for traffic using 
global backbone
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What is the Right Solution?

• Solution should be consumable as a Service

– Without the need to deploy or procure bandwidth and 
hardware

• Customer provides the “intent” of the networking, 
abstracting complex configurations 

• Solution should provide connectivity for remote 
branches and remote users

• Solution is provided for optimized connectivity to
– Private Applications

– SaaS Applications

– Cloud Workloads

• Integrated Security/Micro-segmentation

Branch Office

  MPLS

Internet

DC

Application 1

DIA Traffic
Internet Sources

  
Versa Cloud 

Fabric

Region 2

VCG

VCG

Branch Office

  MPLS

Internet

DC

Application 1

DIA Traffic
Internet Sources

Region 1

VCG

VCG

AMS

  
SDWAN

SaaS Apps
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Introducing Versa Cloud Fabric

Technology

• Traffic Engineered SD-WAN over Versa Backbone

– End to End QoS based traffic Steering. Always 
chooses best path from your branch to the 

destination.

• Cold-Potato routing between the Cloud Gateways

Branch Office

  MPLS

Internet

DC

Application 1

DIA Traffic
Internet Sources

  
Versa Cloud 

Fabric

Region 2

VCG

VCG

Branch Office

  MPLS

Internet

DC

Application 1

DIA Traffic
Internet Sources

Region 1

VCG

VCG

AMS

  
SDWAN

SaaS Apps

Use cases
• Branch to Branch connectivity

• Optimized SaaS App connectivity (For Branch 
users and Remote Users)

• Cost and Performance optimized Multi-Cloud 
connectivity
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Digital Experience 
Monitoring
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User Experience Challenge

#1: User experience issues have many causes: 
But Network is always typically blamed first.

#2: User Experience issues are intermittent. 
Issues disappear by the time of investigation

#3: “Are my Users equipped to be Productive?” 
C-level execs need data
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Measures performance metrics of various segments

Versa’s DEM Solution : End-to-End Monitoring

Device Wi-Fi Local Network Internet Versa Gateway Application

• Device Health: 
CPU/Memory/
Disk/Battery

• WiFi Signal 
Quality, Tx/Rx

• Local network 
performance metrics: 
Latency, Jitter, Loss to 
ISP 

• Internet performance 
metrics: Latency, Jitter, 
Loss on internet to 
gateway

• Gateway performance 
metrics: Latency, Jitter, 
loss on SD-WAN and 
application network

• Application 
performance 
metrics: DNS 
lookup time, TCP 
connect time, 
SSL handshake 
time, HTTP 
latency, time to 
first and last byte 
etc 
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Versa’s DEM Components
• SASE Client:  

• DEM enabled SASE client performs end to end monitoring of user’s network 
and application performance

• Sends synthetic probes periodically to determine the performance metrics

• Exports of statistics and status for analytics to consume:

• Device 

• Local segment

• Internet segment

• Application servers

• SASE Gateway:

• Configures clients with DEM profiles

• Exports DEM metrics received from SASE clients to analytics

• Analytics

• Provides end to end visibility and actionable insights
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• Proactive, shorter latency, accurate, and customer centric decision making 

Enriches 
visibility

Actionable 
insights

Improved user 
experience

Optimizes 
business strategy

Reduces time in 
troubleshooting 

issues

Benefits of Using DEM for SASE Observability
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Thank you


	Slide 1: SSE Today - Best of breed cloud-delivered security
	Slide 2: SSE State of the Art
	Slide 3
	Slide 4: Versa SASE – Available Today
	Slide 5: Versa SASE – What’s new
	Slide 6: Works with SD-WAN+SASE
	Slide 7: Why Versa for DNS Security
	Slide 8: DNS Security
	Slide 9: DNS Filtering Use Cases
	Slide 10: DNS Cache Poisoning
	Slide 11: DNS Tunneling
	Slide 12: DNS Sinkhole Action
	Slide 13: Versa SASE Client Highlights
	Slide 14: Endpoint Information Profile – Mobile attributes
	Slide 15: MDM Integrations - Versa SASE
	Slide 16: Supported Modes
	Slide 17: Mass distribute Versa SASE client through Ivanti MDM
	Slide 18: Check Device Compliance and Enforce Security
	Slide 19: Zero Trust Network Access
	Slide 20: Versa Cloud Fabric
	Slide 21: User Experience Challenge for a Global Enterprise
	Slide 22: What is the Right Solution?
	Slide 23: Introducing Versa Cloud Fabric
	Slide 24: Digital Experience Monitoring
	Slide 25: User Experience Challenge
	Slide 26: Versa’s DEM Solution : End-to-End Monitoring
	Slide 27: Versa’s DEM Components
	Slide 28
	Slide 29

