
AI/ML for security use cases



© 2025  Versa and/or its affiliates. All rights reserved. 

Agenda
• Pain points in cybersecurity

• Key components

• AI/ML for Advanced Threat Prevention (ATP)

• AI/ML for Data Loss Prevention (DLP)

• AIOps for cybersecurity

• Questions
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Today’s Pain Points -  Threat Prevention(ATP)

• Security teams overwhelmed by alert volume.

• Difficult to identify genuine threats amidst the noise.

SaaS/IaaS/PaaS  sprawl – 
Increasing Attack surface

• Average cost of a data breach crossed $4.5m in 2023, a 15% YoY increase.

• 277 days to Respond and Remediate breaches (204 to Respond, 73 to Remediate) in 2023.

• Loss of brand confidence.
Financial impact - TTRR

• On average there are 76 different security solutions which creates problem of interworking 
the disparate security solutions

• 54% of SoC teams feel burnt out fielding security events, 45% of which were false positives.

Multiple point products  - 
Integration complexity  

• AI-created malware, zero-day exploits used by attackers to launch sophisticated and faster 
attacks.

• Ransomware attacks  increased 24% YoY costing around $5.3m to Respond and Remediate.
Attack sophistication
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Today’s Pain Points -  Data Loss Prevention(DLP)

• Identifying sensitive data across complex environments (on-prem, cloud, SaaS) is 
challenging.

• Complexities in data classification is a primary barrier to effective DLP implementation

Data Visibility & 
Classification

• Strict DLP rules can block legitimate business activities.

• Employees/Users could potentially use insecure workarounds ("shadow IT").

• Tuning DLP policies to be effective without hindering productivity is difficult.

Balancing Security & 
Productivity

• Data sprawl across cloud services (IaaS, PaaS, SaaS) and accessed by remote workers.

• Data breaches cost about USD 1 million more on average at organizations.

Data Protection in hybrid 
work environments

• Threats originating from within the Org (malicious or accidental) are harder to detect.

• Internal "privilege misuse" and "error" patterns remain significant factors in breaches.Insider Threats



© 2025  Versa and/or its affiliates. All rights reserved. 

Versa AI for file/stream-based Security – Key Components

AI/ML Based 
Malware Detection 

K
ey

 b
en

ef
it

s
W

h
at

 is
 it

?

✓ Eliminates zero-day attacks 

covering 90 % of file types 

used to transmit malware 

while reducing sandbox load 

by 75%

Threat Protection

Multi-stage AI/ML for real-
time processing of files to 
identify malware

AI/ML Based Data 
Loss Prevention

Data Protection

For dynamic, adaptive 
protection from data loss 
(unintentional or malicious)

✓ Detection of sensitive data in 

text documents and image  – 

enabling more accurate and 

dynamic data security.
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AI/ML – Advanced 
Threat Prevention (ATP)
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AI/ML based Malware Detection – 1,000 ft view

Multi file-
type support

AI/ML-based malware detection for 
common file-types:
➢ PE (Portable Executable)
➢ PDF
➢ Docx, Pptx, Xlsx, RTF
➢ HTML/JS (JavaScript).

Distinct ML 
models

Distinct ML models trained for each 
file-type
➢ Gradient-boosted trees.
➢ Deep Neural Networks.
➢ Multi-model Ensembles.
➢ Fine-tuned State-Of-The-Art 

transformer models.

AI/ML microservice – Integral part of 
ATP
➢ Receive file analysis request -> launch 

inference for file-type.
➢ Return results, [Clean, Suspicious, 

Malicious] with appropriate metadata.
➢ Depending on the result and confidence 

score one of the following actions:
✓ Subsequent multi-vendor AV or 

sandboxing is triggered within ATP.
✓ The result is returned instantly, and 

rest of the analysis is skipped.AI/ML at the 
Edge

Reduce reliance on static signatures:
➢ AI/ML-based malware detection systems 

can identify patterns and characteristics 
common to malware behaviors.

➢ Extract the way malware interacts with the 
system, such as auto-execution, data 
encryption, C&C communication etc.

Augment 
signature-based 

detection

AI/ML micro-
service - ATPAI/ML-based lightweight inference at 

the Edge:
➢ Subset of file-types.
➢ Down-select files.
➢ Sent to cloud ATP for analysis beyond 

certain confidence score.
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• Proactive Detection

✓ AI can identify threats based on behavior, catching zero-day and 

polymorphic malware.

✓ Eliminates zero-day attacks covering 90% of file used to transmit malware 

while reducing sandbox load by 75% (e.g PE, PDF, docx, pptx, xlsx, JS etc.) 

• Continuous Learning & Real Time Analysis

✓ Adapts over time to new threats from updated data and models, improving 

its detection capabilities for zero-day. 

✓ Ensemble of Models: Trained gradient-boosted trees, Deep Neural 

Networks as well as fine-tuned transformer models for the different file-

types.

• Sophisticated Threat Identification & Remediation

✓ Ingest file from any source (branch, users or SASE GWs, cloud services), 

with analysis & remediation using ATP cloud.

✓ Detect complex attack patterns and threats by training on diverse data.

Traditional Malware 
Detection

VERSA AI/ML BASED 
MALWARE DETECTION

• Reactive Detection

Traditional methods run regex/pcre on known 

signatures, yara rules etc. to identify malware which are  

error prone.

• Static Analysis

Examine and evaluate the code of a software program 

without executing

Signature based, Heuristic analysis, File hashing, Resource 

analysis, Static code analysis tools 

• “Point in Time” Remediation

Detection and remediation based on known attacks at a 

specific point of time (e.g. signatures) which may become 

outdated 

Traditional Malware Detection: Unable to detect Zero-Day 

Exploits, Polymorphic and Metamorphic Malware and 

Advanced Persistent Threats (APT) Identification
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Malware Analysis - Structured
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f1 f2 f3 … fn

Data ingestion: Update data 
warehouse based on streaming data

-  Data selection(coarse and 
granular).
- Feature ETL
- Prepare for training

…

Generate AI/ML models:
- Decision-tree XGB, RFC etc
- DNNs

Rate the models on 
performance and accuracy

Create an ensemble of 
models for the use case

Update metrics in MLOps 
dashboard for continuous 
training
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Malware Analysis - Unstructured
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Data ingestion: Update data 
warehouse based on 
streaming data

1) Preprocess unstructured data (ETL).
2) Train transformer models on 

processed data.

Rate the models on 
performance and accuracy

1) Create an ensemble of 
models for the use case.

2) Optimize for inference  
3) Deploy in ATP for inference

Update metrics in MLOps 
dashboard for continuous 
training
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AI based Malware 
Detection

• VersaAI  deploys multi-stage AI/ML for real-
time identification of malware

• Eliminates zero-day attacks covering 90 % of 
file types used to detonate malware while 
reducing sandbox load by 75%.  Analytics 
dashboard shows detection by AI/ML and 
consequent policy action

• Consumed as part of ATP cloud (GA) as well as 
on-premise (2H’25).
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AI/ML – Data Loss 
Prevention
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AI/ML based DLP – high-level components

DLP for multiple document types: - Text, PDF, DOC(docx, pptx, xlsx), Images etc.

Image and Text pre-processing for DLP training and inference

Bleeding edge transformer models used to detect the type of Enterprise document 
(e.g. Credit cards, Passport, source-code, ) and extract multi-modal content.

Ability to fine-tune LLMs and smaller-footprint NER models for classification and 
detection of sensitive/PII for customer-specific data.
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AI/ML based DLP – Model Training

Ingest data from various 
sources (Text, Image etc)

Preprocess data (ETL):
- Clean
- Normalize
- Upscale
- Augment
- Synthesize

…

Train AI/ML models:
- Embeddings models
- CNN based classifiers.
- NER models
- Transformer/LLM based models

Rate the models on 
performance and accuracy

1) Create an ensemble of 
models for the use case

2) Optimize for inference  
3) Deploy in cloud/on-prem 

for inference

Update metrics in MLOps 
dashboard for continuous training
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DLP Extraction and Classification – Example 1
{"detection":{
  "Enterprise": [
    {
      "Document Type": "PERSONAL-IDENTITY",
      "Confidence Score": 99.0
    }  
  ],   
  "Generic": [
    {  
      "Classification": {
        "Document Type": "DRIVER_LICENSE"
      },   
      "Extraction": [
        {  
          "Identifier type": "NAME",
          "Identifier": "ALEXANDER JOSEPH",
          "Confidence Score": "100%",
          "Sensitivity": "high"
        }, 
        {  
          "Identifier type": "DATE_OF_BIRTH",
          "Identifier": "08311977",
          "Confidence Score": "100%",
          "Sensitivity": "high"
        },

       . . . 
      ]  
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DLP Extraction and Classification – Example 2
"{
  "Enterprise": [
    {  
      "Document Type": "FINANCE-REGULATORY",
      "Confidence Score": 98.5,
      "Sub-Document": {
        "Classification": {
          "Sub-document type": "Individual Tax Returns"
        }, 
        "Extraction": [
          {  
            "Identifier type": "Taxpayer Name",
            "Identifier": "JOHN TAXPAYFR",
            "Confidence Score": 80,
            "Sensitivity": "Low"
          }, 
          {  
            "Identifier type": "Taxpayer Social Security Number",
            "Identifier": "002-21-1252",
            "Confidence Score": 90,
            "Sensitivity": "High"
          }, 

  . . .
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• Enhanced Detection with Contextual Analysis

✓ Understands the context (spatial or temporal) of data usage, allowing 

for more nuanced protection strategies that adapt to different 

scenarios.

• Dynamic Adaptation with Real Time Protection

✓ Ability to fine-tune and learn from new data, improving its 

understanding of what constitutes sensitive information and potential 

threats over time

✓ Analyze data in-motion in real-time, providing immediate response to 

potential data leaks or unauthorized access.

• Advantage AI/ML

✓ Detection of Sensitive Information in Unstructured Data

✓ Adaptive Protection Against Evolving Data Types and Policies

✓ Anomaly Detection in Data exfiltration using UEBA triggered user risk 

analysis.

Traditional DLP VERSA AI/ML BASED DLP

• No “context” in analysis

Relies on pre-defined pattern matches which may lead to 

false positives or negatives in certain attack scenarios

• Static Detection Techniques 

a) Keyword Matching 

b) RegEx for Pattern Recognition (Social Security #s) 

c) Document Fingerprinting (unique hash or 

"fingerprint") 

d) File Type and Metadata Analysis 

e) Data classification by Tagging

Leads to unnecessary False Positives, noisy alerting and can 

be easily circumvented.

• Limited Adaptation

Non-trivial real-time updates to DLP signatures (user or pre-

defined)
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AIOps for ATP/DLP
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Model Consumption Strategies
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Deployed as a microservice. 
Part of ATP and DLP cloud

Deployed as an engine on 
Versa Cloud Gateways or Hub 
devices.

Lightweight AI scanner 
library : on-prem

AI/ML service:
- Image for K8s 

orchestration.
- Updated models 

for ATP/DLP.
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Cloud CDN 
Cloud Storage

Cloud DNS
Cloud Load Balancing

File Submission 
Service

Authorization 
Service

Databases

Event Driven 
Service Integration

Branch

API- DP Cloud

SASE Gateway

Public Cloud Based AI/ML Services Flow Diagram

AI/ML Service  - ATP 

RBI service

Result Notification 
Service

Public Cloud/On-prem deployment 
of K8s based microservices

Monitoring 
Service

AI/ML Service  - DLP 

Licensing  Service
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Data Warehouse/Storage

Model Inference

Model Inference Dashboard

Use of Predictions in  
Application &  Insights 
for Verdicts and policy 

decisions.Branch

API- DP Cloud

SASE Gateway

Public Cloud Based AI/ML ATP/DLP Data Pipeline

Streaming Data – Omnichannel sources

Public Cloud/On-prem inference on K8s based microservice.

RBI service

Continuous Model Training

Model Tracking Dashboard

Multi-vendor Data Feed

Samples for Post-
mortem analysis.

Data Ingestion 
Data Processing  
Data Warehouse
SQL/NoSQL DB

Public Cloud/On-prem training DAG flow on k8s

Customer 
Permitted
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Thank you
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