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SASE Observability



SASE Observability

Continuous monitoring of your SASE infrastructure.

Collect events and logs from multiple touch points 
including users, networks, cloud services, and apps. 

Connect and correlate data from disparate end points 
and derive actionable insights.

Detect potential problems with user and application 
experience before they escalate, keeping your network 

resilient and minimizing downtime.
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Multiple Panes of Glass for Visibility

Challenges in typical SASE Observability Solutions

• Complexity due to multi vendor 
environments

• Multiple panes of view leads to 
poor user and administrator 
experience

• Higher TCO due to replication of 
infrastructure

• Lack of e2e visibility and 
subsequent insights due to 
inconsistent data models.
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Versa SASE Solution Suite
Unified SASE Portal
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Versa’s Digital Experience 
Monitoring function provides for 
end-to-end observability in SASE
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Digital Experience Monitoring (DEM) in SASEDigital Experience Monitoring (DEM) in SASE

User Application 
Experience Monitoring 

Troubleshooting and 
Problem Resolution

Performance 
Optimizations 

Analytics and 
Insights 

Ensure consistent availability and performance for 
business-critical applications across geographies

Ensure consistent availability 
and performance for business-

critical applications across 
geographies

Pinpoint the source of 
problems, whether in the 

network, application, or due 
to security configurations

Optimize SASE configurations 
for improving overall network 

performance.

Derive insights for users 
across regions, ISPs 

etc.



User Application 
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User Application Experience Monitoring
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User Application Experience Troubleshooting
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Client issues:
Local network issue from client to VCG, WiFi Issues,
Device issue (low memory,  CPU, disk/queue etc)

SD-WAN network

SD-WAN network issues:
Underlay issues such as 
packet loss, latency, 
congestion 

Application server

Application server issues:
• High application/server 

response times
• Network issues from 

gateway to application 
server

Branch/Hub/Gateway

Branch/Hub/VCG issues:
Low system resources (cpu, 
memory etc.), anomalies
Security policies blocking 
data



User Application Experience Troubleshooting: 
Gateway Perspective
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• Without end-to-end 
monitoring, visibility 
is incomplete and the 
root cause of the 
problem will be 
difficult to detect.



User Application Experience Troubleshooting 
Using DEM
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• Monitors the user’s 
experience at 
various segments 
from client device 
all the way to the 
application servers
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Measures performance metrics of various segments

Versa’s DEM Solution : End-to-End Monitoring

Device Wi-Fi Local Network Internet Versa Gateway Application

• Device Health: 
CPU/Memory/
Disk/Battery

• WiFi Signal 
Quality, Tx/Rx

• Local network 
performance metrics: 
Latency, Jitter, Loss to 
ISP 

• Internet performance 
metrics: Latency, Jitter, 
Loss on internet to 
gateway

• Gateway performance 
metrics: Latency, Jitter, 
loss on SD-WAN and 
application network

• Application 
performance 
metrics: DNS 
lookup time, TCP 
connect time, 
SSL handshake 
time, HTTP 
latency, time to 
first and last byte 
etc 



Versa’s DEM Components
• SASE Client:  
– DEM enabled SASE client performs end to end monitoring of user’s network 

and application performance
– Sends synthetic probes periodically to determine the performance metrics
– Exports of statistics and status for analytics to consume:
• Device 

• Local segment
• Internet segment
• Application servers

• SASE Gateway:
– Configures clients with DEM profiles
– Exports DEM metrics received from SASE clients to analytics

• Analytics
– Provides end to end visibility and actionable insights



DEM: Analytics Overview
Provides high level insights 

for users with different 
types of issues. 

Users grouped by country and 
city with application performance 

rank good/fair/poor



DEM: User Experience Rank

User experience rank: 
Computed using various 

metrics collected at 
each interval

Rank value range
 0:30 – Good

31:70 – Degraded
 71-100- Poor

Actionable 
insights

32



Users with device issues – Based on device CPU, memory, disk, battery usage

DEM: Local Issues - Device
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Users with WiFi issues – Based on signal strength, rx/tx bandwidth obtained 
from the device’s WiFi driver

DEM: WiFi Issues
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Users with local network issues – Detected based on latency/jitter/packet 
loss metrics using ping / traceroute to nexthop gateway. 

DEM: Local Issues - Network
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Users with local network issues – Detected based on latency/jitter/packet 
loss metrics using ping / traceroute to nexthop gateway. 
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Users with internet issues – Detected using ping/traceroute/TWAMP to SASE gateway
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Users with internet issues – Detected using ping /traceroute/TWAMP to SASE 
gateway
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DEM: Internet Issues

• Shows non-optimal gateway chosen by the user for connecting. 
The traffic is sent from San Jose to gateway in Chennai India
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Users with internet issues – Detected using ping /traceroute/TWAMP to SASE 
gateway



Users with application issues – Detected using ping/ HTTP GET/traceroute 
to application servers

DEM: Application Issues
Device 

Wi-Fi 

Versa 
Gateway

Application

Local 
Network 

Internet



Users with application issues – Detected using ping/ HTTP GET/traceroute 
to application servers
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Users with application issues – Detected using ping/ HTTP GET/traceroute 
to application servers
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• Rank computed using network 
and application-level metrics 



Users with application issues – Detected using ping to application servers

DEM: Application Issues
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• Network delay/loss/jitter over time to application server 
IP



Users with application issues – Detected using traceroute to application 
servers

DEM: Application Issues

• Shows huge loss and 
jitter on the path from 
source to destination 
causing poor 
performance
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Detected using HTTP GET to application server

DEM: Application Issues

• DNS Lookup Time: Time taken by Domain Name Server to resolve domain name to 
application’s server IP address
• TCP Connect Time: Time taken to perform TCP handshake with the application web server
• SSL Handshake Time: Time taken to perform SSL handshake used for secure (https) 

connectivity
• HTTP Latency: Time taken by HTTP get response
• Data Transfer Time: Time taken to perform data transfer
• Time to First Byte: Time taken to receive the first byte of information after a request is 

made
• Time to Last Byte: Time taken to receive the last byte of information after a request is made
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Gateway

Application
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Digital Experience 
Monitoring: Insights



DEM Insights Examples

Examples:
• ISP: How is the connectivity to local ISP? Are other users in the same 

region seeing poor performance with the ISP?
• Application server: Are all users connected to application server having 

poor performance?
• Gateway: Are all users connected to a gateway having poor experience?  

Is the path to Gateway going thru optimal path?

By correlating and connecting data from various users, several high-level insights can be derived 



DEM Insights: Is it an application server issue?
• Application map shows the users connected to various application servers in various geographies and their rank 

• Helps determine if issue is local to a specific user or subset of user locations or all users accessing a specific server.

• If all users are impacted, then most likely the issue is with application server.

• Application server locations and number of 
users connected with good/bad/degraded state



DEM Insights: Is it an application server issue?
• Application map shows the users connected to various application servers in various geographies and their rank 

• Helps determine if issue is local to a specific user or subset of user locations or all users accessing a specific server.

• If all users are impacted, then most likely the issue is with application server.
• Application server locations and number of 

users connected with good/bad/degraded state

• Location of the users connecting to a server



DEM Insights: Is it gateway issue?
• Gateway map shows the users connected to various SASE gateways in various geographies and their rank 

• Helps determine if issue is local to a specific user or subset of users or all users connected to a gateway.

• If all users connected to a gateway are impacted, then most likely the issue is with specific gateway.



Why Does DEM for SASE Observability Matter?

Provides greater 
visibility across SASE 

infrastructure

Reduces the 
Mean Time to 

Detect and Mean 
Time to Recovery

Delivers business 
outcomes by 

improving 
productivity and 

reducing cost 
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Thank you


