Stopping Cyber Threats with Zero Trust Network Access
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Legacy VPN Challenges

e Applications moving to the cloud

* Increased cybersecurity risk due to digital migration and
hybrid work environment

e Usage of BYOD adds to cybersecurity risks

* Need for application-level micro-segmentation
e Lateral movement risk with legacy VPNs

e Lack of end-to-end visibility and analytics

* Centralized security model not designed for a distributed
enterprise
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Digital Transformation Requires Modernization of
Legacy VPN Infrastructure

Anywhere, Anytime Access is the New Normal

° Post Pandemic, hybrid work is the future

* No specific office or geographical location

0 Users want fast, seamless access from anywhere

* Flawless connectivity experience to corporate applications, on-prem or cloud

° Enterprise IT wants to manage hybrid access without impacting user experience
e Authenticate and control user access to applications, regardless of device or location

* Increase operational efficiency, reduce complexity and costs

° Legacy Firewalls/VPNs not built to support modern business models
* Increased cybersecurity risk with expanded attack surface

* Lost productivity and poor user experience due to latency/backhauling of traffic
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Zero Trust Framework for a Hybrid Workforce

(@

Any request
to your network

Versatility 2024

Never

alvyays ,&o“ C'o,)’
veri O 7
S 101010291 DeVices

N S,
ata

Authentication )

based on identity

and context }}Qe\ @
eopie oa

W VERSA



Versa Zero Trust Network Access

Versa ZTNA is an easy to deploy, Zero Trust based secure access solution that fits into your

existing environment

Ent Apps . .
o] | s . E{; Versa ZTNA Highlights

' Jira * Direct, secure per-application access to enterprise
applications

% @ % e Zero Trust framework for user and device
o Q. authentication and verification, with granular least
privilege access policies
Private Saas e Continuous security posture assessment with

Aops adaptive access control and remediation
éz;seawgyud e Reduced attack surface with “dark cloud”

e Data loss and malware prevention

* Exceptional user experiences for employees

Public Cloud

Private Clouds ENT HQ
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Firewall as a Service
(FWaa$)

Cloud Access Service Broker

Secure Web Gateway
(SWG)

Zero Trust Network Access
(ZTNA)
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(CASB)

Versa Unified SASE

Al/ML powered platform

Advanced Threat Prevention
(ATP)

Data Loss Prevention
(DLP)
Secure SD-WAN
(SD-WAN)
56/5 Secure SD-LAN
€ (so-LaN)

Versa SASE
Al/ML powered platform

Users Branches Private Cloud Public Cloud v VE RSA

Industry leading VOS™ multi-tenant software



Components of Versa ZTNA Solution

Q Self Management Portal

* Visibility & control of users, apps and more for 8 2 @
. . wérkdbx Anure |8
enterprise IT and security teams | Sneypred Backhal o 8 o8
° Versa Cloud Gateway @VCG al
) - — Cloud based ZTNA Enterprise DC
* Cloud based ZTNA gateway securely connects to enterprise V) Gateways or Campus
network and Cloud/SaaS ‘@
0 Fast Internet connectivity for remote workforce Internet mn © ‘
. . . DIA for non-
and intranet connection for in-campus access business apps

* Wired, Wireless, Cellular

Home Network, Traveling Employees

Q Universal SASE Client %E @ U L |E'|§

* For Windows, MacQS, iOS and Android devices
* Clientless connectivity option

Windows, MacOS, iOS, Linux Devices
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@ Capabilities
o
w Enterprise €3 ribdon .

Data Center Secures corporate

Private Clouds devices with the SASE
client, BYOD, browser-

£ 62 S based access, loT

devices

Public Cloud Enterprise Flirg omece
HQ, Campus

 ZeroTrustaccessto
_ Versa Cloud enterprise applications
\dentity [y Gateways in datacenters, private
Providers )
or public clouds

rivate SaaS Apps

® Benefits

e Universal ZTNA
policies

BYOD, SASE client or
browser-based access

Objective:
Secure end-to-end access for

hybrid, distributed workforce connecting any
- a user to

application
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| } & Capabilities &
Use Case- = 4H I Benefits
. @

Lyl

Enterprise @ fibbon
Data Center e (Contextual access based

Private Clouds on user identity, role,
— application, geo-location

oS
4B .

Adheres to zero-trust
Public Cloud Enterprise 1 jjrq oOmacLe incioles of al £
HQ, Campus ¥ M0 saraense principles of always verify

Private SaaS Apps * Integrate with Identity
Versa Cloud

3 Gateways providers — Okta, Azure
\ AD, Ping Identity, Google

/
N Identity Providers .
dentity

\ &
°k,ta Azure Active Directory ° Multi-Factor
) Authentication, Single-sign
: g 5 n to Identity providers
Objective: = R | on to Identity p
Identity-based zero-trust. SO, SASE client or « ldentity mgmt. - SAML,
access for all users and-devices L DAP
o 8
& &
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X v @ Capabilities

U Se C a Se @ Enterprise ¢ Endpoint posture
&

\\ // . -
-

- Applications checks

e Check on connection
»
,/

57 initiation and continue
a \

[ @ Versa to evaluate
.l Eva | Ua te Wastonay .
w e Attributes — Host

E N d pO' nt POStu e | certificate, firewall,

Identity endpoint platform, disk

C h ecC ks ' l?roviders ' Internet @ encryption, domain

Non-compliant JOIﬂEd and more..

posture

Users [ Devices ° Beneflts

Objective: j : _  Continuous

Continuously evaluate endpoint 20 Cad \ compliance and

posture and enforce ZTNA ' : oA — enforcement of
I ZTNA
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@ Capabilities

ax @ Enterprise o ZTNA with IPS
Applications .
S=—r protection
@ @ * More than OWASP top
| 10 issues

/
/
/
|/
W

P rOte Ct aga | nSt @_ lood * Continuous protection

Wlcateway from newer
VUlnera b|||t|es vulngral?ilitiesin any

! \dentity application sof’Fwa re
Providers  mtermet e.g. Apache, Microsoft
Exchange Server,
NGINX, Wordpress,

/
/ \
/
—

Users [ Devices freerd p
et TN E ® Benefits
Protect users and enterprise NS : L o Vulnerability

networks from application

2 rotection alon
vulnerabilities P J

with zero trust
access
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. Contain Malware

&

/
/
/
/

Objective:

Prevent malware propagation
across applications and other
enterprise sites

Versatility 2024

=

Versa
—— Cloud

J Gateway

Identity
Providers

Internet

@ Capabilities

Entg—zrpr'ise
Applications e Contain malware within
user/device
* Block propagation, C&C or
botnet activity
* E.g.: Mirai malware affecting
loT devices
@ * Emotet variant —affecting
bank branch office
Contain
malware
Users / Devices Q Be N EfItS

* Prevent malware propagation
across applications and other
enterprise sites
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Use Case

E=y

Objective:
Protect users and prevent lateral
movement

Versatility 2024

=

Enterprise
Applications

Versa
= Cloud
"Gateway

Identity

Providers® TS

Different User IP

Client Subnet

Users / Devices

Q@ Capabilities

@

No default client IP
address of gateway

Create a Dark cloud / Dark
network

Hide enterprise users

Benefits

Protect enterprise
users/clients

Prevent lateral movement
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@ Capabilities

Enterprise
Applications
N\oizid * e Donot expose enterprise
e ey o IP addresses
W | K Enterprise internal
/ lication IP
\ O bfu Scate AL « Create a Dark cloud / Dark
|/ Versa
] oy network
léﬁateway

* Hide enterprise
applications and services

' Enterprise

Identity  |nternet
Providers

Applications

My-internal-
app.versanow.com

Ob_/eCtlve Users / Devices
Protect enterprise applications ° Benefits
and prevent lateral movement
] * Protect enterprise
- ' : applications

* Prevent lateral movement
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@ Capabilities

@ Enterprise
A I. t- . - H
. pplications * Sensitive data protection

* Contextual analysis on

i/ \ "' P reven t D 3 t 3 @ x data patterns and

s s N predefined profiles e.q.:
Lo SS Weateway y PCI-DSS, HIPAA, PII,
| Prevent Data credit ca I’d, SSN
Exfiltration
dentit A » Variety of file types,
providers "Mt protocols
Objective: ;-
Prevent data exfiltration from _ :
users, devices or through Usars/ Devices Q Benefits
lication .
giicaucioccs v  Prevent unintended or
28 N\ deliberate data
exfiltration
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Versa ZTNA with Built-in Security

Protects against several MITRE ATT&CK techniques

Reconnaissance

Scanning

Network

topology

IP addresses

Initial access

92U3SISI9d
2 UOIINDIXT

Exploit public-
facing
application

External Remote
Services

Phishing,
Spearphishing

Versatility 2024

Privilege
Escalation &

Defense evasion

Access token
manipulation

Group policy
modification

$S920Y
|e1uspal)

Discovery &
Lateral
Movement

Network Service
Discovery

Remote system
discovery

Exploitation of
Remote Services

uoI13123||0D

Command and

Control &
Exfiltration

Content injectio

Exfiltration over

web service

Exfiltration over

C2 channel
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Unified Platform for Both Private & Public Access

-
! Application 2 Application 2! Versa Concerto

Saa$S Apps

1
1
. 1
i 1
G Suite @ :
You
DC o , !
zoom |V vos . 1
: ! - Cloud Hyperwsors:
-------------- Remote Users Remote Users D

to Internet Remote Users to
Cloud Compute

to SaaS

to|DCs
R [I——- H Physical, Virtual, .
: : \ or Public Cloud GWs single P i b EIER EICAL,
. | : .. SR Monitoring and Visibility
\@ MPLS @ el ASE Fabric * E]
. . -..SASEabric g W
! Internet ! [ TrafficEnginéered ] Agentless
A s i : Teen S
Q P@e Network Access enf&@mpgﬁﬁﬁ&ﬁgateway
— — LTINS
@ W VERSA =
(] !Hz (Internet / SaaS Accesls!n‘orcement via the same SASE g‘é/teway @. @@—»
Branch Office Branch Office = o
N | o i . H?me Home Anywhere
Q Application of Zero Trust principles for both Private & Public traffic
Branch Users Remote Users
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Why industry experts are raving about Versa
Networks

Market Share Leader Leadership Compass 2023 Forrester Wave Leader 2023  Ranked in the Top 3 2023 #1 Network-Driven SASE

’ FORRESTER' Gartner

Gartner

sKuppingercoie

VOS® . : ) Single Vendor SASE Single Vendor SASE
SASE Integration Suites Zero Trust Edge Solutions Magic Quadrant Critical Capabilities
Unified
SASE

Ratinge GIGAOM

CRrRO cBERRATINGS.0RG
[ )

Security Effectiveness Secure Service Access Security Service Edge ZTNA Report

Cloud Network Firewall & Total Cost (Value)

Gartner Gartner. Gartner Gartner

i e B\ .oic Ouadra (T | vesic Guadie
Magic Quadrant Magic Quadrant Magic Quadrant
[ | | o [ | |

[ | | Magic Quadrant

Secure
SD-WAN

—
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Cyber Ratings.org

Zero Trust Network Access (o) CYBER RATINGS.ORG ZTNA| Q3 2023
(ZTNA) Report 2023

Versa Networks Zero Trust Network

Access Earns RECOMMENDED Rating '
from Independent Testing Lab ‘ ‘

CyberRatings.org
Authentication & Identity Resource Access TLS/SSL Performance
£ . . Authenticate and identify all Apply identity-based Tested to detect attacks Measured performance
Received the highest (Recommended) connections and users access control concealed by encryption under various load
Rating by CyberRatings.org, including _— ) CO?.f“tionsv traffic
: P i Prove they can then apply Restrict lateral movement ested for attacks profiles, encryption
passing all Authentlcatlo.n & Idenjuty, identity-aware policies. against the encryption
Resource Access, Routing & Policy protocols.
Enforcement, and TLS/SSL tests.

Versa ZTNA Versa ZTNA U 2L 930 Mbps on 1Gb
passed 100% passed 100% passed 100% E:::::n -
of the tests of the tests of the tests
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/TNA Independent Evaluation — CyberRatings Test a

Results

Versa Networks ZTNA

RECOMMENDED

In Q3 2023, CyberRatings.org conducted an independent test of Versa Networks against the Zero Trust Network Access (ZTNA) Test

Methodology v2.0, using Amazon Web Services and our fadlity in Austin, Texas. The product was thoroughly tested to determine
how itearseduthentication & Identity, Resource Access, Routing & Policy enforcement, and TLS/SSL 1.2 and 1.3 cipher suites.
/Both clear text anJ’én{rypted traffic were measured for performance. For this test, we tested up to 1 Gbps.

AUTHENTICATION & IDENTITY
SAML Authentication |

SAML Authentication uslnq Okta Pass
SAML Authentication using Ping Pass
SAML Authentication using Azure AD Pass
Identity Aware Policles Pass
"RESQURCE A€CESS

Support for unrouteable "hidden” networks Pass
Remote access to "hidden” network via ZTNA service | Pass
Identity/app/location access control for "hidden” Pass
No full network access (identity/application Pass
Support for non-standard ports and non-web Pass
SSL/TLS SUPPORT

Cipher Suite Support

Top 10 Cipher Support 10/10 Supportedf
Insecure Cipher Sultes |
Null ciphers (no encryption of data) Pass |
Anonymous Ciphers (no authorization) Pass

Decryption Validation

Exploit + Legitimate Traffic - Un-Encrypted | Pass

Exploit + Legitimate Traffic - Encrypted Pass

Decryption Bypass Exceptions Pass

Versatility 2024
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ROUTING & POLICY ENFORCEMENT

Netwggk sEgm_entHHoo\
Owfriapping Subnets
&iccess Control \
1 Network Services \
I HTTP
| HrTPS
\ F1pP I
L e /
g /7
SMTPSS o - s
DNS
ICMP_
< =S
IMAP/POP N

\Ilow

Application Access

Soclal Networks P)ss
Streaming Media vaks
Teleconferencing Ps

Cloud Storage 7355
Email Applications /Pass

as Applications” | Pass
& —_— -

Pass
Pass
Pass
Pass
Pass
Pass

Pass
Pass
Pass

Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Pass
Block Spedific
Pass
Pass
Pass
Pass
N/A
Pass

—
”~ =~ ~
4 N
/ \
|RATED THROUGHPUT { 930 Mbps
HTTP & HTTPS Performance ]
g 32,000 A\ 1,000
28,000 \ /
j 24000 / #oo
g — Clear Tast - TP (MEps)
20,000
5 lG'wJ - TLS,CC[)‘(JSA?W!MAHTH{G(M,SDMJM [O=CO, (x30) TLS 1.2 600 i
! IR T T s TIS_AES_256_GCM_SHAZSA (013, 0x02) IS 1.3 400 =
5 12,000
8,000 200
4,000
32,000CPS 16,000 CPS 8,000 CPS 4,000 CPS 2,000 CPS 1,000 CPS
TLS_ECOHE_RSA_WITH_ARS,
HTTP & HTTPS Performance c 0x02]
Max Connections per Second (CPS) - OOy crs Mips Mbes
32,000 CPS 31537 85 15,570 487 14 967 468
16,000 CPS 15,859 991 14,451 203 14,450 903
8,000 CPS 8,000 1,000 7,995 933 7,588 B
4.000CPS 4,000 1.000 4,000 1,000 3 589 997
2,000 CPS 2,000 1000 2,000 1000 | 2000 1,000
1,000 CPS 1,000 1,000 1,000 1,000 1,000 1,000
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Questions
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. Thankyou!

 _ Cyber
Ratings
@ T -org

Download

Versa Networks Earns

RECOMMENDED Rating
8 for Real-\World Test of Zero
Trust Network Access
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https://versa-networks.com/resources/reports/cyberratings-org-2023-ztna-report/
http://www.versa-networks.com/

