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Versa Headend Components

Versa Concerto resides on top of Versa Director and 
Versa Analytics

End-to-end service orchestration of Versa SD-WAN 
and Versa SSE

Single plane of glass for visibility for Versa SD-WAN 
and Versa SSE with live and historical views

Horizontally scalable architecture for growing 
Enterprise networks. Supports tens of thousands of 
CPEs

Enhanced user experience
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Large Scale SDWAN Network Deployment Case Study

• 12K+ Devices. 6000 Branch Locations with 2 Devices per Branch in HA

• Mostly Hub and Spoke Traffic Pattern

• 26 Regions with Region-Level Network Administrators

• Easy to Configure, Deploy and Monitor the Large Network

• Easy to Upgrade/Downgrade software at scale

• Generate Reports for Inventory, Alarms, Network Status at a Region level and for the 
Entire Network

Requirements:



Large Scale SDWAN Network Deployment Case Study
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Design Configurations



Design Configuration Profiles

• Classify sites into multiple groups based on the site requirements 
• Number of LAN connections

• With Guest network, without Guest Network

• Security Policies

• Sites with HA and no-HA

• Sites with different WAN connections or STATIC / DHCP address options can be 
placed into same category

• A single profile is required for Primary and Secondary appliances in HA site

• Build small number of configuration profiles that can be applied to 1000s of 
sites



Hierarchical and Reusable Configuration Objects
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Master Profiles



Dual Appliance Site Profile Single Appliance Site Profile



Actions on Configuration Objects

• Add, Delete, Update

• Clone

• Find References

• Propagate

• Compare Versions

• Enable/Disable auto-deletion 
of unused old versions of 
Configurations



Deploy Lifecycle



Deploy Sites and Publish Configurations

Regions
Set the Director headend serving the 

region

Select Hubs and their priorities 
serving the region

Sites
Create site with location information 

and the region it belongs to.

Appliance/Hub/Spoke
Create Appliance/Hub and set 

Configuration Profile.

If site requires HA, add it by clicking 
on ”Add Redundancy” action on the 

Primary appliance. 

Secondary appliance configuration 
comes from the profile applied on 

the Primary.

Fill bind variable values and publish.

Start ZTP process for the Appliance



Regions



Create Region



Create Site



Create Appliance



Fill Bind Variable Values

Bind Variables



Configuration Change Propagation

• Configuration change 
propagation workflow wizard

– Changes to any reusable 
configuration can be propagated 
using wizard to some or all the 
affected configuration profiles 
also to some or all the affected 
Appliances



Global Publish Button

• Global Publish button on 
UI lets users view the 
Appliances in various 
publication states 
– Appliance can be in one of 

these states:

• Pending Publication

• Pending Variable Values

• Failed Publication

• Current

– User can select many 
appliances at once and 
Publish configuration 
changes with single click



Appliances Publication Status Summary View

• Configuration Profile to 
Appliances association view

• Appliances Publication state view



Appliances Profile Assignment Drilldown View

• User can view all the 
Appliances associated 
with a given profile

• This information can be 
downloaded for all the 
profiles or for a given 
profile in CSV format 



Sites Deployment Automation using Script

• Versa Provides Python Script that takes multiple sites/appliances 
information in CSV format

• Script make REST API calls to Concerto to deploy the Sites/Appliances 
and Publish

• In future release, Concerto portal will accept CSV file and deploys the 
Sites/Appliances automatically 



Network Visibility & Troubleshooting



Secure SDWAN Overview



Summary View



Alarms Summary



Alarms 



Network Visibility 



Appliance Level Visibility 



WiFi Interface View with Connected Devices 



SDWAN Tunnels Live Status



SDWAN Tunnels Historical View



Troubleshooting Tools



Role Based Access Controls



Custom User Roles to Apply RBAC by Features and 
Resources



RBACs by Regions and Sites



Inventory and Software Management



Inventory and Software Management



Inventory and Software Management



Quick Demo



Questions




