Deploying Large Scale SD-WAN Network with
Speed & Efficiency

Srinivasa Chaganti
VP Engineering, Versa Networks




Agenda

 Quick Overview of Versa Headend Components

« Large Scale SDWAN Network Deployment Case Study
 Design Configurations Profiles

« Design and Deploy Sites in Multiple Regions

* Monitor Network using Live and Historical Information
 Software and Security Packages Management on the Devices
« Demo

Versa-ti-li-ty 2023 W VERSA

NETWORKS



Versa Headend Components

Versa Concerto resides on top of Versa Director and
Versa Analytics

End-to-end service orchestration of Versa SD-WAN
and Versa SSE

Single plane of glass for visibility forVersa SD-WAN
and Versa SSE with live and historical views

Horizontally scalable architecture for growing
Enterprise networks. Supports tens of thousands of
CPEs

Q Enhanced user experience
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L arge Scale SDWAN Network Deployment Case Study

Requirements:

12K+ Devices. 6000 Branch Locations with 2 Devices per Branch in HA
Mostly Hub and Spoke Traffic Pattern

26 Regions with Region-Level Network Administrators

Fasy to Configure, Deploy and Monitor the Large Network

Fasy to Upgrade/Downgrade software at scale

Generate Reports for Inventory, Alarms, Network Status at a Region level and for the
Entire Network
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L arge Scale SDWAN Network Deployment Case Study
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Design Configurations
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Design Configuration Profiles

« Classifysites into multiple groups based on the site requirements

Number of LAN connections

e With Guest network, without Guest Network
Security Policies
Sites with HA and no-HA

« Sites with different WAN connections or STATIC / DHCP address options can be
placed into same category

« Asingle profile is required for Primary and Secondary appliances in HA site

« Build small number of configuration profiles that can be applied to 1000s of
sites
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Hierarchical and Reusable Configuration Objects

Master Profile .
Appliances

f Sub Profiles:' l l

Y T .
[ Device ] [ Network Senice ] [ Application ] [ Security ] | Topology @SE

N
\ 4 A A L v
. Inteljfaces « DHCP + QoS « Access Control . VPN « TACACS+
* Radios * WLAN - ' . S S
» Traffic Steering IP Filtering « Hub and Spok * RADIUS
7 + CGNAT L poke
~ * URL Filtering * SNMP
7 « IPS 4 .

Syslog
+ Antivirus * NTP

Policies
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Master Profiles

W VERSA wbacntrl
=] Master Profile : Basic = 38
View
NAME VERSION
Hub-BMP-Simple 2(2)
B
Configure

Monitor

Inventory

a8

-5

5

Tenants
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Lanner-Single-Versa-MP 36 (13)

Silicom-WAN-CradlePoint-Single-... 62 (8)

Lanner-DUAL_LTE-Single-Versa-MP 31 (3)

Silicom-Single-Versa-MP 34 (14)

Silicom-Single-Versa-MPv33-debu... 2

CONFIGURATION

DEVICE INTERFACE & NETWORK SERVICE

WAN 3 WLAN 2 LAN 3
1Wireless | 2Wired Guest-WiFi Guest-WiFi
ACME-WiFi Enterprise-WiFi
Enterprise-LAN

WAN 3
1Wireless | 2 Wired

WLAN 0 LAN 2
Lanner-DIA-LAN
Lanner-LAN

WAN 2
0Wireless | 2Wired

om-DIA-LAN
Silicom-LAN

WAN 2
0Wireless | 2 Wired

WLAN 0 LAN 2
Lanner-DIA-LAN
Lanner-LAN

WAN 3
1Wireless ' 2 Wired

WLAN 0 LAN 2
icom-DIA-LAN
Silicom-LAN

WAN 3 WLAN 0 LAN 2
1Wireless | 2Wired Silicom-DIA-LAN
Silicom-LAN

NETWORK APPLICATION

Traffic Steering

Qos
1Policy ORules 1Policy ORules

QoS Traffic Steering
1 Policy  ORules  1Policy 3Rules

Traffic Steering

QoS
1Policy  ORules  1Policy 3Rules

QoS Traffic Steering
1Policy ORules 1Policy 3Rules

QoS Traffic Steering
1Policy  ORules 1Policy 3Rules

QoS Traffic Steering
1 Palicy ' 0Rules 1Policy 3 Rules

SECURITY
Access Control
1Palicy ' ORules

Antivirus
1Palicy ' ORules

IPS

1Palicy ' ORules
Access Control
1Policy ' ORules

Antivirus
1Policy ' ORules

IPS
1Policy ' ORules

Access Control
1Policy | ORules

Antivirus
1Policy | ORules

IPS
1Policy ' ORules

Access Control
1Policy | ORules

Antivirus
1Policy | ORules

IPS
1Policy | ORules

Access Control
1Policy | ORules

Antivirus
1Policy | ORules

IPS
1Policy ' ORules

Access Control
1Policy ' 1Rule

Antivirus
1Policy | 0Rules

IPS
1 Policy | ORules

America/Los_Angeles

IP Filtering
1Policy ORules

URL Filtering
1Policy ORules

IP Filtering
1Policy O Rules

URL Filtering
1Policy O Rules

IP Filtering
1Policy ORules

URL Filtering
1Policy ORules

IP Filtering
1Policy O Rules

URL Filtering
1Policy O Rules

IP Filtering
1Policy ORules

URL Filtering
1Policy ORules

IP Filtering
1Policy  ORules

URL Filtering
1Policy  ORules

VARIABLES

= Password8To63 | 2
- Interface IP | 3
* IPAddress | 1

VLANID | 2
= IPSubnet | 1
Password | 3
*ASN |2
* Interface IP | 3
= IPAddress | 1
String | 2
BGP Neighbor | 1

VLANID | 2

= IPSubnet | 1
Password | 3

= ASN|2

* Interface IP | 3

- IP Address | 1
String | 2
BGP Neighbor | 1

VLANID | 2

* IPSubnet | 1
Password | 3

- ASN| 2
Interface IP | 2
String | 2
BGP Neighbor | 1

VLANID | 2
* IPSubnet | 1
Password | 3
“ASN|2
Interface IP | 2
BGP Neighbor | 1

VLANID | 2
* IPSubnet | 1
Password | 3
" ASN|2
* Interface IP | 3

E= English

o Administrator

[Search...

LAST MODIFIED

2/2/2023,4:49:43 P...

Administrator

1/6/2023, 3:29:58 P...

Administrator

11/17/2022, 5:24:0...

Administrator

11/14/2022,2:02:0...

admin

11/9/2022,7:49:09 ...

Administrator

11/2/2022,12:04:5...
pgudipati

&

&

&

&

&

v
Service Provider Administrator
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Dual Appliance Site Profile Single Appliance Site Profile

Edit Master Profile

Edit Master Profile
NS-Lanner-SFP-ports-Dual-Versa-MPv4 Silicom-5G-Single-Versa-MPv18
General Profile Network | Security = Application = Others Permissions General Profile Network = Security = Application | Others Permissions
T Wi-Fi T Wi-Fi
LAN 2 LAN 2

W) VERSA

W VERSA < W VERSA >
SR~ R i

WAN ' 2 Redundant WAN 2

A NS-Dual-Vers... © Ns-Dual-Vers... ©
# STATIC
SINET1IP

Silicom-INET-Staging
DHCP

Silicom-5G
DHCP

i

NS-Dual-Vers...
STATIC
$INET4_IP

NS-Dual-Vers...

STATIC
$INETZ_IP

STATIC
$INET3_IP

s DHCP

=0 =E
Versa-ti-li-ty 2023 VERSA




Actions on Configuration Objects

IHF!I-luull..”l!!!l-lnll :
& Edit

- Add, Delete, Update Hub-BMP-Simple

. = Network & Clone
C|One WAN | 3 1Wireless | 2 Wired WLAN ' 2 Guest-WiFi ACME-WiFi LAN ' 3 Guest B References
e Find References e @ propegate
& Application % Delete
¢ Propagate QoS 1Policy | ORules Traffic Steering 1 Policy ' ORules  ComgareVersions
« Compare Versions o Security % Enable AutoDelete
. . Access Control Antivirus IP Filtering
* Enable/Disable auto-deletion LPolicy | ORules poly | ORules poliey 0 R
of unused old versions of S URL Filtering
. . 1 Poli 0 Rules 1Policy  ORules
Configurations N '
> Variables | 6
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Deploy Lifecycle
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Deploy Sites and Publish Configurations

Regions

Set the Director headend serving the
region

Select Hubs and their priorities
serving the region

Versa-ti-li-ty 2023

Sites

Create site with location information
and the region it belongs to.

()

Appliance/Hub/Spoke

Create Appliance/Hub and set
Configuration Profile.

If site requires HA, add it by clicking
on "Add Redundancy” action on the
Primary appliance.

Secondary appliance configuration
comes from the profile applied on
the Primary.

Fill bind variable values and publish.

Start ZTP processfor the Appliance
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Monitor

1
Analytics

Inventory

1Y

&

Regions | 16

DCA1-ABcd

DCA1-BAdc

DCA2-ABcd

DCA2-BAdc

DCA3-ABcd

DCA3-BAdc

DCA4-ABcd

DCA4-BAdc

DCAS5-ABcd

DCAS-BAdc

Showing 1-10 of 16 entries

DIRECTORS

DCA1

DCA1

DCA2

DCA2

DCA3

DCA3

DCA4

DCA4

DCAS

DCAS

10rows v

HUBS

whbansp1-003472-32073209¢0...
whansp1-00347z-3207320%e0.
whbansp1-00647z-32076791e0
whansp1-00647z-32076791e0...

whbansp1-00347z-3207320%e0...
whbansp1-00347z-3207320%e0.
whbansp1-00647z-32076791e0.
whbansp1-00647z-32076791e0...

whbansp1-00347z-3207320%€0...
whbansp1-00347z-3207320%e0.
whbansp1-00647z-32076791e0.
whbansp1-00647z-32076791e0.

whbansp1-00347z-3207320%€0...
whbansp1-00347z-3207320%9e0.
whbansp1-00647z-32076791e0.
whbansp1-00647z-32076791e0...

whansp1-00347z-3207320%€0...
whbansp1-00347z-3207320%e0.
whansp1-00647z-32076791e0
whbansp1-00647z-32076791e0...

whansp1-00347z-3207320%e0.
whbansp1-00347z-3207 32090
whansp1-00647z-32076791e0
whbansp1-006472-32076791e0...

whansp1-00347z-3207320%€0...
whbansp1-00347z-3207320%e0.
whbansp1-00647z-32076791e0.
whbansp1-00647z-32076791e0...

whbansp1-00347z-3207320%€0...
whbansp1-00347z-3207320%e0.
whbansp1-00647z-32076791e0.
whbansp1-00647z-32076791€0...

whbansp1-00347z-3207320%€0...
whbansp1-00347z-32073209%0.
whbansp1-00647z-32076791e0.
whbansp1-00647z-32076791e€0...

whbansp1-00347z-3207320%e0.
whbansp1-00347z-32073209e0.
whbansp1-00647z-32076791e0.
whansp1-00647z-32076791e0...
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BWNRE | BONRE AUNR BAUNR RUNR RUNR O RAONR BRONR RLONR

BWNR

SITES

1217

690

1419

638

1213

710

1162

958

139

146

REGION ID

10

13

14

17

18

Regions

== -

LAST MODIFIED

6/29/2021, 11:34:20 AM
olial7g

6/29/2021,11:35:33 AM
olial7g

6/22/2021,7:38:47 AM
olial7g

6/22/2021,7:42:55 AM
olial7g

7/21/2021, 9:03:00 AM
w601721

6/22/2021,7:45:13 AM
olial7g

6/22/2021,7:46:14 AM
olial7g

6/22/2021,7:47:43 AM
olial7g

6/22/2021,7:34:14 AM
vB56928

6/22/2021,7:35:25AM
856928

Edit Region
DCA1-BAdc
General Sites Permissions
&S %
Name
DCA1-BAdc
& %
2
S %
~ Hubs |4
P
Hubs
S ox whbansp1-00347z-32073209e021 v
whbansp1-00347z-32073209e003 A
& % whbansp1-00647z-32076791e022 e
whbansp1-00647z-32076791e021 hd
S ox Add Another
&S %
Directors | 1
s x ch By Directors
S % DCA1 X

< Previous 1 2 Next >
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Create Region

—

Regions | 15 S Edit Region
DCA1-BAdc
NAME DIRECTORS HUBS SITES REGION ID LAST MODIFIED
bansp1-00347z-32073209¢0... | 1 . .
B whanep1.003472.3207320%60. | 2 6/29/2021,11:34:20 AM General Sites Permissions
DCA1-ABcd DCA1 P 1217 1 ! & %
Configure wbansp1-006472-32076791e0. 3 olial7g
whansp1-006472z-32076791c0... | 4 —_—
whbansp1-003472-32073209¢0... | 1
BCALBAdC beal whansp1 003472 32073209¢0... |2 o0 ) 6/29/2021,11:35:33 AM s x Search... Q| Search... Q
whbansp1-006472-32076791e0. 3 olial7g
whansp1-006472-32076791e0... | 4
Unselect All 690 items selected =~ 00023-5 x
whansp1-003472-32073209¢0... | 1
DCAZ-ABcd DCA2 wbansp1-003472-32073209%€0... |2 1449 5 6/22/2021,7:38:47 AM & x
wbansp1-006472-32076791e0... | 3 olial7g « 00023-S 00089-5 b4
Monits whansp1-006472-32076791¢0... | 4
lonitor
bansp1-003472-32073209¢0... | 1
Woanep1-00347-320/320960.. | 2 6/22/2021,7:42:55 AM + 00089-5 002155 x
DCA2-BAdc DCA2 P 638 6 : & ox
whbansp1-006472-32076791e0. 3 olial7g
whansp1-006472-32076791¢0... | 4
Analytics + 00215-5 00249-5 b e
whansp1-003472-32073209¢0... | 1 12142021, 90300 AM
whansp1-003472-32073209¢0... |2 + 9:03:
DCAZ-ABed DCA3 whanspl-006472-32076791c0... |3 1210 ¢ V601721 s ox « 00249-5 00258-5 %
whansp1-006472-32076791e0... | 4
Inventor bansp1-003472-32073209€0... | 1 - 00324-5
4 Whansp1-003472-3207320960... | 2 6/22/2021,7:45:13AM v 002585 *
DCA3-BAdc DCA3 P 710 10 . & x
whansp1-006472-32076791e0... | 3 olial7g
wbansp1-00647z-32076791e0... | 4 « 00324-5 00625-5 ®
&
- whansp1-003472-32073209¢0... | 1 612212071, 7:46:14 AM
DCA4 wbansp1-00347z-32073209%€0... |2 4447 1 1 7:460 . !
DCAd-ARCd whansp1-006472-32076791¢0... | 3 olial7g s ox v 00625-5 006965 X
whansp1-006472-32076791e0... | 4
wbansp1-00347z-32073209¢0... | 1 v 00696-S 00809-5 X
DCAd-BAdC DCAG wbansp1-003472-320732090... |2 gog 1 6/22/2021, 7:47:43 AM -
whansp1-006472z-32076791e0... | 3 olial7g
whbansp1-00647z-32076791e0... | 4 + 00809-5 01004-5 x
whansp1-003472-32073209¢0... | 1 6/22/2021,7:34:14 AM 01004-5 010335
whansp1-003472-32073209¢0... | 2 .+ 7:34: v - - X
DCAS-ABcd beas whanspl 00647z 32076791¢0.. | 3 7 v v856928 s ox
whansp1-006472-32076791e0... | 4
v 01033-S 01034-5 X
whansp1-003472-32073209¢0... | 1
DCAS-BAdC DCAS wbansp1-003472-32073209¢0... |2 140 18 6/22/2021,7:35:25 AM ’ %
whbansp1-00647z-32076791e0. 3 vB856928 « 01034-5 01072-5 %
whansp1-006472-32076791e0... | 4
Showing 1-10 of 16 entries ~ 10rows v < Previous 1 2 Next » + 01072-5 01076-5 x
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Q@ Create Site

Edit Site
SITENAME LOCATION #APPLIANCES ~ SITEALARMS = PUBLICATION STATUS REGION mos?-s
00001-S MOUNT PROSPECT 1 Current ' 1 DCA1-ABcd
L
Configure USA Name
00089-5
00023-S ALBUQUERQUE, NM, USA 1 Current 1 DCA1-BAdc
Region
00039-5 ARLINGTON HEIGHTS 2 Pending Profile | 1 DCA3-ABcd H DCA1-BAdc hd
L Current ' 1
USA
Address
e 00068-1 EL PASO, TX, USA 1 Current ' 1 DCAS-ABcd : S HARLEM AVE
nalytics
City
00074-5 BOYNTON BEACH 1 Current 1 DCA3-BAdc H
Inventory FL
UsA BRIDGEVIEW
e State
00089-S BRIDGEVIEW, IL, USA 2 Current 2 DCA1-BAdc :
IL
00101-5 CASTRO VALLEY 1 g Current 1 DCA4-ABed H Country
CA
USA
USA
00147-S CHICAGO, IL, USA 2 Current ' 2 DCA3-ABcd H Zip Code
60455
00162-5 CHICAGO, IL, USA 2 Current 2 DCA3-ABed
DCA1
00178-5 CHICAGO, IL, USA 2 Current 1 DCA4-BAdc
Failed Publication | 1
-3 Showing 1-10 of 8303 entries  10Sites v < Previous 1 2 3 4 5 .831 Next >
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reate Appliance

Edit Appliance

5e5:00085-5 e O seaon [ o |

Site Summary

Name

whasp1-00089s-31934511e001

Site.

00089-5 & ZTP Type

Location . .
Q BRIDGEVIEW, IL, USA Serial Number URL

Region

DCA1-BAdc Serial Number '
LR202003011150

Monitor Publication Status E
RMA Serial Number

Analytics

Total Model

Inventory

Select hd '

wbasp1-00089s-

Current
31934511001 2

Staging Controller

s Profile Assignment E

Lanner-Dual-Versa-MPv26

SECONDARY
whasp1-00089s-
31934511e002

whbacntrl-dcalblmgtn-32434531e012

#Appliances
VPN Profile
whasp1-00089s-31934511e001

wbasp1-00089s-31934511e002 INET-wbacntrl-dcalblmgtn-32434531e012-5ta... .
Total

Bandwidth
2 50 Mbps hd

Site
00089-5

Email

Profile

Ve rS a 't i ¢ | i 'ty 2 O 2 3 Lanner-Dual-Versa-MPv26 Change




Monitor

Analytics

Inventory

£

o

Settings

»

Tenants

Fill Bind Variable Values

Sites: 0008%-S

Set Profile
Publish

| PRIMARY
whbasp1-00089s-
31934511e001

Delete Appliance

View Configuration
View History

View Variables
Sync From Director

SECONDARY
whbasp1-00089s-
31934511e002

Showing page 1 of 1 10 Appliances v~

B:=

Versa-ti-li-ty 2023

Site Summary
Site
00089-5

Location
9 BRIDGEVIEW, IL, USA

Region
DCA1-BAdc

Publication Status

2
Total

Current
2

Profile Assignment
Lanner-Dual-Versa-MPv26

#Appliances
whasp1-000895-31934511e001
wbasp1-00089s-31934511e002

Total

<Previous 1 Next>

Bind Variables

Types | 8
IP Subnet | 1
VLANID | 2
ASN | 2

Password | 3
BGP Neighbor | 1

IP Address | 1
| InterfacelP | 3
String | 2

Variables | 15
Lanner-Dual-Veersa-MPv2é

Interface IP | 3

Name & Value

INETL_IP
DHCP +

LAN_DIA_IP
192.168.1.1/24

192.168.1.1/24 -

LAN_IP
172.24.5.161/30

172.24.5.169/30 -
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Configuration Change Propagation

« Configuration change
propagation workflow wizard

— Changesto any reusable
configurationcan be propagated
using wizard to some or all the
affected configuration profiles
alsoto some or all the affected
Appliances

Versa-ti-li-ty 2023

Configure

Monitor

Inventory

28

5}

Tenants.

Configure > Secure SD-WAN > Rule > Application > Traffic Steer
Propagate Configuration
O
SELECT REFERENCE OBJECTS CONFIGURATION STATUS
Select the reference objects to include in the configuration for Entity: Default_Rulev4
Q Search @D unseiectan Expand All Only Show Selected Objects

Reference Objects Tenants

whasp2-023255-32114347e019v1 (Appliance) whacntrl
whasp3-09839s-32052739e017v1 (Appliance) whacntrl
whasp3-21170s-3203588900531 (Appliance) whacntrl
whasp3-102515-320037656009v1 {Appliance) whacntrl
whasp3-12405s-32036989e020:1 (Appliance) whacntrl
Lanner-WAN-CradlePoint-Single-Versa-MPv@ (Basic Master Profile) whacntrl
whasp3-067525-32156435e014v1 (Appliance) whacntrl
whasp3-10943s-32114527¢018v1 (Appliance) whacntrl
whasp3-066975-32106823e012.v1 (Appliance) whacntrl
whasp3-180855-32222977e011v1 (Appliance) whacntrl
whasp3-120095-321147356010v1 (Appliance) whacntrl
whasp3-120495-321147436020v1 (Appliance) whacntrl
whasp3-096775-32052011e02531 (Appliance) whacntrl
whasp3-096675-32046269e028:v1 (Appliance) whacntrl
whasp3-150945-321659730091 (Appliance) whacntrl
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Global Publish Button
|

e Global Publish button on Wvemsa  wbacris s ot © = i+ @ Ml

Ul lets users view the - =]

Appliances in various \ / '
publication states

— Appliancecanbe inone of
these states:

° Pendlng PUb//CGt/On De;loy = [ Sites & Appliances

=] 01508-S

Publish

Needs Variable Assignment | 72

Configure

Ready to Publish | 4221 Current | 3988

Q

() wbasp1-01508s-32162833e019(Silicom-Dual-Versa-MPv18)

¢ Pen d/ng \/a r/a b /e \/a [U eS M [u‘l : D gf:i:sspl-018475-321605078010(SiIicom-DUALALTE-DuaI-Versa-MP.vl%)
* Failed Publication

=(03166-5
* Current

() wbasp1-03166s-32095937€010(Silicom-5G-Dual-Versa-MPv16)
=(]03170-s

Aniﬁcs () wbasp2-03170s-32114617e018(Silicom-WAN-CradlePoint-Single-Versa-MPv62)
2(J03171-s

(7] wbasp2-03171s-32065797e011(Silicom-DUAL_LTE-Single-Versa-MPvé)

E =(]03173-s

. U Se r C a n Se | e Ct m a n y e BG%;:;b‘:sspz-oa1735—32114625e01:<}(Lanner-DUAL_LTE-SingIe~Versa-MP.\/G!1]

. () wbasp2-03174s-32161711e010(Silicom-Single-Versa-MPv33)
appliancesat once and " e
= (031765
() wbasp1-03176s-32095941e011(Silicom-WAN_CradlePoint-Dual-Versa-MPv2)
C h a n g e S W't h Sl n g | e C | | C |< Bt (] whasp2-031775-32065801e010(Lanner-5G-Single-Versa-MPy21)
ettings
Showing 1-10 of 8278 results 10 * Rows per Page Gotopage 1~ < Previous 1 2 w  Next >

() wbasp2-03175s-32161371e011(Lanner-WAN-CradlePoint-Single-Versa-MPv17)
Publish configuration
o 2031775
%

L
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Appliances Publication Status Summary View

« Configuration Profile to
Appliances association view

 Appliances Publication state view

Versa-ti-li-ty 2023

Site Summary
[ | ]
| | ] 9
Sites | 8303 Locations | 62

Publication Status E’

Failed Publication: 328 Pending Variables: 72

u
861|0 Current: 3988
Pending Publication: 4221 Tota

Pending Profile: 1

Profile Assignment @

[l Lanner-DUAL_LTE-Single- 2,339

2339 Versa-MP.v31
8609 Silicom-Single-Versa-MP. 787

4173 Total v33
Appliances
' 787 [ silicom-WAN-CradlePoint- 511
.‘ 511 Single-Versa-MP.v62

o M silicom-DUAL_LTE-Single 441

-Versa-MP.v6

[ Lanner-WAN-CradlePoint- 358
Single-Versa-MP.v17

Others 4,173
I

W VE

RSA

NETWORKS



Appliances Profile Assignment Drilldown View

* User can view all the d e oersovin .=

PROFILE NAME SITES #APPLIANCES Summarv *
. . Lanner-DUAL _LTE-Single-Versa-MPv31 00001-5 2339 Silicom-DUAL LTE-Single-Versa-MPvé
Appliances associated I
002325
002525 1 whasp2-002525-32113631e024
+ 2336 More
W |t h a | \/ e n rO-Fl | e Silicom-Single-Versa-MPv33 15368 787 006255 1 whasp2-006255-32065719€026
013765
00890-5 1 whasp2-00890s-32064909¢025
01450-S
. . . Monitor +784More 00893-5 1 Whasp2-008935-32064911e016
° | S | n O rl | | atl O n C a n e Silicom-WAN-CradiePoint-Single-Versa-MPy62 007485 511
008965 1 whasp2-008965-32064913e015
01253-S
Analytics 013275 01042-5 1 Whasp2-010425-32113287¢015
ownloaded tor all the
010765 1 whasp2-01076s-32113257e016
=) Silicom-DUAL_LTE-Single-Versa-MPvé 00252-5 441
- - i 006255 011665 1 whasp2-011665-32161641012
rorhes or 1or a given oowos
012305 1 whasp2-012305-32113453¢010
8 +a7More
. . Lanner-WAN-CradlePoint-Single-Versa-MPv17 002095 358 01279-5 " whasp2-012795-321616296023
profie In orma
011735 015185 1 whasp2-015185-32093653e016
Mo 015725 1 whasp2-015725-32160787e014.
Lanner-Single-Versa-MPv32-Custom 055635 344
05605- 016165 1 whasp2-016165-32160873e017
056365 019185 1 Whasp2-01918s-32160881e022
+ 341 More
Silicom-DUAL_LTE-Single-Versa-MPv5 041155 327 01994-5 1 whasp2-019945-32113483016
055285 020125 1 Wwhasp2-02012s-32093005¢024
055355
serere 020265 1 whasp2-020265-32161519e010
Lanner-Single-Versa-MPv34 00023-5 299 021505 . wibasp2-021505-32113605010
00249-S
006965 021565 1 whasp2-021565-32114113e012
5 022195 1 Whasp2-02219s-320657356020
Tenants
022225 1 whasp2-022225-32161503e017

ersa-ti-li-ty 2023 VERSA
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Sites Deployment Automation using Script

« Versa Provides Python Script that takes multiple sites/appliances
information in CSV format

* Script make REST API calls to Concerto to deploy the Sites/Appliances
and Publish

* Infuture release, Concerto portal will accept CSV file and deploys the
Sites/Appliances automatically

Versa-ti-li-ty 2023 W VERSA
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Network Visibility & Troubleshooting
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Secure SDWAN Overview

W VERSA wbacntrl
a Secure SD-WAN > Overview >
View
TOTAL APPLIANCES DOWN

7963 7963 0

)

Monitor

Analytics

Inventory

28

e

Top sites by bandwidth

5}

Tenants.

Versa-ti-li-ty 2023

VIEW

Mexico

Top access circuits by bandwidth

Top 5 E = Tops5 8 =

America/Los_Angeles ~ =

B English v | @

Real Time

Administrator
v

Service Provider Administrator

Historical =

All Appliances x
DOWN ALARMING DEVICES
WAN LINKS CRITICAL ~ MAJOR
9470 969 317
Q |5 Sort
Software Version:20.2.4
whbansp1-00347z-32073209e011]|IL,
Software Version:20.2.4
whbansp1-00347z-32073209e013]IL,
Software Version:20.2.4
wbansp1-00347z-32073209e015]IL,
Software Version:20.2.4
whbansp1-00347z-32073209e017|IL,
Software Version:20.2.4
wbansp1-00347z-32073209e019]IL,
Software Version:20.2.4
{ 1 2 3 4 5 797 ¥

Top applications by bandwidth

Top 5 E —

W VE

RSA

NETWORKS



summary View

I Al Applances -

Configure Current Outages
TOTAL APPLIANCES DOWN SD-WAN PATHS WAN LINKS ALARMING DEVICES

48 E 6 2 2 DOWON DOWE CRIT;?-_ MAng

Q |5 Sort

Ananda-SantaClara-Office|CA,
~ Software Version:22.1.1 | Start Time:Sat Dec 10 12:47:09 2022

' = Anindya-Home-Office|CA,
. ?n Nor}h _— = ApurvaEC2Appliance,
nalytics Pacific 5
Ocean Aot —  Azure-WestUS-VGW-01|CA,

Software Version:21.1.2 | Start Time:Thu Apr 22 18:39:54 2021

BLR-VSA-Sandbox|Karnataka,
Software Version:21.3.2 | Start Time:Tue Nov 15 00:50:35 2022

d

Inventory

J— 5 g . Bangalore-ECT-DC-Active| KARNATATAKA,

28 “  Software Version:21.3.2 | Start Time:Tue Jan 10 19:23:54 2023
South Soutl
Atlantic Pacific Atlant
Ocean Ocean Ocea
4 1 2 3 4 5 )
Top sites by bandwidth Top access circuits by bandwidth Top applications by bandwidth

Versa-ti-li-ty 2023 W VERSA
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Alarms Summary

Appliances with alarms Alarm Details

Q Download CSV Report

APPLIANCE NAME CRITICAL INFO

whasp3-11340s-32110201e026 0
whasp2-04591s-32112933e010
whasp3-19592s-32214563e011
whasp3-07541s-32109521e010
whasp3-16034s-31965311e001
whasp3-15010s-32159279e012
whasp3-19542s-3221866%e011
whasp3-06580s-32157085e011
whasp3-09078s-32111411e010

whasp3-07667s-32157135e014

Showing 1-10 of 2298 results 10 - Rows per Page Gotopage 1~ < Previous

VERSA

NETWORKS

Versa-ti-li-ty 2023




Alarms

Appliances with alarms

Q

TIMESTAMP

2022-07-05 10:31:45.601
2022-07-05 10:31:45.601
2022-07-05 10:31:15.608
2022-07-05 10:31:14.608
2022-07-05 10:30:59.608
2022-07-05 10:30:30.457
2022-07-05 10:29:16.385
2022-07-05 10:29:16.385
2022-07-05 10:28:446.385

2022-07-05 10:28:30.619

Showing 21-30 of 17536 results 10 -

Alarm Details

APPLIANCE NAME

‘whasp3-151275-32016745e027
‘whasp2-05291s-32160703e013
‘whasp2-03926s-32092505e012
‘whasp3-10207s-32159537e022
‘whasp3-10333s-32106547e016
‘whasp3-07916s-32157541e011
‘whasp3-05309s-32052771e017
‘whasp3-05830s-32017347e020
whasp3-21150s-32035865e014

‘whasp2-045495-32162601010

Rows per Page

Versa-ti-li-ty 2023

ALARMTYPE

appliance-services-state-changed
appliance-services-state-changed
appliance-services-state-changed
appliance-services-state-changed
appliance-services-state-changed
appliance-services-state-changed
appliance-services-state-changed
appliance-services-state-changed
appliance-services-state-changed

appliance-services-state-changed

ALARM SEVERITY

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

ALARM TEXT

appliance-services-state-changed Versa Appliance wbasp3-151275-32016745e027 :
appliance-services-state-changed Versa Appliance wbasp2-05291s-32160703e013 :
appliance-services-state-changed Versa Appliance wbasp2-03926s-32092505e012 :
appliance-services-state-changed Versa Appliance wbasp3-10207s-32159537e022 :
appliance-services-state-changed Versa Appliance wbasp3-10333s-32106547e016:
appliance-services-state-changed Versa Appliance wbasp3-07916s-32157541e011:
appliance-services-state-changed Versa Appliance wbasp3-05309s-32052771e017 :
appliance-services-state-changed Versa Appliance wbasp3-05830s-32017347e020:
appliance-services-state-changed Versa Appliance wbasp3-21150s-32035845e014

appliance-services-state-changed Versa Appliance wbasp2-04549s-32162601e010:

Download CSV Report

Services Status changed from GOOD to UNKNOWN. Additional information| |
Services Status changed from GOOD to UNKNOWN. Additional information| |
Services Status changed from GOOD to UNKNOWN. Additional information| |
Services Status changed from GOOD to UNKNOWN. Additional information| |
Services Status changed from GOOD to UNKNOWN. Additional information| |
Services Status changed from GOOD to UNKNOWN. Additional information] |
Services Status changed from GOOD to UNKNOWN. Additional information] |
Services Status changed from GOOD to UNKNOWN. Additional information| |
Services Status changed from GOOD to UNKNOWN. Additional information| |

Services Status changed from GOOD to UNKNOWN. Additional information| |

Gotopage 3 ~ < Previous 3

VERSA

NETWORKS



Network Visibility

Q

APPLIANCE NAME
whasp3-59580-32049017e001
whasp3-21392s-32106617e024
whasp3-21380s-33721829e017
whasp3-21369s-33950541e003
whasp3-21362s-34348919e002
whasp3-21330s-34328525e004
whasp3-21320s-32245583e005
whasp3-21319s-32223057e010
whasp3-21285s-32217089e007

whasp3-21285s-3221708%007

Showing 1-10 of 2965 results 10 - Rows per Page

Versa-ti-li-ty 2023

INTERFACE NAME
INET-Staging
INET1

LTE

INET1

LTE

INET1

INET1
INET-5taging
IMET-Staging

INET1

IP ADDRESS

N/&

N/&

N/&

N/&

N/&

N/&

97.77.48.246/30

N/&

N/&

174.99.132.58/30

Gotopage 1 -

x

wnload CSV Report

STATUS

DOWN

DOWN

DOWN

DOWN

DOWN

DOWN

DOWN

DOWN

DOWN

DOWN

¢ Previous 1

2

VERSA
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Appliance Level Visibility

E Secure SD-WAN > Overview > Interfaces:Chaganti-Office >

CHAGANTI-OFFICE a
W =< -

Site ID: 103951

HARDWARE

Analytics

Santa Clara, CA, USA

Status: Reachable
Profile: Chaganti-Office-MP_2

CPU Count/Cores: 8

Manufacturer: Versa Netwaorks, Inc.

Chaganti-Office

x Last 7 days

Fabric ~

Disk Size: 100.58GiB
Memory: 15.51GiB

* Aty ®
PODR .,

SOFTWARE

Branch: 21.2.3

Package Name: versa-flexvnf-20220730-150211-67ff6c7-21.2.3-wsm

Model#: CSG770 SKU:
Inventory
& Interfaces Applications Users Tunnels Health Awailability Alarms Troubleshoot
Physical and Logical Interfaces Usage
WAN QA LTE LAN — Wi-Fi
wni-0/0.0 4€LTE vni-0/100.0 vni-0/2.0 m vni-0/200.0
PORTO LOCATION @
vni-0/0.0 View Physical Port
Port Information DESCRIPTION HOSTIF IF ADMIN STATUS IF OPER STATUS MAC
m.z:lni:lt-elrfa:eforcir:uit name ethl up up ac:43:30:00:3b:e5
MTU
1500
Circuit Information PORTTYPE

5} WAN

PROVIDER TRANSPORT TYPE
COMCAST-7922 -

~
=

Versa-ti-M M 2zoz>
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WiFi Interface View with Connected Devices

B Secure SD-WAN > Overview > Interfaces: Chaganti-Office >

Fabric + &

CHAGANTI-OFFICE a

+

Interfaces Applications Users Tunnels Health Awvailability Alarms Troubleshoot
Physical and Logical Interfaces Usage
WAN N LTE LAN = Wi-Fi
vni-0/0.0 4@ 2| vni-0/100.0 wni-0/2.0 m vni-0/200.0
PORT 200
Analytics
Port Information DESCRIPTION HOSTIF IF ADMIN STATUS IF OPER STATUS VRF
Inventory LAN interface Enterprise-WiFi wlan_vni_200 up up Corp-Inline-Customer-1-LAN-VR
MAC MTU
ac:43:ff:00:00:01 1500
£
Speeds UPSTREAM TRAFFIC DOWNSTREAM TRAFFIC DUPLEX
148.7 KB 387.5KB full-duplex
oz
Settings
IP Addressing CONNECTION NAME IP ADDRESS
Enterprise-WiFi 172.16.50.1/24
Wi-Fi NETWORK NAME (SSID) SECURITY MODE CHANNEL CLIENTS CONNECTED
. 6(2.437 GHz, 40 MHz)/100 (5.5 GHz,
Versa-Virus wpa2-psk 80 MHz) 2/1
Connected Devices Device |P Address MAC Address TX (Bytes) RX (Bytes) SNR Uptime Band Signal Strength
none 172.16.50.13 b6:89:a4:11:91:1c 163.3KB 609.2KB 24 5570 2.437 GHz -71dBm
Chaganti-MacBook 172.16.50.6 3c:22:fhie2:ceicd 37.2MB 42MB 36 150 2.437 GHz -59dBm
none 172.16.50.12 7a:3b:96:12:ea:1c 76.5MB 43.5MB 20 365293 5.5GHz -75dBm

5}

Tenants

Versa-ti-li-ty 2023
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SDWAN Tunnels Live Status

Configure

Monitor

Analytics

Inventory

.1

o

Settings

Secure SD-WAN > Overview > Tunnels:Chaganti-Office >

Fabric + £

CHAGANTI-OFFICE a

Interfaces Applications Users Tunnels Health Availability Alarms

Overview SLA Metrics SLA Violations Rules MOS QOE

RealTime Historical

27 36 10

Remote Sites Connected Total Paths (Yins Component) Down Paths

Troubleshoot

Chaganti-Office

x Last 12 hours

Remote Sites Connected (Chaganti-Office)

SITE-NAME SITE-ID MANAGEMENT-IP
Azure-WestUS-VGW-01 158 10.0.0.32
BLR-VSA-Sandbox 163 10.0.0.50
Bangalore-ECT-DC-Active 134 10.1.64.134
Bangalore-ECT-DC-Standby 136 10.1.64.136
Bangalore-New-DC-Active 109 10.1.64.109
Bangalore-Office-Standby 166 10.0.0.62
CASB-Demo-Device-1 143 10.0.0.24
Chaganti-Office 139 10.0.0.28
Chennai-Office-Preferred-Active 149 10.00.4
Colovore-DC-Branch-1 102 10.1.64.102
Corp-Inline-Controller-1 1 10.1.64.1
Corp-Inline-Controller-2 2 10.1.64.2

Versa-ti-li-ty 2023

TYPE

remote

remate

remote

remate

remote

remaote

remote

local

remote

remote

remote

remote

UP-TIME

46d:22m:35s

11d:14h:43m: 265

11d:14h:43m:26s

11d:14h:43m: 265

14d:17h:35m:45s

10d:20h:40m:14s

46d:22m:35s

46d:23m:33s

29d:4h:12m:17s

46d:22m:35s

3d:20h:57m:41s

3d:20h:57m:41s

COMNNECTIVITY-STATUS

Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

Connected

mec

IS-CTRLR
no
no
no
no
no
no
no
na
no

no

VERSA
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SDWAN Tunnels Historical View

a Secure SD-WAN > Overview > Tunnels: Chaganti-Office >

Fabric ~ &

CHAGANTI-OFFICE a

Configure
Interfaces Applications Users Tunnels Health Availability Alarms Troubleshoot
Overview SLA Metrics SLA Violations Rules MOSs QOE
RealTime Historical
Monitor Top tunnel usage over time (Chaganti-Office)
Bandwidth |8
)
Analytics
1250k
Inventory
1000k
& =
4 750k
=2
=
3
E
2
o F  s00k
=4
Settings
250k
o —_— -
6. Jan 8. Jan 10. Jan 12. Jan 14.Jan 16. Jan 18.Jan 20. Jan 22.Jan 24.Jan 26. Jan 28. Jan 30. Jan 1. Feb 3.Feb
Time
@ Chaganti-Office,Bangalore-New-DC-Active @ Chaganti-Office,Naveen-Home-Office @ Chaganti-Office, Colovore-DC-Branch-1 ‘Chaganti-Office,Bangalore-Office-Standby Chaganti-Office,HE-DC-Branch-1
Tunnel usage (Chaganti-Office)
mc Shcw‘. 10 vlentries
LOCALSITE REMOTE SITE VOLUME-TX (BYTES) VOLUME-RX (BYTES) BANDWIDTH TX (BPS) BANDWIDTH RX (BPS) TOTAL BANDWIDTH (BPS)
Chaganti-Office HE-DC-Branch-1 145G 408G 566K 17.93K 236K
& Chaganti-Office Bangalore-New-DC-Active 18.12M 128.55M 2475K 22551K 25026 K
Tenants
nti-Office Bangalore-Office-Stand 7.34M 0 41.01K 0 41.01K

WV VE
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Troubleshooting Tools

Configure

Monitor

Analytics

Inventory

e

o

Settings

Secure SD-WAN > Overview > Troubleshoot : Chaganti-Office >

Fabric + &

CHAGANTI-OFFICE a

Interfaces Applications Users Tunnels Health Availability

Run Ping Run Traceroute Run Speed Test

@ Internet O Versa

Routing Instance

Internet-1-Transport-VR

Alarms Troubleshoot

Chaganti-Office

Downlink Uplink
I A (R ]
WA /. W\ /s
s
~ 409.6 614.4 - ~ 409.6 614.4
~ - ~
— _ —~
_ 2048 819.2 T _ _ 2048
- 0.0 1,0240 = ’A
- 324.38 Mbps ' 23.69 Mbps

Versa-ti-li-ty 2023

819.2

1,024.0
~

Measured Downlink : 324.38 Mbps
Measured Uplink : 23.6% Mbps
ServerID:41818

Server : San Jose, CA

Data Sent: 29.80 MB

Data Received: 405.67 MB

Routing Instance : Internet-1-Transport-VR
Latency: 21.921ms

Executed At : 2/5/2023, 1:19:48 PM
Executed By : Administrator
Country : United States

Latitude : 37.3322

Longitude : -121.8896

VERSA
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Role Based Access Controls
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Custom User Roles to Apply RBAC by Features ana
Resources

- i Administrat
W VERSA wbacntrl ROLES America/Los Angeles v = Englsh | @ | oorlice Provider Administrator

Edit Role
Custom-EA
General Permissions
B
Configure v Feature Permissions
ConfigurationLifecycleGraph Edit v
More Permissions
AnalyticsLifecycleGraph Edit v
Monit:
SRS InventoryLifecycleGraph Edit e
e ViewLifecycleGraph Edit v
Analytics
More Permissions
SystemLifecycleGraph Edit v

Inventory o
More Permissions

> Resource Permissions

e+

Settings

5}

Tenants Cancel S A
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RBACs by Regions and Sites

[] select All Regions | 16

> Default (Inherited)

.

DCA1-ABcd (Reset)

v

DCA1-BAdc (Inherited)

v

DCA2-ABcd (Inherited)

v

DCA2-BAdc (Inherited)

.

DCA3-ABcd (Inherited)

~

DCA3-BAdc (Inherited)

v

DCA4-ABcd (Inherited)

v

DCA4-BAdc (Inherited)

v

DCAS5-ABcd (Inherited)

v

DCA5-BAdc (Inherited)

~

TEST-region1 (Inherited)

v

TEST-region2 (Inherited)

> TEST-region3 (Inherited)

: Close

Versa-ti-li-ty 2023

Permissions
Custom-EA

Edit

Read

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

<

> DCA3-BAdc (Inherited)

> DCA4-ABcd (Inherited)

v DCA4-BAdc (Inherited)

Close

[] Select All Sites | 957

>

~

v

v

~

v

v

W

~

~

W

00178-S (Inherited)

00259-5 (Inherited)

00842-S (Inherited)

00887-S (Inherited)

01304-5 (Inherited)

01536-S (Inherited)

01864-S (Inherited)

02055-5 (Inherited)

02151-S (Inherited)

02205-S (Inherited)

02265-S (Inherited)

Permissions
Custom-EA

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

RSA
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Inventory and Software Management

Versa-ti-li-ty 2023




Inventory and Software Management

Appliance Inventory

il
Lt Y Hide Filter Bar Applied Filters (0)
Analytics
Site Region
ﬁ Select opt v

Inventory

Appliance Inventory | 38

[} > appuance |

O wbansp1-00347z-32073209e001

> wbansp1-00347z-32073209e003
> wbansp1-00347z-32073209e005
> whbansp1-00347z-32073209e007
> wbansp1-00347z-32073209e009
wbansp1-00347z-32073209e011
> wbansp1-00347z-32073209e013
> wbansp1-00347z-32073209e015

> wbansp1-00347z-32073209e017

00 0|0|00(0|0|0a

> whbansp1-00347z-32073209e019

Showing 1-10 of 38 entries

Versa-ti-li-ty 2023

10rows

Software Packages

Model Number

SITE {1

DCA1-Chicago

DCA1-Chicago
DCA2-Chicago
DCA2-Chicago
DCA3-Chicago
DCA3-Chicago
DCAA4-Chicago
DCA4-Chicago
DCAS5-Chicago
DCAS5-Chicago

v

REGION [

DCA1-BAdc

DCA1-BAdc
DCA2-BAdc
DCA2-BAdc
DCA3-ABcd
DCA3-ABcd
DCA4-ABcd
DCA4-ABcd
DCAS5-ABcd

DCA5-ABcd

OS Type
v
MODELNO. {] APPLIANCE SERIALNO. |
NCA-5520C  LR202012011090
NCA-5520C  LR202012011091
NCA-5520C  LR202012011073
NCA-5520C  LR202012011074
NCA-5520C  LR202012011075
NCA-5520C  LR202012011079
NCA-5520C  LR202012011080
NCA-5520C  LR202012011081
NCA-5520C  LR202012011084
NCA-5520C  LR202012011087

Software (Image/Bin)

OSTYPE !

Trusty

Trusty
Trusty
Trusty
Trusty
Trusty
Trusty
Trusty
Trusty

Trusty

ti

Security (S-Pack) Package

SOFTWARE (IMAGE/BIN) |1

2023 ©

Status

Current

Download Type Incremental

Scheduled
Scheduled On

2132
20.2.4
20.2.2
20.2.3
2024
2342
2132
21.3:2

21.2.2

Yes
2022/05/04
12:00:00

SECURITY (S-PACK) PACKAGE |1

1828 C

Status

Download Type Incremental
Scheduled
Scheduled On

1870

1870

1816

1828

1828

1828

1828

1828

5993

v

Q

Updating

Yes

2022/05/04

12:00:00

OS Security Package

Alarms

OSSECURITY PACKAGE ||

Unknown

Status
Download Type
Auto Update
Scheduled On

20200429
20200404
20220907
20210803
Unknown
Unknown
20220721
Unknown

Unknown

Current
Incremental
Yes

Yes
2022/05/04
12:00:00

C Refresh

More filters

B Download CSV

ACTIONS

B: s ¢ v >

VERSA
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Inventory and Software Management

Upgrade Package on Appliance

Complete required information below to upgrade package on selected appliances,

Package Type *
Selected Appliance | 24 Q Search by keyword or name
Software (Image/Bin)
APPLIANCE {1 SITE U REGION  |I SOFTWARE(IMAGE/BIN) || SECURITY (S-PACK)PACKAGE ||  OSSECURITY PACKAGE ||
OSType* ®
whbansp1-003472z-32073209e003 DCA1-Chicago DCA1-BAdc 20.2.3 1828 20210803

Trusty
wbansp1-00347z-32073209e005 DCA2-Chicago DCA2-BAdc 20.2.3 1870 Unknown

CPUType * © whbansp1-003472-32073209e007 DCA2-Chicago DCA2-BAdc 20.2.3 1870 Unknown

SNB wbansp1-00347z-32073209e009 DCAB3-Chicago DCA3-ABcd 20.2.3 1816 20220721
y whbansp1-003472z-32073209e011 DCA3-Chicago DCA3-ABcd 20.2.3 1828 Unknown
Package Version *

wbansp1-003472z-32073209e013 DCA4-Chicago DCA4-ABcd 20.2.3 1828 Unknown
P1(OS Type: Trusty, CPU Type: SNB)

@ Schedule Upgrade

Select Upgrade Start Day & Time

wbansp1-00347z-32073209e015 DCA4-Chicago DCA4-ABcd 20.2.3 1828 Unknown
wbansp1-00347z-32073209e017 DCAS5-Chicago DCA5-ABcd 20.2.3 1828 20220721

wbansp1-00347z-32073209e019 DCA5-Chicago DCA5-ABcd 20.2.3 1828 20220907

RN < RN <BE<RE<BE<HN<BN <BN<HN<

wbansp1-00347z-32073209e021 DCA1-Chicago DCA1-ABcd 20.2.3 5993 Unknown

“hee
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Quick Demo

Versa-ti-li-ty 2023 VERSA

NNNNNNNN




Questions

Versa VERSA
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