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About This Document

This document provides AWS Cloud integration options and low-level configuration for integrating a SASE
solution with AWS cloud infrastructure. It covers multiple Integration options involving SASE gateways,
AWS native networking services, and SD-WAN devices to deliver secure, optimized connectivity to
workloads hosted in AWS. The guidance is based on Concerto 12.2.1, Director 22.1.4, and VOS 22.1.4

Document Information

Versa Networks SASE Gateway Integration with AWS Cloud

Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.

Before you begin

Before you proceed with the steps outlined in this document, please ensure you've met the following
prerequisites.

e The provider administrator must complete your tenant configuration. If you haven't received this
information, please contact your Managed Service Provider or Account Manager for assistance.

e You have the Enterprise Administrator (Tenant Admin) credentials for the Versa SASE portal, also
called the Concerto User Interface.
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Introduction to Public Cloud

A public cloud is a cloud computing model where IT infrastructure like servers, networking, and
storage resources are offered as virtual resources accessible over the internet. Public cloud providers
deliver services under three main models, often referred to as the Cloud Service Models: laaS, PaaS,
and SaaS

Infrastructure as a Service: laaS offers the basic building blocks of IT infrastructure — delivered over
the internet. It allows users to rent virtualized computing resources like:

* Virtual Machines (VMs)

» Storage (Block, File, Object)

* Networks (VPCs, Load Balancers, IPs)
Common Use Cases:

* Hosting websites or enterprise applications

* Running development/test environments

* Backup and disaster recovery solutions

Terminologies used:

1. VPC: Virtual Private Cloud
VPC is avirtual network environment that allows you to launch AWS resources in a logically
isolated section of the AWS Cloud. It's like having your own virtual network within AWS, offer-
ing you control over your IP address range, subnets, and networking configurations.

2. IGW: Internet Gateway
IGW is a key component of a Virtual Private Cloud (VPC) that allows resources within the VPC
to communicate with the internet. It facilitates both inbound and outbound traffic between
your VPC and the outside world.

3. EC2: Elastic Compute Cloud
EC2is a web service within Amazon Web Services (AWS) that provides virtual servers called
instances. These instances allow users to run applications on the AWS cloud, offering scalable
and secure computing capacity on demand.

4. Security Groups:
Security Groups act as virtual firewalls, controlling the flow of network traffic to and from EC2
instances within a VPC. They are a key part of AWS's security, helping to ensure only authorized
traffic can reach your instances. Security Groups work by defining rules that specify which
types of traffic (TCP, UDP, ICMP) and on which ports are allowed to pass through.

5. VPN: Virtual Private Network
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VPN enables secure connections between your on-premises network, remote offices, and the
AWS cloud. It provides encrypted tunnels for data transmission, enhancing security and pri-
vacy. AWS Site-to-Site VPN connects on-premises networks to an AWS VPC.

6. VGW: Virtual Private Gateway

VGW is a VPN concentrator that provides the AWS side endpoint for a Site-to-Site VPN connec-
tion between your on-premises network and your AWS Virtual Private Cloud (VPC). It's crucial
for establishing a secure tunnel between your VPC and external networks.

7. TGW: Transit Gateway

TGW is a managed service that simplifies network connectivity within and between AWS re-
gions and on-premises networks. Think of it as a central hub that connects multiple VPCs (Vir-
tual Private Clouds) and other network resources.

Cloud Integration Options

When customer workloads are hosted in the public cloud, secure access from remote users or on-
prem sites is essential. SASE Gateway integration ensures encrypted connectivity, centralized policy
enforcement, and Zero Trust access. To achieve this, there are three common integration models
based on architecture and scale.

1. Option1-VGW

2. Option2-TGW

3. Option 3-Versa SDWAN
To achieve the above use cases, we require the below components from AWS to integrate with an on-
prem SASE (Secure Access Service Edge) gateway.

VPC (Virtual Private Cloud)

Subnets

Route Tables

Elastic IP

Internet Gateway (IGW) (if needed for public access)
Virtual Private Gateway (VGW)

Customer Gateway (CGW)

VPN Connection

Security Groups & NACLs

© ©NO N2

Creating a VPC:

Amazon Virtual Private Cloud (VPC) is a logically isolated section of the AWS Cloud where you can
launch AWS resources in a custom-defined virtual network.

Purpose of VPC:

* Network Control: Define your own IP address ranges, subnets, and route tables.



vJ VERSA

* Security: Use security groups and network ACLs to control traffic in and out of resources.

* Connectivity Options: Connect to the internet, other AWS services, or on-prem networks via
VPN or Direct Connect.

* Isolation & Customization: Achieve granular control over how your workloads communicate
within and outside AWS.

Common Use Cases:
* Hosting secure web applications
* Creating hybrid cloud environments

* Isolating production and development environments

To create a VPC in AWS, type VPC in the search bar and select VPC.

aW§
R

B2 @ @

Services Show more [

e ’ | Reset to def:
Services & vPc (

Features 0 Isolated Cloud Resources

Resources New ations (0) info

Documentation . .
SN AWS Firewall Manager Asia Pacific (Mumbai)

Knowledge articles (P 5
Central management of firewall rules

Marketplace

ion

Blog posts 1 (Current Region) ¥ | | Q Find applicatic

Events £ Detective
Tutorials A Investigate and Analyze potential security issues

v | Description ¥ | Re

Features Show more

Access denied to servicecatalog:ListApplicai
Dashboard

VPC feature

( Diagnose with Amazon Q )

Route 53 VPCs
Route 53 feature
Go to myApplications

VPC Reachability Analyzer
VPC feature nd usage info

Click on “Create VPC” to create a new VPC.
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Q @ @ Asia Pacific (Mumbai) v

©

rF 3
VPC dashboard < Create VPC ( Launch EC2 Instances )
Note: Your Instances will launch in the Asia Pacific region.
EC2 Global View [
\" Filter by VPC - \\ Resources by Region C Refre:
\ ’ You are using the following Amazon VPC resources
¥ Virtual private cloud
Your VPCs VPCs Asia Pacific 12 NAT Gateways
Subnets » See all regions » See all regions

Rante tahlac

Under VPC Settings select “VPC only”, provide a Name-tag and the IPv4 CIDR block used inside the
VPC, then click on “Create VPC”.

aws | # (a B2 0|®

= VPC > YourVPCs » Create VPC

Create VPC o

AVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resourdes.

[ © VPConly ] () VPC and more J

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

[ TEST-VPC-1 ]

IPv4 CIDR block Info
© 1Pv4 CIDR manual input
() IPAM-allocated IPv4 CIDR block

IPv4 CIDR

[ 192.168.0.0/16 ]
CIDR block size must be between /16 and /28.

IPv6 CIDR block Info

© No IPv6 CIDR block

(O IPAM-allocated IPv6 CIDR block
() Amazon-provided IPv6 CIDR block

IS CIRD Aea A s

Once VPC is created, the state will be shown as “Available”.
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e VPC > YourVPCs > vpc-00811833eba324f0d ® & &
a a
VPC dashboard < vpc-00811833eba324f0d / TEST-VPC-1
EC2 Global View [3 Details info
Filter by VPC hd VPCID State Block Public Access DNS hostnames
[0 vpe-00811833eba324f0d @ Available O off Disabled

¥ Virtual private cloud

Your VPCs DNS resolution Tenancy DHCP option set Main route table
Enabled default dopt-00947569 rtb-03142ecd1006c917f

Subnets

Route tables Main network ACL Default VPC IPv4 CIDR 1Pv6 pool
acl-036d07257fcha57e9 No 192.168.0.0/16 -

Internet gateways

E | IPv6 CIDR (Network border group) Network Address Usage metrics Route 53 Resolver DNS Firewall rule Owner ID

gress-only internet . s 14761460

gateways - Disabled groups O 9208

DHCP cption sets

Elastic IPs i
Resource map CIDRs Flow logs Tags Integrations

Managed prefix lists ——

NAT gateways

Resource map o
Peering connections

¥ Security
Network ACLs VPC show details Subnets (0) Route tables (1) Network conn
Security groups Your AWS virtual network Subnets within this VRC Route network traffic to resources Connections to ather

¥ PrivateLink and

Creating Subnets:

A subnetis arange of IP addresses in your VPC. You can create AWS resources, such as EC2 in-
stances, in specific subnets. When you create a subnet in AWS, certain IP addresses within the sub-
net's CIDR block are reserved and cannot be assigned to resources. These reservations ensure proper
network operation and management.

* Reserved IP addresses in an AWS subnet are five addresses AWS sets aside for network oper-
ations (e.g., network ID, router, DNS, and broadcast).

— Example: Ina10.0.0.0/24 subnet, the reserved IPs are:
10.0.0.0, 10.0.0.1, 10.0.0.2, 10.0.0.3, and 10.0.0.255.

* The remaining IP addresses in the subnet's CIDR block are available for assignment to AWS
resources, such as EC2 instances. For example, in a /24 subnet (which contains 256 IP ad-
dresses), after reserving 5 addresses, 251 IP addresses are usable.

To create Subnets, under VPC dashboard, go to Virtual private Cloud - Subnets - Create Subnet.

e ® 6 &

-
Last updated
VPC dashboard < Subnets iuto o © EI
Q, Find subnets by attribute or tag
EC2 Global View [ [ ]
TES | X Clear filters
Filter by VPC v . 1 @
. . Name v | SubnetiD v | State v | wPC v | Block Public... ¥ | IPv4 CIDR
¥ Virtual private cloud
Your VPCs No matching resource found
« ,

Route tables

Selecting VPC under VPC ID will open Subnet settings.

Under Subnet settings, provide the Subnet name and the IPv4 subnet CIDR block.
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5 Q @ D @ @ Asia Pacific (Mumbai)|

~

= VPC > Subnets > Createsubnet

Create subnet ..«

VPC

VPCID
Create subnets in this VPC.

[ vpc-00811833eba324f0d (TEST-VPC-1) v ]

Associated VPC CIDRs

IPv4 CIDRs
192.168.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

( TEST-vPC-1-SUBNET-1 )

The name can be up to 256 characters long

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

[ No preference v ]

IPv4 VPC CIDR block info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

192.168.0.0/16 v
( )

IPv4 subnet CIDR block

| 192.168.1.0/24 ‘

< > ~ v

¥ Tags - optional

Key Value - optional
[ Q Name X ] [ Q_ TEST-VPC-1-SUBNET-1 X ] (“remove )

Creating IGW for the VPC:

An Internet Gateway is a horizontally scaled, redundant, and highly available AWS-managed compo-
nent that allows communication between instances in your VPC public subnets and the internet.

Purpose in This Use Case:

While the main connectivity between AWS and the on-prem SASE gateway is established using
VGW/TGW through IPsec site-to-site tunnels/SDWAN, an IGW may still be used in this scenario for:

* Allowing public internet access for instances in the public subnet (e.g., for updates, manage-
ment, or outbound monitoring).

* Supporting hybrid architecture where internet-bound traffic from AWS resources not routed
through the IPsec tunnel is handled via IGW.

Key Points:

* |GW must be attached to the VPC.
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* Route tables of public subnets must have a route to the IGW (typically 0.0.0.0/0).

* Instances must have public IPs or Elastic IPs to communicate externally via IGW.

To create IGW, under VPC dashboard select “Internet gateways” then click on “Create Internet gate-
way”.

e ® 6 5

a
VPC dashboard < ‘ Internet gateways -« @IEI

[ Q, Find internet gateways by attribute or tag J
EC2 Global View [3

s le

Name @ | Internet gateway ID v | State v | veCiD v | Owner

[ Fiteer by vPC v

¥ Virtual private cloud

Your VPCs No matching resource found

Subnets 4 »

Route tables

Internet gateways

Egress-only internet
gateways

Under Internet gateway settings, provide Name tag and click on “Create Internet gateway”.

Create internet gateway i«

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify

[ TEST-VPC-1-IGW ]

Tags - optional

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional

[ Q. Name x ] [ Q TEST-VPC-1-IGW X ] ( Remove )

Add new tag

You can add 49 more tags.

et E

To Attach IGW to VPC, under “Actions” click on “Attach to VPC”

e VPC > Intemet gateways > igw-06d4df7e075fef16b © 6 &
& .
VPC dashboard < igw-06d4df7e075fef16b / TEST-VPC-1-IGW :1
([Attachovec | |
EC2 Global View [2 Details 1o
Filter by VPC v | Internet gateway ID State VPCID Owner Manage tags
EE [0 igw-06d4df7e075fef16b © Detached - 0 9208147¢
¥ Virtual private cloud Delete
Your VPCs
Tags
Subnets
Route tables [ Q_search tags ] 1 ]
Egress-only internet Name TEST-VPC-1-IGW
gateways
DHCP option sets

Select the VPC under Available VPCs and click on "Attach Internet gateway”.

10
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VPC > Internet gateways > Attach to VPC (igw-06d4df7e075fef16b)

Attach to VPC (igw-06d4df7e075fef16b) i

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

®

Available VPCs
Attach the internet gateway to this VPC.
(@ vpc-00811833ebaz24f0d % )
Use: "vpc-00811833eba324f0d”
vpc-00811833eba324f0d - TEST-VPC-1
Once attached the state and the VPC ID will be shown.
a "
VPC dashboard < Internet gateways (1/1) 1o © IE'
[ Q Find internet gateways by attribute or tag ]
EC2 Global View [
x
o e
Name @ | Internet gateway ID v || state || |veciD w|| Owner
¥ Virtual private cloud
TEST-VPC-1-1GW igw-06d4df7e075fef16b @ Attached vpc-00811833eba324f0d | TEST-VPC-1 920814761460
Your VPCs
] . ———————————
Subnets
Route tables

Internet gateways

For instances with Public IPs in the VPC to break out to internet, we need a default route with IGW as

next hop.

To identify the Route table, under Virtual private cloud, select the VPC you have created and click on

the “Main route table”

VPC dashboard ¢

Your VPCs (1/1) o

Last updated
5 minutes ago

f Q, Find VPCs by attribute or tag

EC2 Global View 2

X ( Clearfilters )

0 8 &

Clezr )

1B

| Fitter by vPc v |
. . Name v | veciD v | State ¥ | Block Public... ¥ | IPv4CIDR v | IPv6CIDR
¥ Virtual private cloud
o - - - il -
Your VPCs a TEST-VPC-1 vpe-00811833eba324f0od @ Available @ Off 192.168.0.0/16
N
Subnets - >
Route tables
Internet gateways
Egress-only internet
gateways
DHCP option sets = (=]
Elastic IPs I8 vpc-00811833eba324f0d @ Available ©off Disabled
Managed prefix lists DNS resolution Tenancy DHCP option set in route table
NAT gateways Enabled default dopt-00947569 142ecd1006c917f
Peering connections Main network ACL Default VPC IPv4 CIDR IPV6 pool
. acl-036d07257fcba57e9 No 192.168.0.0/16 -
¥ Security
Network ACLs IPv6 CIDR (Network border group) Network Address Usage metrics Route 53 Resolver DNS Firewall rule Owner ID

Security groups

w Doiuatal ink and —

Disabled

groups

0 920814761460

This will open the main route table of your VPC. Provide the name to the Route table.

11
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(=] © 6 &
veCdahboard ¢ | RotmtaHe /T e iz © Coston +) QD

( Q, Find route tables by attribute or tag ]

EC2 Global View (2

( Fiter by vec v test | X (_ Clear filters ) S @

¥ Virtual private cloud Name v | RoutetableID ¥ | Explicitsubnet associ... ¥ | Edgeassociations ¥ | Main ¥ | VPC
Your VPCs - #<  EditName 03142ecd1006c917f - - Yes vpc-0081183
Subnets < e— [ TEST-VPC-1-RT ] = »
Route tables

Internet gateways Cancel -

Egress-only internet
gateways

Click on the Route Table ID:

© © 65
.
VPCdashboard < | Route tables (1/1) . s ran s a0 ©) | Cresteroute table

[ Q, Find route tables by attribute or tag ]

EC2 Global View [3

Fitterbyvee v test | X (" clear filters ) o
| Fitter y vec v | = \

¥ Virtual private cloud Name » | |Route table ID v | Explicitsubnetassoci... ¥ | Edgeassociations ¥ | Main ¥ | VPC
Vour VPG ( TEST-VPC-1-RT rth-03142ecd 1006¢917f - - Yes vpc-008118:
Subnets - >
Route tables
Internet gateways
Egress-only internet
To update the routing table, click on “Edit routes”.
VPC > Routetables > rtb-03142ecd1006¢917f © & &
Vot dasibond < @ rtb-03142ecd1006c917f / TEST-VPC-1-RT
EC2 Global View [2
Filter by VPC v | Details info
Route table ID Main Explicit subnet associations Edge associations
v Virtual private cloud IO rtb-03142ecd1006¢917f 0 Yes - -
Your VPCs VPC Owner ID
Subnets vpc-00811833eba324f0d | TEST-VPC- [0 920814761460
Route tables 1
Internet gateways
Egress-only internet Routes Subnet associations Edge associations Route propagation Tags
gateways
DHCP option sets Routes (1)
Elastic IPs u)‘ Filter routes J < 1> | @
Managed prefuc lists Destination v | Target v | status v | Propagated -
HAT gateways 192.168.0.0/16 local @ Active No

Peering connections

Under Edit routes, add the default route 0.0.0.0/0 with the Target as the Internet Gateway which we
have created and save the changes.

12
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VPC > Routetables > rth-03142ecd1006c917f > Edit routes e
Edit routes
Destination Target Status Propagated
192.168.0.0/16 [Iocal v ] @ Active No
LO\ local x|
(a oooop X | [ internet Gateway v - No
[ Q igw- X ]
Use: “igw-"

Add it
igw-06d4df7e075fef16b (TEST-VPC-1-IGW)

Once update you should be able to view the routes.

e VPC > Routetables > rtb-03142ecd1006c917f Q@ @&
VPCdashboard < 8 rtb-03142ecd1006¢917f / TEST-VPC-1-RT

EC2 Global View [2

Filter by VPC = Details info

Route table ID Main Explicit subnet associations Edge associations
¥ Virtual private cloud 0 rtb-03142ecd1006c917f 0 Yes - -
Your VPCs vPC Owner ID
Subnets vpc-00811833eba324f0d | TEST-VPC- E 920814761460

1
Route tables

Internet gateways
Egress-only internet Subnet associations Edge associations Route propagation Tags

gateways
Routes ()
Elastic IPs [ Q Filter routes ] 1 ]
Managed prefix lists Destination v | Target v | status v | Propagated v
NAT gateways
g v 0.0.0.0/0 igw-06d4df7e075fef16b @ Active No
Peering connections
192.168.0.0/16 local @ Active No
¥ Security

Network ACLs

Creating EC2 instance in the VPC:

EC2 Instance is a scalable virtual server in the AWS Cloud used to run applications, network func-
tions, and custom workloads.

Purpose in This Use Case:

Server Hosting in AWS:
EC2 instances are used to host applications or services that need to communicate with on-premises
environments over secure hybrid connectivity (via VGW/TGW and IPsec).

SD-WAN Appliance Deployment:
An EC2 instance is configured as a virtual SD-WAN edge device, enabling overlay connectivity be-
tween AWS and the on-prem SASE infrastructure.

To create an EC2 instance in AWS, type EC2 in the search bar and select EC2.

13
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aws
—

Services

Features I'_!:? Virtual Servers in the Cloud
Resources

Documentation

%

Knowledge articles b}
A managed service to automate build, customize and deploy OS images
Marketplace

Blog posts

Events
&

Tutorials EC2 Global View provides a global dashboard and search functionality that lets you ...

Features

Under Instances select Instances and click on “Launce Instances”.

e EC2 > Instances @ 6 &

< e s © ) (e (D)
( ind Instance by ¢ e or tag (case-sensitive) states ¥ |
7 ’ All
Dashboard \ /
EC2 Global View [2 Clear filters 1 @
Events Name# v | InstanceiD | Instancestate v | Instancetype w | Statuscheck Alarmstatus | Availability Zone v | Public IPv4 DNS

_ No matching instances found

Instance Types 4

Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts Select an instance @ v
Capacity Reservations

Under “Names and tags” provide name to the EC2 instance, under “Application and OS Images” 2>
Quick Start select the AMI as per the requirement.

14



= EC2 > Instances » Launch an instance

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Name

Name and tags info

| TEST-EC2-VPC-1

¥ Application and OS Images (Amazon Machine Image) info

Add additional tags

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. Search or
Browse for AMIs if you don't see what you are looking for below

.
‘ Q, Search our full catalog including 1000s of application and OS images
.

Recents My AMIs Quick Start
Amazon macQOS Ubuntu Windows Red Hat SUSE Linux Debian
Linux
aWS_J [ ubuntu® || B Microsoft || @ RedHat cwe @
Mac SUSE debian

Q

Browse more AMIs

Including AMIs from
AWS, Marketplace and
the Community

Amazon Machine Image (AMI)

e

Virtualization: hvm
.

ENA enabled: true

Ubuntu Server 24.04 LTS (HVM), SSD Volume Type
ami-0e35ddab05955cf57 (64-bit (x86)) / ami-0429d68a1cd41ca80 (64-bit (Arm))
Root device type: ebs

Free tier eligible
v

Under Instance type select the instance as per the requirement.

v Instance type info | cet advice

Instance type

| t2.micro
Family:t2 1 vCPU

On-Demand Linux base pricing: 0.0124 USD per Hour
On-Demand RHEL base pricing: 0.0268 USD per Hour
On-Demand SUSE base pricing: 0.0124 USD per Hour

1 GiB Memaory

Current generation: true
On-Demand Windows base pricing: 0.017 USD per Hour

On-Demand Ubuntu Pro base pricing: 0.0142 USD per Hour

Free tier eligible

(O All generations

Compare instance types

Additional costs apply for AMIs with pre-installed software

Under Key pair click on “Create new Key pair”.

|v Key pair (login) o

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the instance.

Key pair name - required

Select

v |

(C Create new key pair

Under “Create key pair” select “RSA” and the private key file format as “.ppk” and click on “Create key

pair”. This key is used to access the EC2 instance using ssh.

15
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= EC2 > Instances > Launch an instance

Create key pair

Key pair name
Key pairs allow you to connect to your fnstance securely.

EC2-VPC-1-KEY

The name can mclude up to 255 ASCN characters. It can't include leading or trailing spaces.

Key pair type

° RSA (: ED25519
RSA encrypted private and public key ED25519 encrypted private and public
pair key pair

Private key file format

O .pem
For use with OpenSSH

O pprk

For use with PuTTY

When prompted, stare the private key in a secure and accessible location on
p! P! Y
your computer. You will need it later to connect to your instance. Learn
more [2

Cancel

Under “Network settings” click on Edit.

¥ Network settings o

Network | info
vpc-0b3c7961f4b471481 | Telit-poc-vpc

Subnet Info

subnet-097c74574c1d6eaff | wan-subnet

Auto-assign public IP | Infe
Enable
Additional charges apply when outside of free tier allowance

Firewall (security groups) = Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ © Create security group ] ‘ () Select existing security group ‘

We'll create a new security group called 'launch-wizard-17" with the following rules:

Allow SSH traffic from [ Anywhere
Helps you connect to your instance 0.0.0.0/0 v
[ Allow HTTPS traffic from the internet
To set up an endpoint, for example when creating a web server
[ Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server
/N Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access X

from known IP addresses only.

Under VPC, select the VPC which you have created, select the required subnet, Enable Public IP if
required and modify the security group name.
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¥ Network settings i

VPC - required | Info

vpc-00811833eba324f0d (TEST-VPC-1)
192.168.0.0/16

Subnet Info

-
subnet-0d0d68a65afadfb23 TEST-VPC-1-SUBNET-1
VPC: vpc-00811833eba324f0d  Owner: 920814761460  Availability Zone: ap-south-1a v
Zone type: Availability Zone  IP addresses available: 251  CIDR: 192.168.1.0/24)

\ J

(& Create new subnet [

Auto-assign public IP | Info

Enable v

\ J

Additional charges apply when outside of free tier allowance

Firewall (security groups) | Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ © Create security group ] () Select existing security group

. J

Security group name - required
- N

launch-wizard-17-TEST-VPC-1

\ J
This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is 255 characters. Valid characters: a-z, A-Z,
0-9, spaces, and ._-:/(J#,@[1+=8&:{}1$*

Description - required | Info

launch-wizard-17 created 2025-05-08T08:42:14.291Z

\ J

By default, ssh from Outside is allowed and all the outbound traffic from EC2 instance is allowed.

Inbound Security Group Rules

¥ Security group rule 1 (TCP 22, 0.0.0.0/0) ( Remove )

Type  Info Protocol Info Portrange | Info
ssh v TCP 22
Source type Info Source | Info Description - optional  Info
| Anywhere v prefix list or securit e.g. SSH for admin desktop
0.0.0.0/0 X
£\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access X

from known IP addresses only.

( Add security group rule )

» Advanced network configuration

We can edit the “Inbound Security Group Rules” as per our requirement.
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Inbound Security Group Rules

¥ Security group rule 1(TCR, 22, 0.0.0.0/0)

) VERSA

Type Info Protocol Info Portrange | Info
ssh v TCP 22
Source type  Info Source | Info Description - optional | Info
Anywhere v Q, Add CIDR, e.g. SSH for admin desktop
¥ Security group rule 2 (ICMP, All, 0.0.0.0/0)
Type Info Protocol Info Portrange | Info
ALLICMP - IPv4 v CMP AlL
Source type  Info Source | Info Description - optional | info
Anywhere v Q, Add CIDR, e.g. 55H for admin desktop

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access

from known IP addresses only.

( Add security group rule )

Once all the above configuration is complete, Click on “Launch instance”.

After instance is launched, make sure the “Instance state

EC2 > Instances > Launch an instance

reate security group () Select existing security group

&

Security group name - required

| launch-wizard-17-TEST-vPC-1

This security group will be added to all netwark interfaces. The name can't be edited after the security group is created. Max length is 255 characters. Valid characters: a-z, A-Z

0-9, spaces, and ._-i/(%,@[1+=8&:(1'$"
Description - required
| taunch-wizard-17 created 2025-05-08T08:42:14.291Z

Info

Inbound Security Group Rules
¥ Security group rule 1 (TCP, 22, 0.00.0/0)

» Security group rule 2 (ICMP, All, 0.0.0.0/0)

A\ Rules with source of 0.0.0.0/0 allow all IP addresses te access your instance. We recommend setting security group rules to allow access

from known IP addresses only.

Add security group rule

» Advanced network configuration

¥ Configure storage info
w[ g GiB | gp3

© 2 > mstances

v | Root volume, 3000 10PS, Not encrypted

© 6 &
¥ Summary
Number of instances | info
) L
Software Image (AMI1) A
‘Canonical, Ubuntu, 24.04, amdé6...read more
ami-0e35ddab05955cf57
Virtual server type (instance type)
t2.micro
Firewall (security group)
New security group
R
storge volumes
1 (s) - 8 GiB.
X
R
@ Free tier: In your first year of opening an AWS X
account, you get 750 hours per month of t2.micro
instance usage (or t3.micro where t2.micro isn't
available) when used with free tier AMIs, 750
heurs per month of public IPv4 address usage, 30
GiB of EBS storage, 2 million I/Os, 1 GB of v
pvaneed et Iil
B2 Preview code
» 3 H
is Running.
® o=

@ connect ) (Cinstance state v ) (CActions v ) ((fiStinchinstancesill Lv0)

a
Last updated
EC2 < Instances (1) into 25 et
((Q_Find Instance by attribute or tag (case-sensitive) ) (Austates v )
Dashboard

Clear filters

EC2 Global View [2

Events

1

@

0 || Name p» v || Instance ID || Instancestate v || Instancetype v | Statuscheck | Alarmstatus | Availabi... v | Publicl... v | PubliciPvd... *
Instances O | TesT-EC2-vPC-1 | i-00009707abee70922 @Running @ @ |  t2.micro @ nitializing  Viewalarms +  ap-south-1a - 3.109.182.152
Instances 4 »

Instance Types

Launch Templates
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Accessing EC2 instance:

Accessing through AWS Dashboard:
EC2 instance can be accessed directly through AWS by clicking on Connect.

e EC2 > Instances @ @ B

€2 < Instances (1/1) it e @ (connect ) |Cinstance state v ) (CActions v ) 2
((Q_ Find instance by attribute or tag (case-sensitive) ) (Allstates ¥ )
Dashboard
EC2 Globa View (2 1ol e
Events Name & v | Instance ID | instancestate ¥ | Instancetype v | Statuscheck | Alarmstatus | Availability Zone w | Public IPv4 DNS
¥ Instances TEST-EC2-VPC-1 | i-00009707 abee70922 @ Running @ @ t2.micro (@ 2/2 checks passec  View alarms 4+ ap-south-1a -
Instances >

Instance Types
Launch Templates
Spot Requests

savings Plans

Select the Connection type as “Connect using EC2 Instance Connect” and then click on Connect.

= EC2 ) Instances > i-00009707abee70922 » Connect to instance ® &

Connect to instance i
Connect to your instance i-00009707abee70922 (TEST-EC2-VPC-1) using any of these options

EC2 Instance Connect Session Manager SSH client ECZ serial console

Instance ID
0 1-00009707abee70922 (TEST-EC2-VPC-1)

¢ ion Type
© Connect using EC2 Instance Connect (O Connect using EC2 Instance Connect Endpoint
Connect using the EC2 Instance Connect browser-based client, with a public IPv4 or IPv6 address Connect using the EC2 Instance Connect browser-based client, with a private IPvd address and a VPC endpoint.

© Public IPv4 address
I3 3.109.182.152

IPv6 address

Username
Enter the username defined in the AMI used to launch the instance. If you didn't define a custom username, use the default username, ubuntu.

Q ubuntu x
( )

( (D Note: In most cases, the default username, ubuntu, is correct. However, read your AMI usage instructions to check if the AMI owner has changed the default AMI username. ]

e EI
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Q, Search
elcome to Ubuntu 24.04.2 LTS (GNU/Linux 6. 0-1024-aws x8
* Documentation: https://help.ubuntu.com
Management : https://landscape.canonical.com
Su rt: ht //ubuntu.com/pro

System information as of Thu May 8 09:35:15 UTC 2025

104

1%82.168.

Expanded Security Maintenance for Applications is not enabled.

0 updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

gin: Thu May 34:04 2025 from 13.233.177.5
ommand as strator (user "root"), use
See "man root" for details.

ubuntu@ip-— 68-1-150:~$5

Accessing through Putty:

J VERSA

[Alt+S]

1. From the “Start” menu, choose “All Programs” - PuTTYgen.

Q  putty gen|

& m Apps Documents Web Settings Peoy

Best match

m=® PUTTYgen

= App

2. Under “Type of key to generate”, choose “RSA” and Click on “Load”. By default, PuTTYgen dis-
plays the files, select the “ppk” file that got generated while creating EC2 instance.
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§° PuTTY Key Generator

File Key Conversions Help
Key
No key.

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters
Type of key to generate:

ORsA () DSA () ECDSA () EdDSA

() SSH-1(RSA)
Number of bits in a generated key:

2048

Once thefile is loaded click on “Save Private key”.

B* PuTTY Key Generator
File Key Conversions Help
Key
Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa

AAAABINZzaC1yc2EAAAADAQABAAABAQCOkazL sU/gna8x65zBkrKOLFQBUTgEQY 7VQ7tSWakJYNUIDmi1KO
uAvb8GS8d1F/00TyQ7kimBKQyAv2L IprgDgclfo4l g9scwgkqSsMRRxd
+EoTW32b0IfOvBEnuebKTJWSgEZvEE Jev

+AWR3yLFfgmivJgPOKbgb/FJ8/RIROV/C7kkyNLT /FEMWIBS0Uh7LhcdXIsAUBW

Key fingerprint: ssh-rsa 2048 SHA256:A01/P3hiQ4FIPpk4oKljirPZr8dKe VY TATC7nrxSy6g

Key comment: EC2-VPC-1-KEY

Key passphrase:

Confirm
Actions

Generate a public/private key pair Generate

Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters

Type of key to generate:

ORsA () DsA () ECDSA () EdDSA () SSH-1(RSA)

Number of bits in a generated key: 2048

Save the key to your PC.
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X
&« > v N & > Downloads v O Search Downloads L
Organize ~ New folder = - o
| Name Date modifiec\l/
~ Today

. Downloads # B EC2-VPC-1-KEY 5/8/2025 2:17 PM

= Documents #
5/6/2025 5:30 PM

PR Pictures »

5/6/2025 5:08 PM

File name:” EC2-VPC-1-PVT-KEY

Save as type: PuTTY Private Key Files (*.ppk)

Now open putty, provide the IP address of the EC2 instance and under “Auth” click on Credentials and
browse for the private key, then click on “Open”.

B8 PuTTY Configuration ? X
Category:
‘ Basic options for your PuTTY session ‘ & PUTTY Configuration ? X
Terminal
Window Specify the destination you want to connect to Category:
[=} Connection Host Name (or IP address) Port Session (¢ to with
-Data 3109.182.152 22 g Terminal z
! Prosy 5 Window Public-key
Z8SH Connection type: =}Connection Private key file for
Data - A -
Kex ©ssH  (OSeal ()Other Telnet " Pravy Cr\UsersWishnuA\Downloads\EC2-VPC-1 [ Browse ]
Host keys =} SSH Certificate to use with the private key (optional):
Cipher Load, save or delete a stored session Kex Browse...
Auth Host keys
Saved Sessions :
Ty * Plugin to provide authentication responses
X1
Plugin command to run
Tunnels Cre 3
Default Settings AP
Bugs g Load o
More bugs Save X11
Serial Tunnels
Telnet Delete Bugs
Rlogin More bugs
SUPDUP Serial
Telnet
Riogin
Close window on exit: _SUPDUP
() Aways () Never © Only on clean exit
About Help

Cancel About Help Cancel

Login with username ubuntu:
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&2 ubuntu@ip-192-168-1-150: ~ —

Option 1 -VGW

A site-to-site IPsec VPN is established between the SASE Gateway and the AWS VPC using a Virtual
Private Gateway (VGW). The tunnels are configured for high availability, and dynamic route exchange
is performed over the IPsec connection using eBGP between VGW and SASE GW.

This Option is used when you have a single VPC and requires a simple, direct, and cost-effective IPsec
tunnelto connect SASE GW with AWS.

BaEl  AwS Cloud

e
&

Virtual private cloud (VPC) 13.126.252.24

= 69,

P ST EIRET) \ "
Public subnet - Ve \ > 00,
- Route table S8e-F
192.168.0.0/16 P 9 \u

-

” 15:206.240.93 78\92 !P‘fnc_
E :5'240,?0

Ras pool-
10.0.21.0f25
10.0.21.128/25

192.168.0.0

00210 | —

’

= -
==

< - -~
= . ASN: 64516 i @:2 "REN: 64514 R Versa SASE Gateway
Customer Server - 192.168.1.150 ') Versa SASE Gateway
L g s

Note: Refer Section 4 to 7 for creating VPC, Subnets, IGW and EC2 Instance.
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AWS Configuration:

Creating Virtual Private Gateway:
Under VPC Dashboard Go to “Virtual private network” - “Virtual private gateways” and click on “Cre-
ate virtual private gateway”.

(=] ® o=
¢ ) Virual private gateways © Coatos =) (et s

[ Q, Find resource by attribute or tag ]
EC2 Global View [2
ENES)
[ Fitter by vPc v 1 @
Name & @ | Virtual private gateway ID w | state | Type v | vec v | Amazon ASN v

» Virtual private cloud

: No virtual private gateways
» Security o 9 v
You do not have any virtual private gateways in this region

» prvatLink and
Lattice

» DNS firewall

» Network Firewall

¥ Virtual private . R =
network (VPN) Select a virtual private gateway ® v

Customer gateways

Virtual private gateways

Site-to-Site VPN
connections

Client VPN endpoints.
» AWS Verified Access
» Transit gateways

¥ Traffic Mirroring
Mirror sessions

Under Details, provide a Name tag, Custom ASN which will be used on AWS Virtual private gateway
for BGP and click on “Create Virtual private gateway”.

VPC > Virtual private gateways > Create virtual private gateway 0O &6

Create virtual private gateway .

Avirtual private gateway is the VPN concentrator on the Amazon side of the site-to-site VPN connection.

Details

Name tag - optional

Creates a tag with a key of 'Name' and a value that you specify.

[ TEST-vPC-1-vPNC )
Value must be 256 characters or less In length

Autonomous System Number (ASN)
() Amazon default ASN

© Custom ASN

Enter custom ASN

(eas16 )
Value must be in the 64512 - 65534 or 4200000000 - 4294967294 range.

Tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs. Name tag helps you track your resources more easily. We
recommend adding Name tag.

Key Value - optional
(@ nName X | ((Q Testvpca-vene % | (CRemove )
You can add up to 49 more tags.

Once created, VGW needs to be attached with a VPC. To Attach, select the created Virtual Private
gateway and click on Actions = Attach to VPC.
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Virtual private gateways (1/1) infs ©)

VPCdashboard <

((Q Find resource by attribute or tag Attach to VPC

EC2 Global View [3 A
Filter by VPC v Manage tags i @
v Virtual private cloud Name & w | Virtual private gateway ID v | State Type v | wpC Delete virtual private gateway N -
Your VPCs [0 restvecivenc | woworrecszosscrsscss © betached fosec N ssis )
Subnets

Route tables

Internet gateways

Select the VPC under “Available VPSs” and click on “Attach to VPC”.

VPC > Virtual private gateways > vgw-Of7ec570d5¢753¢34 > Attach to VPC ® & &

Attach to VPC i

Details
Virtual private gateway ID
0 vow-0f7ec570d5c753c34

Available VPCs
Attach the virtual private gateway to this VPC
L vpc-00811833eba324f0d / TEST-VPC-1 v 1

Once created you will be able to see the State as “Attached”.

©

groups.

@ You successfully attached vgw-0f7ec570d5¢753¢34 / TEST-VPC-1-VPNC to vpc-00811833eba324f0d.

¥ Virtual private Virtual private gateways (1) info © | Create virtual private gateway

network (VPN)
Customer gateways

Virtual private gateways I Clear filters 1 (2]

Site-to-Site VPN
connections Name & ¥ | Virtual private gateway ID kd State | Type v | vec ¥ | Amazon ASN v

(@ Find resource by attribute or tag )

Client VPN endpoints ©  TEST-VPC-1-WPNC vgw-0f7ec570d5c753¢34 @ Attached ipsec.1 vpc-00811833eba324f0d | TEST-... 64516

¥ AWS Verified Access
Verified Access instances

Verified Access trust

rmnidare

Create Site to Site Tunnels:
Once the VGW is created, we have to create site to site tunnels towards SASE-GWSs.

Under “VPN” select “Site-To-Site VPN Connections” and click on “Create VPN Connection”.

e ® conm
- -
VPN connections i (@) (actions v) (Downlond configuration :]

¥ Virtual private

network (VPN) Q. Find resource by attribute or tag ) 3 5
Customer gateways Name & v | VPNID v | state w | Virtual private gateway v | Transit gateway v | Customer gateway v
Virtual private gateways
Site-to-Site VPN No VPN connections
connections You da nat have any VPN connections in this region
Client VPN endpoints Create VPN connection

¥ AWS Verified Access < »

Verified Access instances

Under Details, provide the “Name tag”, Under “Target gateway type” select “Virtual private gateway”
and select the created VGW from the dropdown.

Under “Customer gateway” click on “New” and provide the “IP address” of the SASE-GW to which IP-
sec tunnels are to be formed and under BGP ASN provide the AS number of the SASE-GW.
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Create VPN connection i

Select the resources and additional configuration options that you want to use for the site-to-site VPN connection.

Details
Name tag - opticnal

Creates a tag with a key of 'Name' and a value that you specify.

= )

Value must be 256 characters or less in length.

Target gateway type Info
© Virtual private gateway

O Transit gateway
O Not associated

Virtual private gateway

( vou-0f7ec570d5¢753c34 v)

Customer gateway | Info
() Existing
o New

IP address | Info
Specify the IP address for your customer gateway device's external interface.

(182,10 NE— )

Certificate ARN - optional
The ARN of a private certificate provisioned in AWS Certificate Manager (ACM).

[ Q, Select o certificates ARN ]

BGP ASN | Info

The ASN of your customer gateway device.
(‘64514 )

Value must be in 1 - 4294967294 range.

Routing options | Info
© Dynamic (requires BGP)
() static

Under Tunnel Options, configure pre-shared key and under “Advanced options for tunnel 1” select
“Edit tunnel 1 options” and remove DH-group 2 and 5 from the DH-Group numbers.
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I v Tunnel 1 options I-aptional nfo

Customize tunnel inside CIDR and pre-shared keys for your VPN tunnels. Unspecified tunnel options will be randemly generated by Amazon.
Inside IPv4 CIDR for tunnel 1
[ Generated by Amazon ]

Acslze /30 1Pvd CIDR block from the 169.254.0.0/16 range.

Pre-shared key for tunnel 1

The pre-shared key (PSK) to establish initlal authentication betwegn the virtual private gateway and customer gateway.
20252025 )

The pre-shared key must have B-64 characters. Valid characters: A-Z, a-z, 0-9, _ and . The key cannot begin with a zero.

Advanced options for tunnel 1
Use default options
© Edit twnnel 1 options
Phase 1 encryption algorithms
The permitted encryption algonthms for the VPN tunnel for phase 1 IKE negotiations.

[ Select encryption algorithms v :]

[ AES128 x] [ AES256 X ] [ AES128-GCM-16 x] [ AES256-GCM-16 x]

Phase 2 encryption algorithms

The permitted encryption algorithms for the VPN tunnel for phase 2 IKE negotiations.

[ Select encryption algorithms v :]
((Aes128 X ) [ AES256 X | [ AES128-GCM-16 X | [ AESZS6-GCM-16 X |

Phase 1 integrity algorithms

The permitted integrity algorithms for the VPN tunnel for phase 1 IKE negotiations.
[ Select integrity algorithms v ]
((sHa1 | sHa2-256 X | sHa2-384 X ][ sHAz-512 X |

Phase 2 integrity algorithms
The permitted integrity algorithms for the VPN tunnel for phase 2 IKE negotiations.

[ Select integrity algorithms - ]

((sHa1 x| ((sHaz-2s6 x | [ sHaz384 X | sHaz-512 X |

Phase 1 DH group numbers

The permitted Diffie-Hellman group numbers for the VBN tunnel for phase 1 IKE negotiations.

[Se!ecrmgraupnunlbers v:]
(wx)(sx)(ex)(7x)(1ex)(1ex)(20x])(2x](2x](Bx])(2x)

Phase 2 DH group numbers

The permitted Diffie-Hellman group numbers for the VPN tunnel for phase 2 IKE negotiations.

[Se!echJ—dgmupnumbers v:]
(e x) (s x) (18 x)(17 x)(18x])[(18x)(20 x](21 x](22x](3Bx](2x]

—
IKE Version
The internet key exchange {IKE} version permitted for the WPN tunnel.

[ Select IKE Version v :]

ikevl X ikev2 X

Tunnel 2 options:

Under Tunnel 2 Options, configure Pre-Shared key and under “Advanced options for tunnel 2” select
“Edit tunnel 1 options” and remove DH-group 2 and 5 from the DH-Group numbers.

) VERSA
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v Tunnel 2 options - optional i

Customize tunnel inside CIDR and pre-shared keys. for your VPN tunnels. Unspecified tunnel options will be randomly generated by Amazon.
Inside iPv4 CIDR for tunnel 2

[ Generated by Amazon ]

Aslze /30 IPvd CIDR block from the 169.254.0.0/16 range.

Pre-shared key for tunnel 2
The pre-shared key (PSK) to establich initial sithentication between the virtual private gateway and customer gateway.

[ 20252025 ]

The pre-shared key must have B-64 characters. Valid characters: A-Z, a-z, 0-9, _and . The key cannot begin with a zero.

Advanced options for tunnel 2

default option:
© Edit tunnel 2 options

Phase 1 encryption algorithms

The permitted encryption algorithms for the VPN tunnel for phase 1 IKE negotiations.

[ Selact encryption algorithms v J
[ AES128 x] [ AES256 X ] [ AES128-GCM-16 x] [ AES256-GCM-16 X]

Phase 2 encryption algorithms
The permitted encryption algorithms for the VPN tunnel for phase 2 IKE negotiations.

[ Select encryption algorithms v ]

((aes128 X | [ aEsase x | [ aesi2a-Gem-16 X | [ AES256-GCM-16 X |

Phase 1 integrity algorithms

The permitted integrity algorithms for the VPN tunnel for phasa 1 IKE negotiations.

[ Selact integrity olgorithms v ]

((sHa1 x ) ((sHaz-2s6 x | [ sHaz3a4 x| sHazs12 X |

Phase 2 integrity algorithms

The permitted integrity algorithms for the VPN tunnel for phase 2 IKE negotiations.
[ Seloct integrity algorithms v ]
((sHA1 X ) ((sHA2-256 X | [ SHA2-384 X | ( SHA2-512 X |

p—
Phase 1 DH group numbers
The permitted Diffie-Hellman group numbers for the VPN tunnel for phase 1 IKE negotiations.

[Se.rechHgmupnumbers v]
(1ax) (15 %) (e x ) (17 x])(18x])[(1ox])(20x])(21x])[22%x])(22x])(24x]

Phase 2 DH group numbers
The permitted Diffie-Hellman group numbers for the VPN tunnel for phase 2 IKE negotiations.

[Se.rechHgmupnumbers v]
(14 x) (15 %) (18 x ) (17 %) (18 x)[19 x ][ 20 x) (21 x ][22 %] [ 23 x)[ 24 X]

IKE Version

The internet key exchange (IKE} version permitted for the VPN tunnel.

[ Select IKE Version v ]

Once done Click on Create VPN Connection, this will show the state as Available.

© ® oo

a ’ —

¥ Virtual private VPN connections (1) info @ Actions ¥ ) ( Download configuration _

netwark (VPN) (@ Find resource by attribute or tag ) B

Customer gateways

" ’ ’ )

Virtual private gateways lame v | VPNID v | State w | Virtual private gateway v | Transit gateway @ | Customer gateway v | Custom

Site-to-Site VPN O veNC Vpn-015874baeb7910847 Vqw-0f7ec570d5¢753c34 - cqw-06f9bdc5aa5ch0f63 182.18.

connections P

Client VPN endpoints

To view the IPsec “Inside” and “Outside” IP address, click on the VPN-ID of Site-to-Site VPN connec-
tions under “Virtual private network”.
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e VPC > Routetables > rtb-03142ecd1006c917f

configurations

VPN connections (1) infe

Network Firewall resource

©J

@oonw
Download configuration —

aroups [ Q, Find resource by attribute or tag 1 i)

v Virtual private Name & v | VPNID v | State v | Virtual private gateway ¥ | Transit gateway v | Custc
network (VPN) O  VPNC1 vpn-015874baeb7910847 @ Available vgw-0f7ec570d5c753¢34 - cqw-l
Customer gateways 4 »
Virtual private gateways
Site-to-Site VPN
connections
Client VPN endpoints

« e \nsi . « H ”» « H ”»
Tunnel details” will provide you “Outside IP address” and the “Inside IPv4 CIDR”.
e WPC > VPN connections > vpn-015874baeb7910847 © 6 B

configurations “ vpn-015874baeb7910847 / VPNC-1 i

Network Firewall resource

groups.

Details

VPN ID State

IO vpn-015874baeb7910847 @ Available

Transit gateway Customer gateway address
- 0 182.18.140.177
Site-to-Site VPN

connections VPC Routing
vpc-00811833eba324f0d Dynamic

Virtual private
network (VPN)

Customer gateways

Virtual private gateways

Client VPN endpoints

Local IPv4 network CIDR Remote IPv4 network CIDR

4

AWS Verified Access

Virtual private gateway
vgw-0f7ec570d5¢753¢34

Type
0 ipsec.

Acceleration enabled
IO False

Local IPv6 network CIDR

H 00.00/0 B 00.0.0/0 -
Verified Access instances
Verified Access trust Core network ARN Core network attachment ARN Gateway association state
! - - 0 associated
providers
Verified Access groups
Verified Access endpoints Tunnel details Tags
¥ Transit gateways
Transit gateways Tunnel state
Tunnelnumber ¥ | Outside IP address ¥ | InsideIPv4CIDR v | InsideIPv6 CIDR ¥ | Status ¥

Transit gateway
attachments

Tunnel 1 [ 13126.252.24 169.254.84.200/30 | -

Transit gateway policy
tables

Tunnel 2 [ 15.206.240.93 169.254.16.240/30 | -

® Down

® Down

Last status change
May 8, 2025, 11:50:13 (UTC+05:30)

May 8, 2025, 11:49:37 (UTC+05:30)

(_ Download configuration ) ( Actions ¥ )

Customer gateway
cgw-06f9bdc5aa5ch0fe3

Category
T VPN

Authentication
Pre-shared key

Remote IPv6 network CIDR

Outside IP address type
0 Publicipvd

v Details v Certificate ARN ¥
IPSEC IS DOWN -

IPSEC IS DOWN -

From the above generated Inside IPv4 CIDR the first IP will be used by AWS and the other IP will be

configured on VOS.

Example:

Tunnel 1:

Outside IP-13.126.252.24

Inside IPv4 CIDR - 169.254.84.200/30
AWS Side: 169.254.84.201/30

VOS Side: 169.254.84.202/30

Tunnel 2:

Outside IP - 15.206.240.93

Inside IPv4 CIDR - 169.254.16.240/30
AWS Side: 169.254.16.241/30

VOS Side: 169.254.16.242/30
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SASE-GW Configuration:

Configure Site to Site Tunnels:

To Configure Site-to-Site Tunnels, Go to Configure > Secure Service Edge - Settings.

VERSA DEMO-ORG-17/

uuuuuuuu

a
Security Service Edge Secure SD-WAN

5 > Real-Time Protection
Configure

> Advanced Security

> Secure Access

> Digital Experience Monitoring (DEM)
> TLS Decryption

Elonitor > Profiles and Connectors
IL@ > Partner Integration

L™

Analytics > User and Device Authentication

> User-Defined Objects

ey > Settings

Under “Settings” go to “Site-to-Site Tunnels” and click on “Add”.

WVERSA = DEMO-ORG-17 CONFIGURATIC (-2) Asia/Calcutta v = EEEnglish v @

v
Enterprise Administrator

» User and Device Authentication m

» User-Defined Objects

Below are all the Site-to-Site Tunnels
BGP Peer Policies [ Filter & Refresh Select Columns v

Captive Portal Type Description Tags Last Modified Status Settings

No Data
Certificates

Files And Folders

Monitor LAN Interface

Mobile Device Manager

Analytics

SIEM Integration

Site-to-Site Tunnels

El URL and IP Reputation Lookup

VPN Settings

Under “Enter TYPE”, provide the Type as IPSec, “Tunnel Type” as “Route Based” and Select the Versa
Gateway with has the IP 182.18.x.x, provide the Remote Public IP address and click on Next.
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Add Site-to-Site Tunnel

@ Enter TYPE -

Type
® IPsec (O GRE

Enabled

Tunnel Type

Route Based

Gateway Link

Versa Gateway"

SSE-BLR-LAB-GW1

Local Public Gateway FQDN Remote Public IP Address or FQDN

sse-blr-lab-gw1.pslabversanow.net -
13.126.252.24

Local Public Gateway Addresses
10.195.66.72
10.195.66.71

Under “Enter IPSEC INFORMATION” configure the Ike and IPsec parameters. The snip below shows
the default values.

AddSie-o-Sie Tunne e ]

@ Enter IPSEC INFORMATION -
Configure
IKE
Version Transform Diffie Hellman Group (DH Group)
V2 - aes128-shal - Diffie-Hellman Group 14 - 2048 bit mod:  ~
DPD Timeout Unit Type IKE Rekey Time
30 Seconds - 28800
Monitor
IPsec
[ IPsec Transform Perfect Forward Secrecy Group (PFS Group)
Analytics
esp-aes128-shal - Diffie-Hellman Group 14 - 2048 bit modulus -
= Hello Interval Unit Type IPsec Rekey Time
10 Seconds - 28800

Under “Authentication”, select “PSK”, Under Local and Remote provide the Identity type as IP and give
the Public IP’s of SASE-GW, the Public IP address of Tunnel-1 and under Share key provide the PSK.

Add Site-to-Site Tunnel m

Authentication
B ® psK (O Certificate
Configure
Local
Identity Type Value® Share Key*
P - 182.15. 20252025 ®
Remote
Identity Type Value® Share Key*
P - 13.126.252.24 20252025 ®
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Under “Tunnel Virtual interface IP Address” provide the IP’s generated by AWS as shown in the exam-
ple above and under “VPN Name” provide the respective Enterprise VPN Name.

Pub!lsh (0)
Add Site-to-Site Tunnel
View

@ Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS -

Confians Setup the Versa SASE Gateway routing towards the enterprise VPN.

Tunnel Virtual Interface IP Address®

169.254.84.202/30

VPN Name*
Monitor DEMO-ORG-17-Enterprise
MTU
)
[
Analytics
E Static Routes
+ Add

Under “Routing Protocol” select EBGP and under Local ASN, Local Address, Neighbor Address and
Neighbor ASN provide the respective configuration.

Local ASN 64514
Local Address 169.254.84.202
Remote ASN 64516
Neighbor Address 169.254.84.201
« [
il Add Site-to-Site Tunnel
View
+ Add
Routing Protocol
@® EBGP () None
Local ASN Local Address
Neighbor Address Neighbor ASN Password
169.254.84.201 64516 | e between 4 and 128 character ®
Import Policy Export Policy

Eaney “

Note: The Local and Neighbor Address will be your IPsec Tunnel interfaces.

Under “Enter NAME, DESCRIPTION & TAGS” provide the Name to the IPSec tunnel.
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. . Publish (0)
Add Site-to-Site Tunnel

A

@ Enter NAME, DESCRIPTION & TAGS -

Name *

AWS-IPSEC-1

Description

Tags

g

Analytics

-

Since AWS has two IPsec tunnels for Redundancy, create one more IPsec tunnel on SASE-GW.

Under “Settings” go to “Site-to-Site Tunnels” and click on “Add”.

Vishnu o
Enterprise Administrator

WVERSA  DEMO-ORG-17 CONFIGURATION o) AsiafCalutta ~ = B8 Engish v (@)

Pl.lhlish (1)
i Site-to-Site Tunnels

Below are all the Site-to-Site Tunnels

Contfigu... Q_ Search by keyword or name Y Filter + Add & Refresh  Select Columns v

Name Gateway Type Description Tags  LastModified Status Settings
J > AWS-IPSEC-1 SSE-BLR-LAB-GW1 IPsec 5/8/2025,1:13:53PM @ Enabled & Download .txt file
o Vishnu
Showing 1-1of 1results 10 ~ Rows per Page Gotopage 1~ 1

Under “Enter TYPE”, provide the Type as IPSec, “Tunnel Type” as “Route Based” and Select the Versa
Gateway with has the IP 182.18.x.x, provide the Remote Public IP address and click on Next.

o Add Site-to-Site Tunnel

View
@ Enter TYPE -
B
Configu.
Type
@® IPsec (O GRE
Enabled
Tunnel Type
Route Based
Gateway Link

VersaGateway"

SSE-BLR-LAB-GW1

Local Public Gateway FQDN Remote Public IP Address or FQDN

sse-bir-lab-gw1.pslabversanow.net -
15.206.240.93

Local Public Gateway Addresses
10.195.66.72
10.195.66.71

Under “Enter IPSEC INFORMATION” configure the Ike and IPsec parameters. The snip below shows
the default values.
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Invento...

Add Site-to-Site Tunnel

@ Enter IPSEC INFORMATION

) VERSA

IKE
Version

v2

DPD Timeout

30

IPsec
IPsec Transform

esp-aes128-shal

Hello Interval

10

Transform

aes128-shal

Unit Type

Seconds

Perfect Forward Secrecy Group (PFS Group)

Diffie-Hellman Group 14 - 2048 bit modulus

Unit Type

Seconds

Diffie Hellman Group (DH Group)

Diffie-Hellman Group 14 - 2048 bit modulus

IKE Rekey Time

28800

IPsec Rekey Time

28800

Under “Authentication”, select “PSK”, Under Local and Remote provide the Identity type as IP and give
the Public IP’s of SASE-GW, the Public IP address of Tunnel-1 and under Share key provide the PSK.

Monitor

Add Site-to-Site Tunnel

Authentication

® PSK O Certificate

Local
Identity Type
P
Remote
Identity Type

P

162.10 I

15.206.240.93

Share Key*

20252025 ®
Share Key*

20252025 ®

TS .

Under “Tunnel Virtual interface IP Address” provide the IP’s generated by AWS as shown in the exam-
ple above and under “VPN Name” provide the respective Enterprise VPN Name.

Configure

Monitor

[

Analytics

Add Site-to-Site Tunnel

@ Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS

Setup the Versa SASE Gateway routing towards the enterprise VPN.

Tunnel Virtual Interface IP Address*

169.254.16.242/30

VPN Name®

DEMO-ORG-17-Enterprise

MTU

Static Routes
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Under “Routing Protocol” select EBGP and under Local ASN, Local Address, Neighbor Address and
Neighbor ASN provide the respective configuration.

Local ASN 64514
Local Address 169.254.16.242
Remote ASN 64516
Neighbor Address 169.254.16.241
V?:w Add Site-to-Site Tunnel m
Routing Protocol
E (® EBGP () None
Configure Local ASN Local Address
sas14 1692541624
Neighbor Address Neighbor ASN Password
16925416241 o, Shoukd be betwoen and 128 character @
Import Policy Export Policy

[

Analytics
TS .

Note: The Local and Neighbor Address will be your IPsec Tunnel interfaces.

Under “Enter NAME, DESCRIPTION & TAGS” provide the Name to the IPSec tunnel.

i Add Site-to-Site Tunnel m
W

@ Enter NAME, DESCRIPTION & TAGS -

Name *

AWS-IPSEC-2

Description

Tags

Analytics

.
]

Configuring Secure Access Rule:

To Create a secure access rule for allowing traffic from SASE clients to AWS EC2 through IPSec tun-
nels, Go to Configure > Secure Service Edge = Real-Time Protection = Internet Protection and click
on “Add”.
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: : - ' Vishnu
W VERSA DEMO-ORG-17 CONFIGURATIC @ Asia/Calcutta 3= | English ~ | @ | [T etor
Secure SD-WAN
i
View

Below are all the rules for your Internet Protection Policy.

~ Real-Time Protection

Configure
. Filter & Refresh Select Columns v
Internet Protection
B R Network Layer 3-4
Private App Protection
plications & URLs Users & Groups Endpoint Posture Source &Destination  Services Sch
Profiles . )
| Applications All Users EIP Information Profile ~ Services Nof
All devices ici
Safe Search Implicit-QUIC-UDP-443
Device/Endpoint Risk
Monitor Network Obfuscation Score
Allrisk scores
> Settings URL Categories All Users EIP Information Profile Layer 4 Services are not Enabled Not
mj Versa_GenAl_Referred All devices
Analytics > Advanced Security generative_ai Device/Endpoint Risk
Score
» Secure Access Allrisk scores

Under “Network Layer 3-4” go to “Source & Destination (Layer 3)” and click on “Customize”.

Create Internet Protection Rule

B o o O]

Configure
Applications & URLs Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy

All trafficis selected, and it will receive the previously selected security enforcements

If you prefer, you can customize which traffic to include or exclude from the layered traffic, below

Services @ Source & Destination (Layer 3) o +—+  Schedule ¢
Ly - All layer 4 services v ?e:tina:iun Zone + None Selected
nterne

Customize Customize

Under “Destination Zone & Sites” configure “AWS-IPsec-1” and “AWS-IPSEC-2".

Create Internet Protection Rule

® o o ®

Configure Applications & URLs Users & Groups Endpoint Posture GEO Locations. Network Layer 3-4 Security Enforcement Review & Deploy

All traffic is selected, and it will receive the previously selected security enforcements

I you prefer, you can customize which traffic to include or exclude from the layered traffic, below

& Back Source & Destination (Layer 3)

ed on the source and destination IP addresses of the traffic, and the network zones and sites from which the traffic originates or towhich the trafficis being sent. In a custom rule,
IP subnets, IP address ranges, IP wildcard addresses, FQDNs, or dynamic addresses. You can create groups to bundie IP addresses that require the same match policy. You can
vork traffic to match based on its zone (internet, SD-WAN device, VSA client application, and tunnels}.

An Internet Prots n rule matches network traffi
you can configure network traffic to match by sp

include or exclude traffic. You can also configure nel

Mare Information

Source Address Jestination Add Source Zone &S Destination Zone & Sites

Destination Zones(3) Destination Sites(0}

- 2 I N =
= j (s %) (awswsecs )[ . .

Ce ) ) . S

Under “Security Enforcement” Configure the action as “Allow”.
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Create Internet Protection Rule

o o o ©

Applications & URLs Users & Groups Endpoint Posture GEO Locations Netwaork Layer 3-4 Security Enforcement Review & Deploy

Choose the type of enforcement action for your Internet Protection Rule.

Enable TCP Keepalive
TCP Keepalive will send probe when the session times out

) VERSA

Monitor

\/ Allow
O]
Allow all traffic that matches the rule to pass

Deny
Drop all traffic that matches the rule

Note: Security Enforcement can be configured as per the requirement.

Under “Review and Deploy” provide the “Name” for the Internet Protection Rule.

Create Internet Protection Rule

o @ @ o O,

Applications & URLs Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy

Review your Internet Protection Policy configurations below.

Below are the configurations of your rule. Review and edit any step of your configuration before deploying.

General

Name* @ Description

AWS-EC2-Rule

Tags

Rule is Enabled

[ Cancel ] [ Back ] [ Save

Under “Configure the Rule Order” place the rule at the top.
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Configure Rule Order

How would you like to process rule "AWS-EC2-Rule"?

(©) Process the rule last (add this rule at the bottom of the rule list)
(®) Process the rule first (add this rule at the top of the rule list)

() Process the rule in specific placement (select where to place in rule list)

Cancel Save

Once the configuration is complete Publish the Configuration to SASE Gateways.

‘ o S Publish (1)
Site-to-Site Tunnels

Below are all the Site-to-Site Tunnels

B
Confi N .
onneure Q, Search by keyword or name T Filter + Add @D « Refresh Select Columns v
Name Gateway Type Description Tags  Last Modified Status Settings
O > AWS-IPSEC-2 SSE-BLR-LAB-GW1 IPsec 5/8/2025,1:22:14 PM © Enabled 2, Download .txt file
Vishnu
G > AWS-IPSEC-1 SSE-BLR-LAB-GW1 IPsec 5/8/2025,1:13:53 PM @ Enabled &, Download .txt file
Vishnu
K Showing 1-20f 2results 10 = Rows per Page Gotopage 1 - < Previous 1 Next »

IPSec on AWS is always a responder, so we need to modify the SASE Gateway IPsec from “Re-
sponder” to “Auto” on both the IPsec Tunnels.

Under “Appliance View” go to respective SASE GW and under “Configure” go to “Services” - |IPsec =
VPN Profiles and select the VPN Profile configured for AWS.

38



) VERSA

Director View Template View @ @ Iabadimin >
W VERSA ©
Monitor  Analytics | Configuration | Administration - et o i
App\iancel SSE-BLR-LAB-GW1 v | | Organization | DEMO-ORG-17 v | @ You are currently in Appliance View m C"
= g 2 e
Networking| Services | PSS ophers 2 Search v + Add m~
Q search
Local Auth Info
VPN Profile VPN Type Local IP/Interface/Hostn Peer IP/FQDN/Hostname
CGNAT Auth Type Auth Info Auth Typ
> Next Gen Firewall id-type = ip
> Secure Access site-to-site 13.126.252.24 psk id-string - 182.18.140... psk
> SSL
id-type =ip

site-to-site 15.206.240.93 psk psk
id-string = 182.18.140....

Branch SDWAN Profile id-type = email

> SDWAN DEMO-ORG-17-PostSt... controller-sdwan tvi-0/26.0 psk id-string = SSE-BLR-LA... psk

> Layer 2 SDWAN

Web Proxy Rowsperpage 25 »~ Showing 1 -5 of 5

Under “General”, change the “Tunnel Initiate” to “Automatic” for both AWS-IPSEC-1 and AWS-IPSEC-
2.

Edit IPsec VPN - AWS-IPSEC-1 X

General IKE IPsec

VPN Profile Name *

AWS-IPSEC-1

General | Local and Peer | Address

VPN Type * } Alarms Hardware Accelerator

| sitetoSite v IKE Auth Failure ~Select-- v
‘ ‘ IKE State Change ‘

Tunnel Initiate IPsec State Change Branch SDWAN Pro

| Automatic v ‘ --Select-- v
© RouteBased () Policy Based

LEF Profile

‘ --Select-- v Default Profile
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Edit IPsec VPN - AWS-IPSEC-2

General IKE IPsec

) VERSA

PN Profile Name *
AWS-IPSEC-2

General | Local and Peer | Addre

VPN Type *

Alarms
‘ Site to Site v | IKE Auth Failure
IKE State Change
Tunnel Initiate IPsec State Change
‘ Automatic ' |
© RouteBased (  Policy Based
LEF Profile
| --Select-- v ‘ Default Profile

Hardware Accelerator

--Select-- v

Once the above configuration is complete you can view the IPsec Tunnel status, BGP status on AWS

and Concerto.

Verifying IPsec and BGP status:

Concerto:

Go to View = Dashboard = Secure Access = Site to Site Tunnels.

W VERSA DEMO-ORG-17

-

w

View

~ Dashboard

Overview
Users

Digital Experience

SiteToSite Tunnels |

Monitor Routes
> Security
Ir'_/'(? > Secure SD-WAN
> Logs

Under Site-to-Site Tunnels, check the Tunnel and Routing Status.
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W
View

Affected Tunnels

Total Tunnels Up Tunnels

7. 2

Configure

o Afeten &

s

Aratuan Sen
i

Analytics

=

Inventory

Site-to-Site Tunnels

Name Gateway Type Tunnel Status
> AWS-IPSEC-1 SSE-BLR-LAB-GW1 IPSec AN Available
> AWS-IPSEC-2 SSE-BLR-LAB-GW1 1PSec D Available

[ Em——

SSESRLABGWI osee Py—

RLEEN®™ @
]

Indian

¥

ndonesiap” —

Destination

1312625224

15.206.240.93

[—

1nusman

= .'s"t
Wando Sea
— 7t SRBC

Source Address
WI934671

Destination Address.
1342625224

Authentication
1480KB Pk

Interfsce Address
168.23484200/%0

IKE/IPSec Information

Phase 1 Encryption Algorithms Fhase 1 ntegity Algerithms.
aes128che hmac-shat 96

Fhiaze 1 Ufetine Phiase 2 Encryption Algarithms
2000 es-che

Phase 2 0H Group Numbers Phase 2 Uetime

med14 28300

DFD Tineout IKE Hstory

» Viewcets

1PSec Serurity Assecistion

Phase 1 0H Group Mumbers
modid

Phase 2 ntageity Algarithns
hmacshat-96
IKE Version

IPsec History

sasne

16925484202

Meighbor ASN
64518

+J VERSA

North
Pacific
Ocean

Routing Status

up

Rouing Ratngitee

= T

Routes Sent and Received can be viewed by clicking on Received Prefixes and Sent Prefixes.
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AWS-IPSEC-1: Received Prefixes

Prafix Naxthop

> 1921680016 169.254.84.201

Showing 1-1of 1 results 10 ~ Rowsper Page

AWS-IPSEC-1: Sent Prefixes

Prefix Nexthop

0.0.00/0 169.254.84.202
100210/25 169.254.84.202
10.021.0/32 169.254.84.202
10.0.21.128/25 169.254.84.202
10.0.21.128/32 169.254.84.202

192.16800/16 169.254.84.202

Showing 1-60f Sresults 10 ~  Rows per Page

AWS:

To view IPsec Tunnel status, go to “Virtual Private Network” - “Site to Site VPN connection” and click
on VPN ID.

e VPC > Routetables > rtb-03142ecd1006c917f @ Q0 & &
a " - .

¥ Virtual private VPN connections (1) i @ (" bownload configuration ) ({JCreate WP connection )
network (VPN) - . ,.

Customer gatesys [q Find resource by attribute or tag ] c1 0@

Virtual private gateways Name v | VPNID v | State w | Virtual private gateway ¥ | Transit gateway v | Customer gateway v

s O VNG @ Available vgw-0f7ec570d5¢753¢34 - cgw-06f9bdc5aaschofe3

Client VPN endpoints.

4

AWS Verified Access
Verified Access instances

Verified Access trust
providers.

Verified Access groups

Tunnel details will show the Tunnel state and the BGP Routes received.
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e VPC > VPN connections > vpn-015874baeb7910847 ® & 5
Virtual pri - ownload configuration ctions ¥
¥ Victual private vpn-015874baeb7910847 / VPNC-1 ((Download configuration ) (_Actions ¥ )

Customer gateways

. Details
Virtual private gateways
I Site VPN VPN ID State Virtual private gateway Customer gateway
fre-to-Site 6 vpn-015874bacb 7910847 @ Available vgw-0f7ec570d5c753c34 cgw-06f9bdc5aasch0f63

connections

Client VPN endpoints Transit gateway Customer gateway address Type Category
- 0 182.18.140.177 B ipsec B VPN

¥ AWS Verified Access
. VPC Routing Acceleration enabled Authentication

Verified Access instances. Vpc-00811833eba324f0d Dynamic 0 Fale Pre.shared key

Verified Access trust

providers Local IPv4 network CIDR Remote IPv4 network CIDR Local IPv6 network CIDR Remote IPv6 network CIDR
§ 00.00/0 - -

Verified Access groups o /! G oco0/0

Verified Access endpoints Core network ARN Core network attachment ARN Gateway association state Outside IP address type
- - I6) associated G Publiclpvd

¥ Transit gateways
Transit gateways
; Tags

Transit gateway

attachments

Transit gateway policy Tunnel state

tables Tunnel number ¥ Outside IP address v Inside IPv4 CIDR ¥ Inside IPvé CIDR ¥ Status ¥ Last status change v Details v Certificate ARN ¥

Ti it gat

e Aty oute Tunnel 1 13.126.252.24 169.254.84.200/30 - @up May 8, 2025, 13:45:13 (UTC+05:30) | 5 BGPROUTES | -

Transit gateway multicast Tunnel 2 15.206.240.93 169.254.16.240/30 - @Up May 8, 2025, 13:45:33 (UTC+05:30) 5BGP ROUTES |-

BGP in AWS:

For BGP routes to get installed from Virtual Private GW to the Main route table we need to propagate
the routes.

To Propagate the Routes, go to Virtual Private Cloud = Route tables and select the Main Route table
of your VPC.

© °o6®
a st updater
VPC dashboard < | Route tables (1) weo e © Coemmaswe)

( Q. Find route tables by attribute or tag )

;& fie

0| Name v | Routetable ID 9 | Explicitsubnetassoci... v | Edgeassociations v | Main v | VPC v| o

EC2 Global View [2

| FrllPr by VPC

¥ Virtual prwate cloud

Your VPCs

[m] TEST-VPC-1-RT th-03142ecd1006¢917f - - Yes vpc-00811833eba324f0d | TES... 9
4 »

Subnets
Route ubles
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Once clicking on “Route Table ID”, under Route Propagation click on “Edit route Propagation”

e VPC > Routetables > rtb-03142ecd1006¢917f ®© 6 &
a
VPC dashboard < rtb-03142ecd1006c917f / TEST-VPC-1-RT
EC2 Global View [2
“Filter by VPC v Details o
Route table ID Main Explicit subnet associations Edge associations
¥ Virtual private cloud I rtb-03142ecd1006c917f 0 Yes - -
Your VPCs vPC Owner ID
Subnets vpc-00811833eba324f0d | TEST-VPC-1 0 920814761460
Route tables

Internet gateways Routes Subnet associations Edge associations Tags

Egress-only internet

gaEES Route Propagation (1)
@

DHCP option sets

((Q Find virtual private gateway ) 1
Elastic IPs

Virtual Private Gatewa v Propagation v
Managed prefix lists Lbh i Yy | pagati

vaw-0f7ec570d5¢753c34 / TEST-VPC-1-VPNC No

NAT gateways

Peering connections

Under “Edit route Propagation” enable the Propagation and save.
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VPC > Routetables > rtb-03142ecd1006¢917f > Edit route propagation ®

A

Edit route propagation

Route table basic details

Route table ID
I6 rtb-03142ecd1006c917f

Edit route propagation
Virtual Private Gateway Propagation
vgw-0f7ec570d5¢753¢34 / TEST-VPC-1-VPNC Enable

Once done, you should be able to see the Propagated routes from VGW.

e VPC > Routetables > rtb-03142ecd1006c917f O & B
-
VPC dashboard < rtb-03142ecd1006c917f / TEST-VPC-1-RT
EC2 Global View [
[ Fitter by vec v | Details 1o
Route table ID Main Explicit subnet associations Edge associations
¥ Virtual private cloud [0 rth-03142ecd 1006¢917f 0 Yes - -
Your VPCs VPC Owner ID
Subnets vpc-00811833eba324f0d | TEST-VPC-1 I 920814761460
Route tables
Internet gateways Routes Subnet iati Edge iati Route propagatit Tags
Egress-only internet
jateways
ey Routes (1)
DHCP option sets
(Q_Fitter routes ) ! 8
Elastic IPs
Destinatil v T: t v tat v P ted v
Mansged prefi s estination | Targe | status | Propagate
NAT gateways 0.0.0.0/0 iqw-06d4df7e075fef16b @ Active No
Peering connections 0.000/0 vgw-0f7ec570d5¢753¢34 @ Active Yes
10.0.21.0/32 vgw-0f7ec570d5c753c34 @ Active Yes
¥ Security
Network ACLS 10.0.21.0/25 vgw-mc(570d5£753(34 @ Active Yes
Security groups 10.0.21.128/32 wgw-0f7ec570d5¢753¢34 @ Active Yes
N 10.0.21.128/25 vgw-0f7ec570d5c753c34 Active Yes
¥ PrivateLink and ik = ©
Lattice 192.168.0.0/16 local @ Active No

Getting started Updated

Verifying Connectivity:
Accessing EC2 instance with IP: 192.168.1.150 from PC connected to SASE Client.

When the SASE Client is not connected to the Gateway we were unable to reach the EC2 instance in
AWS over Private IP.
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& 10.195.16.30 - Remote Desktop Connection

7| Command Prompt

Microsoft Windows [Version 10.0.26100.3915]
(c) Microsoft Corporation. All rights reserved.

C:\Users\admin>ping 192.168.1.150

W Pinging 192.168.1.150 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.150:

Packets: Sent = U, Received = 0, Lost = 4 (100% loss),

!\ C:\Users\admin>"N|

sa-d

B
P
=
1

J VERSA

W VERSA

vishnu
DEMO-ORG-17

Gateway

SSE-BLR-LAB-GW1-001 N

When the SASE Client is connected to the Gateway we were able to reach the EC2 instance in AWS

over Private IP.

] Command Proempt

Microsoft Windows [Version 10.0.26100.3915]
(c) Microsoft Corporation. All rights reserved.

C:\Users\admin>ping 192.168.1.150

Pinging 192.168.1.150 with 32 bytes of data:

Reply from 192.168.1.150: bytes=32 time=2dms TTL=63
Reply from 192.168.1.150: bytes=32 time=2dms TTL=63
Reply from 192.168.1.150: bytes=32 time=2dms TTL=63
Reply from 192.168.1.150: bytes=32 time=25ms TTL=63

Ping statistics for 192.168.1.150:
Packets: Sent = 4, Received = 4, Lost = 0@ (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 24ms, Maximum = 25ms, Average = 2ums

C:\Users\admin>

P SASE Client

¥ VERSA

Enterprise: DEMO-ORG-17
Gateway: SSE-BLR-LAB-GW1-001

User: vishnu

Connection Status

If the EC2 instance is a webserver then you should be able to access the webpage over Private IP.
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¥ SASE Client

im} @ Apache2 Ubuntu Default Page: It X -+ - = X

S @ A Notsecure | 192.168.1.150 Ol = & - O

< ) Apache2 Default Page

b U n tU m | User: vishnu

5. 04 3 G tion Stat
This is the default welcome page used to test the correct operation of the Apache2 server after onnection Statuls

installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ub
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server in
at this site is working properly. You should replace this file (located at /var/www/html/index.htr
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably
that the site is currently unavailable due to maintenance. If the problem persists, please contact
site's administrator.

SASE-WEB LOGS on Analytics:

Go to Analytics 2 Logs = SASE Web Monitoring, select the respective Organization and the SASE

Gateway.
) VERSA DEMO-ORG-17 ANALYTICS o) Asia/Calcutta v 3= | M English v~ @ | VoM N
< = - 5 Enterprise Administrator
| SASE Web Monitoring > Logs Nothing selected - e
DEMO-ORG-17 - all - Last day v
Logs Charts
SASE Web monitoring logs 4
Show Domain Names
w | Apply | Clear | Copy Filter Show | 100 v entries
Receive Time b2 Appliance Source Address Destination Address Source Port Destination Port Protocol Application User App Categ

s | (] May 8th 2025, 4:15:18 PM IST  SSE-BLR-LAB-GW1 10.0.21.18 192.168.1.150 61977 80 tcp http vishnu  web

. Showing 1 to 1 of 1 entries

Firewall Logs on Concerto (If enabled):

Go to Analytics > Logs = Firewall and select the respective Organization and the SASE Gateway.
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Q

Security Firewall > Logs > 0x681c8abe0100020edd14 Nothing selected -

DEMO-ORG-17 - all - Last day g

Related logs (0x681c8abe0100020edd14)

Show| 10 ~ entries

Receive Time 4 Log

May 8th 2025, 4:15:18 PM IST 2025~05-08T10:45:182 accesslog tenanl=DEMO-ORG~17. apulian(eName=SSEvBLR LAB- GWl srcAddr=10. 021 18, desddr 192.168.1.150. r(Porl=61977.

pry(es=E9 Pkis=12, even onCat= private_ip_ ‘addresses, action=allow, appRisk=23, ap rucmmy- - app| np appFamlIy general internet,
appCategory=web, rule=, AWS EC2 Rule, fwdFC fc_be, revFC=fc_be, host=192.168.1.150, devnceKey Unknown, device=Unknown, traffScope=public, ucs=0,
ucsBand=unknown, urlRep=trustworthy, urlLookupSrc=spack, policyAction=allow, policyActionModule=policy, ecsScore=0, ecsBand=unknown,
flowKey=0x681c8abe0100020edd14, rcvTimeSec=0, sessLenBkt=1, flowDuration=6726

) May 8th 2025, 4:15:18 PM IST  2025-05-08T10:45:18Z saseWebLog, tenant=DEMO-ORG-17, applianceName=SSE-BLR-LAB-GW1, srcAddr=10.0.21.18, destAddr=192.168.1.150,
Analytics srcPort=61977, destPort=80, inglf=vni-0/0.0, egrif=ipsec-0/5.0, protocolld=6, fromZone=remote-client, fromUser=vishnu, toZone=AWS-IPSEC-2,
httpHost=192.168.1.150, httpUrl=/, httpMethod=GET, httpUserAgent=Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/136.0.0.0 Safari/537.36 Edg/136.0.0.0, urlCat=private_ip_addresses, httpProtocol=http, appld=http, appCategory=web, policyRuleName=AWS-EC2-Rule,
policyAction=allow, policyActionModule=policy, traffScope=public, txBytes=1764, rxBytes=8918, flowDurationMsecs=6726, ssiDecrypted=no, ucs=0,
E ucsBand=unknown, urlRep=trustworthy, urlLookupSrc=spack, ecsScore=0, ecsBand=unknown, flowKey=0x681c8abe0100020edd 14, action=allowed,

I tory revTimeSec=0, flowDuration=0

Showing 1 to 2 of 2 entries Previo Next

Option 2 - TGW:

In this scenario, site-to-site IPsec VPN is established between the SASE Gateway and the AWS Transit
Gateway (TGW). The VPC is attached to the TGW, and dynamic route exchange is performed over the
IPsec connection using eBGP between TGW and SASW GW.

This Option is used when you need to connect SASE GW to multiple VPCs or regions with centralized
routing and scalable architecture.

Ras pool-
IGW
@ 10.0.21.0{25
U 10.0.21.128[25
192.168.0.0
— 1+ T0.210
" -7 10.0.21.128
Public subnet -
- Route table
192.168.0.0/16 P -
-
== - S~
=7 ASN: 64516 @152.18 50 =
.18.x, ~
=] : ) S ASh: 645 _ Versa SASE Gateway
Customer Server - 192.168.1.150 Versa SASE Gateway
~
N
Site-To-Site-Tunnels ™

Note: Refer Section 4 to 7 for creating VPC, Subnets, IGW and EC2 Instance.

AWS Configuration:

Creating AWS Transit Gateway:
Under “VPC dashboard” go to “Transit gateways” - Transit gateways and click on “Create transit gate-

»

way”.
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VPC dashboard < Transit gateways inio

[ Q, Find tronsit gateway by attribute or tag

EC2 Global View [2

| Fitter by vPe v
» Virtual private cloud
» Security

» PrivateLink and
Lattice

» DNS firewall
» Network Firewall

» Virtual private
network (VPN)

» AWS Verified Access

¥ Transit gateways

Transit gateway
attachments

Transit gateway policy
tables

Transit gateway route
tables

Transit gateway multicast Select a transit gateway

Name & v | Transit gateway ID

v | State

No transit gateways

You do not have any transit gateways in this region

Create transit gateway

E 0 6 &

© G| C—
1 =]

.

.

Under Details, provide “Name tag”, “ASN” for Transit gateway and then click on “Create Transit Gate-

»

way

VPC > Transit gateways » Create transit gateway

Create transit gateway i

A transit gateway (TGW) is a network transit hub that interconnects attachments (VPCs and VPNs) within the same AWS account or across AWS accounts.

Details - optional

Name tag

Creates a tag with the key set to Nyme and the value set to the specified string.

( TEST-VPC-1-TGW

Description | Info

Set the description of your transit gateway to help you identify it in the future.

( description

Configure the transit gateway
A 1 side System ber (ASN)

Info

( 64516

DNS support Info

(7] Security Group Referencing support Info
VPN ECMP support Info

Default route table association Info
Default route table propagation Info

(7] Multicast support Info

Once created it will show the state as Available.
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e VPC > Routetables » rtb-03142ecd1006c917f

‘ -
VPC dashboard ¢ Transit gateways (1) info

[ Q, Find transit gateway by attribute or tag ]
EC2 Global View [2
p \ (W] Name £ v | Transit gateway ID v State
| Filter by vPC \a
- g ]  TEST-VPC-1-TGW tgw-03f9b01b986ab68b1 @ Available

» Virtual private cloud
» Security

» PrivateLink and
Lattice

» DNS firewall
» Network Firewall

» Virtual private
network (VPN)

» AWS Verified Access

¥ Transit gateways

Transit gateways

Creating TGW attachment:

Under VPC dashboard, go to “Transit gateway” = “Transit gateway attachments” and click on “Create
transit gateway attachment”.

e VPC > Routetables » rtb-03142ecd1006c917¢ @ ® 6 5
-~ .

VPC dashboard < Transit gateway attachaents we @ ‘ At

((Q_Find transit gateway attachment by attribute or tag ) 1 8

EC2 Global View [3

Name & v | Transit gateway attachmentID v | Transit gateway ID v | State v | Resourcetype ¢ | ResourcelD v | Ass
| Fitter by vC v

No transit gateway attachments

» Virtual private cloud You do not have any transit gateway attachments in this region

» Security ( Create transit gateway attachment )

> Prl'v.alel.ink and a4 »
Lattice

» DNS firewall
» Network Firewall

» Virtual private . =
network (VPN) Select a transit gateway attachment ® v

» AWS Verified Access

Under Name-tag provide a name to the TGW Attachment, from Transit gateway ID dropdown select
the TGW which we created. Under “Attachment type” select the attachment type as VPC.

Under the VPC Attachment select the VPC which you want to attach to the TGW (TEST-VPC-1) and se-
lect the subnet.

Click on “Create transit gateway attachment” to Create an attachment between TGW and the AWS
VPC.
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VPC » Transit gateway attachments » Create transit gateway attachment

Create transit gateway attachment i
A transit gateway (TGW) is a network transit hub that interconnects attachments (VPCs and VPNs) within the same AWS account or across AWS accounts.

Details

Name tag - optional
Creates a tag with the key set to Name and the value set to the specified string.

( TGW-TO-TEST-VPC-1 )

Transit gateway ID | Info

[ tgw-044d2a9789b340339 v ]

Attachment type | Info
((vrc v)

VPC attachment

Select and configure your VPC attachment.

DNS support Info
Security Group Referencing support Info
(] IPv6 support Info

(] Appliance Mode support Info

VPCID
Select the VPC to attach to the transit gateway.

[ vpc-00811833eba324f0d v ]

Subnet IDs  Info
Select the subnets in which to create the transit gateway VPC attachment.

ap-south-1a [ subnet-0dod68a6Safadib23 v |

Once created it will show the state as available.

e ©® oo w
VPCdashboard ¢ § Transitgateway attachments (1) © Choios +) (G i)
1o @

[_ Q Find transit gateway attachment by attribute or tag _]

EC2 Global View [2

[J | Name v | Transit gateway attachmentID v | Transit gateway ID v | State v | Resourcetype w | ResourcelD v | Ass
Filter by VPC v

[0  TGW-TO-TEST-VPC-1 tgw-attach-Odeb05¢Bd1742d024 tgw-044d229789b340339 @ Available VPC vpc-00811833eba324f0d tow

» Virtual private cloud 4 G
» Security

» PrivateLink and
Lattice

» DNS firewall
» Network Firewall

» Virtual private § B
network (VPN) Select a transit gateway attachment 8 v

» AWS Verified Access

¥ Transit gateways

Create another attachment that connects TGW to the on prem SASE GW through IPSec.

Under VPC dashboard, go to “Transit gateway” = “Transit gateway attachments” and click on “Create
transit gateway attachment”.

Under “Details” provide the TGW ID which we created. Under “Attachment type” select the attach-
ment type as VPN.

Under “Customer gateway” click on “New” and provide the “IP address” of the SASE-GW to which IP-
sec tunnels are to be formed and under BGP ASN provide the AS number of the SASE-GW.
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Create transit gateway attachment i

A transit gateway (TGW) is a network transit hub that interconnects attachments (VPCs and VPNs) within the same AWS account or across AWS accounts.

Details
Transit gateway ID  Info
( tgw-044d229789b340339 v ]

Attachment type  Info

(ven v

VPN Attachment

Create a new customer gateway or select an existing customer gateway that you would like to connect to the transit gateway via a VPN connection.

Customer Gateway | Info

() Existing

IP Address | Info

(182,15 — ]
BGP ASN | Info

(‘64514 )

Value must be in 1 - 4294967294 range.

Routing options | Info
© Dynamic (requires BGP)
() Static

(] Enable Acceleration (Improve performance of VPN tunnels via AWS Global Accelerator and the AWS global network) Info

Under Tunnel options provide the PSK for IPsec tunnels. (if not provided AWS will generate a random
key).

Tunnel Options
Customize tunnel inside CIDR and pre-shared keys for your VPN tunnels. Unspecified tunnel options will be randomly generated by Amazan.

Inside IP CIDR for Tunnel 1 | Info

(@ cenerated by Amazon )

Pre-Shared Key for Tunnel 1 info
[ 20252025 )

Inside IP CIDR for Tunnel 2  info

((Q_ Generated by Amazon )

Pre-Shared Key for Tunnel 2  info
20252025 )

Once created it will show the state as Available.

o ® oo =
VPCdashborrd < § Transit gateway attachments (2 © G +) (A

[ Q_ Find transit gateway ottachment by attribute or tag ] 1 @
EC2 Global View [2
[J | Namep v | Transit gateway attachmentID v | Transit gateway ID v | Sstate v | Resourcetype v | ResourceID v | Ass
| Filter by VPC v
() TGW-TO-TEST-VPC-1 taw-attach-0deb05cBd1742d024 19w-044d229789h340339 @ Available VvPC ¥pc-00811833eba324f0d tow
» Virtual private cloud (m] tow-attach-05330e6afebf71039 1gw-0440229789b340339 @ Available VPN vpn-00bb8864c8752c259 I tow
» Security L2

» PrivateLink and
Lattice

» DNS firewall

» Network Firewall

Provide a name to the Transit gateway attachment by clicking on Edit icon.
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(=} [ = JCINCIN
VPCdashboard < § Transit gateway attachments (1/2) wo © (acions v) (TGS

[ Q Find transit gateway attachment by attribute or tog ] 1 o)
EC2 Global View [2

B8 Namep v | Transit gateway attachmentID v | Transit gateway ID v | State v | Resourcetype @ | ResourcelD
Filter by VPC v |

)  TGW-TO-TEST-VPC-1 tgw-attach-0deb05¢8d1742d024 tgw-044d2a9789b340339 @ Available VPC vpc-00811833eb

¥ Virtual private cloud 8 | Tow-T0-sase-Gw \ tqw-attach-05330e6afebf71039 1ow-0444229789b340339 © Available VPN vRn-00bb8864cE

Your VPCs ' »
Subnets

Creating a TGW attachment with type VPN will automatically create two Site-to-Site VPN Connections
under VPC-Dashboard - VPN - Site-to-Site VPN Connections.

Under VPC Dashboard, go to Virtual Private Network = click on Site-to-Site VPN Connections and
provide a name to it.

(=} ® oo
VPCdashboard < § VPN connections (1/2) i (@) (actions v ) ((Download configuration ) ([Ereata VPN Eonnectiont)
1 ]

(‘@ Find resource by attribute or tag )
EC2 Global View [
Name v | venID v | state v | Virtual private gateway ¥ | Transit gateway v | Customer gateway v
| Fiter by vec v |
@ Vpn-00bb8864cAT5ac259 @ Available = tgw-044d2a9 cgw-D6f9bdc5aa5ch0fes
* Virtual private cloud O VPNC-1 vpn-015874baeb7910847 @ Available vgw-0f7ec570d5¢753c34 - cgw-06f9bdc5aa5eb0f63
» Security 4 =
» PrivateLink and
Lattice
» DNS firewall
» Network Firewall
¥ Virtual private . a
network (VPN) VPN connection vpn-00bb8864c875ac259 8 v

Customer gateways
Details Tunnel details Tags
Virtual private gateways

Site-to-Site VPN .
connections Details

VPCdashboard < o VPN connections (2) i © (actions +) ( Downioad confisuration ) (EReaENENEBRREEHOR])

Q, Find resource by attribute or to 1
EC2 Global View [2 ( 9 ) o]
(" Fitter by vec = Name & v | VPNID v | State v | Virtual private gateway v | Transit gateway v | Customer gateway
I (@] TGW-TO-SASE-GW-TUNNEL vpn-00bb8864c875ac259 © Available - tgw-044d2a9789b340339 cngGl‘decSaaS]
» Virtual private cloud
P! O  VPNC1 vpn-015874baeb7910847 @ Available vaw-0f7ec570d5¢753c34 - cgw-06fabdc5aase
» Security 4 »

» PrivateLink and
Lattice

» DNS firewall
» Network Firewall

¥ Virtual private =
network (VPN) Select a VPN connection 8 v
Customer gateways

Virtual private gateways

Site-to-Site VPN
connections

Site-To-Site tunnels configured on SASE GW though Concerto has a Minimum version from DH group-
14 as a security best practice. So, we need to remove DH Group 2 and 5 from IPsec Tunnel configura-
tion on AWS.
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e [= I
VPCdashboard ¢ . VPN connections (1/2) o @|( Actions & )|( Download configuration ) ({JEfeate VPN connection )
1 8

£ Globat View [3 ((Q_Find resource by attribute or tag )
Modify VPN connection
[ Fiter by vec v Name & v | veNID v | State v | Virtual pr v | Customer gatewa
— § [0 TowtosaseGwrumnneL | Vpn-00bb88E4cE75ac259 @ Available - bb320339 cgw-069bdcsaast
» Virtual private cloud Modify VPN connection options —
irtual private clou O VPNC-1 vpn-015874baeb7910847 @ Available vgw-0f7: Y o cgw-06f3bdcSaast
» Security « [ Modify ven wunnel options | N
Replace VPN tunnel
» PrivateLink and
Lattice Manage tags
Delete VPN connection
» DNS firewall
» Network Firewall
¥ Virtual private =
network (VPN) VPN connection vpn-00bb8864c875ac259 / TGW-TO-SASE-GW-TUNNEL 8 v
Customer gateways
Virtual private gateways Details Tunnel details Tags
Details

Under Modify VPN tunnel options select the first Outside IP.

Modify VPN tunnel options .

Select a VPN tunnel based on the tunnels outside IP address to modify its ipsec options.

Details

VPN connection ID
@ vpn-00bbBBE4cBT5ac259

VPN tunnel outside IP address

((Setect tunnel autsice 1P adelress

Q

3.109.127.102
Down Ipsecis down

3.109.233.249

Down  Ipsec is down

qdamme| )

Remove DH Group 2 and 5 from IPsec Tunnel configuration and click on “Save changes” and wait for
the state to change from Modifying to Available.
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VPC > VPN connections > wpn-00bbB64cB753c258 > Modify VBN tunnel options

Details
VPN connection 1D
0 vpn-00bbaBG4cBTSac259

VPN tunnel outside IP address
[ (3109127102 v )

Inside IPv4 CIDR

A slze /30 P4 CIDR black from the 168.254.0.0/16 range.

[ Q 169.254.247.148/30 X ]

Pre-shared
The pre-shared key must have §-64 characters. Valid characters: A-Z, a2, 0-9, _and . The key cannot begin with a zero.

[ 20252025 )

Phase 1 encryption algorithms
The permitted encryption algarithms for the VPN tunnel far phase 1 IKE negotiations

[ Select encryption algorithms v ]

((aes12e ) (aeszse x| (aestascome ) ((AES256-GCM-16 X

Phase 2 encryption algorithms
The permitted encryption algarithms for the VPN tunnel far phase 2 IKE negotiations

[ Select encryption algorithms v ]

((aes12e ) (aeszse x| ((Aestascome ) ((AES256-GCM-16 X |

Phase 1 integrity algorithms
The permittad integrity algorithms for the VPN tunnel for phase 1 IKE nagatiations.

[ Select integrity algorithms v ]

((sHa1 x ] ((shaz-256 x| ((sHa2384 X | [ sHaz512 X |

Phase 2 integrity algorithms
The permittad integrity algorithms for the VPN tunnel for phase 2 IKE nagatiations.

[ Select integrity algorithms v ]

((sHat x ) ((swaz2s6 x| ((sHaz38a X | [(sHa2-512 X |

Phase 1 DH group numbers
The permitted Diffie-Hellman group numbers for the VP tunnel far phase 1 IKE negotiations.

[ Select DH group numbers - J

Phase 2 DH group numbers
The permitted Diffie-Hellman group numbers for the VPN tunnel for phase 2 IKE negotiations.

[ Select DH group numbers - J

IKE Version
The internet key exchange (IKE) version permitted for the VPN tunnel.

Select IKE Version v
( )

Once complete repeat the same process for the second Outside IP.

e [= I
VPCdashboard ¢ . VPN connections (1/2) o @|( Actions & )|( Download configuration ) ({JEfeate VPN connection )
1 8

Find resource by attribute or ta
EC2 Global View [2 (@ Fner z &l )
Modify VPN connection
[ Fiter by vec v Name & v | veNID v | State v | Virtual pr v | Customer gatewa
— § [0 TowtosaseGwrumnneL | Vpn-00bb88E4cE75ac259 @ Available - bb320339 cgw-06f9bdcsaast
» Virtual private cloud Modify VPN connection options —
irtual private clou O VPNC-1 vpn-015874baeb7910847 @ Available vgw-0f7: Y o cgw-06f3bdcSaast
» Security . [ Modify ven wunnel options | .
Replace VPN tunnel
» PrivateLink and
Lattice Manage tags
Delete VPN connection

» DNS firewall
» Network Firewall
¥ Virtual private =
network (VPN) VPN connection vpn-00bb8864c875ac259 / TGW-TO-SASE-GW-TUNNEL 8 v
Customer gateways.

Virtual private gateways Details Tunnel details Tags

Details

After removing DH Group 2 and 5 from IPsec Tunnel configuration, click on “save changes” and wait
for the state to change from Modifying to Available.
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VPC > VPN connections > vpn-00bb8864c875ac259 > Modify VPN tunnel options

Modify VPN tunnel options e

Select a VP tunnel based on the tunnels outside IP address to modify its ipsec options.

Details
VPN connection 1D
I wpn-00bba864cE752c259

VPN tunnel outside IP address
| 3100235248 v

Inside IPv4 CIDR

A size /30 1Pua CIDR block from the 169.254.0.0/16 range.

Q 169.254.21.116/30 X
( )

Pre-shared key

The pre-shared key must have B-64 characters. valid characters: A-Z, 3-2,0-9, _and . The key cannet begin with a zero.

[ 20252025 )

Phase 1 encryption algarithms
The permitted encryption algorithms for the VPN tunnel for phase 1 IKE negatiations.

( Select encryption algorithms v J
((aes128 x| ((AEs256 X | [(AES128-GCM-16 X | ((AES256-GCM-16 X |

Phase 2 encryption algorithms
The permitted encryption algorithms for the VPN tunnel for phase 2 IKE negotiations.

[ Select encryption algorithms v )
((aes12s x| ((AEs256 X | [(AES128-6CM-16 X | ((AES256-GCM-16 X |

Phase 1 integrity algorithms
The permitted integrity algorithms for the VPN tunnel for phase 1 IKE negatiations.

[ Select integrity algorithms v )
((sha1 X ) (sHaz-2s6 X | ((sHA2384 X | [ sHaz512 X

Phase 2 integrity algorithms
The permitted integrity algorithms for the VPN tunnel for phase 2 IKE negatiations.

[ Select integrity algorithms v )

((sHat x ) ((snazzs6 x| [sHaz3ad X | ((sHa2zs12 X |

Phase 1 DH group numbers
The permitted Diffie-Hellman group numbers for the VPN tunnel for phase 1 IKE negotiations.

[ Select DH group numbers v ]

Phase 2 DH group numbers
The permitted Diffie-Hellman group numbers for the VPN tunnel for phase 2 IKE negotiations.

[ Select DH group numbers v ]

To Identify the tunnel parameters, under VPC dashboard = VPN - Site-to-Site VPN connections,
click on the VPN ID of Site-to-Site VPN Connection.

(=) ® ooem
VPCdashboard < 1 VPN connections (1) e © (acions v ) (_ Downtosd configuration ) (EEEEENNEERRSEUGHD)

EC2 Global View [2 ( Q Find resource by attribute or tag )
Filter by VPC v tgw | X ( Clear filters ) c1 s @
» Virtual private cloud Name & v \ VPN ID v | State v Virtual private gateway ¥ | Transit gateway
» Security O TGW-TO-SASE-GW-TUNNEL @ Available - tgw-044d2a9789b340339
ot ] »
» PrivateLink and
Lattice
» DNS firewall
» Network Firewall =
Select a VPN connection 8 v

¥ Virtual private
network (VPN)

Customer gateways

Virtual private gateways

This will show the Tunnel information under “Tunnel details”.
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VPCdashboard <

EC2 Global View [2
Filter by VPC v | Details
E VPN ID State
» Virtual private cloud O vpn-00bbBBE4cBT5ac259 @ Available
» Security Transit gateway Customer gateway address
tgw-044d2a9789b340339 6 18218140177
» PrivateLink and
Lattice VPC Routing
- Dynamic
» DNS firewall
Local IPv4 network CIDR Remote IPv4 network CIDR
» Network Firewall D o000/ G o0000/0
¥ Virtual private Core network ARN Core network attachment ARN
network (VPN) - -
Customer gateways
Virtual private gateways Tunnel details Tags
Site-to-Site VPN —
connections

Client VPN endpoints Tunnel state

Tunnel number ¢ Outside IP address ¥ Inside IPv4 CIDR ¢ Inside IPv6 CIDR ¥

¥ AWS Verified Access

169.254.247.148/30 | -
Verified Access instances

[Tunnet 1 3.109.127.102

|TunnEI 2 3.109.233.249 169.254.21.116/30 | -

Verified Access trust

- vpn-00bb8864c875ac259 / TGW-TO-SASE-GW-TUNNEL i

+J VERSA

(" Download configuration ) (" Actions ¥ )

Virtual private gateway Customer gateway

- cgw-06f9bdcSaa5cb0of63
Type Category

0 ipsec @ VPN

Acceleration enabled Authentication

0 False Pre-shared key

Local IPv6 network CIDR Remote IPv6 network CIDR

Gateway association state Outside IP address type

IO associated [0 Publicipv4
Status ¥ | Laststatus change v | Details ¥ | Certificate ARN ¥
® Down May 8, 2025, 17:41:34 (UTC#05:30)  IPSECISDOWN -

May 8, 2025, 17:47:38 (UTC+05:30) IPSECISDOWN -

From the above generated “Inside IPv4 CIDR” the first IP will be used by AWS and the other IP will be

configured on VOS.

Example:

Tunnel 1:

Outside IP-3.109.127.102

Inside IPv4 CIDR - 169.254.247.148/30
AWS Side: 169.254.247.149/30

VOS Side: 169.254.247.150/30
Tunnel 2:

Outside IP - 3.109.233.249

Inside IPv4 CIDR -169.254.21.116/30
AWS Side: 169.254.21.117/30

VOS Side: 169.254.21.118/30

SASE-GW Configuration:

Configure Site to Site Tunnels:

To Configure Site-to-Site Tunnels, Go to Configure > Secure Service Edge - Settings.
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VERSA DEMO-ORG-17/

vvvvvvvv

Security Service Edge Secure SD-WAN

5 > Real-Time Protection
Configure

> Advanced Security

a

> Secure Access

> Digital Experience Monitoring (DEM)
> TLS Decryption

Richity > Profiles and Connectors
Ig@ > Partner Integration

L™

Analytics > User and Device Authentication

> User-Defined Objects

Ty > Settings

Under “Settings” go to “Site-to-Site Tunnels” and click on “Add”.

VVERASVA DEMO-0ORG-17 CONFIGURATlC@ Asia/Calcutta ~ = =8 English ~ @

~
Enterprise Administrator

» User and Device Authentication m

» User-Defined Objects

~ Settings
BGP Peer Policies [ Filter + Add & Refresh Select Columns v

Captive Portal Type Description Tags Last Modified Status Settings

Below are all the Site-to-Site Tunnels

No Data
Certificates

Files And Folders
Monitor LAN Interface

Mobile Device Manager

Analytics

SIEM Integration

Site-to-Site Tunnels

El URL and IP Reputation Lookup

VPN Settings

Under “Enter TYPE”, provide the Type as IPSec, “Tunnel Type” as “Route Based” and Select the Versa
Gateway with has the IP 182.18.x.x, provide the Remote Public IP address and click on Next.
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Add Site-to-Site Tunnel
@ Enter TYPE -

Type
® IPsec () GRE

Enabled

Tunnel Type

Route Based

Gateway Link

Versa Gateway"

SSE-BLR-LAB-GW1

Local Public Gateway FQDN Remote Public IP Address or FQDN

sse-blr-lab-gwi.pslabversanow.net -
3.109127.102

Local Public Gateway Addresses
10.195.66.72
10.195.66.71

Under “Enter IPSEC INFORMATION” configure the Ike and IPsec parameters. The snip below shows
the default values.

Publish (0)
AddsietoSte Tunne
View

@ Enter IPSEC INFORMATION -
L]
Configu...
IKE
Version Transform Diffie Hellman Group (DH Group)
vz - aes128-shal - Diffie-Hellman Group 14 - 2048 bit modulus
DPD Timeout Unit Type IKE Rekey Time
30 Seconds - 28800
IPsec
IPsec Transform Perfect Forward Secrecy Group (PFS Group)
esp-aesiz8-shal - Diffie-Hellman Group 14 - 2048 bit modulus
Hello Interval Unit Type IPsec Rekey Time
10 Seconds - 28800

Under “Authentication”, select “PSK”, Under Local and Remote provide the Identity type as IP and give
the Public IP’s of SASE-GW, the Public IP address of Tunnel-1 and under Share key provide the PSK.

a

Publish (0)
o |[E—

10 Secands + | 28800

Authentication

® PSK (O Certificate

Local
\dentity Type Value® Share Key*
P . 16210 I 20252025 ®
Remote
Identity Type Value* Share Key*
P . 3109.127.102 20252025 ®

TS .

Under “Tunnel Virtual interface IP Address” provide the IP’s generated by AWS as shown in the exam-
ple above and under “VPN Name” provide the respective Enterprise VPN Name.
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Monitor

Analytics

Add Site-to-Site Tunnel

@ Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS

Setup the Versa SASE Gateway routing towards the enterprise VPN.

Tunnel Virtual Interface IP Address*

169.254.247.150/30

DEMO-ORG-17-Enterprise

‘ VPN Name*

MTU

Static Routes

+ Add
Routing Protocol

() EBGP @ None

+J VERSA

Under “Routing Protocol” select EBGP and under Local ASN, Local Address, Neighbor Address and
Neighbor ASN provide the respective configuration.

Local ASN 64514
Local Address 169.254.247.148
Remote ASN 64516
Neighbor Address 169.254.247.149

Add Site-to-Site Tunnel

Static Routes

+ Add

Routing Protocol

(® EBGP () None

Local ASN Local Address

64514 169.254.247.150
Neighbor Address Neighbor ASN Password

169.254.247.149 64516 Should be between 4 and 128 characters @
Import Policy Export Policy

Select

Select

Cancel “

Note: The Local and Neighbor Address will be your IPsec Tunnel interfaces.

Under “Enter NAME, DESCRIPTION & TAGS” provide the Name to the IPSec tunnel.
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Add Site-to-Site Tunnel
v ENTEr IPSEC TNFUORMATIUON

° Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS

@ Enter NAME, DESCRIPTION & TAGS

Name *

AWS-IPSEC-1

Description

Tags

-

Invento...

e C e e

Since AWS has two IPsec tunnels for Redundancy, create one more IPsec tunnel on SASE-GW.

Under “Settings” go to “Site-to-Site Tunnels” and click on “Add”.

Fub\ish (1)
o Site-to-Site Tunnels
View

Below are all the Site-to-Site Tunnels

B
Configu. . ~
Q. Search by keyword or name Y Filter + Add & Refresh Select Columns v
Name Gateway Type Description Tags  LastModified Status Settings
J » AwsIpsEC1 SSE-BLR-LAB-GW1 IPsec 5/8/2025, 6:21:45 PM © Enabled & Download .txt file
Vishnu
Showing 1-1of 1results 10 = Rows per Page Gotopage 1~ 1

Under “Enter TYPE”, provide the Type as IPSec, “Tunnel Type” as “Route Based” and Select the Versa
Gateway with has the IP 182.18.x.x, provide the Remote Public IP address and click on Next.

Publish (1]
Adasie-toSte Tomel
View
@ Enter TYPE -

L]
Configu... Type
@® IPsec (O GRE
Enabled
Tunnel Type
Route Based
Gateway Link
Versa Gateway"

SSE-BLR-LAB-GW1

Local Public Gateway FQDN Remote Public IP Address or FQDN

sse-bir-lab-gw1.pslabversanow.net -
3.109.233.249

Local Public Gateway Addresses
10.195.66.72
10.195.66.71
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Under “Enter IPSEC INFORMATION” configure the Ike and IPsec parameters. The snip below shows
the default values.

o Add Site-to-Site Tunnel

@ Enter IPSEC INFORMATION -

IKE
Version Transform Diffie Hellman Group (DH Group)
vz - aes128-shal - Diffie-Hellman Group 14 - 2048 bit modulus
DPD Timeout. Unit Type IKE Rekey Time
30 Seconds ~ 28800
IPsec
IPsec Transform Perfect Forward Secrecy Group (PFS Group)
esp-aes128-shal - Diffie-Hellman Group 14 - 2048 bit modulus
Hello Interval Unit Type IPsec Rekey Time
10 Seconds - 28800

Under “Authentication”, select “PSK”, Under Local and Remote provide the Identity type as IP and give
the Public IP’s of SASE-GW, the Public IP address of Tunnel-1 and under Share key provide the PSK.

Publish (1]
B st s Tunne

Authentication
® PSK O Certificate

Local

Identity Type Value* Share Key*

" - pLERET ) 20252025 ®
Remote

Identity Type Value* Share Key*

" . 3.109.233.249 20252025 ®

Under “Tunnel Virtual interface IP Address” provide the IP’s generated by AWS as shown in the exam-
ple above and under “VPN Name” provide the respective Enterprise VPN Name.
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Add Site-to-Site Tunnel

@ Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS

Setup the Versa SASE Gateway routing towards the enterprise VPN.

Tunnel Virtual Interface IP Address*

169.254.21.116/30

VPN Name*

DEMO-ORG-17-Enterprise

MTU

Static Routes

+ Add

Routing Protocol

O EBGP (® None

Under “Routing Protocol” select EBGP and under Local ASN, Local Address, Neighbor Address and
Neighbor ASN provide the respective configuration.

Local ASN 64514
Local Address 169.254.21.118
Remote ASN 64516
Neighbor Address 169.254.21.117

Add Site-to-Site Tunnel

+ Add
Routing Protocol
() None
Local ASN Local Address
64514 169.254.21.118
Neighbor Address Neighbor ASN Password
169.254.21.117 64516 Should be between 4 and 128 characters (o]
Import Policy Export Policy
Select - Select

H

Note: The Local and Neighbor Address will be your IPsec Tunnel interfaces.

Under “Enter NAME, DESCRIPTION & TAGS” provide the Name to the IPSec tunnel.
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Add Site-to-Site Tunnel
v ENTEr IPSEC INFURMATIUN

° Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS

@ Enter NAME, DESCRIPTION & TAGS

Name *

AWS-IPSEC-2

Description

Tags

-

Invento...

a8

Configuring Secure Access Rule:

) VERSA

— e ]

To Create a secure access rule for allowing traffic from SASE clients to AWS EC2 through IPSec tun-
nels, Go to Configure > Secure Service Edge = Real-Time Protection = Internet Protection and click

on “Add”.

VERSA

Security Service Edge

DEMO-ORG-17 CONFIGURATIC @

Secure SD-WAN

a ~ Real-Time Protection
Configure
- Filter
Internet Protection

Private App Protection

plications & URLs Users & Groups
Profiles
| Applications All Users
Safe Search
Monitor Network Obfuscation
> Settings URL Categories All Users
th Versa_GenAl_Referred

Analytics > Advanced Security generative_ai

» Secure Access

Asia/Caleutta ~ = 5 English

Below are all the rules for your Internet Protection Policy.

< Refresh

Endpoint Posture Source & Destination

EIP Information Profile
All devices

Device/Endpoint Risk
Score
Allrisk scores

EIP Information Profile
All devices

Device/Endpoint Risk
Score
Allrisk scores

o Vishnu

~
Enterprise Administrator

Select Columns v
Network Layer 3-4
Services Sche
v Services Nof

Implicit-QUIC-UDP-443

Layer 4 Services are not Enabled Not

Under “Network Layer 3-4” go to “Source & Destination (Layer 3)” and click on “Customize”.
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Create Internet Protection Rule

B o o O]

Configure
Applications & URLs Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy

All traffic is selected, and it will receive the previously selected security enforcements

If you prefer, you can customize which traffic to include or exclude from the layered traffic, below

Services @ Source & Destination (Layer 3) o +—+  Schedule ¢
Moriktor Alllayer 4 services + Destination Zone v None Selected
Internet

Customize Customize

Under “Destination Zone & Sites” configure “AWS-IPsec-1” and “AWS-IPSEC-2".

Create Internet Protection Rule

o o ©

Applications & URLs. Users & Groups Endpoint Posture. ‘GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy

All traffic is selected, and it will receive the previously selected security enforcements

If you prefer, you can customize which traffic to include or exclude from the layered traffic, below

« Back Source & Destination (Layer 3)

An Internet Protection rule matches network traffic based on the source and destination IP addresses of the traffic. and the network zones and sites from which the traffic originates or to which the traffic is being sent. In a custom rule,
you can configy ork traffic tomatch by spec IP subnets, [P 2 anges, IP wildc esses, FQDNs, or dynamic add
include or exclude traffic. You can also configure network traffic to match based on its zone (internet, SD-WAN device, VSA client applical

s. You can create groups to bundle P addresses that require the same match policy. You can
n, and tunnels}.

Mare Information

Source Address Sestination Add Source Zone &S Destination Zor

Destination Zones(3) Destination Sites(0}

(oiere 5 (e ) (woeseca %) | . -

Ce= ) =)

Create Internet Protection Rule

" o o o ©

Applications & URLs Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy

Choose the type of enforcement action for your Internet Protection Rule.

Enable TCP Keepalive
TCP Keepalive will send probe when the session times out

\/ Allow
O]
Allow all traffic that matches the rule to pass

Deny
El Drop all traffic that matches the rule

Note: Security Enforcement can be configured as per the requirement.

Monitor

Under “Review and Deploy” provide the “Name” for the Internet Protection Rule.
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Create Internet Protection Rule

" @ @ e o O,

Configu...

Applications & URLs Users & Groups Endpoint Posture GEO Locations. Network Layer 3-4 Security Enforcement Review & Deploy

5 Review your Internet Protection Policy configurations below.
[)(.“p'k,y Below are the configurations of your rule. Review and edit any step of your configuration before deploying.

laks General
Monitor

Name* @ Description
; AWS-EC2-Rule
]

Analytics Tags

Inventory Rule is Enabled

& ( Cancel Jill Back ) [ Save

Under “Configure the Rule Order” place the rule at the top.

Configure Rule Order

How would you like to process rule "AWS-EC2-Rule"?

(©) Process the rule last (add this rule at the bottom of the rule list)
(®) Process the rule first (add this rule at the top of the rule list)

(O Process the rule in specific placement (select where to place in rule list)

cancel “

Once the configuration is complete Publish the Configuration to SASE Gateways.
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Site-to-Site Tunnels

Below are all the Site-to-Site Tunnels

+J VERSA

fi
Configure Q_ Search by keyword or name Y Filter + Add & Refresh Select Columns v
Name Gateway Type  Description Tags  Last Modified Status Settings
O > AWS-IPSEC-2 SSE-BLR-LAB-GW1 IPsec 5/8/2025,1:22:14 PM © Enabled & Download txtfile
Vishnu
] > AWS-IPSEC-1 SSE-BLR-LAB-GW1 IPsec 5/8/2025,1:13:53 PM @ Enabled & Download .txt file
Vishnu
L Showing 1-2of 2results 10 ~ Rows per Page Gotopage 1 ~ 1

IPSec on AWS is always a responder, so we need to modify the SASE Gateway IPsec from “Re-

sponder” to “Auto” on both the IPsec Tunnels.

Under “Appliance View” go to respective SASE GW and under “Configure” go to “Services” - |IPsec -

VPN Profiles and select the VPN Profile configured for AWS.

Directorviewl LUGIENTCANTENE  Template View

P VERSA o)

Monitor  Analytics | Configuration | Administration e
Appliance | SSE-BLR-LAB-GW1 | v Organization | DEMO-ORG-17 v

28
ES % N
Networking| Services [ ODIeCts&  oypers Sear v

© You are currently in Appliance View

VPN Profile VPN Type Local IP/Interface/Hostn Peer IP/FQDN/Hostname¢
CGNAT Auth Type
> Next Gen Firewall
> Secure Access AWS-IPSEC-1 site-to-site 3.109.127.102 psk
> SSL
~ IPsec
AWS-IPSEC-2 site-to-site 3.109.233.249 psk
VPN Profiles
Branch SDWAN Profile
> SDWAN DEMO-ORG-17-PostSt... controller-sdwan tvi-0/26.0 psk
% 1 ~viar 2 CPMATA NI

® dg labadmin =

Commit Template
m-

{

+ Add
Local Auth Info

Auth Info Auth Typ
id-type = ip

A : psk
id-string = 182.18.140....
id-type = ip

. . psk
id-string = 182.18.140....
id-type = email

psk

id-string = SSE-BLR-LA...

Under “General”, change the “Tunnel Initiate” to “Automatic” for both AWS-IPSEC-1 and AWS-IPSEC-

2.
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Edit IPsec VPN - AWS-IPSEC-1 X
General IKE IPsec

VPN Profile Name *

A\ SEC-1

General | Local and Peer | Address Poc

YPN Type * ! Alarms Hardware Accelerator )
| sitetosite v IKE Auth Failure ~Select- v

‘ ) IKE State Change ‘ ’
Tunnel Initiate IPsec State Change Br.

| Automatic v ‘ v
© RouteBased () Policy Based

LEF Profile

‘ --Select-- v Default Profile

Edit IPsec VPN - AWS-IPSEC-2

General IKE IPsec

file Name *

>-IPSEC-2

General | Localand Peer | Address Poo
VPN Type * Alarms
‘ Site to Site v | IKE Auth Failure
‘ ) IKE State Change
Tunnel Initiate IPsec State Change
‘ Automatic v |
© RouteBased () Policy Based
LEF Profile
| --Select-- v ‘ Default Profile

Hardware Accelerator

--Select-- v

Once the above configuration is complete you can view the IPsec and Tunnel status and BGP status

on AWS and Concerto.

Verifying IPsec and BGP status:

Concerto:

Go to View = Dashboard = Secure Access = Site to Site Tunnels.
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VERSA DEMO-ORG-17

NETWORKS

w

View

~ Dashboard

Overview
Users
Digital Experience
|
Routes
> Security
> Secure SD-WAN

> Logs

Under Site-to-Site Tunnels, check the Tunnel and Routing Status.

) VERSA

. s e Vishnu .
W VERSA DEMO-ORG-17 VIEW AsalCalasta 7= | W Engish | @) | proene p
M c
View

Bay of Bengal

Asabian Sea

AN

IS

Site-to-Site Tunnels

Name Gateway Type Tunnel Status Destination Routing Routing Status
> AWSIPSEC1 SSE-BLR-LAB-GW1 1PSec N Available 3109.127.102 EBGP up
> AWSIPSEC2 SSE-BLR-LAB-GW1 IPSec N Avallable 3.109.233.249 EBGP

Expanding the Tunnel will show detailed information about the IPsec tunnels and BGP.
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Routes Sent and Received can be viewed by clicking on Received Prefixes and Sent Prefixes.

AWS-IPSEC-1: Received Prefixes

Prefix

> 192.168.0.0/16

Showing 1-1 of 1 results

10 - Rows per Page

Nexthop

169.254.247.149

Local Preference

100

Admin Distance

NA
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AWS-IPSEC-1: Sent Prefixes

Prefix Nexthep Local Preference. Admin Distance
0.0.00/0 169.254.247.150 N/A
10.0.21.0/25 169.254.247.150 NA
10.0.21.0/32 169.254.247.150 NA
10.0.21.128/25 169.254247.150 NA
10.0.21.128/32 169.254.247.150 NA

192.168.00/16 169.254247.150 NA

Showing 1-6of 6results 10 = Rows per Page Gotopage 1+

Routing Table on SASE-GW can be viewed from “View” - Dashboard - Secure Access = Routes.

SSE-BLR-LAB-GW1 ® DEMO-ORG-17-Enterprise -
Q
Destination Active Protocol Interface Gateway Address Duration TOS RPM
Deloy > 00000 false. BGP Indirect 10.0.8.57(SSE-CHN-LAB-GW1) 2d09h17m 0 169
> 00000 true BGP 1t-1/630 169.254.128.62 03:16:19 0 75055
laks > 100210/25 true STATIC Indirect 0000 2d09h17m 0 ]
Manitex > 10021032 true LOCAL 1i-1/1040 0000 2d09h17m 0 o
> 10021128725 true 8GR Indirect 10.0.857(SSE-CHN-LAB-GW1) 2d09h17m 0 169
> 10.0.21.128/32 true BGP Indirect 10.0.8.57(SSE-CHN-LAB-GW1) 2d09h17m 0 169
> 169.25421.116/30 true CONNECTED ipsec-0/7.0 169.25421.118 00:55:39 0 0
> 169.25421.118/32 true LOCAL ipsec-0/7.0 0000 00:55:39 0 0
" E(‘ > 1692541286231 true CONNECTED 1t-1/630 169.254.128.63 3d10h04m 0 0
— > 169.254128.63/32 true LOCAL 111630 0000 3d10h04m 0 0
> 169.254247.148/30 true CONNECTED Ipsec-0/8.0 169.254.247.150 00:55:44 0 0
> 169.254247.150/32 true LOCAL Ipsec-0/8.0 0000 00:55:44 0 0
> 19216800/16 true BGP Ipsec-0/7.0 169.25421.117 00:55:38 0 75055
> 19216800016 true BGP ipsec-0/B.0 169.254.247.14% 00:55:42 0 75055
Page 1 -

To view IPsec Tunnel status, Under VPC dashboard, go to “Virtual Private Network” - “Site to Site
VPN connection” and click on VPN ID

) VERSA
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e ® o~
- 3
VPC dashboard < VPN connections (1) info @ (Actinns ') (_ pownload configuration ) _

[ Q Find resource by attribute or tag
EC2 Global View [2

(tow [%) | (crearitters ) 1 .

Name 2 v | VPN ID v | State v Virtual private gateway ¢ | Tran

Filter by VPC v |

» Virtual private cloud

O TGW-TO-SASE-GW-TUNNEL vpn-00bb8864¢875ac259 @ Available - tgw-
» Security

4 »

» PrivateLink and Lattice

» DNS firewall

» Network Firewall Select a VPN connection @ v

¥ Virtual private
network (VPN)

Customer gateways

Virtual private gateways

Client VPN endpoints

Tunnel details will show the Tunnel state and the BGP Routes received.

e VPC > VPN connections > vpn-00bb8864c875a¢259 ® @ §
a
VPC dashboard ¢ vpn-00bb8864c875ac259 / TGW-TO-SASE-GW-TUNNEL (1o ((Download configuration ) ((Actions v )
- .
EC2 Global View [3 Details
Filter by VPC v | VPN ID State Virtual private gateway Customer gateway
@ vpn-00bbB864cE75ac259 @ Available - cgw-06f9bdc5aaschofe3
» Virtual private cloud
Transit gateway Customer gateway address Type Category
» Security tgw-044d2a9789b340339 B 182.18.140.177 0 ipsec.1 O VPN
» PrivateLink and VPC Routing Acceleration enabled Authentication
Lattice - Dynamic IO False Pre-shared key
» DNS firewall Local IPv4 network CIDR Remote IPv4 network CIDR Local IPv6 network CIDR Remote IPv6 network CIDR
D o.0.00/0 0 0.000/0 - -
» Network Firewall
Core network ARN Core network attachment ARN ‘Gateway association state ‘Qutside IP address type
¥ Virtual private - - IO associated 0 Publicipvd
network (VPN)
Customer gateways
N . Tunnel details Tags
Virtual private gateways —
VPN
Tunnel state
Client VPN endpoints Tunnelnumber ¥ | Outside IP address ¥ | InsideIPv4 CIDR ¥ | Inside IPv6 CIDR ¥ | Status ¥ | Last status change v | Details ¥ | Certificate ARN ¥
» AWS Verified Access [Tunnet 1 3.109.127.102 169.254.247.148/30 - @ Up May 8, 2025, 21:10:26 (UTC+05:30) 5 BGP ROUTES | -
| Tunnel 2 3.109.233.249 169.254.21.116/30 - @up May 8, 2025, 21:11:25 (UTC+05:30) 5 BGP ROUTES | -

» Transit gateways

Routing in AWS:

Since we have established BGP between TGW and SASE GW, we should be able to see the routes in
TGW routing table.

To view the Routes, under VPC dashboard, go to Transit gateways - Transit gateway route tables and
click ok Transit gateway route table ID.
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(=) [ = IR

- "
VPC dsshbomrd] < § Transit gateway route tables (1) we ® oot s gteway e bl
[ Q. Find transit gateway route table by attribute or tag ] 1 )
EC2 Global View [3
O | Name gz v | Transit gateway routetableID v | Transit gateway ID v | state v | Default association route table v | Default propa
| Fitter by vPC v |
D tgw-rth-0d1c819178ch9fbdd tqw-044d229789h340339 @ Available Yes Yes
» Virtual private cloud 4 >
» Security
» PrivateLink and
Lattice
» DNS firewall
» Network Firewall
» Virtual private 5 =
network (VPN) Select a transit gateway route table B v
» AWS Verified Access

Transit gateways

Transit gateway
attachments

Transit gateway policy
tables

Transit gateway route
tables

Transit gateway multicast

Under TGW route table, click on routes to view the routes received from the SASE Gateway through
EBGP.

© vec > Tanstgateway route tables ® 6
rs
VPC dashboard < "
Details
EC2 Global View [2 Transit gateway route table ID Transit gateway ID State Default association route table
——— 15 tgw-rtb-0d1c819178ch9fbds tqw-044d229789b340339 @ Available Yes
| Fitter by vPC v
7 Default propagation route table
» Virtual private cloud Yes
» Security
Lattice
» DNS firewall ¥ Filter routes by CIDR (2)
Exact CIDR Longest prefix match Supernet of match Subnet of match
» Network Firewall Select a valid IP4 or IPvG CIDR. Enter a valid IP4 or IPv6 and press enter. Select a valid IP4 or IPv6 CIDR. Select a valid IP4 o IPv6 CIDR.
» Virtual private (CYIE ) ((0000: ) (@ cooow, /0 ) (& 0000w, /0 )
network (VPN) 0000/0 X
» AWS Verified Access
¥ Transit gateways Routes (6) nre (©) Cctions ¥ ) (_create static route )
Transit gateways
(@ Find route by attribute or tag ) 1 @
Transit gateway
attachments O cor v | Attachment ID v | Resource D v | Resource.. ¥ | Routetype ¥ | Routestate v | PrefixlistiD v
Transit gateway policy O 00000 2 Attachments 2 Resources VPN Propagated @ Active -
tables 0 100210725 2 Attachments VPN Propagated @ Active -
Transit gateway route
tables 0O 10210732 VPN Propagated @ Active =
Transit gateway multicast 0O 10021.128/25 3 VPN Propagated @ Active -
w Traffic Mirroring O 10021128732 2 Attachments VPN Propagated @ Active -
Mimar sessons = [0 192168.00/16 tgw-attach-0deb05cBd1742d024 VPC Propagated @ Active -

Foran EC2 instance to reach the subnets connected to SASE GW we need to create a static route to-
wards TGW on the Main Routing table of VPC.

Under VPC dashboard, go to Virtual Private Cloud = Route tables and select the Main Route table of
your VPC.
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< Route tables (1/7) ifo

( Q_ Find route tables by attribute or tag

EC2 Global View [3

o

Last updated
20 minutes ago

© 6 &

Clexyl

1 @

v Virtual private cloud Name v | Route table ID v | Explicit subnetassoci... v | Edgeassociations v | Main v | VPC v | OwnerID v
T [ TEST-VPC-1-RT I 1006¢917 ] = = Yes VpC-00811833¢ba324f0d | TES... 920814761460 ]
Subnets
Internet gateways
Egress-only internet
gateways
DHCP option sets
Elastic IPs
Managed prefix lists
NAT gateways = B E®
Peering connections rtb-03142ecd1006¢917f / TEST-VPC-1-RT

v sk Details ~ Routes  Subnet Edge Route pr Tags
Network ACLs
Security groups .

Details
¥ PrivateLink and Route table ID Main Explicit subnet associations Edge associations
Lattice 10 rtb-03142ecd1006c917f D Yes 2 &
Getting started Updated
e vec Owner 1D
Endpoints Updated vpc-00811833eba324f0d | TEST-VPC-1 I8 920814761460
Endpoint services
Service networks Updated
H H « ”» H « . ”
clicking on “Route Table ID”, under Routes click on “Edit routes”.
e VPC > Routetables > rtb-03142ecd1006¢917f ® 6 5

a

VPC dashboard < rtb-03142ecd1006¢917f / TEST-VPC-1-RT
EC2 Global View [2
Filter by VPC v Details o
Route table ID Main Explicit subnet associations
¥ Virtual private cloud O rtb-03142ecd1006c917f @ Yes 5
Your VPCs vPC Owner 1D
Subnets vpc-00811833eba324f0d | TEST-VPC-1 5 920814761460

Trieet seays Subnet associati Edge

Egress-only internet

Route pi i Tags

gateways Routes (2)
DHCP option sets ( e :
iiter routes
Elastic IPs
Destination
Managed prefix lists
0.0.0.0/0

NAT gateways

Peering connections 192.168.0.0/16

SR SO R

v | Target v | Status
igw-06d4df7e075fef16b @ Active
local @ Active

Edge associations

v | Propagated
No

No

Under destination add the SASE Client pools with the target as TGW and save the changes.

VPC > Routetables > rtb-03142ecd1006c917f > Editroutes

Edit routes

e &

(@ 0021128725

%) Transit Gateway

v

Destination Target Status Propagated
192.168.0.0/16 (ocat v ) @active No
(Q tocal X )
(@ 00000 X ) (intemet Gateway v ) @acive No
[(Q_igw-Dedadfren7stefisn x|
(@ 100210728 %] ransit Gateway v) - No
[(Q tgw-044d229789b340339 X )
) - Ho
)

(Q tgw-044d2a9789b340339

X

Use: "tgw-044d2a9789b340339"

tgw-044d2a9789b340339 (TGW-TO-TEST-VPC-1)

Once saved the routes should be visible in the Mian Routing table of VPC.

Once
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e VPC Route tables rtb-03142ecd 1006¢317f QO &6 B
a
VPC dashboard ¢ rth-03142ecd1006¢917f / TEST-VPC-1-RT
EC2 Global View [3
- Details o
Route table ID Main Explicit subnet associations Edge associations
w Virtual private cloud 0 rtb-03142ecd1006c917¢ 0 Yes
Your VPCs vPC Owner ID
Subnets vpc-00811833eba324f0d | TEST-VPC-1 0 920814761460

Egress-only internet
o Routes () o v
DHCP option sets
QU Filter routes 1 o]
Elastic IPs
Destination v | Target v | Status v | Propagated v
Managed prefix lists
iqw-06d4df7e075fef16! Active
NAT gateways 0.0.0.0/0 iqw-06d4df ef16b @ Acti No
Peering connections 10.0.210/25 @ Active No
. 100.21.128/25 Active No
» Security d D4
Network ACLS 192.168.00/16 lacal @ Active No

Verifying Connectivity:
Accessing EC2 instance with IP: 192.168.1.150 from PC connected to SASE Client.

When the SASE Client is not connected to the Gateway, we were unable to reach the EC2 instance in
AWS over Private IP.

7 SASE Client

2 Windows PowerShell

Y Windows PowerShell ‘ VERSA

Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements!
BP https://aka.ms/PSWindows

PS C:\Users\admin> ping 192.168.1.150 ‘DEMO—ORG—W

Pinging 192.168.1.150 with 32 bytes of data: Gateway

Request timed out.

Request timed out. SSE-BLR-LAB-GW1-001 v
Request timed out. —_————
Request timed out.

¢ Ping statistics for 192.168.1.150:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
PS C:\Users\admin>

When the SASE Client is connected to the Gateway we were able to reach the EC2 instance in AWS
over Private IP.
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

| Install the latest PowerShell for new features and improvements!
https://aka.ms/PSWindows

PS C:\Users\admin> ping 192.168.1.150

| Pinging 192.168.1.150 with 32 bytes of data:
Reply from 192.168.1.150: bytes=32 time=23ms
Reply from 192.168.1.150: bytes=32 time=23ms
Reply from 192.168.1.150: bytes=32 time=23ms
Reply from 192.168.1.150: bytes=32 time=23ms

TTL=61
TTL=61
TTL=61
TTL=61

¢ Ping statistics for 192.168.1.150:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 23ms, Maximum = 23ms, Average =
PS C:\Users\admin> |

23ms

il
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7 SASE Client

W VERSA

Enterprise: DEMO-ORG-17
Gateway: SSE-BLR-LAB-GW1-001

User: vishnu

Connection Status

If the EC2 instance is a webserver then you should be able to access th bpae or (Pri'ate IP.

AT 7‘\_@

(im] @ Apache2 Ubuntu Default Page: It X

< O

A Notsecure | 192.168.1.150 (B)

) Apache2 Default Page

Ubuntu ==

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ub
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server in
at this site is working properly. You should replace this file (located at /var/www/html/index.ht:
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably rr
that the site is currently unavailable due to maintenance. If the problem persists, please contact
site's administrator.

SASE-WEB LOGS on Analytics:

V' VERSA

Enterprise: DEMO-ORG-17
Gateway: SSE-BLR-LAB-GW1-001

User: vishnu

Connection Status

Go to Analytics 2 Logs = SASE Web Monitoring, select the respective Organization and the SASE

Gateway.
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SASE Web Monitoring > Logs > SSE-BLR-LAB-GW1:Logs Nothing selected - o
DEMO-ORG-17 - SSE-BLR-LAB-GW1 - Last day -
Logs Charts
SASE Web monitoring logs (SSE-BLR-LAB-GW1) =
) Show Domain Names
destAddress:"192.168.1.150 = | Apply | Clear | Copy Filter Show 100 + entries
! Receive Time 4 Appliance " source Address || Destination Address || Source Port || Destination Port | Protocol |/ Application || User | App Category /| URL Category
I @, MayBth 2025, 10:02:11 PMIST  SSE-BLR-LAB-GW1 100.21.19 192.168.1.150 62209 80 tep hitp vishnu  web private_ip_addresst
@ May8th2025,4:1518 PMIST  SSE-BLR-LAB-GW1 10.0.21.18 192.168.1.150 61977 80 tep http vishnu  web private_ip_address¢

Showing 1 to 2 of 2 entries Previou n Next

Firewall Logs on Concerto (If enabled):

Go to Analytics = Logs = Firewall and select the respective Organization and the SASE Gateway.

Security Firewall > Logs > 0x681cdc0c0100020f1b4c Nothing selected -2

DEMO-ORG-17 v all - Last day v

Related logs (0x681cdc0c0100020f1b4c)

Show 10 w entries

Receive Time ¥ Log
May 8th 2025, 1002:11 PMIST _2025.05- 08716 32:11Z accessLog. tenant=DEMO-ORG-17, applianceName=SSE-BLR-LAB-GW1| =80 Jnglf=vni-0/0.0,
plotocolld=6, fromZone=remote-client, fromUser=vishnu, toZone=AWS-IPSEC-2, leyles 826, xPkts=7, pry!es 3712, XPKs=6, eveanvpe end,
dresses, action=allow, appRisk=3, appProductivity=3, appld=http, itk . appC: y EC2-Rule, fwdFC=fc_be, revFC=fc_be,
150, nemekey =Unknown, device=Unknown, , urlLo =spack, policyAc
licy, ecsScore=0, ec ﬂowKey'OxéB](chcOlOOO20Hh4t revTimeSec=0, sessLenBkt=1, flowDuration=2848

May 8th 2025, 10:02:11 PMIST  2025-05-08T16:32:11Z saseWeblog, tenant=DEMO-ORG-17, applianceName=SSE-BLR-LAB-GW1, srcAddr=10.0.21.19, destAddr=192.168.1.150, srcPort=62209, destPort=80, inglf=vni-

0/0.0, egrif~ipsec-0/7.0, protocolld=6, fromZone=remote-client, fromUser=vishnu, toZone=AWS-IPSEC-2, httpHost=192.168.1.150, httpUri=/, httpMethod=GET, httpUserAgent=Mozilla/5.0
Analytics (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36 Edg/136.0.0.0, uriCat=private_ip_addresses, httpProtocol=http, appld=http,
appCategory=web, policyRuleName=AWS-EC2-Rule, policyAction=allow, policyActionModule=policy, traffScope=public, txBytes=826, rxBytes=3712, flowDurationMsecs=2848,
ssiDecrypted=no, ucs=0, ucsBand=unknown, urlRep=trustworthy, urlLookupSrc=spack, ecsScore=0, ecsBand=unknown, flowKey=0x681cdc0c0100020f1bdc, action=allowed, revTimeSec=0,
flowDuration=0

]

Invento... Showing 1 to 2 of 2 entries Fedou n Nex

Option 3 - Versa SDWAN

In this scenario, a dynamic IPsec tunnel is established between the SASE Gateway and the SD-WAN
Branch in AWS VPC. The SD-WAN device is responsible for routing traffic between the SASE Client
connected to SASE GW and the backend servers hosted in the VPC.

This option can be used when you already have an SD-WAN fabric, and you want to leverage SD-WAN
capabilities.
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AWS Cloud

Ras pool-
1GW
ﬂ 172.16.10.0f24
VPG B 1721610024
MGMT subnet 152.168.0.0
i
[
152.162.0.0/15 Route table ’
Lan subnet — —WANSibRt™ ~ T |- — == — = — —
R = [SDWAN OVERLAY |- — — — — — = T} T e~
% Vi 3.108.205.14 e Y Versa SASE Gateway
Customer Server - 192.168.1.150 ineaa10 Versa SASE Gate‘l’may
= ~
~
~
N
S
N
A
: l
VOS Topology in AWS:
o
S—
Wni-0/0 —Public IP
3108 205.14
Vni-0/0 =
152.168.3.10/24 Ql_ly
C\—‘\ VPG 192.166.0.0 1EW
WAN Transport VR
192.162.1.10/24 e
T Route table

Lan subnet 'WAN subnet MGMT subnet
192.168.1.0/24 192.168.3.0/24 192.165.2.0/24
[ |

Customer Server - 132.158.1.150

192.168.0.0/15

AWS Configuration:
To deploy VOS in AWS we need to create subnets for VOS.

Note: Refer Section 4 to 7 for creating VPC, Subnets, IGW and EC2 Instance

Creating Subnets:

Under the existing VPC create new subnets for VOS.

o Subnet-1—For management interfaces — 192.168.2.10/24
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o Subnet-2—For WAN transport interfaces — 192.168.3.10/24

o Subnet-3—For LAN (client-side) interfaces - 192.168.1.10/24
To create Subnets, under VPC dashboard, go to Virtual private Cloud - Subnets - Create Subnet.

Creating Management Subnet.

© 6 5
- ast updated
VoC dashboara < § Subnets e i © Gt | G|

((Q Find subnets by attribute or tag )
EC2 Global View [3
X Clear filters
Filter by VPC v 1 @
Name v | SubnetiD v | State v | wpc ¥ | BlockPublic.. ¥ | IPv4CIDR

¥ Virtual private cloud
Your VPCs No matching resource found

. .

Route tables

Selecting VPC under VPC ID will open Subnet settings.

aws Q ] a @ @ Asia Pacific (Mumbail

= VPC > Subnets > Createsubnet
Create subnet 1.

VPC

VPCID
Create subnets in this VPC.

[ vpc-00811833eba324f0d (TEST-VPC-1) v ]

Associated VPC CIDRs

IPv4 CIDRs
192.168.0.0/16

Under Subnet settings, provide the Subnet name and the IPv4 subnet CIDR block.

= VPC > Subnets > Create subnet

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name

zon choose one for you.
(N preference v)

1Pv4 VPC CIDR block  Info
Choose the VPCs IPv4 CIDR block for the subnet. The subnet's [Pu4 CIDR must lie within this block.

192.168.00/16 v)

1Pv4 subnet CIDR block

‘ 192.168.2.0/24 ‘

> A v
v Tags - optional

Key Value - optional

(@ Name x ) [ meMT-vos X ) (Remove )

Add new tag

You can add 49 more tags.

Add new subnet

cancet E
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Creating WAN Subnet.

e © 6 5
a i .
VeCdsshbonra < § Subnets e i © Gt | G|

((Q Find subnets by attribute or tag )

EC2 Global View [3

TES | X Clear filters
Filter by VPC v 1 .

. . Name v | SubnetiD v | State v | wPC v | Block Public... ¥ | IPv4 CIDR
¥ Virtual private cloud

Your VPCs No matching resource found

. .

Route tables

Selecting VPC under VPC ID will open Subnet settings.

EV_U(S_! o} @ a @ @ Asia Pacific (Mumbai)

= VPC > Subnets > Createsubnet
Create subnet i

VPC

VPCID
Create subnets in this VPC.

[ vpc-00811833eba324f0d (TEST-VPC-1) v ]

Associated VPC CIDRs

IPv4 CIDRs
192.168.0.0/16

Under Subnet settings, provide the Subnet name and the IPv4 subnet CIDR block.

VPC > Subnets > Create subnet

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create atag with a key of'Name' and a value that you specify.

[ wan-vos )

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

(" No preference v)

IPv4 VPC CIDR block  Info.
Choose the VPC's IPv4 CIDR block for the subnet. The subnet’s IPv4 CIDR must lie within this block.

(“192.168.00/16 v)

1Pv4 subnet CIDR block

‘ 192.168.3.0/24 ‘

< > A v

¥ Tags - optional
Key Value - optional
((Q Name %] (@ wanvos X ) ((remove )

You can add 49 more tags.

Add new subnet

coneet E

For LAN subnet we will be reusing the Subnet (TEST-VPC-1-SUBNET-1) which we created earlier as we
have EC2 instance already deployed with that subnet.
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Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

( TEST-VPC-1-SUBNET-1 J

The name can be up to 256 characters long

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

( No preference v J

IPv4 VPC CIDR block Info
Choose the VPC's IPv4 CIDR block for the subnet. The subnet's IPv4 CIDR must lie within this block.

192.168.0.0/16 v
( )

IPv4 subnet CIDR block

| 192.168.1.0/24 ‘

< > A v

¥ Tags - optional
Key Value - optional
((Q Name % ] (@ TEST-vPC-1-SUBNET-1 X ) ((Remove )

Add new tag

Once subnets are created, check the associations in the Main route table.

©) vec > Boutetables > rtb-03142ec 10066517 ® 6 R
a
VPC dashboard < [ rtb-03142ecd1006¢917f / TEST-VPC-1-RT |
£ view [3
o - Details it
Route table ID Main Explicit subnet associations Edge associations
* Virtual private cloud D rib-031426cd1006<917¢ o ves - -
Yourvpcs vPC Owner ID
Subnets vpc-00811833eba3240d | TEST-VPC-1 O 920814761460
Route tables
gateways Routes Subnet associations Edge assaciations Route propagation Tags
Eqress-anly intsmet
gateways Explicit subnet associations (0)

DHCP option sets |
(L@ Find's 1 ]

Name © | SubnetiD v | IPv4CIDR © | IPvs CIDR v

Elastic IPs

§ prefix lists

Mo subnet associations
Peering connections You do not have any subnet associations.

¥ Security

Network ACLs
Subnets without explicit associations (3)

Security groups
The following subnets have not been explicitly associated with any route tables and are therefore assaciated with the main route table

¥ PrivateLink and (@ Find's
Lattice -

1 @

Name v | subnetio v | ipva cioR v | e cior .

Getting started Updated

TEST-VPC-1-SUBNET-1 192.168.1.0/24

Endpoints Updated
Endpoint services MGMT-VOS 192.168.2.0/24

Service networks Updated WAN-VOS. 192.168.3.0/24

Lattice services

Deploying VOS as EC2 Instance in AWS:
Navigate to the AWS Management Console page, search for Marketplace, and click AWS Marketplace.

Q, marketplace|

Services

Q5
Features Digital catalog where you can find, buy, and deploy software
Resources
Documentation

Knowledge articles

@5 The easiest way to build and scale generative Al applications with foundation mode...

Marketplace

Under AWS Marketplace, select Discover products and search for “versa networks” and select “Versa
Operating System”.
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e AWS Marketplace > Discover products @ @
AWS Marketplace < Search results
o — v Refine results Search AWS Marketplace products
rocurement insights
Manage subscriptions Categories X
Private offers Infrastructure Software (11)
Vendor Insights Cloufd Operan?ns' (6) versa networks (15 results) showing 1- 15
Business Applications (3)
Private Marketplace [2 Professional Services (1) ! @
Settings » Delivery methods Sort By: Relevance v
» Publisher
» Pricing model \' VERSA Versa Operating System [3

- o By Versa Networks [2 | Ver 22.1.3-b
» Pricing unit y Versa Nitiworks [ ve .
. 12 external reviews [2
Operating system e

. . Versa Operating System (VOS) is a cloud-native, multi-
» All Linux/Unix rsa Operating Sy: (VOS) i uf ive, multi

tenant, and multi-service software platform with a full
set of networking capabilities, including SD-WAN, with a
) wide range of security functions; making it possible to
» Architecture lessly design rich ged services and software-
» Region defined enterprise...

» Contract type

To Proceed further with click on “View Purchase options”.

AWS Marketplace > Network Infrastructure > Amazon Machine Image (AMI) > Versa Operating System

View purchase options

W VERsa  VersaOperating System ..

reTweREs Sold by: Versa Networks [2

Deployed on AWS

Versa Operating System (VOS) provides seamless and scalable connectivity for SD-WAN branches to your AWS Cloud
workloads. Powered by Versa Networks, the Versa Cloud GW enables SDWAN, routing, and advanced security (NGF...

[¥] show more

(0) 0 AWS reviews | 12 external reviews

Overview Features Pricing Legal Usage Resources Support Similar products Reviews

Under Offer details click on “Launch your software”.

Subscribe to Versa Operating System

Tc a tion g information an t the terms for

Offer details info

Offer ID Offered by Offer type Deployed on AWS
7mdbnq04h3jz2t1hfxc61xecn Versa Networks Public Yes
(@ You've already accepted this offer ( Launch your software [3 )
Your AWS Marketplace agreement was created. You can launch your software or Manage subscriptions [7.

Under “Configure this Software”, select the required Software version and Region, then click on “Con-
tinue to Launch”.
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v VERSA Versa Operating System

NETWORKS

< Product Detail Subscribe  Configure

Configure this software

g inform:

Choose a fulfillment option and software version to launch this software. This is an estimate of typical software

and infrastructure costs based on your
configuration. Your actual charges for
each statement period may differ from
this estimate.

Fulfillment option

64-bit (x86) Amazon Machine Image (AMI) v Software Pricing
Versa Operating $0 /hr
Software version System
BYOL
22.1.4-B (Jul 09, 2024) v -
running on
c6in.axiarge
Heglon Infrastructure Pricing
Asia Pacific (Mumbai) v EC2: 1* c6in.dxlarge
Monthly Estimate: $653.00/month

Ami Id: ami-0a02a861bb01f434a
Ami Alias: /aws/service/marketplace/prod-mrdivgfskao2s/22.1.4-b Learn More (' @
Product Code: 7mdbnq04h3jz2t1hfxc61xecn

Release notes (updated July 9, 2024)

Under “Launch this software” Choose Action as “Launch through EC2” and click on Launch.
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v VERSA Versa Operating System

MNETWORKS

= Product Detail Subscribe  Configure  Launch

Launch this software

Review the launch configuration details and follow the instructions to launch this software.

Configuration details

Fulfillment option 64-bit (x86) Amazon Machine Image (AMI)
Versa Operating System

rur g on chin.4xarge

Software version 22.1.4-B

Region Asia Pacific (Mumbai)

Usage instructions

Choose Action

Choose this action to launch your configuration through the

Amazon EC2 console.

Launch through EC2 v

This will open up EC2 instance dashboard.

Under “Name and tags” provide name for the VOS device and very if AMI information is correct.

= EC2 > Instances > Launch an instance ® &

Launch an instance i

¥ Summary
‘Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Number of instances | Info

Name and tags i !

Name

. Software Image (AMI)
[ VOs-Branch ] Add additional tags versa-flexvnf-2622a66-22.1.4-B...read more
‘ami-0a023861bb01f434a

Virtual server type (instance type)

¥ Application and OS Images (Amazon Machine Image) info cBin.dxlarge
An AMiI is a template that contains the software configuration (operating system, server, and ions) required to launch your instance. Search or Firewall (security group)
Browse for AMIs if you don't see what you are looking for below New security group

Storage (volumes)

Q, Search our full catalog including 1000s of application and OS images
1 volume(s) - 80 GiB

AMIfrom catalog ~ Recents ~ MyAMIs  Quick Start

@ Free tier: In your first year of opening an AWS account, X
Name you get 750 hours per month of t2.micro instance usage
Q (or t3.micro where t2.micro isn't available) when used
versa-flexvnf-262a366-22.1.4-B-80bc05de-3e00-4chf-856-a60305ef 3fe7

Browse more AMIs with free tier AMIs, 750 hours per month of public IPv4
' ' address usage, 30 GiB of EBS storage, 2 million 1/0s, 1 GB

e Including AMIs from f d 100 G8 of bandwidth to th
ing AMis i N o o ety
versa-flexvnf-2623a66-22.1.4-B AWS, Marketplace and of snapshots, ar o ta the internet.
the Community
Image 1D

ami-0a02a861bb01f434a

username

root B? Preview code
Catalog Published Architecture Virtualization Root device type ENA Enabled
AWS Marketplace AMIs. 2024-07- x86_64 hvm ebs Yes

09T11:57:10.0002

If you have an existing license entitlement to use this software, then you can launch this software without creating a new subscription. If you do nat have an existing entitlement, then by
launching this software, you will be subscribed to this software and agree that your use of this software is subject ta the pricing terms and the seller's End User License Agreement [

“Instance type” is selected by default and under Key pair select “Create new key pair”.
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¥ Instance type info | et advice

Instance type

c6in.4xlarge (P All generations
) v

Family: c6in 16 vCPU 32 GiB Memory Current generation: true

Compare instance types

The AMI vendor recommends using a cbin.4xlarge instance (or larger) for the best experience with this product.

v Key pair (login) i

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required

Select v | C | Create new key pair

Note: Refer the link for Qualified AWS Instances and select the instance type as per the requirement.
https://docs.versa-networks.com/Getting_Started/Deployment_and_Initial_Configuration/Deploy-
ment_Basics/Qualified_ AWS%2C_Azure%2C_and_Google_Cloud_Instances

Under “Create key pair”, provide a name, select key pair

Create key pair

Key pair name
Key pairs allow you to connect to your instance securely.

VOS-Branch-keypair

The name can include up to 255 ASCII characters. It can't include leading or trailing spaces.

Key pair type

O RsSA () ED25519
RSA encrypted private and public key ED25519 encrypted private and public
pair key pair

Private key file format

O pem

For use with OpenSSH

O ppk

For use with PuTTY

/\ When prompted, store the private key in a secure and accessible location on
your computer. You will need it later to connect to your instance. Learn
more [

Under “Network settings” click on Edit.
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v Network settings i

Network Info

vpc-0b3c7961f4b471481 | Telit-poc-vpc

Subnet Info
subnet-097c74574c1d6eaff | wan-subnet

Auto-assign public IP  Info
Enable
Additional charges apply when outside of free tier allowance

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ © Create security group ] ‘ () Select existing security group ‘

We'll create a new security group called 'Versa Operating System-22.1.3-b-AutogenByAWSMP--1" with the following rules:

Allow SSH traffic from f Anywhere

Recommended rule from AMI 0.0.0.0/0 v
Allow CUSTOMTCP traffic from " Anywhere

Recommended rule from AMI 0.0.0.0/0 v
Allow CUSTOMTCP traffic from " Anywhere

Recommended rule from AMI 0.0.0.0/0 v

("] Allow HTTPS traffic from the internet

To set up an endpoint, for example when creating a web server

] Allow HTTP traffic from the internet

Under VPC, select the VPC which you have created, select the required subnet and modify the secu-
rity group name.

v Network settings info

VPC - required = Info

| vpc-00811833eba324f0d (TEST-VPC-1)
192.168.0.0/16

Subnet Info

subnet-0c16a6185bf30bc57 MGMT-VOS

VPC: vpc-00811833eba324f0d  Owner: 920814761460 v c Create new subnet [A

Availability Zone: ap-south-1a  Zone type: Availability Zone
| 1P addresses available: 251  CIDR: 192.168.2.0/24)

Auto-assign public IP | Info

| Disable v

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ © Create security group ] ‘ () Select existing security group ‘

Security group name - required

| VOS-BRANCH-1-SG ]

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is 255 characters.
Valid characters: a-z, A-Z, 0-9, spaces, and ._-:/(}#,@[1+=&;{}'$*

Description - required  Info

Versa Operating System-22.1.3-b-AutogenByAWSMP--1 created 2025-05-13T08:30
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Security Groups act as virtual firewalls, controlling the flow of network traffic to and from EC2 in-
stances within a VPC. They are a key part of AWS's security, helping to ensure only authorized traffic
can reach your instances. Security Groups work by defining rules that specify which types of traffic
(TCP, UDP, ICMP) and on which ports are allowed to pass through.

Ensure that all required ports are permitted under the 'Inbound Security Group Rules'. By default, all
outbound traffic from VOS is allowed. When VOS is launched from the Marketplace, it comes with a
set of predefined inbound rules

Inbound Security Group Rules

¥ Security group rule 1 (TCP. 22, 0.0.0.0/0) ( Remove )

Type Info Protocol Info Portrange | Info

| ssh v |

Source type Info Source | Info Description - optional  Info
| Anywhere v ‘ . e.g. SSH for admin desktop

¥ Security group rule 2 (TCP, 2022, 0.0.0.0/0)

Type Info Protocol Info Port range Info

[ Custom TCP v | | 2022 |
Source type | Info Source | Info Description - optional = Info

| Anywhere v ‘ ‘ e.g. SSH for admin desktop |

¥ Security group rule 3 (TCP 8443, 0.0.0.0/0)

Type Info Protocol = Info Port range Info

| custom TCP v | 8443 |
Source type Info Source | Info Description - optional  Info

| Anywhere v ‘ ‘ e.g. SSH for admin desktop |

Note: Refer to the provided link for the list of firewall ports that need to be allowed in AWS Security
Groups to ensure VOS is reachable from the Headend https://docs.versa-networks.com/Get-
ting_Started/Deployment_and_Initial_Configuration/Deployment_Basics/Firewall_Require-

ments#VOS_Device_Firewall Requirements
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Click Advanced Network configuration. For the first network interface, select the management subnet

that you created earlier, and then click Add Network Interface.

¥ Advanced network configuration

| Network interface 1 I

Device index

Info

Subnet

subnet-0c16a6185bf30bc57
IP addresses available: 251

Info

Network interface | Info Description  Info

- ~\ S
| New interface v

\ AN J

Security groups | Info

New security group

Primary IP | Info Secondary IP | Info
[192.168.2.1(1 } | select v |
IPv4 Prefixes | Info IPv6 Prefixes | Info

Select v Select v

The selected subnet does not support IPv6 prefixes because
it does not have an IPv6 CIDR.

Delete on termination | Info Interface type | Info
I N N
Select v | | Select v
\ J A J
ENA Express  Info ENA Express UDP  Info
Select v Select v

The selected instance type does not support ENA Express.

( Add network interface )

The selected instance type dees not support ENA Express.

Auto-assign public IP Info
- ~
| Disable v |
\. J
IPv6 IPs | Info

_____ v
The selected subnet does not support IPv6 IPs.
Assign Primary IPv6 IP | Info

Select v

A primary IPv6 address is only compatible with subnets that
support IPvé.

Network card index | Info

Select v

The selected instance type does not support multiple
network cards.

Idle connection tracking timeout | Info

[ Enable

Under Network Interface 2, select the WAN subnet and provide an IP address and click on “Add net-

work interface”.

87



INetwork interface 2 I

) VERSA

Remove

Device index | Info Network interface | Info Description  Info
- N 5
1 New interface v
Subnet | Info Security groups  Info Auto-assign publicIP | info
subnet-0066ca549ce71ea3d A New security group Select v
. ) . N J
Q|
Select Al info IPV6 IPs | Info
Subnets in VPC: vpc-00811833eba324f0d v Select v
subnet-0d0d68a65afadfb23 The selected subnet does not support IPv6 IPs.
TEST-VPC-1-SUBNET-1 X X
VPC: vpc-00811833eba324f0d  Availability Zone: ap-south-1a Info Assign Primary IPv6 IP | info
subnet-0066ca549ce71ea3d v Select v

WAN-VOS
VPC: vpc-00811833eba324f0d

Availability Zone: ap-south-1a

v

et does not support IPv6 prefixes
t have an IPvé CIDR.

subnet-0c16a6185bf30bc57
MGMT-VOS
VPC: vpc-00811833eba324f0d

INetwork interface 2|

Info

Availability Zone: ap-south-Ta N

A primary IPv6 address is only compatible with subnets
that support IPvE.

Network card index

Info

Remove

Device index | Info Network interface | Info Description  Info
[ New interface v ] { ]
Subnet | Info Security groups | Info Auto-assign publicIP | Info
[ subnet-0066ca549ce7 1ea3d v ] New security group [ Select v ]
IP addresses available: 251
Primary IP | Info Secondary IP | Info IPv6 IPs | Info
[ 192.168.3.10 ] [ Select v ] Select v
The selected subnet does not support IPvE IPs.
IPv4 Prefixes = Info IPv6 Prefixes | Info Assign Primary IPv6 IP | Info
[ Select v ] Select v Select v

The selected subnet does not support IPv6 prefixes because
it does not have an IPv6 CIDR.

Delete on termination | Info Interface type  Info
[ Select v ] [ Select v ]
ENA Express | Info ENA Express UDP | Info

Select v Select v

The selected instance type does not support ENA Express.

( Add network interface )

The selected instance type does not support ENA Express.

A primary IPv6 address is only compatible with subnets that
support IPv6.

Network card index  Info

The selected instance type does not support multiple
network cards.

Idle connection tracking timeout | Info

"] Enable

Under Network Interface 3, select the LAN subnet which we have created and provide an IP address.
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Network interface 3

Device index | Info

Network interface | Info

Description  Info

- N ~
New interface v
\ Jo\ J
Subnet Info Security groups | Info Auto-assign public IP | Info
. ~ N - ~
subnet-0d0d68a65afadfb23 v New security group Select v
N J \ J
IP addresses available: 249
Primary IP  Info Secondary IP | Info IPv6 IPs | Info
- o s ~
192.168.1.10 Select v
N Pl N J
The selected subnet does not support IPv6 IPs.
IPv4 Prefixes | Info IPv6 Prefixes | Info Assign Primary IPv6 IP | Info
I -
Select v
L J
The selected subnet does not support IPv6 prefixes because A primary |IPv6 address is only compatible with subnets that
it does not have an IPv6 CIDR. support [Pvé.
Delete on termination  Info Interface type = Info Network card index | Info
- N ~
‘ Select v | | Select v

L

"

ENA Express Info

The selected instance type does not support ENA Express.

( Add network interface )

ENA Express UDP  Info

The selected instance type does not support ENA Express.

The selected instance type does not support multiple
network cards.

Idle connection tracking timeout | Info
"] Enable

In the Configure Storage section, the 80-GiB root volume is selected by default.

¥ Configure storage i

x| 80 + GiB| gp2

w | Rootvolume, Not encrypted

Advanced

[ (D Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic starage

3

Add new volume

@ Click refresh to view backup information

The tags that you assign determine whether the instance will be backed up by any Data Lifecycle Manager palicies.

0 File systems

» Advanced details i

Edit

Firewall (security group)
New security group

Storage (volumes)
1 volumes) - 80 GiB

@ Free tier: In your first year of opening an AWS X
account, you get 750 hours per month of t2.micro
instance usage (or t3.micro where t2.micro isn't
available) when used with free tier AMIs, 750 hours
per month of public IPv4 address usage, 30 GiB of
EBS storage, 2 million 1/Os, 1 GB of snapshots, and
100 GB of bandwidth to the internet.

canet E

B2 Preview code

Once all the configuration is complete, click on Launch instance.

Once the instance is created click on the instance ID to view the EC2 instance created.

@ Success

= EC2 ) Instances > Launch an instance

si ly initiated launch of instan

» Launch log
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© 2 > v ® s =
+ Instances (1) et @) (o i v
EC2 < e 1 minute ago
( Q, Find Instance by attribute or tag (case-sensitive) )| lAll states ¥ J
Dashboard
£C2 Global View [ [ Instance D = -01822e796a5370c5e | x] ( Clear filters ) 1 ®
Euents O | Name 2 v | Instance 1D | instancestate v | Instancetype w | Statuscheck | Alarmstatus | Availability Zone v | Public IPvd DNS v | PubliciP
* Instances [m] i-01822e796a5370c5e @PRunning @ @ cin.dxlarge @ Initializing View alarms +  ap-south-1a
. 8

Instance Types

Launch Templates

Associating Elastic IP Address with an Interface:

Elastic IP Address:

An Elastic IP address in AWS is a static, public IPv4 address that you can associate with any instance
or network interface within your Virtual Private Cloud (VPC). It's desighed for dynamic cloud environ-
ments where EC2 instances might be stopped, started, or even terminated, ensuring that the public IP
remains consistent.

Purpose in This Use Case:

* Elastic IPs are assigned to the SD-WAN device’s management interface to enable SSH access
for onboarding and remote administration.

* Used on WAN interfaces of SD-WAN device to establish Connectivity to Headend components
and the SASE Gateway.

Note:

* Thereis a charge for all Elastic IP addresses whether they are in use (allocated to a resource,
like an EC2 instance) or idle (created in your account but unallocated).

* Ifyou created the VM using an AWS marketplace AMI image, issue the "sudo passwd ad-
min” command to change the default password of the admin account.

Associating Elastic IP Address with an Interface:

After the VOS EC2 instance is up and running, you associate an elastic IP address with an interface. To
do this, you must determine the interface ID from the EC2 instance that you created. If the controller
is reachable from the branch using a public IP address, you associate the elastic IP address on the
WAN and management interfaces.

To associate an elastic IP address with an interface:

Navigate to EC2 - Instances, and then select the VOS EC2 instance and select the Networking tab.
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e EC2 > Instances @ @
EC2 < “ Instances (1/1) o 5‘:;“‘&2‘3‘;: © (connect ) ((instance state v ) (CActions v ) _.

[ Q, Find Instance by attribute or tag (case-sensitive) _] [ All states ¥ J
Dashboard
EC2 Global View [2 Instance ID = i-01822e796a5370c5e Clear filters ) 1 @
Events B Name 2 v | Instance ID | Instancestate v | Instancetype W | Statuscheck | Marmstatus | Availability Zone ¥ | Public IPvd DNS v | PubliciP
VOS-Branch I i-018226796a5370c5e @Rumning @ @ chinAxdarge @ 3/3 checks passec  View alarms +  ap-south-1a - -
v >
Instance Types
Launch Templates — ‘
Spot Requests i-01822e796a5370c5e (VOS-Branch) @ v
Savings Plans
Reserved Instances Details Status and alarms Monitoring Security Storage Tags
Dedicated Hosts
- ¥ Networking details info
Capacity Reservations
Public IPv4 address Private IPv4 addresses. VPCID
¥ Images - I} 192.168.1.10 I5) vpc-00811833eba324f0d (TEST-VPC-1) [3
AMIs 15 192.168.3.10
I 192.168.2.10
AMI Catalog
. Public IPv4 DNS Private IP DNS name (IPv4 only)
¥ Elastic Block Store - T} ip-192-168-2-10.ap-south-1.compute.internal
Volumes .
Subnet ID 1Pv6 addresses Secondary private IPv4 addresses
Snapshats IF) subnet-0c16a6185bf30bc57 (MGMT-VOS) [3 - -
Lifecycle Manager e 3
Availability zone Carrier IP addresses (ephemeral) Outpost ID
w Network & Security 10 ap-south-1a - -
Security Groups Use RBN as guest OS hostname Answer RBN DNS hostname IPv4
Elastic IPs. IQ) Disabled IQ Disabled
Plaramant feniine v v

Scroll down until you see the network interface IDs for the NICs attached to the management and
WAN subnets and make a note of these IDs.

e EC2 > Instances @ e B
E P “ ' Instances (1/1) i m'r'ﬂ‘”‘:‘”“g‘a @ (Cconnest ) (Cinstance state v ) (CActions v ) (iaunchinstancestl 7))

(@ Find instance by attribute or tag (case-sensitive) ) (Austates v |

Dashboard

(instance

cse [x)  ((Clearfilters ) ) .

Eventz Name & v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Mlarmstatus | AvailabilityZone ¥ | PublicIPv4 DNS @ | PubliciP

EC2 Global View [2

 Instances VOS-Branch i-01822e756a5370c5e @Running @ @ cbin.dxlarge @ 3/3 checks passec  View alarms +  ap-south-1a = =
’

Instance Types

Launch Templates

= a
Spot Requests i-01822e796a5370c5e (VOS-Branch) @ v
Savings Plans

w Network Interfaces (3) Info
Reserved Instances
Dedicated Hosts (. Fitter network interfces )
Capacity Reservations Interface ID | Deviceindex | Cardindex | Description | Public IPv4 address | Private IPvé address | Private IPv4 DNS | I1Pv6 addn
¥ Images
15 eni-094677f262b2141b3 2 0 - - 192.168.1.10 - -
AMis
AMI Catalog

¥ Elastic Block Store 10 eni-0a683a37ecceases3 1 0 - - 192.168.3.10 - -
Volumes
S hot:

napshets I} eni-0B4f3e65ea9ec2972 0 0 - - 192.168.2.10 - -
Lifecycle Manager

L] 4

» Notwaork £ Sacurity

To Allocate Elastic IP Addresses, under EC2 dashboard go to “Network & Security” - Elastic IPs and
click on “Allocate Elastic IP address”.

® oo wm

[ Q, Find elastic IP addresses by attribute or tag ] 1 @
Dashboard
£C2 Global View [ Name v | Allocated IPvd addr... ¥ | Type v | Allocation ID v | Reverse DNS record v | Associatedinstance D ©
Events C Loading Elastic IP addresses
» Instances L] >

» Images

» Elastic Block Store

¥ Network & Security

Security Groups

Placement Groups
Key Pairs

Network Interfaces

Leave the Elastic IP address settings to default and click on “Allocate”.
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= EC2 > Elastic IP addresses > Allocate Elastic IP address

Allocate Elastic IP address i

Elastic IP address settings it

Public IPva address pool
© Amazon's pool of IPv4 addresses
Learn more [A

Learn more [

Network border group Info
(Q ap-south-1 %)

Global static IP addresses

AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This can help improve the availability and latency for your user traffic by using the Amazon global

network. Learn more [3

Create accelerator [3

Tags - optional

Atagis a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags ta search and filter your resources or track your AWS costs,

No tags associated with the resource.

You can add up to S0 more tag

Once itis created, Select the Elastic IP address = Actions = Associate the Elastic IP address.

conel E

©

@ Elastic IP address allocated successfully.

Ec2 < Elastic IP address 13.203.189.119
Dashbaard .
ehboan Elastic IP addresses (1/1)
EC2 Global View [3
[Q Find elastic IP addresses by attribute or tag ]
Events
(Cubli 19 [X)  (clearfilters )
» Instances
» Images Name ¥ | Allocated IPv4 addr... ¥|| Type % | Allocation ID
- 13.203.189.119 Public IP eipalloc-01dadb9804213912b
» Elastic Block Store
x

* Network & Security
Security Groups
Elastic IPs
Placement Groups

Key Pairs

Matwnel intacfacae

Associate this Elastic IP address )

View details

Release Elastic IP addresses

Update reverse DNS

Enable transfers
Disable transfers

Accept transfers

Under “Associate the Elastic IP address” select the resource type as “Network interface” and provide

the interface ID of MGMT interface and click on “Associate”.

EC2 > Elastic IP addresses > Associate Elastic IP address

Associate Elastic IP addressin

Choose the instance or netwark interface to associate to this Elastic IP address (13.203.189.119)

Elastic IP address: 13.203.189.119

Resource type
Choose the type of resaurce with which to associate the Elastic IP address.
() Instance

© Network interface

If no private IP address is specified, the Elastic IP address will be associated with the primary private IP address.

A\ 1Fyou associate an Elastic IP address with an instance that already has an Elastic IP address associated, the previously assaciated Elastic IP address will be disassociated, but the address will still be allocated to your account. Learn more[2

Network interface
(@ eni-0safzesseageczor x) @

Private IP address
‘The private IP address with which to associata the Elastic IP address

(@ choose a private P address )

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.
[ Allow this Elastic IP address to be reassociated

et E

Make sure the association is successful and provide a name to the Elastic IP. This will be used to take

management access of VOS.

92



@ Elastic IP address associated successfull

84f3e65ea9ec2972

s, © Crevos ) (o Easem )
[ Q. Find elastic IP addresses by attribute or tag ]
[ Public IPv4 address : 13.203.189.119 | x] ( Clear filters ) . ®

Name v | Allocated IPv4 addr... @ | Type v | Allocation ID v | Reverse DNS record v Associated instance ID L4
[ VOS-MGMT-IP & Edit Name Public IP eipalloc-01da4b9804a13912b - i-01822€796a5370c5¢ [2
L | L]
<  vos-memT-P ) >

Repeat

the above process for WAN interface.

Under EC2 dashboard go to “Network & Security” - “Elastic IPs” and click on “Allocate Elastic IP ad-
dress”.

e ® oo
= ¢ ElasticIP addresses (1) @_I

[ Q Find elastic IP addresses by ottribute or tag ]

Dashboard

2 obal View (2 e

Events | Name © | Allocated IPvd addr... @ | Type v | Allocation ID v | Reverse DNS record v | Associatedinstance D @
» Instances D VOS-MGMT-IP 13.203.189.119 Public IP eipalloc-01dad4b9804a13912b - i-01822e796a5370c5e [A
» Images 4 >
» Elastic Block Store
¥ Network & Security

Security Groups

Placement Groups

H H H « ”»

Leave the Elastic IP address settings to default and click on “Allocate”.
= EC2 > ElasticIP addresses > Allocate Elastic IP address 0O 6 5

Allocate Elastic IP address i

Elastic IP address settings i
Public IPv4 address pool

© Amazon's pool of IPv4 addresses
Learn more [3

Learn mare [2

Network border group Info
(Q ap-south-1 %

Global static IP addresses
AWS Global Accelerator can provide global static IP addresses that are announced worldwide using anycast from AWS edge locations. This can help improve the availability and latency for your user traffic by using the Amazon global

network. Learn more [3

Create accelerator [2

Tags - optional

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

No tags associated with the resource

You can add up to 50 more tag

o E

Once itis created, Select the Elastic IP address = Actions = Associate the Elastic IP address.
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= s
E ‘ . (( Associate this Elastic IP address ) X
Dashboard
Elastic P addreses 1/ © Crcion +) QGRS
EC2 Global View [
. ((Q. Find etastic 1P addresses by attribute or tag ) View details
vents
) Release Elastic IP addresses &
» Instances [Cassociate Etastic P adaress | |
» Images v | Allocated IPvé addr... v | Type v | Alocation 1D v | Reverse DNS reco D v
514 Public IP cipalloc-0732b8429f1213d05 = Update reverse DNS

» Elastic Block Store
Enable transfers

¥ Network & Security
Disable transfers

Security Groups
Accept transfers

Elastic IPs

Placement Groups

Key Pairs

Network Interfaces

Under “Associate the Elastic IP address” select the resource type as “Network interface” and provide
the interface ID of WAN interface and click on “Associate”.

EC2 > Elastic IP addresses » Associate Elastic IP address

Associate Elastic IP addressii

Choose the instance or network interface to associate to this Elastic IP address (3.108.205.14)

Elastic IP address: 3.108.205.14

Resource type

Chaose the type of resource with which to associate the Elastic IP address.
() Instance

© Network interface

Elastic IP address will be disassociated, but the address will still be allocated to your account. Learn more[?

A\ 1 you associate an Elastic IP address with an instance that already has an Elastic IP add iated, the previously

If no private IP address is spedified, the Elastic IP address will be associated with the primary private IP address.

Network interface
((Q eni-0a683a37ecceasess X @

Private IP address

The private IP address with which to associate the Elastic IP address.

(@ choose o private 1P address )

Reassaciation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

[ Allow this Elastic IP address to be reassociated

=

Make sure the association is successful and provide a name to the Elastic IP. This will be used to ac-

cess Controller.

(=} @ oonm

EC2 <

Dashboard Elastic IP addresses (1/1) ©

EC2 Global View [2
((QL_Find elastic 1P addresses by ottribute or tag )
Events
Public IPv4 address: 3.108.205.14 | X Clear filters
» Instances [ l ] ( ) 1 L]
» Images Name v | Allocated IPvd addr... ¥ | Type ¥ | Allocation ID ¥ | Reverse DNS record % | Associated instance ID ¥

VOS-WAN £ | Edit Name 1 Public IP eipalloc-0732b84a9f1213d05 - i-01822e796a5370cSe [

» Elastic Block Store

¥ Network & Security

Security Groups
e @D

Elastic IPs

Placement Groups

Key Pairs

Once done you can check the associations under “EC2” Dashboard = Instances, and then select the
VOS EC2 instance and click on “Networking” tab.
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© 2 > stances ® s =
[ec | ¢ = Instances(1/5) s <t @) (Comect) (Cnstancesiate v ) (Chcions +) (Emnegl ) *

[0, Find Instance by attribute or tag (case-sensitive) ) ( All states
Dashboard
EC2 Global View [2 Clear filters 1 @
Events B | Name g v | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Marmstatus | AvailabilityZone v | Public IPv4 DNS v | Publiclp
VOS-Branch i-D18226796a5370c5e @~running @ @ cindxlarge @ 3/3 checks passec  View alarms +  ap-south-1a - 13.203.1
3 G
Instance Types
Launch Templates — ~
Spot Requests i-01822e796a5370c5e (VOS-Branch) [
Savings Plans
Details Status and alarms Monitoring Security Storage Tags
Reserved Instances
Dedicated Hasts
» Networking details info
Capacity Reservations
¥ Network Interfaces (3) info
¥ Images
AMIs [Q Filter network interfoces \
AMI Catalog Interface ID | Deviceindex | Cardindex | Description | Public IPv4 address | Private IPvd address | Private IPvd DNS | 1Pv6 addresses
» Elastic Block Store 5} 5 R 02168110
. eni-094677f262b2141b3 - B 1921681 - a
¥ Network & Security
Security Groups B
1 0 - 3.108.205.14 192.1683.10 - -
Elastic IPs eni-0a683a37ecceabe53
Placement Groups
i s
Key Pairs o . 0 - 13.205,189.119 192.168.2.10 - -
Network Interfaces eni-0B4f3e65eaec2972
v 4 » s

Disable the Source and Destination Check on WAN and LAN Interfaces:

By default, AWS EC2 instances perform source/destination checks, meaning the instance must be
either the source or destination of any traffic it handles. This ensures traffic is only allowed if it's
directly related to that instance.

In this Scenario:

« Acustomer serveris connected to the LAN interface of the SD-WAN instance. The SD-WAN
instance forwards traffic between LAN and WAN (not the traffic originator or receiver).

e We must disable source/destination check on the LAN and WAN interface of SD-WAN instance
to allow it to route or forward traffic on behalf of other devices (e.g., server behind LAN).

EuEY  AWS Cloud

EOWAN OVERLA It E
¥y T,

Versa SASE Gateway

In the example here, we disable the source and destination check for the VOS WAN and LAN inter-
faces vni-0/0 and vni-0/1.

Disable the source and destination check:

Navigate to EC2 - Instances, and then select the VOS EC2 instance and select the Networking tab.
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© > insnces

Instances (1/1) e

(=

Lot sised @) (Ccomneat ) (Cinstance state v) (Cactions ) (ESumeninGaneesyl 190

EC2 <
[_Q Find Instance by attribute or tag (case-sensitive) _] [Altslales v J
Dashboard
£C2 Global View [2 Instance ID =|-01822e796a5370c5e ( Clear filters ) 1 @
Events Name & v | Instance ID | Instancestate v | Instancetype W | Statuscheck | Marmstatus | Availability Zone ¥ | Public IPvd DNS v | PubliciP
nstances VOS-Branch I i-018226796a5370cSe @Rumning @ @ chinAxdarge @ 3/3 checkspassec  View alarms +  ap-south-1a - -
nstances »
Instance Types
Launch Templates — =
Spot Requests i-01822e796a5370c5e (VOS-Branch) @ v
Savings Plans.
Reserved Instances Details Status and alarms Monitering Security Storage Tags
Dedicated Hosts
- ¥ Networking details info
Capacity Reservations
Public IPva address Private IPv4 addresses vPCID
¥ Images - G 192.168.1.10 I} vpc-00811833eba324f0d (TEST-VPC-1) [
AMis 5] 192.168.3.10
0 192168210
AMI Catalog
. Public IPv4 DNS Private IP DNS name (IPv4 only)
¥ Elastic Block Store - T} ip-192-168-2-10.ap-south-1.compute.internal
Volumes .
Subnet ID 1Pv6 addresses Secondary private IPv4 addresses
Snapshats IF) subnet-0c16a6185bf30bc57 (MGMT-VOS) [3 - -
Lifecycle Manager e .
Availability zone Carrier IP addresses (ephemeral) Outpost ID
¥ Network & Security D) ap-south-1a _ -
Security Groups Use RBN as guest OS hostname Answer RBN DNS hostname IPv4
Elastic IPs IDQ) Disabled 10 Disabled
v

Blacamant Gennine

+J VERSA

Scroll down until you see the network interface IDs, and make note of WAN and LAN interface ID’s.

e EC2 3 Instances @ e &

M e ; " Launch instances [ v
< Instances (1/5) info e s @ ((connect ) ((instance state v ) (Actions v ) -
[q Find Instance by attribute or tag (case-sensitive) ] [Au states ¥ ]
Dashboard
£C2 Global View [ Clear filters 1 ]
Events Instance 1D Instancestate v | Instancetype v | Statuscheck | Alarmstatus | Availability Zone @ | PubliciPvd DNS v | Publicip
¥ Instances 1822e796a5370cSe @Running @ @ c6in.dxlarge @ 3/3 checks passec  View alarms +  ap-south-la - 13.203.1
stances [3
Instance Types
Launch Templates — ~
Spot Requests i-01822e796a5370c5e (VOS-Branch) 8 v
Savings Plans
Dedicated Hosts
" » Networking details info
Capacity
w Network Interfaces (3) info
» Images
. Q, Filter network interfaces
» Elastic Block Store [ J
Interface ID | Deviceindex | Cardindex | Deseription | Public IPv4 address | PrivateIPvd address | Private IPva DNS | 1PvE addresses
w Network & Security
Security Groups [a] - - - B
N ni-0946771262h2141b3 2 0 192168110
Elastic IPs
Placement Groups
B 1 0 3.108.205.14 192.168.3.10
Key Pairs eni-Da6B3a37ecceases3 - S SR - -
Network Interfaces
i s ]
¥ Load Balancing 0 - 13.203.189.119 192.168.2.10 - -

Load Balancers

eni-0B4f3e65ea9ec2972

Under EC2, go to “Network & Security” 2 Network Interfaces = WAN network interface = Actions =
Change source/dest.check.

e EC2 > Network interfaces

® s =

(= ] Network interfaces (1/1) e e @[ o) G-
[Q Search ]
Dashboard petach
ac
2 iobal View (2 - 1 @
elete
Events
ven Name # v | Networkinterfaceld ¥ || SubnetiD v | veCID % || Manage IP addresses v | Security groupIDs ¥
» Instances [ eni-0a683a37ecceases’ subnet-0066cas49ce71ea3d [A vpc-00811833eba324fod [ Associate address 5g-0384d7900a627a.
» Images ) Disassociate address >
» Elastic Block Store Change termination behavior
etk 8 o Change security groups
¥ Netwo curity
([ change source/dest. check | )
Security Groups
Manage ta
Elastic IPs nage tags
Placement Groups Manage prefiues
. . = Change description a
Key Pairs Network interface: eni-0a683a37eccea5e53 N e v
Madify idle connection tracking timeout
v Load Batand Details Flow logs Tags Create flow log
al ancing ——
Manage ENA Express
Load Balancers ¥ Network interface details
Taraet Groups Network interface ID Name Descriotion
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Disable “Source/destination check” and save it.

e EC2 > Network interfaces

EC2 <

Dashboard
EC2 Global View [?

Events

v

Instances

v

Images

Elastic Block Store

v

<

Network & Security

Security Groups Change source/destination check

Network interface
eni-0a683a37eccea5e53

Elastic IPs

Placement Groups

Source/destination check

Key Pairs
() Enable

Network Interfaces

<

Load Balancing
Load Balancers

Target Groups

Repeat the same for LAN interface.

e EC2 > Network interfaces @ e &,

E < @ Successfully updated the source/destination check for eni-0a683a37ecceaSe53 X
Network nterfaces (1/1) T D)

EC2 Global View [2 (Q search )
— b s fon
» Instances Delete
Name & v | NetworkinterfacelD ¥ || SubnetID v | vecip ¥ || Manage IP addresses v | Security groupIDs ¥
¥ Images eni-094677f262b2141b3 subnet-0d0d68a65afadfb23 (2 Vpc-00811833eba324f0d [ Associate address 5g-0384d79002627a.
» Elastic Block Store L — Disassociate address >
i e R
Security Groups Change security groups
Elastic IPs [ change source/dest. check | ]
Placement Groups _ Manage tags
Key Pairs Network interface: eni-094677f262b2141b3 a Manage prefixes 8 v s
Change description
v Load Balancing el [Fowlonss || Tegs Modify idle connection tracking timeout
Load Balancers v Network interface details Create flow log
Target Groups Network interface ID Name Manage ENA Express
S 101 €ni-094677f262b2141b3 - -

e EC2 > Network interfaces

EC2 <

Dashboard
EC2 Global View [2

Events

v

Instances

v

Images

v

Elastic Block Store

<

Network & Security

Change source/destination check

Security Groups
Elastic IPs Network interface
eni-094677f262b2141b3

Placement Groups

Source/destination check

() Enable
Network Interfaces

G 1
Load Balancing ance @

Load Balancers

Key Pairs

<

Toemnk Conine
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Copying Director Keys to VOS to resolve Connectivity Issues:

In bare metal appliance creation process, regardless of release, the Versa Director connects to an ap-
pliance and injects the public key into the appliance, to enable communication via key based login.

By Default, Versa Director tries to talk to an appliance with admin/versa123 or any other custom
username which is set in Versa Director CLI. But at present, all the AMI that are shared with customer
are prepared with password login disabled attribute, for security purpose. Users are required to sup-
ply pem key to login into the box. Therefore, Versa Director fails to communicate with appliances, and
the appliance/branch creation fails.

To solve this issue:

Copy the Versa Director /var/versa/vnms/ncs/homes/admin/.ssh/id_dsa.pub contents to the below
file in appliance:

[admin@AWS-Branch: ~] $ ls -al .ssh/authorized_keys
-FW------- 1 admin versa 1012 May 13 21:42 .ssh/authorized_keys
Create authorized_keys file if it is not present on the appliance.

To add the id_dsa.pub.it to authorized_keys in the appliance edit the file using “sudo nano .ssh/au-
thorized_keys” add the copied id_dsa.pub.
NOTE: File permission should be 600. To change the file permission run -

chmod 600 authorized_keys.
Concerto Configuration:
To Onboard the branch to the Headend we need to create Master profile and device on Concerto.

Creating Master profile in Concerto:

Creating Interface:

Go to respective Tenant and click on Configure > Secure SD-WAN a Profile Elements a Policy Ele-
ments > Device - Interface > Add Interface

98



) VERSA

W VERSA SASE-WORKSHOP CONFIGURATIO Asia/Caleutta ~ 3= B English v

NETWORKS
BETA

Security Service Edge Secure SD-WAN
Search By Name T
Profiles Profile Elements

Configure

> Policies | 1

|v Policy Elements = 2 |

| v Device | 2 |

Interface = O

Radio 2

Monitor

> Network Services 0

Analytics > VPNElements | 0

> Rules 0

Inventory > Elements | 4293

WAN Interface:

Provide the name of the interface and select the category as WAN and under Location, interface can
be specified or can be parameterized based on the requirement.

v
Service Provider Administrator

WVERSA  SASE-WORKSHOP CONFIGURATIO () Asia/Caleutta v = HEngish v | @ | U™

Create Interface
Configure > Profile Elements > Policy Elements > ... > Interface

Comecin QoS Permissions
Internet Version1

Description

Type

Physical "~ Virtual

Enabled Block ICMP Speed Test Server
Monitor =
Category Sub Category
e WAN v| Wired v
Analytics
Location VLANID
=] $WAN-INTERFACE] 0-4094

Inventory

i

Under Connection provide the necessary information regarding the Connection Type, Connection
Name, IPv4 Address, Nexthop and DNS information and save.
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Create Interface
Configure > Profile Elements > Policy Elements > ... > Interface

General QoS Permissions

Connection Type Connection Name

Broadband ~  Internet v

Uplink Bandwidth (Kbps) Downlink Bandwidth (Kbps)
“Address
IPv4 Interfaces STATIC -~ DHCP
IPv4 Address Nexthop
$Internet-Inerface-IP $Internet-Inerface-NH
Primary DNS Secondary DNS
$Primary-DNS $Secondary-DNY

Add Additional IPv4 Address

Add IPv6 Address.

ot

Note: By default, it is DHCP you can disable the knob to configure it as STATIC.

This will create a WAN interface.

) VERSA

NETWORKS

SASE-WORKSHOP

CONFIGURATIO

Asia/Calcutta v ¢= | B= English

BETA

Policy Elements: Device : Interface = 1

+ Interface

Search By Name

Internet i Versionl
Con?gure Interface Category Location

Enabled WAN | Wired $WAN-INTERFACE

Connection Name IPv4 Address Nexthop

Internet

> Variables | 5

Monitor

LAN Interface:

$Internet-Inerface-IP

$Internet-Inerface-NH

To create a LAN interface, select the category as LAN and provide necessary information.
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Create Interface
Configure > Profile Elements > Policy Elements > ... > Interface

Addressand Routing QoS Permissions

= Version 1
Configure
Description
Type
Physical ~~ Virtual
Enabled
Monitor -
Category Sub Category
LAN ~  Wired v
Analytics
Location VLANID
$LAN7INTERFACE1 0-4094
Inventory B
Cancel H

Under Address and routing provide the IPv4 address as a parameter, VPN Name and save the configu-
ration.

Create Interface

Configure > Profile Elements > Policy Elements > ... > Interface
General Qo5 Permissions
Address
1Pv4 Address STATIC -~ DHCP

$LAN-IP-ADDRESS

Add Additional IPv4 Address

DHCP Relay

VRRP

Add IPv6 Address

Guest Interface VPN Name

SASE-WORKSHOP-Enterp...

coneet

Inventory

This will create a LAN interface.
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Policy Elements: Device : Interface 2 Search By Name
LAN-1 i Versionl @}
Coniure Interface Category Location
Enabled LAN | Wired $LAN-INTERFACE
IPv4 Address

$LAN-IP-ADDRESS

> Variables | 2

VPN Instance:

To define the topology of the network we need VPN instance to be created.

Under Configure, go to “Secure SD-WAN” - Profile Elements = Policy Elements - VPN Elements 2>
VPN Instance and click on “Create VPN Instance”.

n
Security Service Edge Secure SD-WAN
Profiles Profile Elements |

Configure

> Policies | 1

~ Policy Elements | 4

> Device = 4

> Network Services 0

Monitor

VPN El ts 0
Welcome to the VPN Instance page
VPN Instance | 0 ou can define topology for SDWAN traffic like Spoke to Spoke via Hub, Spoke to Spoke Direct for a selected VPN (VRF).

r Internet Access and Underlay routing on selected WAN circuits and customized redistribution policies for the VPN (VRF).

5]

Analytics > Rules ' 0

>
EI Elements | 4293 Create VPN Instances

Inventory

In the Settings tab under VPN select the Tenant name and the VPN name.

Under Topology select the topology as per the need. By default, it is full mesh. DIA can be enabled un-
der Split Tunnels if needed.

Once done click on “Skip to Review”.

102



Add VPN Instance

©

Settings

Routes Redistribution Permissions

VPN

Tenant*

SASE-WORKSHOP

VPN Name*

SASE-WORKSHOP-Enterprise

Topology
Spoke Parameters
Topology

Full Mesh

Hub Parameters
Scope Reject O

- Enterprise

Spoke Communities 4+ Add Variable

Split Tunnels

Direct Internet Access(DIA) Disabled

Underlay Disabled

Gateway Capability Disabled

Gateway Capability Disabled

Cancel

Skip to Review

+J VERSA

Review & Submit

ther Region Routes

Under “Review & Submit” provide a name to the VPN and Save the configuration.

Add VPN Instance

Settings

Routes Redistribution

Review your configurations. Before submitting, review and edit any steps of your configuration below.

General
Name

Branch-VPN

Tags

Variables

Master Profile:

Description

Cancel Back

Permissions

O

Review & Submit

Save

A master profile is a collection of one or more sub-profiles. A single master profile can be applied to

one or more devices.
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Creating a Basic Master Profile:
Under respective Tenant go to Configure > Secure SD-WAN - Profiles - Master Profiles > Basic.

Security Service Edge Secure SD-WAN

Profiles Profile Elements

Configure

v Master Profiles 4

Basic 4

Standard O

> SubProfiles 0

Monitor

Clone the default Basic- MP and Provide a Name to it.

Master Profile : Basic | 4 Search By Name sEaren. E
View
et 1Policy ORules 1Policy ORules ™
IPS URL Filtering
B
Configure Default-Active-Active i Versien1 | } Default-Basic-MP i Versionl | }
= Network = Network # Edit
WAN 1 1Wired WLAN 1 LAN 2 WAN 3 1Wireless WLAN 1
Enterprise-WiFi Enterprise-WiFi 2 Wired Enterprise-WiFi B
Enterprise-LAN References
X Delete
o & Application & Application X Disable Auto Delete
QoS 1Policy ORules Traffic Steering 1 Policy O Rules QoS 1Policy ORules Traffic Steering 1 Policy wmrures———
) © Security © Security
Analytics Access Control Antivirus IP Filtering Access Control Antivirus IP Filtering
1Policy | O Rules 1Policy ORules 1Policy O Rules 1Policy 1 0 Rules 1Policy |0 Rules 1Policy | O Rules
H > Variahles | 3 » Variahles | 3
Inventory
Showing page 1 of 1 10rows v <Previous 1 Next>
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- | Clone Basic Master Profile Default-Basic-MP |

AWS-Branch-MH

cance' m

Click on Edit Master Profile, under General tab provide the “Scope”, “SDWAN Solution Tier” and click

on Next.
Edit Master Profile
Configure > Profiles > Master Profile > Basic : AWS-Branch-MP
General  Profile  Permissions
. Name
¥ 2 Version 1
Configure AWS-Branch-MP fersion
Description
Type
Basic
Scope
Monitor Single Tenant N
SDWAN Solution Tier Non-SDWAN Solution Tier
[ Prime-SDWAN v | select v
Analytics
Summary
E‘ Variables | 3

Inventory

P einedOTalD | A Ambmckmmm iDL A
Close Next | ¢

Click on WAN and remove all the interfaces.
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Edit Master Profile
Configure > Profiles > Master Profile > Basic : AWS-Branch-MP

General  Profile Network ' Security = Application ' Others  Permission

Enterprise-Wi

WAN

<
Configure > Profiles > ... > Interface : AWS-Branch-MP

WAN

) VERSA
s Internetv1
I WAN | 3 I

Internet E Private
DHCP DHCP

Edit

: Delete |

Replace Version

Privatev1 0 Variables §

LTEv1 0 Variables }

Add Interfaces

Close n

One all the interfaces are removed under WAN, click on “Add Interfaces” and select “Choose Inter-

faces”.

WAN
Configure > Profiles > ... > Interface : AWS-Branch-MP

Create New | | Choose Interfaces
Add Interfaces

No Interfaces Present

Configure

Inventory

Close

Choose the WAN interface which we have created earlier and click on Add.
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]
Choose Interfaces

Configure > Profiles > Master Profile > ... > Interface
Profile Elements / Policy Elements / Device / Interface

= WAN 1 Unselect All
;Irrlnternet.vl v
B LAN 1 Select All
~LAN-1v1

o E

Once added click on Close.

< WAN
Configure > Profiles > ... > Interface : AWS-Branch-MP

Internetv1 5Variables $

Add Interfaces

E Close

Repeat the same for LAN interfaces

) VERSA
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Edit Master Profile
Configure > Profiles > ... > Basic : AWS-Branch-MP

General  Profile Network ' Security  Application ' Others  Permissior

LT Wi
Enterprise-WiFi

|
< B
Configure > Profiles > ... > Interface : AWS-Branch-MP

Enterprise-LAN.v1

Edit

l;.l Internet
Lg| STATIC IDeIete I

.
$Internet-Inerface-1P
Replace Version

Enterprise-WiFiv1 1 Variables 3

Cancel n Add Interfaces

One all the interfaces are removed under LAN, click on “Add Interfaces” and select “Choose Inter-

faces”.

LAN
Configure > Profiles > ... > Interface : AWS-Branch-MP

CreateNew | [Choose Interfaces

Add Interfaces

No Interfaces Present

Configure

Deploy

Choose the LAN interface which we have created earlier and click on Add.

Choose Interfaces
Configure > Profiles > Master Profile > ... > Interface
Profile Elements / Policy Elements / Device / Interface

= WAN | 1 Select All
~Internetvl
= LAN 1 Unselect All
F-LAN-1v1 v |

Close Add
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Once added click on Close.

LAN
Configure > Profiles > ... > Interface : AWS-Branch-MP

LAN

LAN-1v1 2 Variables $

Add Interfaces

E Close

Click on “Enterprise WiFi”, select 3 dots and then delete.

Edit Master Profile < WLAN
Configure > Profiles > ... > Basic : AWS-Branch-MP Configure > Profiles > ... > Interface : AWS-Branch-MP
General f Network = Security Application ' Others ~ Permissior Enterprise-WLANy1
[Edit
— ?WIFI . Delete
Enterprise-WiFi Add Service Replace Version
LAN 1

WAN 1

® _| Internet
. P .
o &g STATIC

® _, Sinternet-Inerface-IP

e B

Once the configuration is complete, move to Others tab.

) VERSA
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Edit Master Profile
Configure > Profiles > Master Profile > Basic : AWS-Branch-MP

General  Profile | Network | Security = Application Permission

WAN | 1

Internet
STATIC
$Internet-Inerface-IP

Cancel H

Under Others tab select VPN Instance.

Edit Master Profile
Configure > Profiles > Master Profile > Basic : AWS-Branch-MP

General  Profile Network ' Security  Application ' Others  Permission

DHCP
=
2 DHCP Servers
CGNAT
=

No Service Present

+ Add Service

VPN Instance

1 VPN Instance

BGP Peer Policy

Y=
No BGP Peer Policies
+ BGP Peer Policy
Redistribution Policy
-—
Cancel Next E

Delete the existing VPN instance and add the one which we have created.

) VERSA
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< VPN Instances
Configure > Profiles > ... > VPN Instance : AWS-Branch-MP

Tenant: undefined

Enterprise-VPNv1

Edit

: Delete I

Replace Version

Add VPN Instance

Under VPN Instances, click on “Add VPN Instance” and click on “Choose VPN Instance”.

< VPN Instances

Configure > Profiles > ... > VPN Instance : AWS-Branch-MP

No VPN Instance

Create New | IChooseVPN Instancel
o

| Add VPN Instance |

Select the VPN instance and click on Add.

Choose Rules
Configure > Profiles > Master Profile > ... > VPN Instance
Profile Elements / Policy Elements / VPN Elements / VPN Instance

S VPN 1 Unselect All
-—Branch-VPNv1 v |

Close Add

Once added, click on “Close” and save the Master profile.
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< VPN Instances
Configure > Profiles >... > VPN Instance : AWS-Branch-MP

Tenant: SASE-WORKSHOP

Branch-VPNv1 0 Variables #

Add VPN Instance

Close

Master Profile: Basic 5 Search By Name
AWS-Branch-MP i Version 1 :
= = Network
Configure WAN 1 1Wired WLAN 0 LAN 1 LAN-1

& Application
QoS 1Policy ORules Traffic Steering 1 Policy ' O Rules

© Security

Access Control Antivirus
Monitor 1Policy  ORules 1Policy ORules
IPS
@ 1Policy ORules

Analytics

> Variables | 7

Deploying the device:
Go to “Deploy” and click on Add Site.

IP Filtering
1Policy ORules
URL Filtering

1Policy ORules

112



) VERSA

< S
~ Sites Regions
View
Sites: 4 +Add Site | & Download CSV & Import CSV H @

e Hl.lb
Configure /

Under Create Site, Provide Name, Country, Zip, Director details, controllers and click on Save.

Create Site

Name B

AWS-SITE

Region

Default v

Zip Code
560016

Director

APAC-SASE-POC-Director ~

Controllers

Select Controllers

Controller 1 <

Cancel ave

Double click on the created site. It will take you to the below page.
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wvishnu -
Service Provider Administrator
a

<ites AWS-SITE +Appliance  +Hub +Huhronzmuern = c Search m

Site Summary

W VERSA SASE-WORKSHOP DEPLOY (o) Asia/Calcutta ~ = SiEngisn v Q)

Site
AWS-SITE §

Location
9 i

Region
Default

Monitor Publication Status
Not available

-~ Profile Assignment
il

. No Profiles Assigned
Analytics

Since we will be deploying a device with type as appliance, click on “+Appliance”.

Under Add Appliance Provide necessary information and select the ZTP type as Serial for Script based
ZTP.

a
Sites AWS-SITE

Add Appliance

Name

AWS-Branch

Global Appliance ID

ZTP Type
Serfal Number ~~ URL

Serial Number

AWS-BRANCH

Model
Select v
Staging Controller
ntroller-1
VPN Profile

Internet-Controller-1-Staginglpsec

License Period

1 Year v

Bandwidth

Select Bandwidth v

ot

Provide the Bandwidth and click on “Set Profile” to associate the master profile which we have cre-

ated and click on “Apply” and save the Appliance.
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Edit Appliance

Set Profile
Serial Mumber ~~ URL
Serial Number Current Profile
AWS-BRANCH None
Model
Select v Q
Staging Controller Available Profiles
~ Basic
VPN Profile v SingleTenant
AWS-Branch-MPv1
Default-Active-Activey1
ens
Default-Basic-MPyv1
1 Year v
VOS-Branch-MPy5
i
25 Mbps v

Set Profile
Cancel I pph
Cancel Save bR
| !

All the Parameters provided under Profile elements should be filled under Pending Variables in “De-
ploy” tab while creating the device.

When you hover onto the Gear icon, it shows pending variables, click on it to fill the variables.

Sites: AWS-SITE +Appliance +Hub  +Hub Controller u = ¢ fearc m

Site Summary

Site
AWS-SITE

Location

B 9 India

Region
Default

TR | Add Redundancy
J \ Set Profie Publication Status [
Publish
/| Pending Variables [+,
¢ e e ‘-) Delets Appliance
EI View Configuration
View History 1
Y . el Total
.......... T Syn From Director

Pending Variables
1

Profile Assignment m
AWS-Branch-MPyv1

E 4 AWS-Branch
1
Showingpage 1 of 1 10Appliances v ¢Previous 1 Next» Total

Add the pending variables and click on Add.

Review the configuration of the appliance and click on Save.
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Variables |7 _ Edit Appliance Configuration
Deploy > AWS-Branch > Profiles > Master Profile > Basic : AWS-Branch-MP Deploy > AWS-Branch > Profiles > Master Profile > Basic : AWS-Branch-MP
Types |3 IPV4 or DHCP |3 General Profile Permissions
| 1PV4orDHCP | 3 Name & Value N
= VNI Name | 2 o 9
< Interface 1P| 2 Internet-Inerface-NH AWS-Branch-MP Version1
192.168.3.1
Primary-DNS Description
8888
Secondary-DNS
8844
Type
Basic
Scope
Single Tenant -

SDWAN Solution Tier Non-SDWAN Selution Tier
Prime-SDWAN v Select v
Summary

Variables | 7

IPV40r DHCP | 3 VNIName | 2
InterfaceIP | 2

H Close @=n

To Publish the configuration on to the Director, click on Publish.

[J Publish
€ you t to publish AWS-Branch?

> Options

Once the device is published, we can check the status in the tasks.

x
Tasks Al - vishnu x Auto Refresh every 15secs ' Refresh now
User Name Description SerialNumber  Start Time End Time Progress
> vishnu AWS-Branch Publishing ta Appliance for tenant [SASE-WORKSHOP] 321632 ?11:12;!29:4 if;;/;:’gjm )
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Creating Private app Protection Rule:

) VERSA

To Create a secure access rule for allowing traffic from SASE clients to Azure VM through overlay tun-
nels, Go to Configure > Secure Service Edge - Real-Time Protection = Private App Protection and

click on “Add”.

W VERSA SASE-WORKSHOP

Security Service Edge Secure SD-WAN

Real-Time Protection

Intemet Protection

L.

Users s Groups.
Profiles 1 Apglications. v LDAPL
Safe Search
Network Obfuscation
Settings

I Applications v LDAPT

Advanced Security Users

Secure Access ;

Digital Experience Monitoring [DEM)
TLS Decryption Lagplications
Bandhwidth Limits

Profiles and Connectors
Partner Integration

User and Device Authentication

User-Defined Objects

Settings
I Agplications

CONFIGURATION

)

Below are all the rules for your Private App Protection Policy.

Network Layer 3-
Endpoit Posture Services Schedule Source
Endpoint Infarmation Al Layes 4 Service: Mot Awailable  All Geolocations are selected
Proile (EIP)
is
k bands
Endpoint Information Al Laver 4 Services rotavailable  All Geolocations are selected
Profile EIF)
 Source Zane Al Layer 4 5 Awailable
SDWAN Zone
Versa
Al Layer 4 Services taot awailable UG ocstions are selected

SDWAN Zone

0 ™ SourceZone
SDWAN Zone
versa Client

Al Laver 4 Senvices rotAvailable Al Geollocations are selected

vishnus
O | sorvice provder Acministrator

Publich (7)

AsiafCalcutta ~ = | W Englsh

2 Ref Sedect Columns ~
Geoeeations
Destination Security Erforcement
All Gealocations are seiected URL Filtesing w-peiv-aop
‘AllGaokocations are seiected URL Filtering 18 URLF
All Geolocs URL Filtering UL4-URLFILTER
AllGeslocations are seiected Rt Fitering URLF-Private-App-Protect

Al Geo locations are selected Malwars Protaction
URL Filtesing

Intasion

EasyMalvare Protection
EasyURLFiltering
EasdEs

Leave everything to default and Under “Security Enforcement” Configure the action as “Allow”.

W VERSA SASE-WORKSHOP

m Croate Privi i

H1l rate App Pratection Rule

View

-]
onfigure CEETS

Enable TCP Keepalive
nidle TCP long- polic

CONFIGURATION

2

vishay

o/ v = | S Englsh v
fdalalams = e © | servcs rovider Acminisrator

Users & Groups

Endpaint Posture.

GEO Locations

)
(-] ()
Network Layer 3.4 Entoresment

Choose the type of enforcement action for your Private Application Protection Rule.

ike VNG or RDP

@ o=

P> "

”/E‘\ Reject

N/ Drop the session and send a TCF reset [RST] or, for UDP,an ICMP por

N

rt unreachable message

iteria toallow or refect traffic.

Note: Security Enforcement and match criteria can be configured as per the requirement.

Under “Review and Deploy” provide the “Name” for the Private App Protection Rule and click on

“Save”.
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A 2 - vishau
W VERSA SASE-WORKSHOP CONFIGURATION @ AsialCaloutta v = WREngh v @) L e

" o o o o © @

Configure Applications Users & Groups. Endpoint Posture: GEO Locations

Review your Private App Protection Policy configurations below.

ations of your rul edit amy step of your

General
Name* @ Deseription
Private-spp-rule

Tags

Rule Is Enabled

Applications  # it

 All Applications

Users & Groups  # Edit

Users & Groups  All Users Users Device Groups Al Device Groups
User fisk Bands Al Risk Bands.

Under “Configure the Rule Order” place the rule at the top.

Configure Rule Order

He uld you like to process rule "Pri

() Process the rule|ast (add this rule at the bottom of the rule list)
(® Process the rule first (add this rule at the top of the rule list)

O Process the rule inspecific placement (select

Cow ) .

Once the configuration is complete Publish the Configuration to SASE Gateways.

. vishou
- Eglsh v
Enelh ~ | @ | ovics rovider Adinstrator

———

Below are all the rules for your Private App Protection Policy.

v VERSA SASE-WORKSHOP Private-app-rule created successfully ¢ AslalCaleumts ~ =

Q Searchbykeywordor name | Y Filter +add @ L] & Refresh | Select Cohurns v
Network Layer 3-4 Gea Locations
Rule Name Applcations. = Services Scheie Source Destination ‘Secarity Enforcement.
Private-app-rule Al Agglications. ANl Users. Endpoint Information ™ Destination Zone All Layes 4 Services Mot Awailable Al Geolocations are selected Al Geolocations are selected Action [E]
User Risk Bands Profie (EIP) P
Al risk bands All devices o

Entity Risk Bands
Al risk bands

Onboarding VOS:

SSH to the AWS VOS EC2 instance. (refer Accessing EC2 Instance) and login with username admin.
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Check the status on the task bar.

Tasks Al - () Auto Refresh every 15secs ' Refresh now
User Name Description Serial Number Start Time End Time Progress
- aopli : 5/14/2025 5/14/2025
¥ admin Create Baremetal Appliance createAppliance: appliance Name:AWS-Branch} 321635 13931 PM a8 Pm v

TaskID:  8fd9daad-f617-4660-b962-h3bE5357d593
Messages: o [2Factor Authis skipped.]

+ Connectingto appliance...

Setting up appliance...

Applying initial configuration

AWS-Branch is rebooting after applying template:{ SASE-WORKSHOP_AWS-Branch}

Successfully Set Current Time.

Connecting to appliance...

Once the device is onboarded it will show up in Concerto.

119



+J VERSA

ot AWS-SITE +Appliance +Hub 4 Hub Controller n = c Search m

Site Summary
AWSSITE i
Location
Q s
Region
Defaut
Publication Status 7]
AWS-Branch
1
Total
Current
1
Profile Assignment [

AWS-Branch-MPv1

AWS-Branch
1
Showingpage 1  of 1 10Appliances < Previous 1 Next> Total

Foran EC2 instance to reach the subnets connected to SASE GW we need to create a static route to-
wards VOS LAN interface on the Main Routing table of VPC.

Routing in AWS:

Under VPC dashboard, go to Virtual Private Cloud - Route tables and select the Main Route table of
your VPC.

- ast updated o
VPCambonrd ] ¢ g Routetables(1/1) e s e

((QFind route tables by attribute or tag )
EC2 Global View [2

x
Filter by VPC v m. 1 ]
= P Name v | Routetable ID v | Explicit subnetassoci... v | Edgeassociations ¥ | Main v | VPC v | OwnerID v
¥ Virtual private cloud

VP14 £th-03142ecd1006c917f = - -
YourvPce [ TEST-VPC-1-RT | 1 1 ] Yes vpC-00811833eba324f0d | TES. 920814761460 ]

Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs
Managed prefix lists

NAT gateways = = =
Peering connections rtb-03142ecd1006¢917f / TEST-VPC-1-RT
v Security Details Routes Subnet Edge Route pr Tags
Network ACLs
Security groups N
Details
v PrivateLink and Route table ID Main Explicit subnet associations Edge associations
Lattice 10 rtb-03142ecd1006c917f 0 Yes 2 2
Getting started Updated
S vpC Owner ID
Endpolnts: Updsted Vpc-00811833eba324f0d | TEST-VPC-1 0 920814761460

Endpoint services

seris petvods it Once
clicking on “Route Table ID”, under Routes click on “Edit routes”.
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e VPC > Routetables > rtb-03142ecd1006c917f

rtb-03142ecd1006c917f / TEST-VPC-1-RT

© 6 &

VPCdashboard <

EC2 Global View [2

Filter by VPC v Details o
Route table ID Main Explicit subnet associations Edge associations
v Virtual private cloud 0 rtb-03142ecd1006¢917f 0 Yes = 2
Your VPCs vPC Owner ID
Subnets Vpc-00811833eba324f0d | TEST-VPC-1 0 920814761460
Internet gateways Subnet iati Edge Route p i Tags
Egress-only intemet
gateways R ——
outes (2) (o v )| Gedtrowe)

DHCP option sets S B

(C\ Filter routes ) 1 @
Elastic IPs

Destinati v | Target v | Statu v | P ted v
Managed prefix lists i | Targe | status | Propagate
NAT gateways 0.0.00/0 igw-06d4df7e075fef16b @ Active No

192.168.0.0/16 local @ Active No

Peering connections

- Caveciies

Under destination add the SASE Client pools with the target as VOS-Branch LAN interface and save
the changes.

= VPC > Routetables > rthb-03142ecd1006¢917f > Edit routes e B

Edit routes

Destination Target Status Propagated

192.168.0.0/16 = v ) @i No
(@ tocal x)

(@ 17218110724 X | [ Netwark interface v | @hcive No
("Q eni-094677F262b2141b3 I3 ]

(@ 17218100724 X | [ Netwark interface v | @hcive No
(7@ eni-094677f262b2141b3 X

(@ ooo0m0 X | [ intemet Gateway v ) @acive Ne Remove
(@ igw-06dadfreo7steti6h X )

Once saved the routes should be visible in the Main Routing table of VPC.

e VPC » Routetables > rtb-03142ecd1006c917f ® 6 &

VPC dashboard ¢ - @ updated routes for rtb-03142ecd1006¢917f / TEST-VPC-1-RT successfully X
» Details

EC2 Global View [3

rtb-03142ecd1006c917f / TEST-VPC-1-RT

Filter by VPC v
¥ Virtual private cloud .
Details it
Your VPCs
Route table ID Main Explicit subnet associations Edge associations
Subnets I3 rtb-03142ecd1006¢917F O Yes - B
VPC Owner ID

Internet gateways

vpc-00811833eba324f0d | TEST-VPC-1

6 920814761460

Egress-only internet

gateways
e option sete Subnet associations  Edge Route pr i Tags
Elastic IPs
Routes (1 o) ()
NAT gateways (Q_Fitter routes )] 1 @
Peering connections Destination v | Target v Status v | Propagated v
¥ Security 0.0.0.0/0 \gw—DdedWEO?S'FFT 4] @ Active No
Network ACLS 172.16.100/24 eni-094677126202141b3 [ @ Active No
Security groups 172.16.11.0/24 eni-094677f262b2141b3 [ @I\rilve No
v PrivateLink and 192.168.0.0/16 Tocal © Active No

Lattice

Verifying Routes

Verifying Routing on VOS AWS-Branch:
Dynamic tunnels between VOS AWS-Branch and SASE Gateway should be up.

To view the tunnel status, click on “Monitor”, go to respective Site and click on “View Appliance”.
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Sites: AWS-SITE

Site Name

AWS-SITE

Bangalore_APAC-SASE-
POC-Director

INDIA

Mumbai_APAC-SASE-POC-
Director

SASE-GW1-PHPManila

Location

India

Karnataka, India

India

Maharashtra, India

SASE-GW1-PHPManila
Philippines
Philippines

Showing 1-5 of 5 entries 10Sites v

Current ' 1

Current ' 1

Current ' 1

Current ' 1

Pending Publication ' 1

Under Monitor, click on “Monitor Appliance”.

W VERSA

Sites: AWS-SITE

Appliance Name

AWS-Branch

SASE-WORKSHOP

Hub Profile

No

Showing 1-1 of 1 entries 10 Appliances v

Alarms

MONITOR

Publication Status

Current

< Previol

Region

Defaul a L
I\IiewAppIiances
Default

Default

Default

Default

< Previous 1 Next >

Run Diagnostics
Monitor Appliance |
Delete Appliance

) VERSA

Under Monitor = Devices = <Branch Name> = Services 2 SDWAN - Sites. Make sure all the de-
vices are connected.
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< Sit=s AWS-SITE
Organization | SASE-WORKSHOP v ‘You are currently In Appliance View

W Surnm:rv & Cloud Workload

Total Appliances &

AWS-Branch | India 560016
Inband Management Address: 172.20.1.186

(@ Reachable | SYNC:IN_SYNC Uj > Wed May 14 01:14:49 2025
Out of band Management Address: 192.168.2.10/24 @ peines o
System Bridge Address: 0A:03:21:E7:15:00

Tools Configuration ~ Shell  Config Status~

SDWAN CGNAT SDLAN IPsec Sessions. sC1 Secure Access APM WMS < >

Aggregate Traffic Application Metrics Forwarding Profiles MOS Policies Sessions Sites. SLA End To End Paths: SLA Metrics SLA Paths. Traffic Engineering Transport Paths

Site Name. Management IP Type Up Time Connectivity Status Cantroller
> AWS-Branch 17220.1.186 local 33m:Aa7s no
> Controller-1 1722002 remote 33m:8s Connected yes
> SASE-BLR-POC-GW 1722004 remote 33mids Connected ves
> SASE-MUM-POC-GW 1722006 remote 33m:as Connected yes
> SASE-PH-POC-GW 172200.14 remote 33m:8s Connected yes

Last Sucressful Login : Wed, May 14, 20

< StesAWSSITE
Organization | SASEWORKSHOP  ~ You are currently in Appliance View . 3
B ‘. ‘-\ Configurstion  Shell  Config Status™
Confre Summary  Services Tools
Interfaces m BGP  OSPF  OSPR  BFD  DHMCP  DNSProy COS  VRRP  LEF  ARP  IPSLA  PIM  IGMP  B021X  RIP  Switching  LLDP  TWAMP  SaSApp  Certifcate | < >
SASE-WORKSHOP-Enterprise ~ Unicast v IPv ~ Route Count: 13
Prefic Protocol:
BGP v
c o % v

Protocsl * Destination Next Hop. Next Hop Site Interface Name age

BGP +0000/0 1722004 SASE-BLR-POCGW Indirect 00:42:36

BGP 00000 17220046 SASE-MUM-POC-GW Indirect 004236

BGP +0000/0 17220014 SASE-PH-POCGW Indirect 004236

BGP +10.163.106.33/32 1722004 SASE-BLR-POC-GW Indirect 004236

BGP +10.195.16.65/32 1722004 SASE-BLR-POC-GW Indirect 00:42:36

BGP 17216100024 1722006 SASE-MUM-FOC-GW Indirect 00:42:36

BGP 1721610032 17220046 SASE-MUM-POC-GW Indirect 004236

BGP 17216110024 1722004 SASE-BLR-POCGW Indireet 00:42:36

BGP 7216110022 1722004 SASE-BLR-POC-GW Indirect 00:42:36

BGP 17216120024 17220014 SASE-PH-POCGW Indireet 00:42:36

BGP 17216120032 172200.14 SASE-PH-POCGW Indirect 004236

Verifying Routing on SASE Gateway:
Routing Table on SASE-GW can be viewed from “View” - Dashboard - Secure Access = Routes.

e : v = | B Ealik v vishau o
W VERSA SASE-WORKSHOP VIEW ‘;) AsalCalcutts 7= WS Engh | @ U o administrstor
kad Bl
View

SASE-BLR-POC-GW " SASE-WORKSHOP-Enterprise -
Q 192168 x
Destination Active Protocol Intertace Gateway Address Duration Tos RPM
> 19216810024 true 8GR Indirect 172.20.11B6{AWS-Branch) 00:47:57 o 209
Page 1 -

Monitor

Verifying Connectivity:
Accessing EC2 instance with IP: 192.168.1.150 from PC connected to SASE Client.
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When the SASE Client is not connected to Gateway, we were unable to reach the EC2 instance in AWS
over Private IP.

7] Command Prompt

5 Microsoft Windows [Version 10.0.26100.3915] VERSA
(c) Microsoft Corporation. ALl rights reserved. ‘

C:\Users\admin>ping 192.168.1.150

Pinging 192.168.1.150 with 32 bytes of data: ‘ " @versasase.com
Request timed out. B
Request timed out. SASE-WORKSHOP
Request timed out.
Request timed out. Gateway

' ping statistics for 192.168.1.150: e L

Packets: Sent = U4, Received = 0, Lost = 4 (100% 1
- oss),

C:\Users\admin>|

When the SASE Client is connected to the Gateway, we were able to reach the EC2 instance in AWS
over Private IP.

¥ SASE Client -
] Command Prompt X e 2

Microsoft Windows [Version 10.0.26100.3915]
(c) Microsoft Corporation. All rights reserved. ‘ VERSA

C:\Users\admin>ping 192.168.1.150
iR P 192.168.1.150 h 32 b f d
Edge inging . 25 wit ytes of data: N '
Reply from 192.168.1.150: bytes=32 time=21ms TTL=62 Gai';fj;p,”;::;gi;ﬁg?fécv?g()6
Reply from 192.168.1.150: bytes=32 time=26ms TTL=62 y
: Reply from 192.168.1.150: bytes=32 time=52ms TTL=62 ] User: " 1@versasase.com
Reply from 192.168.1.150: bytes=32 time=u49ms TTL=62

{ Ping statistics for 192.168.1.150: &
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss) e Connection Status

1
! Approximate round trip times in milli-seconds:
Minimum = 21ms, Maximum = 52ms, Average = 37ms

C:\Users\admin> | (l)

Welcome to SASE-WORKSHOP

If the EC2 instance is a webserver then you should be able to access the webpage over Private IP.
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@ Apache2 Ubuntu Default Page: X -+ = o X

C A Notsecure 192.168.1.150 5 © ¢

¥ VERSA

e

& Google Chrome isn't your default browser Set as default
E-BLR-POC

Apache2 Default P : | @versasase.com

Ubuntu EZ=N

This is the default welcome page used to test the correct operation of th
installation on Ubuntu systems. It is based on the equivalent page on De
Apache packaging is derived. If you can read this page, it means that th < I ’
at this site is working properly. You should replace this file (located at

before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page
that the site is currently unavailable due to maintenance. If the problem
site's administrator.

Configuration Overview Welcome to SASE-WORKSHOP

Ubuntu's Apache2 default configuration is different from the upstream d
into several files optimized for interaction with Ubuntu tools. The configt

SASE-WEB LOGS on Analytics:

SASE Web Monitoring > Logs > SASE-BLR-POC-GW:Logs Nothing selected -
SASE-WORKSHOP - SASE-BLR-POC-GW - Last day -
Logs Charts
SASE Web monitoring logs (SASE-BLR-POC-GW) =
() Show Domain Names
= | Apply | Clear | Copy Filter Show 10 ~ entries
Receive Time + Appliance Source Address /| Destination Address ' Source Port *' Destination Port /' Protocol ' Application ' User App Category ' URL Categ
i
Analytics May 14th 2025, 2:59:19 PMIST  SASE-BLR-POC-GW  100.72.0.18 192.168.1.150 49941 80 tep hitp @versasase.com  web private_ip_:
Showing 1 to 1 of 1 entries

You should be able to View the session information Under Monitor = Devices = <Branch Name> >
Services = Sessions.
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< Sites: AWS-SITE

Organization | SASE-WORKSHOP

U You are currently in Appliance View
@ Summary = Devices & Cloud Workload c;b

Total Appliances 6

AWS-Branch | India 560016

Inband Management Address: 172.20.1.186

Qut of band Management Address: 192.168.2.10/24
System Bridge Address: 0A:03:21:E7:15:00

(© Reachable | SYNC:IN_SYNC
Up since: Wed May 14 01:14:49 2025

Monitor

Summary

Networking ~ System  Tools

Configuration  Shell  Config Status~

SDWAN CGNAT SDLAN

sC1 Secure Access APM VMs

C @ Clear

Session Count Session Created  SessionClosed  NAT Session Count MAT Session Crea... NAT Session Clos... Session Failed

Session Count Max TCP Session Count UDP Session Count ICMP Session Co... Other Session Co...

5 4 1] 0 0 0 1000000 0 0 1 0
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About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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