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About This Document

This document provides Azure Cloud integration options and low-level configuration for integrating a SASE
solution with Azure cloud infrastructure. It covers multiple Integration options involving SASE gateways,
Azure native networking services, and SD-WAN devices to deliver secure, optimized connectivity to
workloads hosted in Azure. The guidance is based on Concerto 12.2.1, Director 22.1.4, and VOS 22.1.4.
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1. Introduction to Public Cloud

A public cloud is a cloud computing model where IT infrastructure like servers, networking, and
storage resources are offered as virtual resources accessible over the internet. Public cloud providers
deliver services under three main models, often referred to as the Cloud Service Models: laaS, PaaS,
and SaaS

Infrastructure as a Service: laaS offers the basic building blocks of IT infrastructure — delivered over
the internet. It allows users to rent virtualized computing resources like:

* Virtual Machines (VMs)

» Storage (Block, File, Object)

* Networks (VPCs, Load Balancers, IPs)
Common Use Cases:

* Hosting websites or enterprise applications

* Running development/test environments

* Backup and disaster recovery solutions

Integration Approaches for SASE Gateways with Azure
Importance of Azure Integration

Cloud workloads are rapidly increasing, making SASE gateway integration with Azure essential, as it
ensures secure and direct access to cloud-hosted resources from remote users, branch offices, and
mobile endpoints, enables enforcement of consistent security policies across both on-premises and
cloud environments, and helps maintain uniform security policies that are critical for regulatory
compliance and a strong security posture.

Type of Integration:
® Option 1: Azure VPN Integration with Versa SASE Gateway (Site-to-Site VPN Method)
® Option 2: Integration via Azure Virtual WAN

® Option 3: Integration using Virtualized Network Appliance (VOS) from Azure Marketplace

Key Components for SASE Gateway Integrations

e Resource Groups.
e Virtual Networks (VNET)
e Subnet
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e Azure Virtual Machine

e Local Network Gateway
e Virtual Network Gateway
e Virtual WAN and its components

e Network Security Group

Creating Resource Groups:

Azure resource groups are logical containers that hold related resources for an Azure solution. They
help you manage, monitor, and provision these resources as a single unit, simplifying organization and
administration.

Purpose:

e Organizes network/security resources (like VNets, VPN Gateways, Firewalls, etc.) under a sin-
gle group.

e Simplifies deployment and deletion — all resources in a group can be managed together.

e Enables policy enforcement and monitoring at the group level.

e Facilitates cost visibility by grouping related resources for billing.
Common Use Cases

e Networking Projects: Group VNets, VPN Gateways, Route Tables, and Firewalls into one con-
tainer.
e Application Stacks: Keep app servers, DBs, storage, and network resources in one group.
e Environment Separation: Create separate groups for Dev, Test, and Prod workloads.
e Access Control: Assign specific roles to teams (e.g., Networking team only manages network
resource groups).
To Create a Resource Group, Type Resource Groups in the search bar and select “Resource Groups”

and click on Create.

&« > [&] 2% portal.azure.com/#browse/resourcegroups

=l Microsoft Azure 2 rasource groups|
Home > |
All Services (37) Marketplace (2) ~ More (4)
Resource groups - @y | Uist resource groups modified recently using ARG. | | What are the differen
Versa Networks (versa-networks.com) Services See more
(=) 3 A [ ‘] Resource groups
4+ Create | 2 Manage view () Refresh L Export to CSV g Open query | @ ass gn tags

Subscriptions
Keywords: resource groups
® You are viewing a new version of Browse experience. Click here to access the old experience.

o Resource Guards

ilter for any field... ipti i X
% Filter for any fiel Subscription equals all Location equals all + Add filter *J Resource Graph Explarer
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Under Basic tab, provide the subscription info, name of the resource group, Region and click on

“Review+create”.

Microsoft Azure R Search resources, services, and docs (G+/)

Home > Resource groups >

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Subscription * ‘ Pay-As-You-Go v |
Resource group name * @ ‘ Azure-Resource-Group-VI |
Region * © ‘ (Asia Pacific) South India N |

Previous | Next Review + create

Under Review+create, validate the information and click on create.
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Microsoft Azure O Search resources, services, and docs (G+/

Home > Resource groups >

Create a resource group

Basics Tags Review + create

7 Automation Link

Basics

Subscription Pay-As-You-Go

Resource group name Azure-Resource-Group-VI
Region South India

Tags

Owner vishnu

| Previous ‘ Next

You can check the status Resource group creation under Notifications.

= Microsoft Azure L Search resources, services, and docs (G+/) I o Copilot E & & vishnu.a@versa-networ...

VERSA NETWORKS (VERSA-NET...

Home >

Notifications X
Resource groups - @ | 1dentify inactive resource groups using ARG. | Filter resource groups by status using ARG. | +1 be
Versa Networks (versa-networks.com)
More events in the activity log —»Dismiss all
Create Manage view Vv Refresh & Export to CSV Open quer <D Assign tags {= Group by none v
+ @ “ O v e ¥ Openauery . ' ooy @ Resource group created X
Creating resource group 'Azure-Resource-
/ou are viewing_a new version of Browse e 3 perience - . s
(D You are viewing a new version of Browse experience. Click her he old experien: Group-I' in subscription Pay-As-You-Go
succeeded
% Filter for any field... Subscription equals all Location equals all X 4 Add filter
.
l Name 1 I a few seconds ago

VNET:

Azure Virtual Networks provide logical isolation of cloud resources, similar to a traditional on-premises
network, and enable secure communication between Azure resources, on-premises environments,
and the internet.

Use Cases:
e Segmentation of workloads

e Hybrid connectivity with on-prem
To create a Virtual Network, In Azure portal, search for 'Virtual networks’ and click “+Create”.


http://portal.azure.com/

~ A Resource Manager - Microsoft X Ay

<« - C S5  portal.azure.com/#view/HubsExtension/ServiceMenuBlade/~/resourcegroups/extension/Microsoft_Azure_Resources/menuld/ResourceManager/it.. % ¥ In ) ° H

a

Home > Resource Manager

All Services (55) Resources (30) ~ More (4)
(%) Resource Manage B ARG ) ( List resource groups modified recently using ARG. ) +1 X
Versa Networks Services See more
Search ¢« 4> Virtual —
| 2 searc Virtual networks B | o = Group by none
App Services
@b Resource Manager @ Keywords: net.asp.net, net code.asp net core
All resources <> Network connections
¥¢ Favorite resources Network foundations
(1) Recent resources Resources oo more all = ? ownerequalsvishnu (1) X 4 Add filter
[
v A Network foundation - Microsol X+ = o X
&« 2> C % rtal.azure.com/#view/HubsExtension/Asset| lade/~ /virtualnetwork | NetworkF i 1/extensionName/Microsoft_Azure_Ne.. % ¥ H
pol

Home > Network foundation

+.» Network foundation|Virtua| networks| # -~ ®B | identify issues across virtual networks | | Check virtual networks for connectivity issues | +1 X

Preview

VERSA NETWORKS (VERSA-NET.

|,C- Search &« | -+ Create |f§3 Manage view ~» () Refresh | ExporttoCSV 5 Open query 17
@o 2
veniew Filter for any field Subscription equals all Resource group equals all Location equals all > +V Add filter
~  Virtual network
Showing 1 to 100 of 239 records. No grouping v ist view Y
® Virtual Network
overview [j Name T Resource group T4 Location Ty Subscription Ty
1

Under “Basics” tab, specify subscription, resource group, Virtual Network name, region and then click
on “Next”.
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Home > Network foundation | Virtual networks >

Create virtual network

Basics | Security IP addresses Tags Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure, VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure’s infrastructure such as scale, availability, and isolation.

Learn more. of

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * ‘ Pay-As-You-Go ~ |
Resource group * ‘ Azure-Resource-Group-Vl v |
Creglenew

Instance details

Virtual network name * ‘ Azure-SSE-WVNET-VI |

Region * (& ‘ (Asia Pacific) South India ~ |

Deploy to an Azure Extended Zone

Previous

Review + create

Under “IP addresses” Define the address space of your virtual network and click on Next.
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Home > Network foundation | Virtual networks »

Create virtual network

Basics Security Tags Review + create

Configure your virtual network address space with the IPv4 and IPv6 addresses and subnets you need. Learn more of
Define the address space of your virtual network with one or more 1Pv4 or IPv6 address ranges. Create subnets to segment the
virtual network address space into smaller ranges for use by your applications. When you deploy resources into a subnet, Azure

assigns the resource an IP address from the subnet. Learn more o

D Allocate using IP address pools. Learn more o

+ Add a subnet

* 192.168.0.0/16 [i] Delete address space

This address prefix overlaps with virtual network "Windows'. If you intend to peer these virtual networks, change the

address space. Learn mare )

192.168.00/16 [ ne ~
192.168.0.0 - 192.168.255.255 65,536 addresses
Subnets IP address range Size NAT gateway
default 192.168.0.0 - 192.168.0.255 /24 (256 addresses) - & W

Add IPv4 address space |

Review + create

| Previous |

Under “Review+create” make sure the information is correct and click on “Create”.
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Microsoft Azure

Home > Network foundation | Virtual netwarks >

Create virtual network

@ Validation passed

Basics Security

View automation template
Basics

Subscription
Resource Group
MName

Region
Security

Azure Bastion
Azure Firewall

Azure DDoS Network Protection

IP addresses

Address space

Subnet
Tags
Owner

Next

Previous

IP addresses

Tags

Pay-As-You-Go
Azure-Resource-Group-VI
Azure-SSE-VNET-VI

South India

Disabled
Disabled

Disabled

192.168.0.0/16 (65,536 addresses)

default (192.168.0.0/24) (256 addresses)

vishnu

Download a template for automation

Make sure the departmentis complete.

T

2, Azure-SSE-VNET-VI-1758626047555 | Overview

Depioyment
Search | [l Delete " Redeploy L Download () Refresh
2 Overview 7
@ Your deployment is complete
¥ inputs
[ Dorme vome : AnreSSEANET-Tssezs04TSS Starttime  : 9/23/2025, £4112 PM
= Outputs Subscription Pay A G Correlation ID : 24a11b6b-fa62-421-b350-552abc9314cd
i Resource group Groupvi
Deployment details.
Next steps

Go to resource

Give feedback

2 Tell us about y

SUBNET:

ur expenence with deployment

@
Cost management
Get notified to stay within your budget and

prevent unexpected charges on your bill
alerts >

o

Microsoft Defender for Cloud
Secure your apps and infrastructure

50 10 Microsot Defendee for Cloud >

Free Microsoft tutorials.

Start learning today

Work with an expert
Azure experts are service provider partners
who can help manage your assets on Azure
and be your first fine of support.

Find an Azure expert >

vishnua@versa-networ.

VERSA NETWORKS (VERSA NET

) VERSA

Notifications
@ Deployment succeeded
55'to resource group

oo s

3 few seconds ago

A subnetis arange of IP addresses within a Virtual Network (VNet) in Azure that segments the VNet into
smaller, manageable sections to organize and secure resources.

Types of Subnets:
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Default Subnet: Created automatically when a VNet is created (optional).

Gateway Subnet: Dedicated subnet for VPN Gateway or ExpressRoute Gateway.
Creating subnets:

To Create subnets, go to respective Azure Vnet and under settings click on Subnets.

= Microsoft Azure P Search resources, services, and docs (G+/) I B Copilot (Ex)

Home > Network foundation | Virtual networks >

~.n Azure-SSE-VNET-VI | » « My | Review flow metics for my Virtual Network | | Suggest connectivty mode! for this network | | Diagnose issues with his virtusl network
Virtual network

° C Sumev [ Dekte ) Reren /7 Gue fedback

45 Overview

A Essentials
B Activitylog
Resource group (move) : Aoure- Address space + 192.168.0.0/16
5 Access control (1AM)
Location (move] + South India DNS servers. + Azure provided DNS service
N ()
@ nos Subscription (movs) Pay BGP community string Configure
¥ Diagnose and solve problems Subscription ID 8e8a66d5-5825-4975-860-57TafddGlac Virtual network ID 7d5b6df1-C5b0-4406-3bdd-eBcad5t14232

. Resource visualizer

Tags (edit : Owner: vishnu

45 Address space Topology  Properties  Capabilities (5)  Recommendations  Tutorials

& Connected devices

6 DDos protection . Azure Firewall 4§ Ppoerings ;’ Microsoft Defender for Cloud <I> private endpoints

X Bastion Configure additional protection Protect your netwark with a Seamlessly connect two or more Strengthen the security posture Privately access Azure services
‘ from distributed denial of service stateful L3-L7 firewall virtual nefworks of your environment, without sending traffic across
@ DDoS protaction attacks. internet.

& Firewall @ Net configured ® Not configured ® Not configured ® Not configured

@ Microsoft Defender for

Create 3 different Subnets for LAN WAN and MGMT.

To create a MGMT subnet click on Subnet = under “Add a Subnet” provide the purpose , Name, IPv4

address range, Starting address, size and click on “Add”.

T =
Home > Network foundation | virtual networks > Az v Add a subnet x
<.~ Azure-SSE-VNET-VI | Subnets « -

Virtusl netwark Select an adkdvess space and configure your subnet. You can customize a delault subnet or select from subinet templates if you planfo add @

selectservices ats, Lear m
d - Subnet | © Rekesh .
&> Onvien Subnet purpose ¢ Defat v
Create sub i P ranges for use by your applications. When you deploy resources into 8 subnet, Azure assigns the rer purpose @ [ I
B Aawiylog — [hT Sabnet ]
B Bceess control [AM) [
1Pvd.
& g [ Mame Pt 1P6 Awaitable IP5 Delegsted ta
— Inchute an 1Pl adress space ]
X Diagnose and solve prablems -
L — [ detse 192 16800724 5 251 O (avaaas g
N GatewsySubnet 19216810727 - availsbeity dependent or - 10216800 - 192.168255.255
v Setings
Strtiog acess* O WiiAz0 |
< Addressspace | |
See @ 724 256 adirescen)
£ Connected devices @
> Subnets ange ® 19216820 - 1921682255
X Bastion e

@ DDoS protection Inchude an IPv6 address space.

@ Firenall

Private subnat
1 Microsah efender for Prvate subnets enhance secury by ot " forvirualmachine o sccess
o the intemet it i necessary to explictly grant cutbound scoess. & NAT gateway is the recommended way to provide outbound connectivty
3 Hework manager for viehs] machines i the bt Lot mcee
L Enable private subet (no default 0
. cutazund acces)
3 Peeriogs

& Senice endpoints @ fter September 30, 2025, private subnet wil be the default selection for new sirtual netwarks. Leam mare

1, Private endpoints

Security
11 Properies Sampify ntemet by using 2 network addres: Fiter subnet traffic using a etwork securdy
group. Leam mare
o Lecks
3 Moritoring NAT gatewsy © [ ane v
3 Automation @ 2 NAT gatewoy i recommended for cutbound intermet sccess from subrets. Edit the subnet to add & NAT gateway. Lesm mere
3 Help Metwcrk security graap © [ Here -]

Foute tsble. [Hone. ol -

Shawing 2 subets Cancel % Gree leedback

A v vt by i €U S

Similarly create Subnet for WAN and LAN.

+J VERSA
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Microsaft Azur

Home > Metwork foundation | Virtual networks

Zure-SSE-VNET-V

¢.» Azure-SSE-VNET-VI | Subnets

> Overview

5 Search resources, senwces, and docs (G/)

uagversa-networ
 METWORKS VERSA MET.

Creste subnets to segment the virtssl netwerk sdress spsce into smalker ranges for use by your sppications. When you deploy ressurces into o aubnet, Azure 355igns the el

W Activiy log
S ccess comrol PAM) Search subrets
@ g

¥ Diagnose and solve prablems

Hame 1

2 Rasource visualaer .
v Settings P

goooao

> ddress space

& Connected devices
> Subets

X Bastion

© ODsS protecsan

® Fireuat

Micrasot Defendies for
° Cloud

& etwork manager
= ons
4 Besnngs
& Service endpoins
1, Private endpoints.
11 Prapertes
2 s

> Menitoring

> Automation

> Help

Showing 3 subnets

A0 e remoue vrtes ty S €A AL F

1Pvd

192 168.0.0/24

Awvsilable 1P Delegated to

svailabiny dependert on

1

Selectan acdress pace and configure your submet. You can Custom e a defaut eutret or selec from subnet bemplates  you plan o add
seect sennces later, Learn more

S—— e
Name* @ WA St

Pvd.

Inciude sn Pud address space. [ ]

[Pt acidress range () [ 19216800116 ”

19216800 - 192168235255

Staing s © [Tezmazs

Sz @ [ 724 256 addresses) \
range © 19216830 - 1921683255

1Pv6

Inchute an 1PV6 adcress space

Private subnet

Private security by nat outbound access.
the intemet it i recessary to explicdly grant cutbound sccess. A NAT gatewsy s the recommended way o provide sutbound comnectinty
for virtual machines in the subnet. Leam mare

Ensble private sutbnet (no default
cutbaurd acess] 0

@ after Seprembar 30, 2025, private subnet will be the default sekection for new il networks. Learm mare
Security

Simpiy intermet access for by using 3 Fiter subret vafic secusity
group. Leam more 7

AT gty © [rene |

1) 1 AT gty i recomemenced or cxtbound insemet ceess rom sbnets.Eit he et acd s NAT gstewsy. Lesrm

Network security group @ (=3 ~
Faute tabl [ Mone vk ]
Cancel 7 Give feedback

=

T

Home > Network foundation | Virtual networks  Azure-SSE-

.~ Azure-SSE-VNET-VI | Subnets

o ]  Siboet ) Refesn

Creste subnets t segment the virtual network address space into smalier ranges for use by your applications. When you deploy resources into a subnet, Azure acsigns the rer

> Overvien
B Activiylog
earch subrets
A Access control 1AM)
@ Tgs Name
{ Disgnose and solve probiems
o e o detit

1. Resaurce visuslizer
GatewaySubnet
v Seings
MGMT-Subret
0 Address space

ooooo

WAN-Subnet
' Connected devices

> Subrets
X Bastion

© DDos protection

& Frenal

¢ Mirosoft Defender for

Cloud
& Network manager
= ons

4 Peerings

& Service endpointz
1, Private endpeints
I Properies

O tecks
pppr—
> hutomation

> Help

‘Shawing 4 subrets

A e et by e Cirt s S

16800724
16810727
2.16820/24

16830724

Ausilable 1P5 Delegated 1o
21

walatilty dependentn .

251

231

Add a subnet X

elect an add i eanfigure your subnet. select from submet templates # you plan to add
select services ater. Leam more

Subnet purpose @ Defauit v]
Name" LaN St ]
TPvd

Inclusde an (B4 address space =

1P aidress range () 19216800116 |

19216800 - 192168255255
Starting addvess * & 19216840 ]
Sz @ 124 256 ddesse) ]
range @) 19216640 - 1921684255
IPvE

Inclue an Bv6 sddress space

Private subnet
Private. To erable tosceess
the intemet s necessary 1o expiitly grant oulbund access. A WAT gateway is the fecommended wy 1o provide culbound canectty
for virual machines in the subnet. Learn mare

Enatie privte subnet no default
Outbound access) D

@ pter septemier 30 2025 Learn more
Sacurity

Simpiy internet ccess for vtusl machines by - ety .

group. Leam more.

NAT gutewey © =3 7]
4 5 NAT gatiway i recommended for outbound ntermet access from subnets it th subnet 10  NAT gateway Leam more

Netwos secrity group O Nome 7]

Raute table [Hare 21w

MGMT

192.168.2.0/24

WAN

192.168.3.0/24

LAN

192.168.4.0/24

Azure Virtual Machine:

Azure virtual machines (VMs) are scalable, on-demand compute resources that let you run Windows

or Linux operating systems and custom applications in the Azure cloud.

Purpose in This Use Case:

13
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Server Hosting in Azure:

Azure VM’s host applications or services that can be communicated with on-premises environments
over secure hybrid connectivity (via VGW/TGW and IPsec).

SD-WAN Appliance Deployment:
Azure VM instance is configured as a virtual SD-WAN edge device, enabling overlay connectivity
between Azure and the on-prem SASE infrastructure.

To create Azure VM instance, type Azure Virtual Machine in the search bar and select ---.
Creating Azure Virtual Machine:

To Create Azure VM, Type virtual machines in the search bar and select Virtual Machines under
Services.

« > C 23 portal.azure.com/#home

Microsoft Azure O virtual maching xl T Copilot -

. ~ More (4)
Azure services Al Services (28) Marketplace (31)
Servi See m
. rvices F o
I“,
. | B8 virtual machines .
Createa Virtual Connecti al Enterprise
resource networks T Virtual Machine Cansoles (Operater Nexus) E applications
R Virtual machine scale sets
Resources (3] Virtual machines (classic)
Recent  Favorite Microsoft Entra ID

Under Virtual Machines, click on Create and select “Virtual Machine”.

Home > Compute infrastructure

Compute infrastructure | Virtual machines - %  crea
Microsoft

| 52 Search | &« Virtual machines  Get started

& Overview
22 Switch to classic (V) Reservations

%5 All resources

~ Infrastructure n Virtual machine

Best for lower-traffic workloads, testing, or to
| control or highly customize apps, 05, or file system.
. If your workload or traffic starts to grow, a VM can
2 Virtual Machine Scale Set Iater be attached to a Virtual Machine Scale Set

(VMSS) (VMSS),

™ Compute Fleet
'ﬁ Virtual machine scale set (VIMSS)

> Disks + images Built-in scaling, performance optimization, load
balancing, and batch management for 1 to 1,000
» Capacity + placement Vs (no added cost), Include multiple VM sizes,
i Zones, regions, and domains, along with discounted
> Related services Spot Vis.

In Basics tab, under Project details, make sure the correct subscription and Resource group are
selected. Under Instance details, provide the name of the VM, Region and select the required image
and the size as per your requirement.

14



Home > Compute infrastructure | Virtual machines >

Create a virtual machine - 3 | Helomecreste a VM optimized for high avaiabilty | | Help me create a low cost VI | | Help me choose the right M size for my workioad

@ | Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my werkload

Disks  Networking  Management  Monitoring  Advanced Tags  Review + create

Create a virtual machine that runs Linux or Windows, Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn mere of

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * () [ Pay-As-You-Go v
Resource group * (@ [ Azure-Resource-Group-VI ~]
Treate new

Instance details

Virtual machine name * @ [ Azure-Ubuntu-PC 7]

Region * @ [ {Asia Pacific) South India ~]
Deploy to an Azure Extended Zone

Availability options (0 [ N infrastructure redundancy required v
Securty type @) [ standard M
Image * (@ [ Bl Ubuntu Server 22.04 LTS - x64 Gen2 v

ee all images | Configure VM generation

€@ Thisimage Is compatible with addtional security festures. Click here to swap to the
Trusted Iaunch security tupe,

VM architecture (D) O amed
® x64

Run with Azure Spot discount O

|Size* o) [ Standard_F2s v2 - 2 vepus, 4 GiB memory ($68.26/month) | |
e all size

Under Administrator account, provide the authentication type as “SSH public key” and provide the
“Username”, and select “Generate new key pair” for SSH public key source and SSH Key Type as “RSA
SSH Format”.

Under Inbound portrules > Publicinbound ports, choose Allow selected ports and then select required
ports(ssh, http, https) from the drop-down and click on “Next: Disks>"

15
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Home » Compute infrastructure | Virtual machines >

2 search resources, services, and doc

c r-eate a Vi rtual maChine g Help me create a VM optimized for high availability Help me create a low cost VM Help me chc

& Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right WM size for my workload

Administrator account

Authentication type (O @ SSH public key
O Password

o Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
wvirtual machine.

Username * (0 | azureuser v |
SSH public key source | Generate new key pair ~ |
SSH Key Type (®) RSA sSHFormat

() Ed25519 55H Format

0 Ed25519 provides a fixed security level of no mare than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits.

Key pair name * | sse-pc o

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Metworking tab.

Public inbound ports * @ O None
@ Allow selected ports

Select inbound ports * | HTTP (80), HTTPS (443), 55H (22) s

A\ This will allow all IP addresses to access your virtual machine. This is only
recommended for testing, Use the Advanced controls in the Metworking tab to
create rules to limit inbound traffic to known IP addresses.

| < Previous I| Next : Disks > |

In Disks tab, select the OS disk as per the requirement and click on Next: Networking>.
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Microsoft Azure R search resources, services, ani

Home > Compute infrastructure | Virtual machines >

Create a virtual machine M | Help mecreate 3 M optimized for high susilsbility | | Help me create alow cost VM | | Helpm

@ Help me create alow cost M Help me create a VM optimized for high avalability Help me choose the right YM size for my worklo

Baslcs Networking ~ Management ~ Monitoring  Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary dis for short-term storage. You can attach additional data disks.
“The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more o

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (05 and data disks) at rest by
default when persisting it to the cloud,

Encryption at host © O

@ Enciyption at host is not registered for the selected subscription. Leam more

05 disk.

05 disk size © [ image defautt o Gigy -

05 disk type * [ standard HDD (iocally-redundant storage) ~

‘The selected VM size supports premium disks. We recommend Premium SSD for
high 10PS workloads. Virtual machines with Premium SSD disks qualify for the 99.9%
connectivity SLA.

Delete with vM ©

Key management @ [

atform-managed key

Enable Ultra Disk compatibility ©

Ultra disk is not supported in South India,

Data disks for Azure-Ubuntu-PC

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN  Name Size (GiB)  Disk type Host caching  Delete with VM O

Createandattach anewdisk  Attach an existing disk

Review + create

[ <previous || Next: Networking

In Networking Tab, provide the Virtual Network, Subnet and leave the
“Review+create”.

Microsoft Azure S Search resources, services, and

Home » Compute infrastructure

ual machines >

Create a virtual machine M) | Help me create s VM optimized for high svailability | | Help me create 3 low cost VM | | Help me choose the right VM size for my workioad

@ Help me create 2 low cost Vi

Help me creste 3 VM optimized for high availability Help me choose the right VM size for my workioad

Agvanced  Tags  Review + create

Define network connectivity for your virtual maching by configuring network interface card [NIC) sattings. You can contral ports,
inbound and eutbound connectivity with security group rules, or place behind an
Lesrn more &

g load balancing sclution.

When creating a virtual machine, a network interface will be created for you.

Virtual network * [ Azure-ssEvnErw ~
Create new

Subnet* @ [ Lan-subnet (192.162.40720) ~]
Manage subnet configuration

Public 1P (3 [[new) Azure-Ubuntu-pc-ip ~ ]
Create new

NIC network security group (© O none
o
(O Advanced

Bublic inbaund parts * () O Hens
(@) atow ssacred pore

Select inbound ports * [[57me 0y, HrTes aa3), 550 2y ~

A\ This wil allow all IP addresses to access your virtual machine. This s only

g, Use the
reate rules to limit inbound traffic to known |P addresses.

Delete public 1P and NIC when VM is
deleted

Enable accelerated networking (0

Load balancing
Yfou can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more =7

(®) None

(O Azure Iosd balancer
Supports 3l TCP/UDP network trffic. port-forwarding. and cutbound flows.

Load balancing options

(O Application gateway
b traffic load balancer for HTTP/HTTPS with URL-based routing, S5L

_

< Previous | [ Next: Management ~

In “Review + create” tab click on “Create” once the validation is passed.

) VERSA

rest to default and click on
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Home » Compute infrastructure | Virtual machines 3

Create a virtual machine - # | Help mecreate 2 VM optimized for high availability | | Help me create a low cost VM | | Help me choose t

@ | Help me create 2 low cost VM Help me creatz 2 VM optimized for high availability Help me choose the right VM size for my werkload

Basics Disks Networking Management Monitoring Advanced Tags

Price
1 X Standard F2s v2 Subscription credits apply (0
by Microsoft 0.0935 USD/hr

Terms of use | Privacy policy Pricing for other VM sizes

TERMS

By clicking "Create”, | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b} authorize Microsoft to bill my current payment method for the fees associsted with the offering(s), with the same
billing frequency as my Azure subscription; and (<) agree that Microsoft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support. billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. Ses the Azure Marketplace Terms for additional details.

Mame | |
Preferred e-mail address | v - am |
Preferred phone number B 7 |

4\ You have set SSH port(s} open to the internet. This is only recommended for testing. If you want to change this setting, go

back to Basics tab.
Basics
Subscription Pay-As-You-Go
Resource group Azure-Resource-Group-Vl
Virtual machine name Azure-Ubunmu-PC
Region South India
Availability options Mo infrastructure redundancy required
Zone options Eelf-zelected zone
Security type Standard
mage Ubuntu Server 2204 ITS - Gen2
WM architecture =B84
Size Standard F2s v2 (2 vepus, 4 GiB memory)
Smahla Hikarnatinn i

< Previous Next =

Clicking On create will give a “Generate new key pair” popup. Click on “Download private key and
create resource”. This will download a .pem file to your PC.
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S S S I RS I

Home > Compute infrastructure | Virtual machines >

Create a virtual machine - M | Help me creste a VM optimized for high svailability | | Help me create low cost VM | | Help me choose th right VM size for my warkioad

Generate new key pair

@ An 55H key pair contains both a public key and 3
private key. Azure doesn't store the private key. After
the S5H key resource is crested, you won't be able to
downioad the private key again. Lesm mars

joad private key and creat ree
Return to create 3 virtual machine

You can check the deployment status from Overview tab. Once the Deployment is complete click on
“Go to Resource”.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home »

-y CreateVm-canonical.0001-com-ubuntu-server-jammy-2-20250925121431 | Overview =
Deployment

x % fil Delete () Carcel (1) Redeploy ) Download () Refresh

E Inputs

#= Outputs

|° Your deployment is complete

Deployment name: CreateVm-canonical.0001-com-ubuntu-sarver-j... Start time:  9/25/2025, 1:07:57 PM

Subscription: Pay-As-You-Go Correlation ID: b3alb7e3-3353-46:9-3eﬁb-ﬂbb9abﬂ32b:
Resource group: Azure-Resource-Group-V

& Template
~ Deployment details
~  Next steps

Setup aute-shutdown Recommended
Menitor VM health, performance and network dependencies Recommended

Run a script inside the virtual machine  Recommended

e o

Give feedback

/7 Tell us about your experience with deployment

To Access the Virtual Machine, under “Connect” go to “Bastion” and provide the Authentication Type
as “SSH Private key from local file”, provide the username of the VM and select the .pem file which was
downloaded while creating the virtual machine and click on “Connect”.
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P Search resources, services, and docs (G+/) I o Copilot -

Home > CreateVm-canonical( =com_ybunty_carvar-jammy

X Azure-Ubuntu-PC | Bastion |

2542 | Ov

«
‘ Azure Bastion protects your virtual machines by secure and seamless RDP & SSH connectivity without the need to
K3 overview expose them through public IP addresses. Learn maore

- N Using Bastion: Azure-SSE-VNET-VI-bastion
B Activity log =

A2 Access control (1AM) Provisioning State: Succeeded

& Tags Please enter username and password to your virtual machine to connect using Bastion.
. Diagnose and solve problems Authentication Type 0 ‘ SSH Private Key from Local File v |
«++ Resource visualizer Username (O ‘ azureuser |
[ "Azure-Ubuntu-PC_keypem’ B
£ Connect

~  Advanced

working Open in new browser tab

® Network settings

¢ Load balancing

Application security
¥ groups

& Network manager

v Settings

[

Disks

Extensions +
applications

d]

Operating system

&8 Configuration

g Advisor
recommendations

! Properties

Locks

> mvailability + scale

This will open the VM console in the new tab.

c 25 cdn.bastionglobal azure.com/25.08.083/index.react. html?datapath=8564

Local Network Gateway:

A Local Network Gateway in Azure represents your on-premises (or SASE) VPN device and is used in
Site-to-Site (S2S) VPN configurations.

Use Case:

20
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Required to create a connection between Azure’s VPN Gateway and your on-prem/SASE device

Virtual Network Gateway

AVirtual Network Gateway in Azure serves as the VPN or ExpressRoute endpoint, connecting the Virtual
Network Gateway to on-premises networks, other VNets, or ExpressRoute circuits.

Virtual WAN

Azure Virtual WAN is a networking service provided by Microsoft Azure that simplifies large-scale
branch connectivity, hybrid networks, and remote user access through unified, global architecture. It
is ideal for enterprises looking to modernize their network and security infrastructure in the cloud.

Key Components:
Virtual WAN Hub:
e A Microsoft-managed virtual network.
e Acts as the central point for connectivity.
e Supports high-scale branch, site, and user connections.
VPN Gateway:
e Supports IPsec Site-to-Site VPN.
e Scalable, with active-active high availability.
Use Cases:
e Global branch connectivity via IPsec or SD-WAN.

e Secure remote user access with integrated policies.

Network Security Group (NSG)

A Network Security Group (NSG) in Azure acts as a virtual firewall to control inbound and outbound
traffic, filtering based on IP address, port number, and protocol; it can be associated with subnets or
network interfaces (NICs), includes default security rules with support for custom rule creation,
enables segmentation and access control within a Virtual Network, and helps enforce least privilege
while improving the overall network security posture.

Option 1: SASE Gateway (Site-to-Site VPN Method)

Concept: Secure IPsec VPN tunnel between Azure VPN Gateway and Versa SASE gateway.

A site-to-site IPsec VPN is established between the SASE Gateway and the Azure VPN Gateway.
The tunnels are configured for high availability, and dynamic route exchange is performed over the
IPsec connection using eBGP between the VPN Gateway and the SASE Gateway.

This option is used when you have a single VNet and requires a simple, direct, and cost-effective
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IPsec tunnel to connect the SASE Gateway with Azure.

Use Cases: Connect a specific Azure VNet to Versa SASE, extend on-prem networks.

Key Components: Azure VNet, VPN Gateway, Local Network Gateway, VPN Connection, Versa
SASE Gateway

/

@ Azure Cloud

BGP AS 65515

W

== e
| = VPN gateway 76y ,, " Versa SASE Gateway
| == i \ . B

I H . . = | ASN: 64514

iVNet 192.168.4.0/24 i S Versa SASE Gateway

FARY H 103.%.%.X

&l

Azure Configuration

Creating a Virtual network Gateway (VPN Gateway)

To create a VPN Gateway, first we need Gateway subnet to be created.

e e =

(o b N | Add a subnet X
<. Azure-SSE-VNET-VI | Subnets = -

foundation | Virtual networks > Azun

Select an address spacs and configure your subnet. Vou can customize a default subnet or select from subnet templates if you plan 10 add

Search o select services later. Learn mon
.

5 Overview subnet purpose O virtual Network Gatewsy v
Create subets & t the into smaller ranges for use by your applications. When you deploy resoura
& activity leg Name * GatewaySubnet
w , £ search subnets
‘Access control (AM)
1Py
& Tg 1 [l [
” 0O rame et o il s Inckode o Pyt ares space =

X pisgnase and solve problems O R R -
defaud 2.168.0.0/2 ° 1P address ange (O 19216800115 -

Iu Resource visuslzer 18216600 - 182168255255

Starting address * @ 192.168.1.0

5 Address space

Sze @ /27 (32 addresses) v

& Connected devices

Subnst address range @ 18216810 - 192166131

5% eastion 1Pus

© 0Dos protection Include an IPv6 address space
Firewall

b Private subnet

@ Mirosoft Defender for Private subnets enhance security by not providing default outbound access. To enable outbeund connectivity for virtual machines to aceess
Cloud the intemet, it is necessany 1o explicitly grant outbound access. A NAT gateway is way to provide

. for virtual machines in the subnet. Leam more

& Network manager

= ons Enable private subnet (no default =]
outbound access)

3 Peerings

@ After september 30, 2025, private subnet will be the default selection for new virtual netwerks. Learn more

& service endpoints

15 Private endpoints Security
m Simpify intemet access for virtual machines by using 2 network address translaticn gateway. Filter subnet traffic using a network security
Properties
group. Lesm more
@ vocks

NAT gateway @ None ~
v
3 Monitoring

Ak o remavfoverces by presing CErL s SMAFE S5
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e = ] - DR

Home > Network foundation | Virtual networks > Azure-SSE-VNET-VI Notifications .
<. Azure-SSE-VNET-VI | Subnets X
Mare eveats in the activty log + Dismiss sl
Search X )
=~ subnet () efresn @ Successtully added subnet "
> Oveniew . - ;
Create subnets to segment the virtual network address space into smaler ranges for use by your applcations. When you deploy resources into a subnet, Azure assigns the resource an IP address Successfully added subnet GatewaySubnet’ 10 vitual network ‘Azure SSE
@ Activitylog from the subnet. f
. Access control (AM) Ry afew seconds ago
@ T
Name 1 o AvilableiPs  Delegatedto  Securitygroup  Route table
K Disgnose and solve problems o o v
v Resource visuslizer []  defaut 251 5 - - .
« Setings | ] Gstewsysubnet 9216810727 - avalabilty - B B )

4 Address space

& Connected devices

Once the GatewaySubnet is created search Virtual network gateways in the search bar and select
Virtual network gateways and click on “+create” to create a new VPN Gateway.

ome > Hybrid con D) (R (T Notifications X
1 Hybrid connectivity | ExpressRoute gateways # ~ @ i pork gatenays | 1 X
- Services. e more
More events in the activity log -+ i
= @ Successtully added subnet

B Overvew e SRR G Craggl Vet newors More (1) Scramehlly sdded subnet Gotawayiubet o vitual nebvok ‘Asine 556
v ExpressRoute 8 vitual machines &

Showing 1 to 2 of 2 records. v | [ 2= Listview v A i s

A setup Expresshoute R Pt comeiy Tl Imn
[] Nome * Virtual .. 14 . Resource type T4

A ’
A ExpressRoute circuits Marketplace

4 ExpressRoute directs
€3 virtual network gateway
£l ExpressRoute gateways
p EpressRoute taffic
collectors

Documentation

ExpressRoute connections
B Route fiters

> VPN gateway

> Virtual WAN
@ Continue searching in Microsoft Entra ID

Under VPN gateway, go to VPN gateways and click on “+Create”.

= Microsoft Azure P Search resources. services, and docs (G+/) I 0 Copilot
Home > Hybrid cannectivity
n Hybrid connectivity | VPN gateways = - B | Reviewgatensy resiiency | Check heaith of itual network gateways | | Recommend conmectvity for listed gateways X
b Preview
|0 search | « {:'e Manage view ~ () Refresh | Exportto CSV 5 Open query
P overview m +,
Filter for any field. Subscription equals all Resource group equals all > Location equalsall X Gatewaytype equals Vpn X o Add filer

> ExpressRoute

Showing 1 to B of  records.
VPN gateway

[[] Mame * Virtual ... Ty Gatew.. T, Resource group Ty Location T, Subscription 1), Resource type T,

No grauping v \ \ = List view ~

A Setup VPN Gateway *

I [l VPN gateways

(® VPN connections
@ Local newark gateways

> Virtual WAN

Under “Basics” tab when creating an Azure VPN Gateway, choose the subscription, region (matching
the VNet), gateway type VPN, an appropriate AZ-enabled SKU, and generation as Generation2, then
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select the virtual network and GatewaySubnet address range is automatically populated.

R Search resoL

Microsoft Azure

Home » Hybrid connectivity | VPM gateways >

Create virtual network gateway

Basics | Tags Review + create

Azure has provided a planning and design guide to help you canfigure the various VPN gateway options. Learn maore o

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources. &'

Subscription * Pay-As-You-Go N

Resource group (3 Azure-Resource-Group-Vl {derived from virtual network’s resource group)

Instance details

Name * | VPN-GW-VI \/|

Region * | South India N |
Deploy to an Azure Extended Zone of

Gateway type * @ @ VPN O ExpressRoute
SKU* (D | vpnGw2az v |
Generation O | Generation2 N |
Enable Advanced Connectivity © (O Enzbled (®) Disabled
Virtual network * (O | Azure-SSE-VNET-VI ~ |

Create virtual network

Subnet (O | GatewaySubnet (192.168.1.0/27) N |

@ Only virtual networks in the currently selected subscription and region are listed.

+J VERSA

Under “Public IP address” select “Create new” and provide the name of the Public-IP . These settings

specify the public IP address objects that will be associated to the VPN gateway.

Once the IP Address information is given, enable BGP and leave the ASN to default and provide the

Custom Azure BGP IP and click on “Review+create”.

24



) VERSA

)

Home > Hybrid connectivity | VPN gateways >

Create virtual network gateway

Public IP address

Public IP address * © @®) createnew (O Use existing

Public IP address name * Pub-1-VPNG-Vi v

Public IP address SKU Standard

Assignment namic (®

Enable active-active mode * O tnabled (®) pisabled |

Configure BGP * () (®) Enabled () Disabled

Autonomous system number (ASN)* (| 65515

Custom Azure APIPA BGP IP address (O
169.254.21.1 W) oo
Peer Address

Authentication Information (Preview)

Enable Key Vault Access O Enabled (®) Disabled

Azure recommends using a validated VPN device with your virtual netwark gateway. To view a list of validated devices and
instructions for configuration, refer te Azure’s documentation regarding validated VPN devices.

Under “Review + create” tab review the configuration and click on “Create”.

Microsoft Azure L Sea

Home > Hybrid connectivity | VPN gateways >

Create virtual network gateway

@ \validation passed

Basics Tags

Basics

Subscription Pay-As-You-Go

Resource group Azure-Resource-Group-VI
Name VPN-GW-VI

Region South India

SKU VpnGw2AZ

Generation Generation2

Virtual network Azure-SSE-VNET-VI
Subnet GatewaySubnet (192.168.1.0/27)
Gateway type Vpn

VPN type RouteBased

Enable active-active mode Disabled

Enable Advanced Connectivity Disabled

Configure BGP Enabled

Autonomaous system number (ASN) 65515

Custom Azure APIPA BGF IP address 169.254.21.1

Public IP address Pub-1-VPNG-Vi

Tags

owner vishnu

[ Praviows ][ Next_] Downiod s tempite foravtomation

VPN gateway can take 45 minutes or more to fully create and deploy. You can see the deployment
status on the “Overview” page for your gateway. Once the deployment is complete, click on “Go to
Resource”.
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[0 search [ Delete

bl bsnikonbiiontrskoch ol

vishnu.a@versa-networ... @

I Ron :

VERSA NETWORKS (VERSA-NET... 88

Home
& Microsoft.VirtualNetworkGateway-20250929171005 | Overview
Deployment

" Redeploy 4 Download () Refresh

|° Your deployment is complete I

¥ inputs
Deployment name : Microsoft.VirtualNetworkGate... Start time  : 9/29/2025. 5:18:06 PM

%= Outputs Subscription Pay Correlation ID : 0ed31f2e-ad40-4781-b2af-62.

Y Template Resource group

> Deployment details

V' Next steps

Go to resource

Give feedback

% Tell us about your experience with deployment

Notifications X
X
Mo
@ 1ce
Cost management
Get notified to stay within your budget and 18 minutes ago

prevent unexpected charges on your bill
Set up cost alerts >

0

Microsoft Defender for Cloud
Secure you

50 to Microsoft

Free Microsoft tutorials

Start learning today >

Work with an expert
Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support.

Find an Azure expert >

In the Virtual network gateway you created, under settings go to Configuration and note down the
Public IP of the VPN Gateway, this IP is used to configure IPsec tunnels from SASE Gateway.

O Search resources, services, and docs (G+/)

= Microsoft Azure

I  Copilot

Home > Hybrid connectivity | VPN gateways > VPN-GW-VI

& VPN-GW-VI | Configuration # -

Virtual network gateway

&) save () Refresh

L1 Overview Configure  Migrate to Standard IP

& Activity log Generation @

Ay Access control (1AM) Generation2

‘ Tags

X Diagnose and solve p

sKU* @
[ vpnGwaaz

Active-active mode

7. Resource visualizer
Eriog TR
( = )
(Enavled (CETEED)

7 Settings)

| & Configuration

() Connections

Gateway Private IPs

Enabled (L
Configura BGP
4> Point-to-site configuration
Autonomous system number (ASN) * (O

52 NAT Rules
[ essis

48 Maintenance

" BGP peer IP address
{1 Properties

192.168.1.30
O Locks .
Public IP Address
> Menitoring 74.22512.174

> Automation Custom Azure APIPA BGP IP address (O

» Help
169.254.21.1

Peer Address

Authentication Information (Preview)

Enable Key Vault Access (@)

(O Enabled (@) Disabled

Creating Local Network Gateway

A local network gateway in Azure represents your on-premises site for routing, storing the VPN de-
vice’s public IP and the on-premises address prefixes to be routed through the VPN gateway.

You can update these details if the device IP or network prefixes change, and you must create a sepa-
rate local network gateway for each VPN device used in a high-availability design.

To create a Local network gateway, search 'Local network gateways’ and click on it under Services.
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¢ > C % portalazure.com/#home

Microsoft Azure ‘ £ local X“ 0 Copilot _
a

All Services (17) Resources (5) ~ More (4)

Azure services

_|_ ﬁ g Services See more ILH’ @ %

) ] & Local network gateways I o
Create 3 Public IP Virtual netl » Application More services
resaurce addresses gatewa @ | ocal Rulestacks for Cloud NGFW by Palo Alto Networks B groups
£ Azure Local
Resources £ custom locations

Under VPN gateway select “Local network gateways” and click on “+Create”.

Microsoft Azure P Search rasources, services, and docs (G+/)

Home > Hybrid connectivity

® Hybrid connectivity | Local network gateways # - @ | fecommend connectivity for lsted loca gatenays

Preview
P Search s« | + Creaml@? Manageview ~ () Refresh L Exportto €SV % Open query Q Assign tags
B overview

Filter for any field. Subscription equals all 1P address equals all )X Add filter
> ExpressRoute

Showing 1 to 16 of 16 records. No grouping ~
VPN gateway
A setup VPN Gateway [ Name * Resource group Ty, Location Ty Subscription Ty
£ VPN gateways
@ VPN connections.

| 4 Local network gateways

> virtual WAN

Under Basics tab Provide the Resource group, and the Instance details and click on Next.

Microsoft Azure 2 Search resources, services,

Home > Hybrid connectivity | Local network gateways >

Create local network gateway

Advanced Review + create

A local network gateway is a specific object that represents an on-premises location (the site) for routing purposes. Learn
more of

Project details

Subscription * | Pay-As-You-Go ~
L Resource group * ‘ Azure-Resource-Group-VI ~ |
Create new

Instance details

Region * ‘ South India ~ |

Name * [ Local-NW-GW-VI “|
. (E—

Endpoint O [( 1P address JREeBIIY]

IP address * O [ 103 —0 <

Address Space(s) @

Add additional address range ‘

| Previous H Next : Advanced > ‘

Under Advance Tab, configure BGP ASN and the BGP peer IP(SASE Gateway IP).
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Home > Hybrid connectivity | Local network gateways >

Create local network gateway

Basics Review + create
- . T
Configure BGP settings | No J

Autonomous system number (ASN) * (O | 64514

BGP peer IP address * [16925421.2

Review + create | Previous | Next:Review + create > | I

Under “Review+ create”, once the validation is passed click on Create.

Microsoft Azure O Search resources, s¢
Home > Hybrid connectivity | Local network gateways >

Create local network gateway
@ \validation passed

Basics  Advanced

Summary
Name Local-NW-GW-VI
Subscription Pay-As-You-Go

Resource group Azure-Resource-Group-V
Region South India

Endpoint 1P address

IP address | )

Address Spacefs) None

Autonomous system number (ASN) 64514

BGP peer IP address 169.254.21.2

Previous

Deployment status can be viewed from “Overview” tab.

) VERSA
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O Search resources, services, and docs (G+/) I y Copilot -

w» LocalNetworkGatewayCreate-20250929180937 | Overview

Deployment
¥« Tl Delete (%) Cancel " Redeploy  Download () Refresh

Home >

| @ Your deployment is complete |

5 Inputs

Deployment name : LocalNetworkGatewayCreate-20250929180937 Start time 1 9/29/2025, £:09:41 PM
Z= Outputs Subscription : Pay-As-You-Go Correlation 1D : def8adda-e272-4c11-8551-a41ff718e5b4
) Tomplate Resource group  : Azure-Resource-Group-Vl

> Deployment details

' Next steps

Go to resource

Give feedback

A7 Tell us about your experience with deployment

Creating VPN Connection

Create a site-to-site VPN connection between your virtual network gateway and your on-premises
VPN device.

To Create a VPN Connection, Go to Virtual Network gateways.

VERSANETWORKS W@

Microsoft Azure 2 virtual network gateway xl o Copilot ( : & vishnu.a@versa-networ... @
-

All Services (64) ~ More (5)

Azure services

—|— hr?: Services See more ["] n

| h':‘_ Virtual network gateways |

Create a Virtual netwe Resource Virtual Enterprise App
resource gateways  ..» virtual networks groups machines applications registrations

Under “VPN gateway” go to “VPN connections” and click on “+Create”.

= i Search resources, services, and docs (G+, i G rsa-netwol
Microsoft Azure L2 3 . (G+/) I T Copilot s R TR

Home > Hybrid connectivity

® Hybrid connectivity | VPN connections = -~ @  identiy non-compliont Connections in my environment.  +2 X
Preview
£ search S €53 Manageview ~» () Refresh | Exportto csv %5 Open query @ Assign tag

B Overview Filter for any field Subscription equals all Resource group equals all X Yo Add filter ™ More (2)

> ExpressRoute

Showing 0 to 0 of O records. No grouping | EE List view £
~ VPN gateway

A Setup VPN Gateway Name T Status T4  Peer1 T,  Peer2 T,  Resourcegroup T,  Location ™. Subscripti
£} VPN gateways .
| () VPN connections
4 Local network gateways -
> Virtual WAN
No connections match your filters
Create a secure connection to your virtual network by using VPN Gateway or ExpressRoute.
Akl o rormeu fruneites b nescsine C#] 4+ Shi £ 4§ Learn more about VPN Gateway of AP Give feedback
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Under Basic tab, provide the Resource group, Connection type as “Site-to-site(IPsec), provide the
name of the connection, select the Region and click on Next.

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Hybrid connectivity | VPN connections >

Create connection

Settings Tags Review + create

Create a secure connection to your virtual network by using VPN Gateway or ExpressRoute.
Learn more about VPN Gateway &
Learn more about ExpressRoute o7

Project details

Subscription * | Pay-As-You-Go v ‘

L Resource group * | Azure-Resource-Group-VI v ‘
Create new

Instance details

Connection type * (0 | Site-to-site (IPsec) ~ ‘

Name * [ s25-1Psec-1-vI V]

Region * [ Seuth India v

| Previous ‘I Next : Settings > ‘ |Down|ﬂad a template for automation

Under Settings, Provide the VNET Gateway, Local network Gateway, Authentication method, PSK, IKE
protocol info and enable BGP with custom BGP Address and leave the rest to default.
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Home » Hybrid connectivity | VPN connections »

Create connection

Basics Tags Review + create

Virtual network gateway

To use a virtual nstwork with 3 connection, it must be associted to a virtusl network gateway.

Virtual network gatewsay * (0 [ vPN-Gw-vI v
Local network gataway % (0 [ Local-nw-gw-vi ]
Authentication Method (0 (®) shared key(psk) () Key Vault Centificate (Preview)

Shared Key(PSK) * (0 v =]
IKE Protocol (@ O ket (®) ka2

Use Azure Private P Address () [}

Enable BGP []

Enable Custom BGP Addresses ]

Custom BGP Addresses

Brimary Custom BGP Address * [ 160254211 ~

@ T enable BGP, the KU has to be Standard or higher.

Use policy based traffic selector () Enable
0D timecut in seconds * (0 [
Connection Mode (@ (®) pefault () InitistorGnly () ResponderOniy

NAT Rules Associations

Associate NAT rules that have already been configured on the connected Virtual Network Gateway(s).

Ingress NAT Rules [ 0selected v

Egress NAT Rules ‘ 0 selected s |

[ Previous |[ Next:Tags> | Download a templste for autamation

Under Tags provide necessary information and click on “Next: Review + create >”.

Under “Review + create” tab validate the information and click on “Create”.
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Home > Hybrid connectivity | VPN connections >

Create connection

@ Validation passed

Basics Settings Tags

Basics

Subscription
Resource Group
Region
Connection type

Connection name

Settings

Virtual network gateway

Local network gateway

IKE Protocel

IPsec / IKE palicy

Use policy based traffic selector
DPD timeout in seconds
Connection Mode

Primary Custom BGP Address
Shared Key(PSK)

Tags

owner

Deployment status can be viewed under “Overview” tab.

Microsoft Azure

Home >

Pay-As-You-Go
Azure-Resource-Group-¥1
South India

Site-to-site (IPsec)
525-IPsec-1-VI

VPN-GW-VI
Local-NW-GW-VI
IKEv2

Default

Disable

45

Default
169.254.21.1
1234

vishnu

Download a template for automation

) VERSA

P Search resources, services, and docs (G+/)

I T Copilot .

w Microsoft.Connection-20250929181955 | Overview

Deployment

£ Inputs

Y= Outputs

2 Template

@[ Delete ® Cancel " Redeploy & Download O Refresh

| @ Your deployment is complete

. Deployment name : Microsoft.Connection-20250929181955

Subscription : Pay-As-You-Ga

Resource group @ Azure-Resource-Group-VI

> Deployment details

' Next steps

Go to resol

Give feedback

& Tell us about your experience with deployment

: 9/29/2025, 6:26:58 PM
Correlation ID : 87f5d6b1-93a9-490c-95b7-f2b84e960d31
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Versa SASE Gateway Configuration
Configure Site to Site Tunnels:

To Configure Site-to-Site Tunnels, Go to Configure >Secure Service Edge - Settings.

W VERSA SASE-WORKSHOP

Security Service Edge Secure SD-WAN
~
 —
View

> Real-Time Protection

Configure

> Security

> Secure Access

> Digital Experience Monitoring (DEM)
> TLS Decryption

> Bandwidth Limits

> Profiles and Connectors

> Partner Integration

> User and Device Authentication

> User-Defined Objects

Under “Settings” go to “Site-to-Site Tunnels” and click on “Add”.

Inventory

W veRsa SASE-WORKSHOP CONFIGURATION @ AaCaadta v W s v @ T v

Service Provider Administrator

Below are all the Site-to-Site Tunnels
n Rl Tene Protection
Avanced Socurlty

E e Demriotion P [— stn Satoss
secure Access

aaaaaaa
Digtsl Experiance Morstoring (DEM)
TS Decryption
Bandidth Limits
Profies s Corpectors
Pactner ntagraton
s and Dovics Authentcaton
User-Defined Objects.
atery
BGP e Poces
Cotve Fortsl
Corthestes
Fies A Foders

LAN Intertace

SIEM It

Under “Enter TYPE”, provide the Type as IPSec, “Tunnel Type” as “Route Based” and Select the Versa
Gateway with has the IP 103.x.x.x, provide the Remote Public IP address.
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W VERSA SASE-WORKSHOP
ﬁ'ﬁ Edit Site-to-Site Tunnel
View

B

Tepe
@® I1psec O GRE

Enabied

) VERSA

vishau
Service Provider Administrator

CONFIGURATION ;j AsaCalcutta ¥ = W Englsh v @)

Tunnel Type Tunnel Initiste
Route Based - Bespondsr Only
Gateway Link
Versa Gateway"

SASE-MUM-POCGW

Local Public Gateway FQDN
sase-workshop SEE————

Local Public Gateway Addresses
1 —

Remote Public IP Address or FQDN

7422512174

The IPsec tunne| the Gateway as Respo v. Thi

by the peer.

Under “Enter IPSEC INFORMATION” configure the Ike and IPsec parameters. The snip below shows the

default values.

W VERSA SASE-WORKSHOP
o Add Site-to-Site Tunnel
View

B

@ Enter IPSEC INFORMATION

vishnu »
Service Provider Administrator

CONFIGURATION ;j

Asia/Caleutta > 7= | 8 English v | @)

IKE
Version Transform Diffie Hellman Group (DH Group)
v2 . aes128shat Diffe-Hellman Group 14 - 2048 bit modukss
DPD Timeout Unit Type IKE Rekey Time
30 seconds 28800
IPsec
IPsec Transform Perfect Forward Secrecy Group (PFS Group)
espaesizs-shal . Diffie-Hellman Group 14 - 2048 bit modulus
Hello Interval Unit Type IPsec Rekey Time.
10 Seconds 28800

Under “Authentication”, select “PSK”, Under Local and Remote provide the Identity type as IP and give
the Public IP’s of SASE-GW, the Public IP address of Tunnel-1 and under Share key provide the PSK.
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W VERSA SASE-WORKSHOP CONFIGURATION :j AsiafCaleutta v 3= W Englsh v ()
o Edit Site-to-Site Tunnel
View
Authentication
B (®) PSK () Certificate
Confi
Local
Identity Type Value* Share Key*
P - 1 —
Remote
Identity Type Value® Share Key*
P - 7422512174

Cancel “

) VERSA

vishnu
~
Service Provider Administrator

Under “TunnelVirtualinterface IP Address” provide the IP’s generated by Azure as shown in the example

above and under “VPN Name” provide the respective Enterprise VPN Name.

W) VERSA SASE-WORKSHOP CONFIGURATION Q AsafCalcutta v 7= M8 Englsh v | @

Add Site-to-Site Tunnel
View

Enter TYPE
: ©

° Enter IPSEC INFORMATION

@ Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS

Setup the Versa SASE Gateway routing towards the enterprise VPN.

Monitor
Tunnel Virtual Interface IP Address*
™ 169.254.212/30
Analytics
VPN Name*
|55 SASE-WORKSHOP-Enterprise
Inventory
MTU

=

vishnu

Service Provider Administrator

Under “Routing Protocol” select EBGP and under Local ASN, Local Address, Neighbor Address and

Neighbor ASN provide the respective configuration.

wishnu

WVERSA  SASE-WORKSHOP CONFIGURATION o) AsaiCaloutia =W Engish | @ | ol b e Adminitrator

nddietoSte T =]

Static Routes

+ Add

Routing Protocol

() EBGP MNone

Local ASN Local Address

sas14 169254212

Meightor Address. Neighbor ASN Password

169254211 65515 " e and 1 @
Imgort Policy Export Policy

Local ASN 64514
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Local Address 169.254.21.2
Remote ASN 65515
Neighbor Address 169.254.21.1
Note: The Local and Neighbor Address will be your IPsec Tunnel interfaces.

Under “Enter NAME, DESCRIPTION & TAGS” provide the Name to the IPSec tunnel and Save the
configuration.

ASE-WORKSHC : = _— vishny .
WVERSA  SASE-WORKSHOP CONFIGURATION o) AinCactts v = WEh v @ S tor
- [ [ e ]
. P Erier IPSECINFORMATION +
B ©  Erter ACDRESS & ROUTING /POLICY CONFIGURATIONS +

(%) EntorNAME DESCRIPTION & TAGS -

Name *

Configuring Secure Access Rule:

To Create a secure access rule for allowing traffic from SASE clients to AWS EC2 through IPSec tunnels,
Go to Configure > Secure Service Edge - Real-Time Protection = Internet Protection and click on
“Add”-

= 2 R vishnu
W VERSA SASE-WORKSHOP CONFIGURATION = AsiafCalcutta v = WA English v (@) " . . v
b \a Service Provider Administrator
Publish (3)
Below are all the rules for your Internet Protection Policy.
All Rule Types v . 2 Refresh Select Columns v
Network Layer 3-4 GeoLocations
Private App Protection
plications & URLs Users & Groups Endpoint Posture Source & Destination Services Schedule Source Destination
Profiles | Applications All Users Endpoint Information v Services Not Available All Geo locations are seli
User Risk Bands Profile (EIP) s
Implici P
Safe Search Al risk bands Allc implicit-QUIC-UDP-443
Ent ds
Network Obfuscation r:: -
I | |
Settings i Applications v LDAP1 Endpoint Information v DestinationZone  All Layer 4 Services Not Avallable  All Geo locations are selected All Geolocations are sl
Profile (EIP) . I
Users etz Internet
Advanced Security vishnu Ao
User REkBands Entity Risk Bands
Secure Access All risk band All risk bends
" r it i1able I locations are sele J 1 Geo fons. =
Digital Experience Monltoring (DEM) URL Categorles v LDAP1 Endpointiformation v DestiatonZone v Sevices Not Avallable  All Geo locations are selected All Geolocations are se
| generative_ai bt Internet https
TLS Decryption b
Entity Risk Bands
i Al risk bands
Bandwidth Limits Al Rtk Rind :
All risk bands
Profiles and Connectors i Applications v LDAP1 Endpoint Information v DestinationZone v Services Not Avallable  All Geo locations are selected All Geolocations are s
Users PopitiEw) Internet hitps
Partner Integration prakash@versasase.
e Entity Risk Bands
User and Device Authentication User Risk Bands Allrisk bands
= et

Under “Network Layer 3-4” go to “Source & Destination (Layer 3)” and click on “Customize”.
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Create Internet Protection Rule

Applications & URLs

Users & Groups

Endpoint Posture

GEO Locations

©

Network Layer 3-4

Security Enforcement

Review & Deploy

Deploy

All trafficis selected, and it will receive the previously selected security enforcements

If you prefer, you can customize which traffic to include or exclude from the layered traffic, below

) VERSA

ke Services o Source & Destination (Layer 3) o +—+  Schedule o
Moanitor All layer 4 services (=== + Destination Zone - + None Selected
Internet
Customize Customize
™
Analytics
{3 H H H ”» H [ »
Under “Destination Zone & Sites” configure “Azure-1Psec-1".
W VERSA SASE-WORKSHOP CONFIGURATION ) AiaCaatta v = WEngih v | @ S
Edit Internet Protection Rule: Azure-VM-Rule
Applications & URLs Users & Groups Endpoint Posture i k! 34

All traffic is selected, and it will receive the previously selected security enforcements

1 you prefer, you can customize which traffic to include or exclude from the tayered traffic, below

Source & Destination (Layer 3)

€ Back

Destination Zones(2) Destination Sites(0)

= =
(interner

| T S

[ Cancel Back

Create Internet Protection Rule

©

Security Enforcement

Users & Groups

Endpoint Posture

Applications & URLs GEO Locations Network Layer 3-4 Review & Deploy

Choose the type of enforcement action for your Internet Protection Rule.

Enable TCP Keepalive
TCP Keepalive will send probe when the session times out

Allow

Allow all traffic that matches the rule to pass

Deny

Drop all traffic that matches the rule

Note: Security Enforcement can be configured as per the requirement.
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Under “Review and Deploy” provide the “Name” for the Internet Protection Rule.

s - o vishnu
WVERSA  SASE-WORKSHOP CONFIGURATION @) Astarcaicutta < = W engsn v @ | LU L
i Create Internet Protection Rule
View

o o o o o © O)

Applications. Users & Groups Endpoint Posture GEO Locations. Network Layer 3-4 Security Enforcement Review & Deploy.

Review your Internet Protection Policy configurations below.

Below are the configurations of your rule. Review and edit any step of your configuration before deploying.

General

Name* (O Description

AzureVM-Rule

Tags

@) ruieisEnabled

Applications & URLs & Eait

" All Applications

Settings

2 (e J [ = )| =

Tenants

Under “Configure the Rule Order” place the rule at the top.

Configure Rule Order

How would you like to process rule "Azure-VM-Rule™?

O Process (add this rule at list)

® Process the rule first (add this rule at the top of the rule list)

O Process the rule in specific placement (select where to place in rule list)

Once the configuration is complete Publish the Configuration to SASE Gateways.
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W VERSA SASE-WORKSHOP CONFIGURATION @ Miratts < E W @ ™

Internet Protection Rules List

Below are all the rules for your Internet Protection Policy.

-]
Configure Q, Search by keyword or name Y Fitter All Rule Types ~ +Add B @ & Refresh Select Columns. ~
Hetwork Laver 34 GeoLocations
Rule Hame Applications & URLS Users & Groups Endpaint Posture Source & Destination  Serviees Schedule Souree Destination Securiey Enfarcement
mplicit_Drop_ Quic W AllApplications Al Users Endpaint Information  Services NotAvailable  All Geo locations are selected All Geo locations are selected Action
User Risk Bands Profile (EIP] Implicit-QUIC-UDP-443
Al risk bands All devices v
Entity Risk Bands
Allrisk bands
AzureVM-Rule & AlApplications Al Users Endpaint Information DestinationZone  All Layer 4 Senvices. NotAvailable  All Geo locations are selected All Geo locations are selected Action
User Risk Bands Profile (EIP] pE—_——
Al risk bands All devices
Internet
Entity Risk Bands
Allrisk bands

Verification

Verifying BGP and IPsec on SASE GW:
Go to View = Dashboard = Secure Access = Site to Site Tunnels.

VERSA SASE-WORKSHOP

heTwenK:

lv Dashboard I

Overview

Users

Digital Experience

SiteToSite Tunnels

Routes

Monitor

> Logs

> Security

> Secure SD-WAN

Under Site-to-Site Tunnels, check the Tunnel and Routing Status.
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W VERSA

s

™5
Analytics

Inventory

1

ofoman

SASE-WORKSHOP

Total Tunnels Up Tunnels
~———
Arsbion Sea

Site-to-Site Tunnels

Affected Tunnels
0 0

(PSec  EBGP.

Gateway

SASE-MUM-POC-GW

VIEW

: ST
TIRELE

Eocs

Tunnel Status

A Available

+ Thailang

Destination

74225121474

MDY

South
Ghina Sea

Routing

Asia/Calcutta

= (SeEngish v @

it

EUAEEEE

West
Prfipone Seo =,

%

5

EBGP

) VERSA

vishau .
Service Provider Administrator

Phitgpine Sea

Routing Status

[

Expanding the Tunnel will show detailed information about the IPsec tunnels and BGP.

Azure-IPsec-1:

Monitor

Analytics

SASE-WORKSHOP

Detail

VIEW

Asia/Calcutta ~ 7= 6 English -

o vishnu
Service Provider Administra

VPN Name
SASE-WORKSHOP-Enterprise

Authentication
sk

Source Address

Interface Address
169.254.21.2/30

Destination Address

74.22512.174

Status.

up

1443 KB

Received
2.384 KB

IKE/IPSec Information

Phase 1 Encryption Algorithms
aes256-cbe

Phase 2 Encryption Algorithms
aes-chc

IKE Version

vz

IKE Security Association

View details

Phase 1 Integrity Algorithms
hmac-shal-96

Phase 2 Integrity Algorithms
hmac-shal-96

DPD Timeout

30

IPSec Security Association

View detal

Phase 1 DH Group Numbers.
mod2

Phase 2 DH Group Numbers.
mad14

IKE History

View details

Phase 1 Lifetime
28800

Phase 2 Lifetime
26800

IPSec History

View details

BGP

State
Established
Established Time
00:02:24

Received Prefives

1

Local ASN
64514

Sent Prefices

Neighbor ASN
65515

Received Messages

Local Address
169.254.212

Sent Messages
12

Neighbor Addrass
169.254.21.1

Routes Sent and Received can be viewed by clicking on Received Prefixes and Sent Prefixes.
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Azure-|Psec-1: Received Prefixes

Prefix Hexthop.
> 19216800016 169254211

Showing 1-1of Lresults 10 = Rows per Page

Azure-IPsec-1: Sent Prefixes

Prefic Nexthop

00000 169254212
17216100024 169254212
172.16.100/32 169254212
172161110024 169254212

192.168.100/24 169.354212

Showing 1-50fSresults 10 = Rows per Page Gotopage 1 - <

Routing Table on SASE-GW can be viewed from “View” - Dashboard - Secure Access = Routes.
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- - (X1 . vishnu
W VERSA SASE-WORKSHOP VIEW o) AsiaiCalcutta 7= | WEEnghon v | @) | L L iicteator

SASE-MUM-POC-GW x SASE-WORKSHOP-Enterprise -
Gestination Active Protocol Intertace Gateway Address Duration 08 REM
>  ooooo true BGP 1+1/430 169.254.128.42 o28:37 o 75076
> 169.254.21.0/30 true CONNECTED ipsec-0/116.0 169.25421.2 00:05:29 0 o
> 169254212732 true LOCAL Insec-0/1160 0000 00:05:29 0 a
L > 1692541204291 trve CONNECTED 114430 169.254.126.49 01:31:48 0 a
> 169.254128.43/32 true LOCAL 1t1/430 0000 013148 o a
> 1721630024 true STATIC Indirect 0000 01:33:31 0 o
NS > 17216100032 true LOCAL -1/4380 0000 01:31:48 [} a
> 17216111024 true 8GP Indirect 172:20181LDAPVOS) 00:54:51 o 259
{ > 19216800116 true ace Ipsec-0/1160 169254211 00:05:29 0 75076
> 192168100724 true BGP Indirect 17220037 (AZUREVOS-01) 01:17:43 o 259

Page 1

Verify the BGP status on Azure:

To verify the BGP status and the IPsec Connections on Azure, in the search bar type Virtual network
gateways and select Virtual network gateways under Services.

« > C ¢  portal.azure.com/#view/HubsExtension/AssetMenuBlade/~/vpnGateways/assetName/HybridConnectivityHub/extensionName/Micros.. [ @ In] & °

Home 3 Hybrid connectivity

AN Services (64) Marketplace (1) ' More (4]
0 Hybrid connectivity | VPN gateways £ -~ M  Revew sty resiiene fre—

Breview Services. See mere

D R TV YT a—
jew 3 virtual networks
L Subscription equals all Resourg g Add fiter

v ExpressRoute B virtual machines

Showing 1 to 8 of 9 records. No grouping v

& Set up ExpressRoute @ Local network gateways

] Name * fon T4 Subscription T4, Resource type T4
Marketplace

Under VPN gateway go to VPN gateways and select your VPN Gateway.
[ e CEEyewemwerem |

Hame > Hybrid connectivity

(). Hybrid connectivity | VPN gateways # - & aers iensl [y — x
O search t creste @ manageview ~ () Refiesh L Bpottocsv 5 Openquery
B Owniew VEN-GW subscription equals sl Resource group equals el X Location equaisall 3 Gatewaytype equalsVpn X i add fiter

~ Expressioute

Showing 110 1 of 1 records. o groiging ~] [F v <
A et up Bxprasstcune

A Bpresfious drouis Virtual . T4 Gatew... Ty Resource graup T4 Location T4 Subscription 4 Resource type T4,

L ExpressRoute directs Anure-SSE-.. Vpn Azure-Resource-Group 1 South India PayAs-¥ou-Go microsofl netwodkirtusinetworkgate... ++

8 pesRoute gateways

Dpesioute bafic
L collectors.

© exprassaoute connections
B Route fiters

& Setup Ven Gateway

| 0 VN gatways

©) VP connections
@ Local network gateways

> virual waN

To Verify IPsec connection, Under VPN gateway - Settings = Connections, you should see the Status
as Connected.
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Microsoft Azure 2 search resources, senvices, and docs (G+/) R 5 =T

Home > VPN-GW-VI

® VPN-GW-VI | Connections  # # - X

Virbual network gateway

[Psearch | t+ add (O Refresh

2 overvew [ Fesch comections ]
& Activity log Hame 1y Status 7, Connection type Ty Peer Ty

P Acoess contrel (1AM) I S251Psec 1V connected Site-to-site (Psec) Local-Nw-Gw-vI
@ Tgs

K Diagnose and solve problems

¥ Resource visualizer

Configuration
|
3 point-to-site configuration
53 NAT Rules
# Maintenance
1! Properties
@ Locks
~ Monitoring
£ Logs
R mlents
i metics
BGP peers
# Advisor Recommendstions
> Automation

> Help

To Verify BGP Under VPN gateway = Monitoring 2BGP peers, you should be able to see the BGP
peers and the Routes learned.

D e e e I 2 Coret

Home > Hybrid connectivity | VPN gateways > VPN-GW-VI

.%, VPN-GW-VI | BGP peers

Virtual network gateway

P L Download BGP peers Download leamed routes () Refresh

L Overview Showing only top 50 BGP peers in the grid, click Download BGP peers above to see all.

Activity log

8GP peers
FR Access cantral (IAM) Peer address 44 localaddress 1y  Asn 1y Status 44 Connected duration 14 Routesreceived 1y Messagessent 1y Messages Received 7y
@ Tags
169.254.21.2 192.168.1.30 64514 Connected 00:07:22.2665604 4 19 23 e

X Diagnose and solve problems

.+ Resource visualizer Showing only top 50 BGP learned routes in the grid, click Download learned routes above to see all

> Settings
Learned Routes
Network: 7L Nexthop T Local address Tl Weight Tl Source peer L Origin TL  AS path N
O Logs
192.1680.0/16 - 192.168.1.30 32768 192.168.1.30 Network
BN Alerts
169.254.21.2/32 - 192.168.1.30 32768 192.168.1.30 Network
Gl Metrics.
172.16.10.0/24 169254212 192.168.1.30 32768 169.254.21.2 EBgp 64514
172.16.10.0/32 169.254.21.2 152.168.1.30 32768 169.254.21.2 EBgp 64514
@ Advisor Recommendations
172.16.111.0/24 169.254.21.2 192.168.1.30 32768 169.254.21.2 EBgp 64514-64514-64514-64514-64514-64514-64514-64514-6...
> Automation
0.0.0.0/0 169254212 192.168.1.30 32768 169.254.21.2 EBgp 64514-64513
> Help

Verifying connectivity:

Accessing Azure Virtual Machine instance with IP: 192.168.4.4 from Remote PC.

When the SASE Client is not connected to the Gateway we were unable to reach the VM instance in
Azure over Private IP.
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M " 19216844

&« X (@ l192.168.4.4

W VERSA =

vishnu
SASE-WORKSHOP
ay

SASE-MUM-POC-GW-009

l Hmmm... can't reach this page
’f\ \

-

192.168.4.4 took too long to respond
Try:

« Search the web for 192 168 4 4

« Checking the connection

« Checking the proxy and the firewall

@ Microsoft Edge

When the SASE Client is connected to the Gateway we were able to reach the Azure VM instance over
Private IP.

[ @ Apache2 Ubuntu Default Page S5 X+

& G ANotsecure 192.168.4.4

o::, Apache2 Default Page

e Ubuntu  meee=mm

Connection Status This is the default welcome page VERSA SSE If you can read this page, it means that the Apache HTTP
server installed at this site is working properly. You should replace this file (located at
/var/wi/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
|-- apache2.conf
“-- ports.conf
|-- mods-enabled
|-- *.load
*-- *.con;
-- conf-enabled
*-- *.conf
-- sites-enabled

-- *.conf

SASE-WEB LOGS on Analytics:

Go to Analytics 2Logs = SASE Web Monitoring, select the respective Organization and the SASE
Gateway.
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W VERSA SASE-WORKSHOP ANALYTICS D) psaiCicuns v = | B Engish ~

SASE Web Monitoring » Logs » SASE-MUM-POC-GWiLogs

SASEWORKSHOP - SASEMUMPOCGW v LastiSmins

SASE Web monitoring logs (SASE-MUM-POC-GW)

‘Shaw Damain Mames.

10 )| Entries

nAddress || Source Port || Destination Port | Protocol || Application || User | App Category | URLCategory URL Repautation | SSL Decrypted | SSLVersion | Pallcy Action || Policy Module || Py |

g ppppPpPPPP AL

palcy

Option 2: Azure VPN Integration with Versa SASE Gateway using Virtual WAN
Concept: Establish IPsec between Azure vVWAN hub and SASE Gateway.

In this scenario, a site-to-site IPsec VPN is established between the SASE Gateway and Azure Virtual
WAN (VWAN). The VNets are connected to the vWAN through Virtual WAN hubs, and dynamic route
exchange is performed over the IPsec connection using eBGP between the SASE Gateway and the
Azure vVWAN hub.

This option is used when you need to connect the SASE Gateway to multiple VNets or regions with
centralized routing and a scalable network architecture.

Use Cases: SD-WAN, branch connectivity, centralized management.

Key Components: Azure Virtual WAN, Azure Virtual Hub, Azure VPN site, SASE gateway.

@ Azure Cloud

/
BGP AS 65515 | 74.225.26.13 \
@ ng
e ”( ’
3
AN ?“'?n@l;e S2s
’ Versa SASE Gateway
WAN [Ty .. AsN.essta

VNet 192.168.4.0/24 i I Versa SASE Gateway
AN i ebgp 103.x.x.X

-l
g
E
]
<
~
5
g
&

[o)]

&l
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Prerequisites:

e Azure Subscription: Active subscription
e Resource Group: For VPN components.
e Versa SASE Gateway IP: Public IP address.

e On-Premises Network Details: Address spaces behind Versa SASE.
High Level Steps:

Step 1: Create a Virtual WAN.

Step 2: Create a Virtual Hub within Virtual WAN.

Step 3: Create a VPN site within Virtual WAN.

Step 4: Connect the VPN site.

Step 5: Versa Configuration.

Step 6: Validation of the IPsec tunnel and BGP status.

Azure Configuration:
Creating Virtal WAN:

Azure Virtual WAN is Microsoft’s managed global transit network service that provides large-scale
branch, site-to-site, and remote-user connectivity through a unified architecture. It simplifies
deployment of secure, high-performance connections between on-premises locations, Azure regions,
and remote users by centralizing routing, encryption, and policy control in Microsoft’s backbone.

Purpose of yWAN in This Scenario

In the Versa SASE integration, Azure VWAN acts as the central connectivity hub between the Versa
SASE Gateway and multiple Azure Virtual Networks (VNets).

e The Versa SASE Gateway establishes a site-to-site IPsec tunnel to the VWAN hub.

e Dynamic routing is enabled through eBGP so that routes between the SASE fabric and all at-
tached VNets are automatically exchanged.

e This eliminates the need to create individual VPN gateways for each VNet and provides a scal-
able, cloud-native backbone for branch-to-cloud traffic.

Key Use Cases for Azure vWAN

¢ Global branch connectivity: Seamlessly connect many branch offices or SD-WAN sites to Az-
ure through a single, centrally managed hub.

o SASE/SSE integration: Provide a high-availability, low-latency connection point for third-party
security clouds such as Versa SASE.

e Hub-and-spoke multi-region design: Centralize routing and security policies across multiple
VNets and regions without complex peering.
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Hybrid cloud and remote user access: Support IPsec VPN, Point-to-Site, and ExpressRoute

To create a Virtual WAN, search 'vVWAN' = and select Virtual WANs under Services.

~ A Home - Microsoft Azure X o

25 portal.azure.com/#home

« > ¢

P

vwan

><I o Copilot
a

Al Services (3) Resources (30)

Azure services

_|_

Create 2
resource

Services

@ virtual WANs
Connectit

@ Azure VMware Solution
Keywords: VAN

Virtual
machines

[ Hvbrid connectiity
Keyorcs: VWANS. Virtual WANS. Cloud WAN

Resources Resources

To create a new Virtual WAN click on “+Create”.

~ More (4)

" =
EER

b H) -

arise App More services

itions registrations

e e )

l D Copilot

Home > Hybrid connectivity

o Hybrid connectivity | Virtual WANs =

Preview

M) | Analyze performance across Virtual WANs | | Inspect health of Virtusl WANs | | Recommend conne

[, searcn J o« |+ creste | € manageview v O Refresh L exporttocsy % Openquery | O assiontags
B oveniew - _ _ +
Filter for any field... equals all group equals all X Location equalsall X Ty Add fiter

> ExpressRoute
Showing 1 to 7 of 7 records.

[ name ¢

> VPN gateway

~ Virtual WAN Tvpe Ty

@ Virtual WANs

& Route servers

ctivity for listed WANS

Subscription 1

Resource group 1y Location Ty

When creating an Azure Virtual WAN, choose the subscription and an existing resource group, then

select a resource location (for management only, as vVWAN is global), provide a name, and set the type
to Standard—required for advanced features beyond basic site-to-site connections(Can be configured
as per the requirement) and click on “Next: Review+create>".

£ Search resaurces, services, and docs (G+/)

Home > Hybrid connectivity | Virtual WANs

Create WAN

Reviu + creste

The virtual WAN resource represents a virtual overlay of your Azure network and is a collection of multiple resources. Leam

morec’

Project details

Subscription * Pay-As-You-Go ]
Resource group * Agzure-Resource-Group-V1 ~]

Create new

Virtual WAN details

Region * South India |

Name * SSE-VWAN-VI |

Type @ Standard v

Under “Review+ create” tab click on Create.
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S

Home > Hybrid connectivity | Virtual WANs

Create WAN

@ validation passed

Basics Review + create

Basics

Subscription Fay-As-You-Go

Resoliice group Azure-Resource-Group-V
Resource group location South India

Name SSE-VWAN-VI

Previous Next Download a template for automation

Under Overview tab, you can view the status of the deployment. Once the deploymentis complete click
on “Go to resource”.

e I

Home
& VirtualWanDeployment | Overview b
'
Deplayment
0 Search * « [ Delete " Redeploy 4 Downioad () Refresh
‘
[ @ Your deployment is complete
3 inputs
n Deployment name : VirtualWanDeplogment Start time /2772025, 111205 AM e
i= Outputs Subscription Pay. Correlation ID : B1437a51-efce-4032 b3 1d-442
Resol Azure-Resource-Group-VI Cost management
2 Templste urcegroup.  : Azure-Resou oup Get natified to stay within your budget and
prevent unexpected charges on your bill.
> Deplayment details Set up cost alerts
' Next steps e
o to resourc Microsoft Defen
Give feedback
A Tell us about your experience with deployment Frae Micrasoft tutorials
Start learning today >
Work with an expart
Azure experts are service provider partners
who can help manage your assets on Azure
and be your first line of support
p oe e

Creating Virtual Hub within vVWAN

Avirtual hub is a Microsoft-managed virtual network. The hub contains various service endpoints to
enable connectivity from your on-premises network (vpnsite).

A Virtual WAN virtual hub connects to virtual networks (VNets) and on-premises using connectivity
gateways, such as site-to-site (S2S) VPN gateway, ExpressRoute (ER) gateway, point-to-site (P2S)
gateway, and SD-WAN Network Virtual Appliance (NVA).

To create a Virtual Hub within vVWAN, Navigate to Connectivity 2 Hubs and click on “+New Hub”.

48



+J VERSA

Home > VirtualWanDeployment | Overview > SSE-AWAN-VI

‘{@; SSE-YWAN-VI | Hubs | ¥

Search E () Refresh

# Overview =

£ Search for hubs by name Clear all fiters
& Activity log

" T

Add fit

B Access control (LAM) A0S er
& T Hub Hub status Region VPN sites Address Space Point-ta-site ExpressRoute Circui
X Diagnose and solve problems No resuits

>
3 Resource visualizer

> Settings

B VPN sites

A} User VPN configuratians

A ExpressRoute circuits

«_ Virtual network
connections

> Manitor
-
A3 O remove vortes by préssing CtrLoShif toF

When creating a Virtual Hub, select the deployment region and provide a name, specify a hub private

address space (minimum /24), choose the hub capacity, and select the routing Preference as per your
need.

Microsoft Azure

£ Search resources, services, and docs (G+/)

Home > Hybrid connectivity | Virtual WANs > SSE-vWAN-VI | Hubs >

Create virtual hub

Site to site Point to site ExpressRoute Tags  Review + create

A virtual hub is a Microsoft-managed virtual network. The hub contains various service endpoints to enable connectivity from
your on-premises network (vpnsite). Learn more o

Project details

The hub will be created under the same subscription and resource group as the WVAN. &

Subscription [ Pay-As-You-Go /]
Resource group [ Azure-Resource-Group-vi /]

Virtual Hub Details

Region * [ south india V]

Name * [ sse-vHUB-VI “]

Hub private address space * [17216.100.0/24 7]

Virtual hub capacity * O [ 2 Routing Infrastructure Units, 3 Gbps Router, Supports 2000 VMs V]

Hub routing preference * @ [ven <]

@ creating a hub with a gateway will take 30 minutes.

[ Previous || Next:Sitetosite > |

Note:

The virtual hub router takes routing decisions using built-in route selection algorithm. To influence
routing decisions in virtual hub router towards on-premises, we now have a new Virtual WAN hub
feature called Hub routing preference (HRP). When a virtual hub router learns multiple routes across
S2S VPN, ER and SD-WAN NVA connections for a destination route-prefix in on-premises, the virtual

hub router’s route selection algorithm adapts based on the hub routing preference configuration and
selects the best routes.
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Refer https://learn.microsoft.com/en-us/azure/virtual-wan/about-virtual-hub-routing-preference for

more information.

Enable site to site and select the gateway scale units as customer preference, Routing preference and

click Review+Create.

= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Hybrid connectivity | Virtual WANs > SSE-WWAN-VI | Hubs >

Create virtual hub

Basics | Site to site | Point to site ExpressRoute Tags  Review + create

You will need to enable Site to site (VPN gateway) before connecting to VPN sites. You can do this after hub creation, but
doing it now will save time and reduce the risk of service interruptions later. Learn more o

Do you want to create a Site to site (VPN '( Yes No )
gateway)?
AS Number @ [ 65515 o
Gateway scale units * @ I 1 scale unit - 500 Mbps x 2 ~ l
Routing preference © @ Microsoft network O Internet
@ creating a hub with a gateway will take 20 minutes.
[ Previous ] l Next : Point to site > l

Note: Azure routing preference enables you to choose how your traffic routes between Azure and the
Internet. You can choose to route traffic either via the Microsoft network, or, via the ISP network (public
internet). These options are also referred to as cold potato routing and hot potato routing respectively.
Egress data transfer price varies based on the routing selection. The public IP address in Virtual WAN
is assigned by the service based on the routing option selected. For more information about routing
preference via Microsoft network or ISP, please see https://docs.microsoft.com/azure/virtual-

network/routing-preference-overview

Once the validation passed, click create.
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Hybrid connectivity | Virtual WANs > SSE-VWAN-VI | Hubs >

Create virtual hub

@ \validation passed

Basics  Site to site Point to site ExpressRoute Tags

The hub will be created under the same subscription and resource group as the vWAN.

Basics

Region South India

Name SSE-vHUB-VI

Hub private address space 172.16.100.0/24

Virtual hub capacity 2 Routing Infrastructure Units, 3 Gbps Router, Supports 2000 VMs
Hub routing preference VpnGateway

Site to site

Site to site (VPN gateway) Enabled

AS Number 65515

o anla simite 4 cnla it £AN Rabne 2

@ Creating a hub with a gateway will take 30 minutes.

‘ Next ‘ Download a template for automation

Note: Creating an Azure virtual hub without a gateway takes approximately 5 to 7 minutes, while

creating one with a gateway (such as a site-to-site VPN or ExpressRoute gateway) can take up to 30
minutes.

Once the deploymentis complete click on “Go to resource”.

" - . vishnu.a@ver:
Microsoft Azure P Search resources, services, and docs (G+/) I T Copilot - Q VERSA NETWORKS (v
H > H H
ome Notifications X
w VirtualHubDeployment | Overview x
had Deployment
More events in the activity log -» Dismiss all
£ Search x o« li] Delete (%) Cancel " Redeploy ¥ Download () Refresh
a  © Deployment succeeded X
) L @ Y depl ti let Deployment VirtualHubDeployment' to resource group ‘Azure-Resource-
S | @ Your deployment is complete O
o] Deployment name : VirtualHubDeployment
= Outputs Subscription : Pay-As-You-Go
2 Template Resource group  : Azure-Resource-Group-VI 2 minutes ago

Start time : 9/27/2025, 9:58:04 PM
Correlation ID : 67ffc140-a209-494a-98cf-244c4addfb28

> Deployment details

' Next steps

Cost management
Get notified to stay within your budget and prevent unexpected charges on your bill.
Set up cost alerts >

After deployment, under Connectivity = Hubs, we can see Hub status as succeeded.
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P Search resources, services, and docs (G+/)

Home > Hybrid connectivity | Virtual WANs > SSE-vWAN-VI

;e SSE-vWAN-VI | Hubs

Virtual WAN

| P Search s« -+ NewHub () Refresh
@ Overview
‘ R Search for hubs by name Clear all filters
Activity log
Fo Add filter
fq Access control (IAM) i
@ Tgs Hub Hub status Region VPN sites Address Space Point-to-site
| 8 SSE-vHUB-VI @ Succeeded South India 0 VPN site(s) 172.16.100.0/24 -

# Diagnose and solve problems

++ Resource visualizer
> Settings
~ Connectivity
| ‘& Hubs
B¢ VPN sites

&' User VPN configurations

Creating a VPN site

To Create a VPN site within Virtual WAN. Navigate to Virtual WAN-> Connectivity VPN Sites and click
on “Create site”.

Microsoft Azure £ Search resources, services, and docs (G+/) l O Copilot ) S & vishnu.a@versa

Home > SSE-VWAN-VI

B SSE-VWAN-VI | VPN sites

Virtual WAN

P Search ¢« | ~+ Create site | 1, Download Site-to-Site VPN configuration () Refresh
@ Overview P Search this page Clear all filters

W Activity loc
lea +y Add filter
Q;\ Access control (IAM)
@ Togs [ Select all sites
# Diagnose and solve problems VPN Sites (O
1a Resource visualizer Page:
> Settings
Site Site Provisioning Status Hub Location Link IP Address / FQDN
onnectivi
& Hubs No results

|

&¢ User VPN configurations
A\, ExpressRoute circuits

o Virtual network
connections

> Monitor
> Automation

> Help

Fill in the details of Region, Name of the VPN and Device vendor and then click next.
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Microsoft Azure £ Search resources, services, and docs (G+/) l o Copilot l

Home > SSE-VWAN-VI | VPN sites >

Create VPN site

Basics| Links Review + create

Project details

Subscription ‘ Pay-As-You-Go W |

Resource group * ‘ Azure-Resource-Group-VI ~ |

Instance details

Region * ‘ South India v |
Name * | VPN-1-5ASE <]
Device vendor * [ versa N l

Private address space

At least one address space is required if BGP isn't configured. To configure BGR please go to Links tab

o You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

‘ Previous || Next : Links > ]

Provide a Link Name, its speed in Mbps, and the provider name (e.g., ATT or Verizon) for the branch
VPN site, then specify the public IP or FQDN of the on-premises VPN device (IP takes precedence if
both are given) under “Link IP address/FQDN”.

Under Link BGP Address provide a BGP IP of your VPN device and it should be different from public IP
you specified and not part of site’s VNet address space—typically a loopback interface address.
Under link ASN provide the AS Number of SASE GW.
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e e

Home > Hybrid connectivity | Virtual WANs > SSE-vWAN-VI | VPN sites >

Create VPN site

Basics

Link Details

Link name Link speed Link provider name Link IP address / FQ... Link BGP address Link ASN

= ][ 7] [etemer 7] [ommm—n | [z | [es - |

@ You can alsa work with a Virtual WAN pariner to create multple sites simultaneously. Lear more,

[ Previons | [ ent: Review + cremte >

Under “Review + create” click on Create once the validation is passed.

Microsoft Azure A Search resources, services, and docs (G+/)

Home > SSE-vWAN-VI | VPN sites >

Create VPN site

o Validation passed

The hub will be created under the same subscription and reseurce group as the vVWAN.

Basics

Region South India
Name VPN-1-SASE
Device vendor versa

Private address space

Links

Link name Link1

Link provider name Internet-1

@ You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

o]

Deployment status can be viewed under Overview tab.
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Microsoft Azure £ Search resources, services, and docs (G+/)

Home >

» VpnSiteDeployment | Overview

Deployment
X« @[ Delete @ Cancel "% Redeploy J,' Download O Refresh

|° Your deployment is complete

Inputs
© Deployment name : VpnSiteDeployment Start time : 9/28/2025, 4:01:31 PM
o= 0
= Outputs Subscription : Pay-As-You-Go Correlation ID : cd7alebd-986a-4893-b0aa-ac24743ebaa8
B Template Resource group  : Azure-Resource-Group-VI

> Deployment details

' Next steps

Go to resource

On your Virtual WAN, go to Connectivity = VPN sites, make sure the Status is shown Provisioned.
BT =

Home > Hybrid connectivity | Virtual WANSs > SSE-vWAN-VI

B SSE-vWAN-VI | VPN sites = x
Virtual WAN

2 Search ° o« { Createsite |, Download Site-ta-Site VPN configuration () Refresh

N Overview P Search this page Clear all filters
Activity |

L] "y log 5 Add filter

A Access control (1AM)

& Toos Select all sites

X Diagnose and solve problems VPN Sites (D

4. Resource visualizer

o Page: |1 v

> Settings

v Connectivity Site Site Provisioning Status Hub Location Link IP Address / FQDN
& Hubs [ & ven-1-sase > & Connection needed South India 2 1links

‘ £ VPN sites

A} User VPN configurations

Connecting the VPN sites

To Connect to VPN Sites, on your Virtual WAN, go to Connectivity 2 Hubs and click on the hub that you
created.

SRS I 2o

Home > SSE-VWAN-VI

Jg. SSE-VWAN-VI | Hubs = -

X
* virtusl WAN

O Search « + MewHub () Refresh

@ Overview e
P Search for hubs by name Clesr all flters
B Activity log e
"
R Access control (IAM) ikl fiteg
s Hub status Region VPN sites Address Space Point-to-site ExprassRouts Circuits
X Diagnose and solve problems © Succeeded South India 1 VPN site(s) 172.16.100.0/24

fu Resource visualizer

> Settings

B vPNsites
A User VPN configurations
A ExpressRoute circuits

Virtual network
connections

Monitor

Automation

> Halp

On the page for the hub that you created, under “Connectivity”, click VPN (Site to site) and click on
“Clear all filters”.
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Home > Hybrid connectivity | Virtual WANs > SSE-VWAN-VI | Hubs > SSE-vHUB-VI

ﬁ, SSE-vHUB-VI| VPN (Site to site) =

Virtual HUB

P Search o« L Download VPN Config |} Packet Capture [ii] Delete gateway () Resetgateway EM Monitor Gateway

H Overview ~ Essentials
Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure) Bytes in/out
| B VPN (i 1o sit) NAT Rules 0 NAT Rule(s) (Edit)

—-MB/

VPN Gateway : 9bfea102428e4a04b0eedadf669bf106-southindia-gw

A, ExpressRoute VPN Sites  Metrics

& User VPN (Point to site)

> Routing P Search this page

> Security Hub association : Connected > o Add filter
> Third party providers VPN Sites ©
> Monitor

Check active filters when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.

+ Create new VPN site & Connect V. ﬁu Disconnect VPN sites O Refresh
Page v
Site name T4 Location Ty Cloud provider T4 Connection Provisioning sta..™,  Connectivity status

No results

Next, select the VPN site and click on Connect VPN sites.

rasoft Azure P Search resources, services, and docs (G+/) I D Copilot
Home > Hybrid connectivity | Virtual WANs > SSE-WWAN-VI | Hubs > SSE-vHUB-VI
ﬁ. SSE-vHUB-VI | VPN (Site to site) =
Virtual HUB

B Search ¢« 1 Download VPN Canfig [ Packet Capture [i] Delete gateway () Resetgateway [ Monitor Gateway
& Overview A Essentials
~ Connectivity Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure) Bytesinfout : --- MB/ -- GB

' VPN (Site to site) NAT Rules O NAT Rules) (Edit) VPN Gateway : 9bfeal02428a4a04b0 6630f106-southindia-gw

A, Expresshoute VPN Sites  Metrics

& User VPN (Point ta site) o
5 Routing £ Search this page Restore previous filters
> Security g Add filter
> Third party providers VPN Sites @
> Monitor

(i]

Check active filters when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.

+ Create new VPN site | & Connect VPNsites | 6% Disconnect VPN O Refresh
Page: |1
14 Location 4 Cloud provider 4 Connection Provisioning sta.*,  Connectivity status
southindia & Not connected © Status not available

Enter the PSK details and click on “Connect”.

Jsor

™
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I T Copilot

Home > Hybrid connectivity | Virtual WANSs > SSE-VWAN-VI | Hubs > SSE-vHUB-WI

i+ SSE-vHUB-VI | VPN (Site to site)

Virtual HUB
& Search ® 4 Download VPN Config |41 Packet Capturi
& Overview A Essentials
~ Connectivity Gateway configuration : 1 scale unit - 500 Mhps
! VPN (Site tosite) INAT Rules + 0 NAT Rulefs) (Edit)
A ExpressRoute VPN Sites  Metrics
&} User VPN (Point to site}
> Routing P Search this page Restore
> Security *5 add filter
> Third party providers VPN Sites @
> Monitor
(i ]

Check active filters when seasching for

+ Create new VPN site & Connect VPN

Page: |1 v
Site name Ty loa
B & venorsase sout

Add oe remave favavites by pressing CerL +ShiFE+F

Connect sites

Virtual HUB

Security settings

Pre-shared key (PSK) @

Protocol

IPsec ()

Propagate Default Route O

Use policy based traffic selector (@0
Configure traffic selector?

Connection Mode

These sites will be connected to the [SSE-vHUE-VI] hub.

Site name

B ven-1-sase

X
|

Custom )

(rale

Enable )

[EEMD Initiator Only  Responder Only )
T4 Region t

southindia

Once it created, the Connection Provisioning status shows “Succeeded”.

T

I D Copilot

Home > SSE-vHUB-VI

ﬁ, SSE-vHUB-VI | VPN (Site to site) =

rch e L Download VPN Config |4 Packet Capture [i] Delete gateway () Reset gateway
@ Overview A Essentials
' Connectivity Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure)
B! VPN (Sie to site) NAT Rules : O NAT Rule(s) (Edit)
A, ExpressRoute VPN Sites  Metrics
& User VPN (Point to site)
5 Routing P Searchthispage | Clear allfilters
> Security Hub association : Connected X Add filter
> Third party providers VPN Sites ©
> Monitor
Li]

A Monitor Gateway

Bytesin/out : 0MB/0GB

VPN Gateway : bfeal02428e4a04b0eedadf669bf106-southindia-gw

Check active filters when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.

+ Create new VPN site 6” Discor PN
Page: |1 v

Site name 74 Location Ty Cloud provider
[ & ven-1-sase southindia

Connecting a VNet to the virtual hub:

T4 Connection Provisioning sta.. Ty Connectivity status

© Unknown

) VERSA

In the Azure portal, go to your Virtual WAN, under Connectivity click on Virtual network connections

and select “+ Add connection”.
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I T Copilot

Home > Hybrid connectivity | Virtual WANSs

> SSE-VWAN-VI

2%, SSE-vWAN-VI| Virtual network connections
Y virtual WAN

R Search o
o
M Overview i
Activity I
o g SSE-VHUB-VI
Ao Access control (1AM)
@ Tags

K Diagnose and solve problems
4. Resource visualizer
> Settings
v Connectivity
W Hubs
B¢ VPNsites
&' User VPN configurations

A ExpressRoute circuits

«_ Virtual network

() Refresh

Hub region Virtual network Connection Name

South India Virtual networks (0)

Connection Provisioni...

Connectivity Status

) VERSA

vishnu.a@versa-ne
VERSA NETWORKS (VERSA-NET.

Routing properties

Give the connection a name, choose the Virtual WAN hub to associate it with, confirm the
subscription and resource group, and select the virtual network to connect—making sure that VNet

does not already have a virtual network gateway and click on Create.

el Ll

Home 5 Hybrid connectivity | Virtusl WANs > SSEAWAN-VI

I D Copilot

Add connection b
.“. SSE-VWAN-VI | Virtual network connections =
@ virtual WAN -
Connection name *
A Search ¢ + add connection ) Refresh [ aure-vwan-sse 7]
- :
e Hub Hub region Virtual network Cannection Nar | Hubs * ©
Adtviy | SSEHUB Y] -
a e SSE-VHUB-VI South india Virtual networks (0) .‘
8. Access control (AM) sabsciption
& s [Pay-asono <]
X Disgnase and solve problems Resource group *

. - Group VI <
2+ Resource visuslizer [ Azure-Resource-Group-i ]
> Settings virtual network *

[rase-ssemern <]
v connectivty
& Hubs ‘Routing conhguration (0
B¢ vensites Propsgate to none
& User VPN configurations v T
A ExpressRoute circuits Associate Route Table ‘
Virtual network |
s = Propagate to Route Tables
> Monitor [ osetected ~]
> Automation Propagte to labels ©
> Help [0 setected ~]
Static routes (D
Route name. Destination prefix Next hop IP
Bypass Next Hop IP for workioads within this viet ()
Propagate static route (¥
No
v

Verify the Virtual network connections from the notifications.

e Er—rem

Home > SSE- v

.. SSE-vWAN-VI | Virtual network connections

1= I -

Notifications b

Misre suents in the activiey g

Virual W

Search K + Add connection () Reres
 Overviw

Hub Hub region Virtual netwark v Rauting ropertes

Actty |
B sy SSEHUB-I South Incis Succeeded (1) Cannected 1)
By Access control (1AM)

[e—— Succeeded Comectad Renking confasicn

@ o

@ successtully added peering

ully skded virtusl netwrk peering ‘Arure i
SSE-VHUB-1

K Disgase and solve protiems
5. Resource visualzer
> Setings
- Connectity
B Hubs
B VPN s
& User VPN configqurstions
A Expresshoute cirauits
Virtul network
connections

> Moritor
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View or edit gateway settings

To view and edit your VPN gateway settings. Go to your Virtual HUB -> VPN (Site to site) and click on
the Gateway configuration.

Under Edit VPN Gateway, make note of the Public IP, add the “Custom BGP IP Address” and click Edit
- Confirm.

[ e =
.

Hubs > SSEVHUBVI Edit VPN Gateway “
UB-VI|| VPN (Site to site) =

A Site ta st (VPN gateway) enabies you to connect VPN stes to 3 .
L Dowricad VPN Config 141 Packet Capture ] Delete gateway () Reset gateway [ Moritor Gateway
AS Number ()

& Overview w515 o)
[= oy | Bytesind
. Gateway scae urvts * ¢
| B VPN (Site tosite) NS [ cale et - 500 Mbps 22 v]
A Expresshoute VPNt Metrics Routing preference. (0
&¢ User VPN [Point to site) O
Routing
* Routing VP Gateway Instance 0
3 Security Hub sasocistion : Connected X Add filter
Pubiic P Adciress @3
> Third party providers. VPN Sites €
5 borsior Private IP Address (7
L]
Cherk sce iters when sesreningfor VPN e, VPN comnetvy stztas migh take o few minutes b reres Defaut BGP 1P Addvess ©

Custom BGP 1D Address ()

+ Creste new VPN site  F Cormect Vil stes 67 © Reresh RN [ I
Page 1 v Peer Address
Site name 14 Location T4 Cloud provider VPN Gateway Instance 1
o resalts Public IP Adcress ©
Prvate I Acdres:

Default BGP 1P Ackdvesz [

Custom BGP 1P Address

183254218 Z] @

Connectivity on the hub will be interrupted
This operation can take 30 minutes or more

¢ [ =
[

A a0 ot s by i CLLS3m 1

Note: Modifying the Hub will take minimum 30 Minutes.

Versa SASE Gateway Configuration

Configure Site to Site Tunnels:

To Configure Site-to-Site Tunnels, Go to Configure > Secure Service Edge = Settings.
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W VERSA SASE-WORKSHOP

Security Service Edge Secure SD-WAN

> Real-Time Protection

> Security

> Secure Access

> Digital Experience Monitoring (DEM)
> TLS Decryption

(VLIS 5 Bandwidth Limits

» Profiles and Connectors

> Partner Integration

> User and Device Authentication

H > User-Defined Objects
Inventory

Under “Settings” go to “Site-to-Site Tunnels” and click on “Add”.

WVERSA  SASE-WORKSHOP CONFIGURATION @) pitsents < = W O i ™

ﬂ Socurlty Servica Fdga  Securn SO-WAN m

Below are all the Site-to-Site Tunnels

B Real-Time Protection
PR
= - f— - F— — [
.

-
R
-

LAN Intertace

SIEM Integration

Under “Enter TYPE”, provide the Type as IPSec, “Tunnel Type” as “Route Based” and Select the Versa
Gateway with has the IP 103.x.x.x, provide the Remote Public IP address.

W VERSA SASE-WORKSHOP CONFIGURATION @ st - 1 | S g | @ e it

JO— T

(1) EnterTvPE -

Tiee
@ e O GRE

D e

Tunnel Type Tunnel iniate:

R Rasponcs onty

Gateway Link

Versa Gatewy”

SASEAMSOCW

Local Publc Gatewsy FODN
S ——— -

Local Public Gatevway Addresses
—

TheiF
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Under “Enter IPSEC INFORMATION” configure the Ike and IPsec parameters. The snip below shows the
default values.

W VERSA SASEAVORKSHOP CONFIGURATION ®) AsialCs

~ Add Site-to-Site Tunnel

il
° Enter TYPE

View
P
(2)  EntertPSECINFORMATION

IKE

Version Transform Diffie Hellman Group (DH Group)

vz . aes285ha1 . Diffe-Hellman Group 14 - 2048 bt macuius
OPDTimeout Uit Type: IKE Rekey Time

0 Seconds - amm

IPsec

1Psec Transform Perfect Forward Secrecy Group (PFS Group)

epaesL2gshal . Diffie-Hellman Group 14 - 2048 bt modulus

Hello Interval Uit Type: IPsec Rekey Time

P Seconds - amm

Under “Authentication”, select “PSK”, Under Local and Remote provide the Identity type as IP and give
the Public IP’s of SASE-GW, the Public IP address of Tunnel-1 and under Share key provide the PSK.

st

+F VERSA SASE-WORKSHOP CONFIGURATION ;) MsiaiCaicutts 7= | W Englsh | ()

At ot el [ rema |

Hello Interval Uit Type. IPsec Rekey Tine

denticy Type Value' Share Key"

742252613 el ™

Enter ADDRESS & ROUTING / POLICY COMFIGURATIONS +

Enter NAME, DESCRIPTION & TAGS +

Under “TunnelVirtualinterface IP Address” provide the IP’s generated by Azure as shown in the example
above and under “VPN Name” provide the respective Enterprise VPN Name.
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VERSA SASE-WORKSHOP CONFIGURATION ) Asia/Caleutte

rrrrrrrrr AL

Add Site-to-Site Tunnel

@ Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS

Configure

Setup the Versa SASE Gateway routing towards the enterprise VPN.

Tunnel Virtual Interface IP Address™
169.254.21.6/30
VPN Name*
Monitor
SASE-WORKSHOP-Enterprise -
[
|—I_I-® MTU

Analytics

Under “Routing Protocol” select EBGP and under Local ASN, Local Address, Neighbor Address and
Neighbor ASN provide the respective configuration.

"VERSA SASE-WORKSHOP CONFIGURATION :) Asia/Calcutta ~ 7= | ™ English
Add Site-to-Site Tunnel

Static Routes

+ Add

Routing Protocol

Neighbor Address Neighbor ASN Password

Import Policy Export Policy

[ o J e ]

Local ASN 64514
Local Address 169.254.21.6
Remote ASN 65515
Neighbor Address 169.254.21.5

Note: The Local and Neighbor Address will be your IPsec Tunnel interfaces.

Under “Enter NAME, DESCRIPTION & TAGS” provide the Name to the IPSec tunnel and Save the
configuration.
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W VERSA SASE-WORKSHOP CONFIGURATION () Asia/Cakutta v = | W8 En vishn

ish v
“ O corvice Provider Adeinistrator

Publish (1)
« |V

s
]

° Enter IPSEC INFORMATION N
° Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS +

@ Enter NAME, DESCRIPTION & TAGS -

Name *

Agure-IPsec-3

Description

Tags

After saving the configuration, Publish the Config to respective SASE Gateways.

wishnu .
Service Provider Administrator

Publsn 2
Site-to-Site Tunnels
View

Below are all the Site-to-Site Tunnels

W VERSA SASE-WORKSHOP CONFIGURATION (o) Ada/Cakeutta v = | 8 Engish v | @)

Configure Q Searchbykeywordorname Y Filter + Add © Refresh  Select Columns v
Gateway Type Desaription Tags Last Madified By & Date Status Settings
] ¥ Asure-iPsec-d SASE-MUM-POC-GW 1Psec 9/29/12025, 11:48:16 AM @ Enabled @ ViewSettings & Download txt file
vishnu
:\ > Azure-IPsec-2 SASE-MUM-POC-GW IPsec 9/29/2025, 11:48:53 AM @® Disabled @ ViewSettings & Download txt file
__\ > Azure-IPsec-1 SASE-MUM-POC-GW IPsec 9/29/2025, 11:48:45 AM ® Disabled @ ViewSettings & Download .txt file
vishnu
Showing 1-30f 3results 10 = Rows per Page Gotopage 1~

Configuring Secure Access Rule:

To Create a secure access rule for allowing traffic from SASE clients to AWS EC2 through IPSec tunnels,
Go to Configure > Secure Service Edge = Real-Time Protection = Internet Protection and click on
“Add”.
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vishnu
B v o= Wi English v ~
W VERSA SASE-WORKSHOP CONFIGURATION AsiafCalcutta ~ = | WREngish v | @ | G e
= "
Security Service Edge Secure SD-WAN m
~
g
View
Below are all the rules for your Internet Protection Policy.
Real-Time Protection
er All Rule Types v m & & Refresh Select Columns v
Network Layer 3-4 GeolLocations
Private App Protection
JRI Users & Des Services Schedule Source Destination
Profiles ) Applications All Users Endpoint Information v Services Not Available Al Geolocations are selected Al Geo locations are
User Risk Bands Profile (EIP) X
Implicit-QUIC-UDP-443
Safe Search Al risk bands Al devices mplicit-Q
: Entity Risk Bands
Network Obfuscation ATk
Settings | Applications v LDAPL Endpoint Information v Destination Zone  All Layer 4 Services Not Available Al Geolocations are selected All Geolocations are:
Profile (EIP)
Users Internet
All devices
> Advanced Security vishnu
User Risk Bands Entity Risk Bands
> Secure Access All risk bands Al risk bands
i L I I \ le I e J
Digital Experience Monitoring (DEM) URL Categories v LDAP1 S‘r\:::&l‘lpn;mllon  DestinationZone Vv Services Not Avallable  All Geolocations are selected Al Geolocations are se
generative_ai Users e Internet https
devices
kash@ver X
TLS Decryption oo
Entity Risk Bands
e User Risk Bands Al risk bands
BancdthLimits All risk bands
Profiles and Connectors | Applications v LDAPL Endpoint Information v Destination Zone v Services Not Available  All Geolocations are selected All Geolocations are s&
Users :;‘:‘: fi"” Internet htps
Partner Integration prakash@versasase. B
ey Entity Risk Bands
User and Device Authentication User Risk Bands Allrisk bands

Under “Network Layer 3-4” go to “Source & Destination (Layer 3)” and click on “Customize’

Create Internet Protection Rule

Configure

o © ©

Applications & URLs Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy
B All traffic is selected, and it will receive the previously selected security enforcements
De‘p:\uy If you prefer, you can customize which traffic to include or exclude from the layered traffic, below
ks Services @ Source & Destination (Layer 3) @ +—+  Schedule o
Monitor Al layer 4 services + Destination Zone + None Selected

Internet

Customize Customize

Analytics

Under “Destination Zone & Sites” configure “Azure-IPsec-1” and “Azure-IPsec-2".

) VERSA

)
.
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W VERSA SASE-WORKSHOP CONFIGURATION () piaCatts v =W Engih v | @

- Service Provider Administrator

Edit Internet Protection Rule: Azure-VM-Rule

O]

NetworkLayer 3.4 Security Enforcement Review & Deploy
All traffic is selected, and it will receive the previously selected security enforcements
1 you prefer, you can customize which traffic to include or exclude from the layered traffic. below
€ Back Source & Destination (Layer 3)

gsent.Ina

ciude traffic. You

Destination Zones(2) Destination Sites(0)

_

=) =) .

Create Internet Protection Rule

o © o ©

Applications & URLs Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy

Choose the type of enforcement action for your Internet Protection Rule.

Enable TCP Keepalive
TCP Keepalive will send probe when the session times out

\/ Allow

®
Allow all traffic that matches the rule to pass
Deny
Drop all traffic that matches the rule

Note: Security Enforcement can be configured as per the requirement.

Monitor

Under “Review and Deploy” provide the “Name” for the Internet Protection Rule.
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Deploy

ks

Analytics

Tenants

SASE-WORKSHOP

Create Internet Protection Rule

Applications.

General

Name® (@

Azure VM-Rule

Tags

Rule is Enabled

Applications & URLs ¢ it

+ All Applications

CONFIGURATION g{)} Asta/Calutta v =

Users & Groups Endpoint Posture GEO Locations. Network Layer 3-4 Security Enforcement

Review your Internet Protection Policy configurations below.
Below are the configurations of your rule. Review and edit any step of your configuration before deploying.

Description

Under “Configure the Rule Order” place the rule at the top.

Once the configuration is complete Publish the Configuration to SASE Gateways.

Configure Rule Order

How would you like to process rule "Azure-VM-Rule"?

O Process the rule last (add this rule at the bottom of the rule list)
(®) Process the rule first (add this rule at the top of the rule list)

() Process the rule in specific placement (select where to place in rule list)

= English ~ | )

Review & Deploy.

) VERSA

wvishnu
Service Provider Administr:
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- . .
W VERSA SASE-WORKSHOP CONFIGURATION - AsiaCaleutta v = S English v @ | . v
(:) Service Provider Administrator
a6 =
- Internet Protection Rules List
View
Below are all the rules for your Internet Protection Policy.
-]
Configure Q Searchbykeywordorname | T Filter | All Rule Types v #add W & Refresh  Select Columns ~
Hetwork Layer 34 Gea Locations
Rule Hame: Services Schedule Source Destination Security Enfarcement
Implicit_Drop. Quic W | AllAgplications Al Users Endpoint Information  Services NotAvsilsble Al Geolocations are selectad AllGeo lacstions are selected Action
User Risk Bands Profile (EIP} - QUICUDP443
Al risk bands All devices h
- Entity Risk Bands
Monitor Al risk bands
Azure-VM-Rule 2 | Ansppications All Usars Endpoint Information v Destination Zone  All Layer 4 Services NotAvailable Al AllGeo Action
User Risk Bands Frofile [EIF} AnwreiPaecd
Allrisk bands Al devices el

Entity Risk Bands
All risk bands

Intermet

Verification

Verifying BGP and IPsec on SASE GW:
Go to View = Dashboard = Secure Access = Site to Site Tunnels.

VERSA SASE-WORKSHOP
i
View

lv Dashboard I

Overview
Users

Digital Experience

SiteToSite Tunnels

Monitor Routes
> Logs
l'—'—f'(? > Security

Analytics

> Secure SD-WAN

Under Site-to-Site Tunnels, check the Tunnel and Routing Status.
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W VERSA SASE-WORKSHOP VIEW o) AdaCalautta v 7= | S Engish v | @ | T

Service Provider Administrator

~ c
m

Total Tunnels | UpTunnels | Affected Tunnels

1 1

sl oz . e
ot oman 3

" avmesm
¥

Phappine Sen

South
China Sea

West
Phiippine Sea ,

‘;ulp};i

f

Aatian Sea s ige:
Ancaran san '
Sl Ses
: Bvao y
S . L}
Site-to-Site Tunnels
Hame Gateway Type Turnel status Destination Routing Routing Status
> AwrelPsecd SASE-MUM-POC-GW 1PSec A Avaliable 742252613 EBGP uP

Expanding the Tunnel will show detailed information about the IPsec tunnels and BGP.

SASE-W 5| N - = ngish
W VERSA SASE-WORKSHOP VIEW ] AswCaloats ~ 8 Enish O | o ovites mimicistrn
fad
Site-to-Site Tunnels
e fr— p- f— pram—— hotng pepm——
v Anmibeed SASEMUMPOCTW P Py remsasia s [ e
Detail
VENName e—— Gestination Address stats Sent
rezmzen = 2s34k8
Received Auttcticn Irtertace Address
5488 KB ok 159.254.216/30

IKE/IPSec Information

Phse 1 Encryption Algorithars Fhas et gt Phssa 1 O+ Greup Mumbers
aes236 e tmac shat 95 mod2
Phase 1 Uretime Fhase 2 Encryption Algorittens Phase 2 ey Algeitnns
28800 e ehe [r—
hase 20 Group Nunbers Fhase 2Litetine IKE Version
mods 2800 “
0P Timesut IKE History IPsec Histary
» —— S—_—
IKE Security Association PSec Security Association
BGP
sute Received Prefives sentFrations Becsired Messages
Etobiished 2 s 1
Sert Messages Establshed Tene Local A5 Nefgror ASN
2 - sests sas1s
oesladdress Nelghbor address

Routes Sent and Received can be viewed by clicking on Received Prefixes and Sent Prefixes.
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Azure-IPsec-3: Received Prefixes

=

172161000724

19210800118

10234215

109234215

Shoning 1201 2results 10+ Rows per Page

Azure-IPsec-3: Sent Prefixes

Pt

Maritop.

onoon

7218 30024
21830002
1214111024

19210810024

169234216
189258218
19254210
9284210

19234210

Showing 1-Sof Sresults 10+ Rows per Page

Routing Table on SASE-GW can be viewed from “View”

) VERSA

- Dashboard = Secure Access = Routes.

- § vishoa
VERSA ASE-WORKS vIEW = g - . -
v SASE-WORKSHOP @) g O | e Adminstrtor
SASE-MUM-POC-GW = SASE-WORKSHOP-Enterprise.
a
[o— s ot aataca [em— [ wos s
> ooooo e oo rasesn wasaime o ° o
> e true CONNECTED (psec-0r113.0 2% 00r13:43 o o
> weasenenz e LocAL Ipsec-0r113.0 0000 00:13:43 Ll °
> wvasenmerd e CONMECTED. 11430 169.25412043 e3thatm ° o
> smsasmera e wos rssn cace pr— ° o
3 irzisio0ae e STANC Indirect. 0000 2021h23m ° °
> waume e woa w1200 oace wczonam o o
[ wamwoon ~ e om0 s i 0 oo |
> e e s s A isoasvon eisat o =
> _ezusoans s o 01110 nasezs 134z o ane
> irziseio0ne [ Indirect. 172200 3TAZUREVDS-0L 2021h08m ° m
eae 2 -
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Verifying BGP and IPsec on Azure:
To verify IPsec in Azure portal, Go to the Azure Virtual Hub that you created under Virtual WAN.

e B =

@ Actitylog

B Access control (AM)

& o Hub status Region VPN sitas Address Space Point-to-site ExpressRoute Circults
© Succeeded South India 1VPN site(s) 172161000724

K Diagnose and soive protiems
1. Resource visualizer
> Settings

v Connectity

|

&} User VPN conbiguratians
A, ExpressRouts crcutts

Virtual netwark
connections

> Monitor

» Helg

Under Virtual Hub, go to Connectivity VPN (site to site ) and you should see the Connectivity status
as “Connected”.

= Microsoft Azure £ Search resources. services, and docs (G+/) I % Copilot a R f e
Home > SSE-VWAN-VI | Hubs > SSE-vHUB-VI
B SSE-vHUB-VI|| VPN (Site to site) = x
Virtual HUB
EE | « L Download VPN Config L] Packet Capture [i] Delete gateway () Reset gateway [A] Monitor Gateway
B Overview A Essentials [
v Connectivity Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure} Bytes infout 1 0.01 MB/ 0 GB
| NAT Rules : QAT Rulels) (Ecit VPN Gateway : 15907339020cdafiee1caBb 35811614 southindia-ow
A ExpressRoute VPN Sites  Metrics

& User VPN (Pointto site)

o Search this page Clear sl filters
~ Routing Search this page Clear all filte

@0 Route Maps Hub asscciation : Connected X i Add filter
g Routing Intent and Routing VPN Sites ©
Policies

(@ BGP Peers [ ]

Check active filters when searching for a VPN site. VPN connectivity tatus might take a few minutes to refresh.
@ Route Tables
ED Effective Routes

& veN O Retresh

v Secuity
‘ Azure Firewall and Firewall
Manager
> Third party providers Site name T4 Location T4 Cloud provider 14 Connection Provisioning status T4 Connectivity status n
> Monitar | [ B ven-rsase southindia @ Succeeded @ Connected

Verify the BGP status and Routes Learnt on Azure:

To Verify the BGP status, Go to “VPN(Site to Site)” under Connectivity = click on VPN Connection
(VPN-1-SASE).
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crosoft Azure P Search resources, services. and docs (G+/)

Home VHUB-VI
ﬁ_ SSE-vHUB-VI | VPN (Site to site) = - X
Vsl HUB
|; Search \ « J Download VPN Config || Packet Capture [i] Delete gatewsy () Resetgateway [ Monitor Gateway
B Overview ~ Essentials JSON View
v Connectivity Gate iguration 1 - 500 Mbgs 2 (View/Canfigure) 0.01 MB /0GB
| NAT Rules : ol (Ecit} : 15847329420c43800¢1caBbISEI1614-southindia-gw
A ExpressRoute VPM Sites  Metrics

&' User VPN (Point to site)

~ Routing Clear all filters

M Route Maps Hub association : Connected X T Add filter
VPN Sites. @

[ Routing Intent and Routing
Falicies

) BGP Peers
Check active filars when searching for a VPN site, VPN connectivity status might take  few minutes to refresh,
@ Route Tables
I Effective Routes
v Security + Create new VPN site &7 N o . ) Refresh

g Azure Frewll and Frewll Page: |1
Manager

Site name T4 Lecation T4 Cloud provider +4  Connection T G ity status e

> Third party providers

3 Mo southindia © Succeeded © Connected

Under the Virtual HUB, go to Connectivity 2 BGP Dashboard, you should see the Connectivity status
as Connected along with Routes received, Messages sent and received.

N (Site to site) > VPN-1-SASE

BGP Dashboard - x

O Search : o« () Refresh 4 Downlosd BGP peers [ Routes the site-to-site gatewsy is advertising [T Routes the site-to-site gateway is learning

o Overview

. Showing anly tap 50 BGP peers in the grid. Click Download BGP Peers above to see all
() BGP Dashboard

Searchin grid Clear all filters

BGP Peers
Peer address T4 Local address 1. Gatewayinstance  TL  ASN 1L Staws 7L Connected duration 7. Routesreceived  T.  Messages sent T4 Messages received Ty

I 169.254.21.6 172.16.100.12 Instance 64514 Connected 00 days. 00 hours, 37 mi.. 4 &7 92 I
169.254.2156 17216,100.13 Instancel 64514 Connecting - 0 0 0

To view the advertised routes from the HUB, click on “Routes the site-to-site gateways is advertising”
tab.

e l 2 ot

Home > SSE-w\ Hubs > SSE-vHUB-VI | VPN (Site to site) > VPN-1-SASE

BGP Dashboard x
5 Search € () Reftesh L Download BGP peers | Routes the site-to-site gatewsy is advertising | [ Routes the site-to-site gateway is leaning
& Owerview £ Search in grid | Clear ai fitters

~ Connectivity

Showing anly top 50 BGP peers in the grid, Click Download BGP Peers above to see all
() BGP Dashboard

BGP Peers
Peer address T4 Local address T4 Gatewayinstance  TL  ASN T4 Status TL  Connectsd duration T4  Routes raceived TL  Messages sent T4 Messages received T4
169254216 172.16.100.12 Instanced 64514 Connected 00 days. 00 hours, 47 mi.. 4 10 116
169254216 1721610013 Instance1 64514 Connecting - 0 0 0

Under Advertised Routes, you should see the routes that are advertised over BGP.
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Home > SSE-vWAN-VI|Hubs > SSE-vHUB-VI | VPN (Site to site) > VPN-1-SASE | BGP Dashboard >

| Download advertised routes () Refresh

O Search in grid Clear all filters

Showing only top 50 BGP routes in the grid. Click Download Advertised Routes above to see all

Advertised Routes

Network T4 Link name T Local address M Nexthop Ty ASpath
172.16.100.0/24 Link-1 1721610012 169.254.21.5 65515
192.168.0.0/16 Link-1 172.16.100.12 169.254.21.5 65515

Toview the learned routes from the SASE Gateway, click on “Routes the site-to-site gateway is learning

tab.

Microsoft Azure P Search resources. services. and docs (G+/) I 0 Copilot

Home > SSE-WWAN-VI | Hubs > SSE-vHUB-VI| VPN (Site o site) > VPN-1-SASE | BGP Dashboard >

Learned Routes - X

L Download leamed routes () Refresh

Leamed Routes

Network T4 Link name T4 Local address TL  Source paer T4 Aspath "
172.16.1000/24 Link-1 1721610012 17216.100.12

192.168.0.0/16 Link-1 172.16.100.12 172.16.100.12

169.25421.6/32 Link-1 172.16.100.12 172.16.100.12

172.16.10.0/24 Link-1 172.16.100.12 169.254.216 64514

172.16.10.0/32 Link-1 172.16.100.12 169254216 64514

17216.111.0/24 Link-1 172.16,100.12 169254216 64514-64514-64514-64514-64514-64514-64514-6451-...
0.0.0.0/0 Link-1 172.16.100.12 169254216 64514-64513

172.16.100.0/24 Link-1 172.16.100.13 172.16.100.13

192.168.0.0/16 Link-1 172.16.100.13 17216.100.13

169.254216/32 Link-1 172.16.100.13 17216.100.12

172.16.10.0/24 Link-1 172.16.100.13 172.16.100.12 84514

172.16.10.0/24 Link-1 172.16.100.13 1721610069 64514

172.16,10.0/24 Link-1 172.16.100.13 172.16.100.70 64514

172.16.10.0/32 Link-1 172.16.100.13 172.16.100.12 64514

17216.10.0/32 Link-1 172.16.100.13 172.16.100.69 64514

172.16.10.0/32 Link-1 172.16.100.13 172.16.100.70 64514

172.16.111.0/24 Link-1 172.16.100.13 172.16.100.12 64514-64514-64514-64514-64514-64514-64514-64514-.
17216.111.0/24 Link-1 172.16.100.13 172.16.100.69 64514-64514-64514-64514-64514-64514-64514-645 14
17216.111.0/24 Link-1 172.16.10013 172.16.100.70 64514-54514-64514.64514-64514-54514-64514-64514-,

Verifying connectivity:

Accessing Azure Virtual Machine instance with IP: 192.168.4.4 from Remote PC.

) VERSA

»

When the SASE Client is not connected to the Gateway we were unable to reach the VM instance in

Azure over Private IP.
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= 8 -
= 2 7 SASE Client

4 N VERSA

Hmmm... can't reach this page

192.168.4.4 took too long to respond

Try:

« Search the web for 192 4

+ Checking the connection

€ Microsoft Edge

When the SASE Client is connected to the Gateway we were able to reach the Azure VM instance over
Private IP.

i M @ Apache2 Ubuntu Default Page S5 x - = (m]

& (G A Notsecure 192.168.4.4 Ol % = &

< Apache2 Default Page V¥ VERSA

Ubuntu ==

This is the default welcome page VERSA SSE If you can read this page, it means that the Apache HTTP
server installed at this site is working properly. You should replace this file (located at
/var/wmi/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means Connection Status

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

User: vishnu

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/
[-- apache2.conf
“--  ports.conf

[-- mods-enabled

| [-- *.load

/ “-- *.conf

|-- conf-enabled

[ “-- *.conf

[-- sites-enabled

| “-- *.conf

SASE-WEB LOGS on Analytics:

Go to Analytics 2Logs > SASE Web Monitoring, select the respective Organization and the SASE
Gateway.
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W VERSA SASE-WORKSHOP ANALYTICS g AdaCiame v = WeEnghh | @

SASE-WORKSHOP

SASE Web monitoring logs

Show Domain Names

Recelve Time & Appliance

Option 3: SASE Gateway Integration with Azure Virtualized Network Appliance (VOS).

In this scenario, a dynamic IPsec tunnel is established between the SASE Gateway and the SD-WAN
Branch in Azure VNet. The SD-WAN device is responsible for routing traffic between the SASE Client
connected to SASE GW and the backend servers hosted in the VNet.

This option can be used when you already have an SD-WAN fabric, and you want to leverage SD-WAN
capabilities.

@Azure Cloud

/

— 135.13.32.103
A Efa" sty D T2 o sunmet VOS ’ Versa SASE Gateway
B - e T
182.168.4.0/24 | VOS | 192.168.3.0/24 Versa sRSE.,Gateway
A 103.X.X.% S

~

VNet h \

~
~
~
~
N
~

Azure Configuration

Creating an Azure instance

To create a VOS NVA in Azure, search for Marketplace in the search bar and click on “Marketplace”
under services.
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P market

X I O Copilot

All Services (8)

—I— Q ® Services

Create a Virtual network  Local nefy
resource gateways gatewa

Azure services

Budgets

Keywores: marketplzce

E Cost alerts
Keywords: marketplace

Resources i Costanalysis
Keywords: marketplace

Resources (2)

 More (4)

See more i

lic 1P Enterprise
esses applications

—

More services

In the Market Place search for Versa and choose the VOS version under Create dropdown.

Home >

Marketplace

Get Started

Service Providers
Management

Private Marketplace

Private Offer Management
My Marketplace

Favorites
My solutions
Recently created

Private plans

Categories

IT & Management Tools (8)
Storage (6)

Networking (5)

Compute (3)

Security (3)

Databases (2)

Developer Tools (2)

Identity (2)

Under Basic Tab, Provide the resource group, VM name, region and size as per the requirement.

P Search resources, services, and docs (G+/)

|2 versa | <] pricing AN X

[[) Azure benefit eligible anly © [] Azure services only

shawing 1 to 20 of 24 results for ‘versa'. Clear search

€ Vou have 8 results customized for your organization in private plans. View private plans

Operating System : All X

Publisher Type : All X Product Type : All

v

VERSA

Versa Operating System
(vOs)

Versa Networks

Virtual Machine

Verss Operating System (VOS)
provides integrates Cloud Workloads
10 Versa Secure SDWAN network

Versa Operating System 21.1.1
Versa Operating System 21_2_1
Versa Operating System 21.2_2
Versa Operating System 21_2_3
Versa Operating System 22_1_1

Versa Operating System 22_1_2

Versa Operating System 22_1_3

L)

Versa SDWAN & NGFW for
Azure Virtual WAN

Versa Networks

Azure Application

Versa SDWAN & NGFW for Azure
Virtual WAN

Starts at
Free

Create <

ManageEngine Sharepoint
Manager Plus

ManageEngine
Virtual Machine

SharePoint Manager Plus, The
Compiete Reporting, Management
and Auditing Solution for ShareRoint

L[]

Versa VOS for Azure Virtual
WAN

Versa Networks

Virtual Machine

Versa VOS for Azure Virtus| WAN
NVA deployment provides SOWAN,
Security(NGFW & UTM} to workioads

Create <

bt
i
=y

lonTone

2ZaaS Pte Lid
5235

MOBILE FIRST platform that help
transforms business via digitise their
products and operations

S3 API for Azure Blob
Storage (Flexify.10)
Flexify Inc.

Virtual Machine

Allows S3-compatible spplications
Store data in Azure Blob Storage via
the standard 53 API

Starts at
$0.09/3 years

Create <

SFTPGo
==

SFTPGo for Windows - SFTP.
HTTP/S, FTP/S to Azure Blob

SFTPGo Authors
Virtual Machine

SFTP, FTP/S server bicked by Azure
Biob Storage, with web file browser,
file sharing and much more.

Publisher name : All

EDI% ls
for Maze - A Powerful

EDI Processing GIS/Maps/Geospatial
Phillp Torbecke Maze Worldwide Limited
Azure Application ‘Azure Application
EDIFACT Assembler converts With wide range of features like
between EDIFACT and XML and Mapping, Spatial Analysis,
provides functionality for XSL ‘Geocoding, 3D Visualisation, 3D
Transformation Analysis
Starts at Starts at
$99.00/month Free

Create < Create v
AR >

GitlLab Server on Ubuntu
18.04

AppsARent LLC
Virtual Machine

Comprenensive DevOps Platform
with integrated CIACD toolchain.

DayOne Collaboration
Solution

Pro-vision
Virtual Machine

DayOne enzbles you to synchronize
user objects between multiple Office
365 Tenants
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Home > Marketplace »

Create a virtual machine - % | Hepmecrestesioncostvm

5] Help me create a low cost VM

Help me create a VM optimized for high availability

) VERSA

2 Search resources, services, and docs (G+/)

Help me choose the right WM size for my workload Help me create a VM optimized for high availability

Help me choose the right VM size for my workload

Disks  Networking  Management  Monitoring  Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab
for full customization. Learn maore of

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

YOUr resources,

Subscription * (O | Pay-As-You-Go ~ |

|_ Resource group * (0 | Azure-Resource-Group-Vl ~ |
Craat

Instance details

Virtual machine name * (T | VOS-SDWAN-VI v |

Region * (O | (Asia Pacific) South India ~ |
Deploy to an Azure Extended Zone

Availability options (0 | No infrastructure redundancy required ~ |

Security type (O | Standard R |

Image * O | . Versa Cperating System 22_1_4 - x54 Genl v |
See all images | Configure VM generation

WM architecture (@ ) Arm64
(®) x64
0 Amné4 is net supported with the selected image.

Run with Azure Spot discount (1) I:‘

Size* ([ | Standard_Fds - 4 vepus, 8 GiB memory ($176.66/month) W
See all sizes

Enable Hibernation (0 D

| < Previous || Next : Disks = |

Under Administrator account, provide the Authentication type as “SSH public key”, username, SSH
public key source as “Generate new key pair”, SSH key Type as “RSA SSH Format”, the key pair name
and click on “Next: Disks>".
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Marketplace >

Create a virtual machine ~ #  Helpme create a vM optimized for high availability | Help me create a low cost VM

Help me

@ | Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workloac
e an sies

Enable Hibernation D
ﬂ Hibernate is not supported by the image and size that you have selected. Choose

an image and size that is compatible with Hibernate to enable this feature.
Learn more

Administrator account

Authentication type © (®) ssH public key

(O Password

@ Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * O ‘ azureuser \/‘
SSH public key source ‘ Generate new key pair v ‘
SSH Key Type (®) RSA SSH Format

() £d25519 $5H Format

@ E425519 provides a fixed security level of no more than 128 bits for 256-bit key,
while RSA could offer better security with keys longer than 3072 bits.

Key pair name * [ vOs-SDwaN-vi v

Under “Disks” configure the OS disk size, type as per the requirement and click “Next: Networking >.

Microsoft Azure P search resources, services, and docs (G+/) l O Copilot .
Home > Marketplace >
Create a virtual machine @ | Help me create s VM cptimized for high availability | | Help me creste s low cost VM || Help me cheoss the right VM sizs for my worklosd
@ | Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Basics Networking ~ Management  Monitoring ~ Advanced ~ Tags ~ Review + create

Azure UMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more o

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by
default when persisting it to the eloud,

Encryption at host @ O

@ Encryption at host is not registered for the selected subscription. Learn more 17

0s disk
s disk size @ [ image default (80 iy v
s disk type * © [ premium s5D (locally-redundant storage) ~ |
Delete with VM ©
Key management O [ Platform-managed key V]
Enable Ultra Disk compatibility O

Ultra disk is not supported in South India.

Data disks for VOS-SDWAN-VI

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LN Name size (GiB) Disk type Host caching  Delete with VM &

Create and attach a new disk Attach an existing disk

= Previous

Review + create

Under “Networking” tab provide the Virtual Network, subnet and leave the rest to default. and Click
review +create.
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Home > Marketplace >

Create a virtual machine @) | Hep me create 3 lowcost VM | | Help me choose the right WM size for mywarkioad | | Help me create 3 VM optimized for high avalabilty

@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workioad

Basics  Disks Management  Monitoring  Advanced  Tags  Review + create

Define network connectiity for your virtual machine by configuring network interface card (NIC) setfings. You can control ports,
inbound and outbound connectiity with security group rules, or place behind an existing load balancing solution.
Leamn more o'

Network interface

When ereating a virtual machine, a network interface will be ereated for you.

Virtual network * (D [ Azure-sse-vnervi .
Create new
Subret* (@ [ MeMT-Subnet (182.168.20/2¢) ~

Manage subnet configuration

Public P © [ (new vos-sowan-vi-ip ~
Create new

NIC network security group © O None
O easic
(® Advanced

@ s VM image s preconfigured NSG ufes

Configure network security group * [ new) vossowaNVInsgeos ~
Create new

Delete public IP and NIC when VM is /]
deleted ©

Enable accelerated networking @ ]

Load balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more ¢
Load balancing options @ None

(O Azure load balancer
Supports all TCPAUDP network traffic, port-forwarding, and outbound flows.

Once the validation is passed, click on “Create”.

Home > Marketplace >

Create a virtual machine o VM optimize i low cost M | | Help me ehoos:
@ Help me create a low cost VM Help me create a VM optimized for high availability Help me choose the right VM size for my workload

Basis Disks Networking  Management  Monitoring  Advanced  Tegs

Price

Versa Operating System (VOS) Not covered by credits ©
by Versa Networks

‘ 0.0000 USD/hr

Microsoft Enterprise Contract | Privacy

policy

1X Standard F4s v2 Subscription credits apply (0
by Microsoft 0.1870 USD/hr

Terms of use | Privacy policy Pricing for other VM sizes

TERMS.

By clicking “Create", | (s} agree to the legal terms and privacy statementls) associated with the Marketplace offeringls) listed
above: (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same.
billing frequency as my Azure subscription; and (c) agres that my contact, usage and

information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional detais.

Name hnu A ]

Preferred e-mail address

Preferred phone number % 7 ]
Basics

Subscription Pay-As-You-Go

Resource group Azure-Resource-Group-VI

Virtual machine name VOS-SDWAN-VI

Region South India

Availabilty options No infrastructure redundancy required

In “Generate new key pair” click on “Download private key and create resource”.
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' Sesech resources, senvices, and docs (G+/]

Micro:

Home > Marketplace

Create a virtual Machine - M v meceses v asmmass ormon asniy | e me e s im0V | e me cnocs e i i e for ey worss

Generate new key pair

() Ar 554 kay par Cortan DO 3 pubiK kay and 3
rivat ke Azure dossar stove the private bey.
tre S5 ke resmures s crestes you won tbe S 1D
domicad he prhate key agar Leaen more

) VERSA

Deployment status can be viewed under Overview tab. Once itis complete click on “Go to resource”.

Microsoft Azure £ Search resources, services, and docs (G+/)
Home >
« CreateVm-versanetworks.versa-operating-system-ver-20250930150113 | Overview =
Deployment
X« [l Delete (% Cancel (1) Redeploy . Download () Refresh
| % Overview i
@ Your deployment is complete
EH Inputs
o 7 Deployment name: Createlr etworks. perating-syste...  Start time: 9/30/2025, 3:30:53 PM
¥ Outputs Y2 Subscription: Pay-As-You-Ge Correlation ID: b0922531-c756-4076-8a22-111ea87ec543 [[B]
B Tomplate Resource group: Azure-Resource-Group-V

~ Deployment details
<~ Next steps

Setup auto-shutdown Recommended
Moniter VM health, performance and network dependencies Recommended

Run a script inside the virtual machine  Recommended

Give feedback

& Tell us about your experience with deployment

To add LAN and WAN interfaces to VOS, we must stop the VM.

T

Home >

nVOS-SDWAN-VI 2 Kk #y | Heip me copy tris VM in any region | | Manage this Vi with Azure CLI
Virtual machine

o « @ Helpme copythis UM in any region
(== o 5 v

) Hibernate & Capture v [i] Delete (0 Refresh [l Openinmobile A Feedback [ cLI/Ps

Activity log
B, Access control [IAM) ~ Essentials
@ Togs Resource group (move) © Azure-Resource-Group-VI Operating system
X Diagnese and solve prablems Status + Running Sizz
Location : South India Primary NIC public IP

1+ Resource visualizer

: Linus (ubuntu 18.04)
: Standard FAs (4 vepus, 8 GIB memory)
: 1422510199

1 associated public IPs

+ Azure-SSE-VNET-VI/MGMT-Subnet

Subscription (move)  : Pay-As-You-Go
> Comnect
Subscription 1D BeBa66d5-8825-49f5-8d60-5TTafdB8 0 Virteal
v Networking DINS name
& Networi settings Health state
4 Load balancing Time created
@ Application security groups Tags (edit) : CrestedBy : vishnua@versanetworks.com  sourcelP :49249241.242  Creatorflole : Contributor  Owner : vishnua@versa-networks.com

B Network manager

: Not configured

+ 9/30/2025, 10:40 AM UTC

l T Copilot .
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Home >
@ % B (repmecopytmsvatinanyregin | | Managetmisvaa winAna i
Virtual machine
O Search o « @ Helpme copythis VM in any region
| K Overview & Connect v~ [> st ¢ Restant (O Hibernate 1 Capture ~ [l Delete () Refresh [] Openinmobile &7 Feedback [ CLI/PS
& Activity log
A5, Access control (1AM) A Essentials
@ Togs Resource group (move) : Azure-Resource-Group-VI Operating system + Linux (ubuntu 18.04)
K Diagnose and solve problems Status : Running Size + Standard FAs (4 vcpus, 8 Gi memary)
. Resouree visualizer Location South India Primary NIC public [P 74.225.10.199
> Connect Subscription (move)  : PayzAs-You-Go 1 associsted public 1Ps
Subscription ID | 82826605-8825-4915-8d60-577afd99f0ac Virteal + Agure-SSE-VNET-VI/MGMT-Subnet
' Networidng DNS name + Not configured
& Network settings Health state i~
4 Load balancing Time created : 9/30/2025, 10:40 AM UTC
@ Application security groups Tags (edit) CreatedBy : vishnu.a@versa-networkscom  sourcelP : 40.249.241.242  CreatorRole : Contributor  Owner : vishnu.a@versa-networks.com

® Network mananer

£ Search resources, services, and docs (G=/) l O Copilot _

Home >

n VOS-SDWAN-VI = | Help me copy this VM in any region | | Manage this VM with Azure CLI

Virtual machine

[F598 ] % | iopthis virtual machine

| K1 Overview Do you want to stop "VOS-SDWAN-VI'?
& Activity log
@ Dealiocation operations usually complete within 1-2 minutes but may take up to 90 minutes in some cases. You ¢an leave the inmobile &7 Feedback [Z CUI/PS
A Access control (IAM) page and track the progress via notifications.
@ Tags
¥ Diagnose and solve problems
*  Resource visualizer Operating system < Linux
N Status : Running Size  Standard FAs (4 vepus, 8 GIE memony)
nnect
Location : South India Primary NIC public P : 74.225.10,199
~ Networki -
etworking Subscription (move) Pay-As-¥ou-Go Lassodiated public IPs
& Network settings Subscription ID  8e8a66d5-8825-40f5-8d60-577afd99Mac Virtual + Azure-SSE-VNET-VI/MGMT-Subnet
& Losd balancing DNS name + Not confiqured
1§ Application security groups Health state i
2 Nt Time created + 9/20/2025, 1040 AM UTC
manager
S Settings Tags (edit) CreatedBy : visimmafmesstrrberm sourcelP : 40.240.241.242  CreatorRole: Contributor  Owner : misheeeersteesten

Adding WAN and LAN interfaces:

To add WAN network interfaces, under Networking click on “Network settings” > “Attach network
interface”.

@ VOS-SDWAN-VI | Network settings @ ron arer | s e e | U e e s
JSRTT——

Ly @ Lo eyt e e v i [ r—

& sy -

o it Dretesn e oo

# g

I ———

£ R e

e [r—-—

— et e - [T o
(i - [H—— o

Netmsrsecunty pup

Acesieres resaoriog
A securty s O ongurs Bt sscuity s

Buies 72 Colapor st

> senaty . @ S

R re——— e 0 sukts, 1 etk nEtCES
P —
> Momtzong Soceedl  Dtiion el Fomcieeal  Acinesdl  Foles sl
— bt - Snace Destrason scten
> Hee B
10 aw any oy o itow
- e E any oy o atow

> Cumeund portnes )

Click on “Create and attach network interface” .
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5 0 ® & vihousovernssnetwor..
£ Search resources, servces, and dos (+/) Incw 0 ® 0 |

Home » W

& VOS-SDWAN-VI | Network settings s @ | Homcan mave vis Wi secsu? | | what o h eiremens o atching e aeaching netr nteaces? | | L ol nevor s or s 1

Search 0

B Overview

Attach network interface

& acttylog
% Acoess cantrol (1AM)

® g

X Diagnose and solve probiems
oI+ Resource visualizer
> Connect
- Hetworking
& Network settings:
4 Load balancing
@ Appication security groups
& Netwark manager
? Settings Rules
> Mualabibty + seale
> Securty
> Bachup + dzaster recovery
> Operations
> Marstarng
> Automation Priost

3 ep

Under “Create Network interface”, provide the Resource group, Name of the network interface, select
WAN-subnet from the Subnet dropdown, NSG, under Private IP address select “Static” and give the IP
from WAN Subnet and click on “Create”.

# = Microsoft Azure 5 Searchre

Home > VOS-SDWAN-VI | Network settings >

Create network interface

Project details

Subscription ©

[[Pay-As-You-Go 2

Resouree group* ©

[ Aeure- Resource-Group-¥1 v
Create new
Lacation O
[Ltasia Pacific) South India -]

Network interface

Name *
[ WaN-Network <]

Virtual network @
[[Azure-sse-vnET-vi ]

Subnet* ©
[ WAN-Subnet (192168 3.0/24) ~]

NIC network security group @
Q) None
Q) Basic

(®) Advanced

Configure network security group *

[ (new) vOssDWANVInsgess ~
Create new

Private IP address assignment
e sz v
(Bynamic

Private IP address *

[1s2.1683.10 M

[ Private IP address (IPv8)

Accelerated networking ([
(Rirbld Coablad )

To add LAN network interfaces, under Networking click on “Network settings” = “Attach network
interface”.
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Click on “Create and attach network interface” .

L = =

Hame > VOS-SOWAN-VI

2 VOS-SDWAN-VI | Network settings # - M5 | somcan | make tris WM secre? | | Wt e the reguirementsfor attacing and tetaching network ntestaces? | | Lstall my network rtertacs ortis VMt

Search

B Overview

Attach network interface

& actitylog
A Access control (IAM)
@ T

K Disgrose snd solve probiems

& Network settings.
4 Load balancing
@ Appication sacurity groups
B Network manager
> Settogs Rules
> Availabibty + scale
3 Seaniy Network security group
> Badp + diasterreconery
> Operstions
> Moritorng
> Automation

> Help

Under “Create Network interface”, provide the Resource group, Name of the network interface, select
WAN-subnet from the Subnet dropdown, NSG under Private IP address select “Static” and give the IP
from LAN Subnet and click on “Create”.
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= Microsoft Azure £ Searchre

rk settings »

Create network interface

Project details

Subscription @

‘ Pay-As-You-Go

Resource group * (1

‘ Azure-Resource-Group-Vl

Create new

Location (@)

[ {Asia Pacific) South India

Network interface

Name *

[ LAN-Network

Virtual network (D

[ Azure-SSE-VNET-VI

Subnet* (O

‘ LAN-Subnet (192.168.4.0/24)

NIC network security group (0
(O None
O Basic

@ Advanced

Configure network security group *

[ (new) vOSSDWANVINsg902

Create new
Private IP address assignment
= - )

Private |P address *

[ 192168410

[] private IP address (1Pv6)

Accelerated networking ()

P T ————
( abl Enabled )
(_Disabled bled )

Configure the Public IP address for WAN interface:

To Configure Pu

blic IP on the WAN interface, Navigate to Virtual Machine = Networking = Network

settings > WAN interface and click on “Configure” under Public IP address.

Home > VOS-SDWAN-VI

@ VOS-SDWAN-VI | Network settings  #

Virtual machine
KA Overview
B Activity log

Ao, Access control (IAM)

£ Search resources, services, and docs (G+/)

I D Copiot _

List all my network interfaces for this V4

@y | Wnat are the requirements for attaching and detaching network interfaces? | | How can | make this VM secure?

(@ This is a new experience. Plezse provide feedback

@ | Ustal my netwerk inerfaces for VOS-SDWAN-VI, | What are the requirements for attaching or detaching 2 network inferface? || How can | make my virtual machine secure?

5 Attach network interface 57 Detach network interface o View topology 2 Troubleshoot ~ () Refresh &7 Give feedback

@ Toos

X Diagnose and solve problems

' Network interface / IP configuration
WAN-Network / ipconfig1 (primary)

2. Resource visualizer

> Connect
| & Network settings

€% Load balancing
@ Application security groups
& Network manager

> Settings

Under “Settings
open “EditIP co
on “save”.

Public IP address

- Essentials

Network interface : WAN-Network Load balancers + 0 (Configure)

Virtual network / subnet ure-SSE-VNET-VI / WAN-Subnet Application security groups : 0 (Configure)

Network security group : VOSSDWANVInsg885

+ Disabled
:0

Private IP address Accelerated networking

Admin security rules Effective security rules

: 0 (Configure)

Rules 7~ Collapseall

” = IP configuration - IP settings, enable IP Forwarding, selectipconfig1, this will
nfiguration” window. Select the “Associate public IP addresses” check box and click
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Note: Enabling IP forwarding allows the virtual machine on this network interface to act as a router and
receive traffic addressed to other destinations.

11 WAN-Network IP configurations =

ot ety e, w10 B ks e b e
sy

- e

- Py

After saving, we can see the public IP address assighed to the WAN Interface.

Home > VOS-SDWAN-VI | Network settings > WAN-Network

7 WAN-Network | IP configurations

Network Interface
& Overview
& Activity log

Ao Access contral (IAM)

IP Settings

Enable P forwarding (O

@ Tags
rtual network Azure-SSE-VNET-VI
.3+ Resource visualizer
v Settings Gateway load balancer @
| 1 IP configurations
et* @

15 DNSservers

@ Network securi y group Private and public IP addresses can be assigned to a virtual machine’s network interface controller, You can add as many

11! Properties private and public IPvd addresses as necessary to a network interface, within the limits listed in the Azure limits article. Private

! IP address prefix types can only be created as a secondary IP configuration. Learn more (7

2 Llocks
> Monitoring + Add 3 Make primary [i] Delete
> Automation

Name P Version Type Private IP Address Public IP Address
> Help
| peonfig! 1Put Primary 192.168.3.10 (Static) 135.13.32.103 (pip hindi bnet? |

Similarly, Enable the IP forwarding in the LAN interface by Navigating to Virtual Machine - Networking
- Network settings = LAN interface and click on Network interface.

C e e

&V

AN
WAN-VI | Network settings  # | vonatare o requiremets for attacning and Getacning network ncetaces? | | How can | make s VM secure? | | Lit i my mitwork interfaces for tis VM

Search s (O This is 8 new experience. Piasse erovide feedback

B3 Overview @) List il my network mecfaces for VOS-SDWAN-VI, || What sre I requirements for stlaching or Selaching & netwark misstace? || How can | mai iy vtusl machine secure?
B Adhity log

s ot (1 5 Bttoch nebucek intertoce 57 Detach mebwork interfoce. . Viewtopology [} Troubleshoct () Reresh £ Give feedock

@ s

Netwark orPguton
X Diagnose and solre problems LAN-Network / ipconfig! (primary) b

o1 Resource visualizer

> Connect Bt

« Nebworting Hetwork interdace

|

@ Losd balanging

Virtual network / subnat
Public IP address
Frivate |P address

@ Applcation securty graups sty s

& Metwork manager

Load balancers

Applcation securty grougs

Neswork security group

Accalersied netwarking

Efective security ules

Under “Settings” = IP configuration = IP settings, enable IP Forwarding and click on “Apply”.
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Home > VOS-SDWAN-VI| Network settings > LAN-Network

LAN-Network | IP configurations  #

Network Interface

«

) Refresh
@ Overview
IP Settings
Activity log
fo Access control (IAM) |Ename 1P forwarding @ |
@ Tags
Virtual network Azure-SSE-VNET-VI

7. Resource visualizer
Subnet* © | LAN-Subnet (192.168.4.0/24) 249 free IP addresses ~ ‘
| 1 IP confi 249 free IP addresses
configurations

B DNS servers

Private and public IP addresses can be assigned to a virtual machine’s network interface ontroller. You can add as many
private and public IPv4 addresses as necessary to a network interface, within the limits listed in the Azure limits article. Private

@ Network security group 1P address prefix types can only be created as a secondary IP configuration, Learn more &

11! Properties
~+ Add 3 Make primary [il] Delete
2 Locks
a
> Menitoring ) ) )
Name 1P Version Type Private IP Address Public IP Address
> Automation
]  ipconfigt 1Pva Primary 192.166.4.10 (Static) -

> Help

card changes

Add or remove favorites by pressing CEr L+Shift+F

Edit the NSG for WAN interface.

) VERSA

To allow Netconf session and 8443 from VD to VOS, add a new rule inbound on WAN interface to allow

2022.

P Search resources,sendces, and does (G/) | B

Home WAN-Y

@ VOS-SDWAN-VI | Network settings # - )  haus v sourerens o sicing e o e i || Ko can b i O s || Lol g e it i

Search D) This .8 new experince, Sases o febact ]
B ouerien @ | it my retwark nterfoces for VOS-SOWAN-, | What arethe requirementsfor staching o detachieg 3 network nterace] | o can | make my witual mache secure?
v ] g r
& actuitylog

& 10 o # aitach networkintertace. o Detach network inerface. s View topology £} Traubleshoot () Retresh 7 Gave feedback
0855 oMol "

L [ e s 1P kuraton
K Diagnose and sohve problems WAN-Netwark / ipcanfig! (primary) ~

2 Resourcs visaizee
- Esentils

> connsct
[ s ] Metwerk intentsee. Lisd bilsneers
~ natworking
WaN-Subnat applcation securty groups

etwork
| 2t o

Network scurty group
& toxd basing

Frivate IP address Accalerated networking Disabled

@ appicstion securty roups adimin securiy s

gure Effective security rules o
B reetwork manager
3 settings Rules 7 Collspse sl

> Auatabilty + scale

L v @ e

-

Ousbound port rde.

N-Hetmork)

> monitoring O Search ules Source == all  Destination == o Protocol == all  Action == all  Port == all
> Automation pricrity | Mame port Protacal Source. Destination Action
> Help

~ inbeund port ules (4)

1000 A defsuit-allow-ssh

e any any © allow
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Home 5 VOS-SDWAN-VI

& VOS-SDWAN-VI | Network settings

Virtual machine

£ search ¢
B overview

& Activity log

A Access control (M)

& g

K Diagnose and solve problems

. Resource visualizer

Connect
v Networking

& Network settings

€ Load balancing

@ Application security groups

& Network manager

Settings
availability + scale

Security

Backup + disaster recovery

Operations

Menitoring

Automation

> Help

PP ISP——-

£ Search resources, services, and docs (G+/)

I  copior

(@ This is a new experience. Please arovide feedback

@ | Ustall my network intertacesfor VOS-SOAN-Y

& attach network interface 57 Detach network interface <% View topology @ Troubleshoot ~ () Refresh &7 Give feedback

R vt P cndurtion
WAN-Network / ipconfig! (primary)

~ Essentials
Metwork interface + WAN-Network

Virtual network / subnet : Adure-SSE-VNET-VI / WAN-Subnet

Public P address: 135,1332.103
Private IP address 192,1683.10
Admin security rules 0 (Configure)

Rules 7% Collapse all

Metwork security group g hed to
Impacts O subnets, 1 network interfaces

Sear

Priority T Name Port

~ Inbound part rules (4)

1000 4 defavit-allow-ssh & 22

Wihat are the requirements for attaching or detaching a network inferface?

How can|

WaN-Network)

Lt all my network interfaces

How can | make my virtual machine secure?

Load balancers i0(co
Application security groups. i 0{Ca
Network security group : voss
Accelerated networking : Disat
Effective securty rules ‘0

Saurce

Any

[ e prorwererm

Home 5 VOS-SDWAN-VI

| X

@ VOS-SDWAN-VI | Network settings  # M} | Listall my network interfaces for this VM | | What are the req attaching Haw can | make this
Virtual machine
2 search (D) This is a new experience. Please provide feedback
B overview ~ Essentials.
& acivityleg Network interfacs * WAN-Network Load balancers 10wce
Ra. Access control 0AM) Virtual network / subnet + Azure-SSE-VNET-VI / WAAN-Subnet Application security groups 1oce
® 1 Public 1P address : 1351332103 Network security group : voss
Private IP address 192168310 Accelersted networking : Disat
X Diagnose and solve problems
admin sscurity rules figure) Effective security rules 0
Resource wisualizer
v Connect
Rules 7 Collapse all
# conneat
X gastion
i i e Naetwork security group VOSSDWANVInsg8B5 (attached to networkinterface: WAN-Network)
~ Networking Impacts 0 subnets, 1 netwerk interfaces
& Network settings
Load bal:
4 Load balancing [© Searchrles | Souessall  Destinaton=sall  Protocol==all  Acion==all  Port==all
licatior
© Applcation secuiy groups Priority 1 Name port Protacol Source
@ Network manager
5 Setings ~ inbound port rules (5)
> Avalatility + scale 1000 A default-allowrssh B 2 e Any
5 security 1010 netconf o 2022 TP Any

> Backup + disaster recovery
> Operations
> Monitoring
» Automation

> Help

Ak remave foverizes by presing CErL s SHAFE S5

> Outbound port rules (3)

e, ] Add inbound security rule

VOSSCWANVInsg885

Source ()

Any

Source port ranges * O

Destination ()
Any

Service (I

Custom

Destination pert ranges *

202

protocol

QO wop
O empas
O emons

Action

O peny

Prctity = O
1010

Name *

netconf |

Deseription

] Add inbound security rule

VOSSDWANVInsgBSS

Sourcs @
Any

AP Give feadback

Source port ranges * O

Dastination ()
Any

Senice (0

Custom

De:

ation port range:

5443

protacsl
O any
® 1
O uor
O 1oxives

O 1ommvs

Action

O oy

pricity* O

1020

Name *

allow-84d]

Description

B Give feedback
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2 Search resources, sarvices, and dos (G+/) I D Copilot

Home > VOS-

& VOS-SDWAN-VI | Network settings # - b  Lstst mnctuor interfaces forthis UM Whstare the requirements for tisching and detoching network interlaces? || How can | make tis VM secure? *
Virtual machine

\ Search ¢ « (D) This is  new experience. Plesse provide feedback x

B3 Overview @ ustall my network mterfaces for VOS-SDWAN-VL || What are the requirements for attaching or detaching a netwark interface? || How can | make my virtual machine secure?

& activitylog

8 A . & Attach network interface 57 Detach network interface < view topology 2 Troubleshoot ~ () Refresh 27 Give feedback
ess. control (1AM)

® g

Network interface / P configuration

X Diagnose and scive problems WAN-Network / ipconfig! (primary)

+I- Resource visuslizer

~ Essentials
+ Comect
Network interface Load balancers
& connect
Virtusl network / subnet Application security groups
X gastion ) )
Public 7 address £ 1382332108 Network security group : vosst
v Networking Private P address 182168310 Accelerated networking Disabled
B Network settings Admin security rules Effective security rules o

@ Load balancing
@ Application security groups Rules 7 Collapse all
& Network manager

> Settings . e ty group Vi (sttached

"‘ Create port rul
a0 subnets. | nebeork tertaces

> wailability + scale

> Security

3 Badkup + il reoowery Sourcs ==all  Destination == all  Protocol == all  Action ==all  Fort == all

> Operations priority T Name port Protocol Source Destination Action
> Monitoring

~ inbound port rules (5)
> Automation

1000 & default-allow-ssh 5] 2z TR Any Any © Allow

> Help —
1010 netcont B a2 =) any any © Allow
1020 allow-8443 A s e Any Any © Allow

At o remoue foveenes ey preing CETLaSMFTAF

Once all the above configuration is done, start VOS Virtual machine.

S e e e l 2 copi -

Home >

n VOS-SDWAN-VI = + - ® | Helpme copythis VM in any region | | Manage this VM with Azure CLI

Virtual machine

X« & | Help me copy this VM in any region

| K overview - & Cconnect Y Restart [ stop (O vibernate & Capture v [ pelete (O Refresh [J Open in mobile S Feedback [ cu/ses
@ Activity log
A, Access control (IAM) A Essentials
¢ Tags Resource group (move) : Azure-Resource-Group-Vl Operating system : Linux
¥ Diagnose and solve problems Status : Stopped (deallocated) Size : standard F4s (4 vcpus, 8 GIB memory)
. i Location : South India Primary NIC public IP ; 74.225.10.199
oI+ Resource visualizer
Subscription (move) @ Pay-As-You-Go 2 associated public IPs
~ Connect ‘ o .
Subscription ID : Be8a66d5-8825-49f5-8d60-577afdagT0ac Virtua et : Azure-SSE-VNET-VI/MGMT-Subnet
& connect DNS name ; Not configured
X Bastion Health state e
~ Networking Time created : 9/30/2025, 10:40 AM UTC

To take access to the device,

1. From the “Start” menu, choose “All Programs” - PuTTYgen.
C putty gen
& » Apps Documents Web Settings Peoy

Best match

PuTTYgen
App
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2. Under “Type of key to generate”, choose “RSA” and Click on “Load”. By default, PuTTYgen dis-
plays the files, select the “ppk” file that got generated while creating VOS instance.

? PuTTY Key Generator ? X
File Key Conversions Help
Key
No key.
Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:
O RsA () DSA (O ECDSA () EdDSA () SSH-1(RSA)
Number of bits in a generated key: 2048
Once the file is loaded click on “Save Private key”.
7 X

E,‘ PuTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa AAAABINZaC1yc2EAAAADAQABAAABGQDXUGHZsna5ZbzpiR46TapWXDmEVIsuOBnMw
+H2wtOh4mO92wH 1/Q3CEz2vBq5GEGdAcTIVKISImrvI018id0fu 1gp7byKkeu7 251 TultY GXrhWWI2rEHDCEWAG
vHGS7i35QEVKnCusEjcLyxawKifodVwBZa2R32PK2dUD|pJNoxRKPZVWI I
+ZRXUQBKGSETTKVDpviXpd2LophJFEI6OkJOKUBJZe Troe+8nhvjNgyongigmikHocz6VUQS UL
+0EuocsiGtUX IS 7THeS+oyL 7+ubyrRsndvpb0lLeZO8InNgLKPRFu%apEoS3IOhSAY IIGHIZX 4 X sNdw2 3bBwbdir

ssh-rsa 3072 SHA256:2Y dIVGGgCBpweN3 ThmiS 1XUH1ZFgglarPSBHONSOIVG

Key fingerprint.
Key " imported-of h-key
Key passphrase:
Confirm
Aclions
Generate a public'private key pair Generate
Load an existing private key file Load
— ——
Parameters
Type of key to generate:
ORsA (DSA (ECDSA () EdDSA () SSH-1(RSA)
MNumber of bits in a generated key: 2048

Save the key to your PC.
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Organize ~ New fc

@ Vishnu - Versa N

4 Downloads
J Documents
P9 Pictures

Vishnu - LAB

+ » Downloads

File name: | VOS-SDWAN-VI

Save as type: PuTTY Private Key Files (*.ppk)

# Hide Folders

Save Cancel

J VERSA

Now open putty, provide the IP address of the Azure instance and under “Auth” click on Credentials and
browse for the private key, then click on “Open”.

&

Category:

- Session

- Appearance
~ Behaviour
Translation
Selection
~Colours
Connection

- Rlogin
SUPDUF

About Help

Basic options for your PuTT* session

Specify the destination you want to connect to

Host Name (or |P address) Part
74.225.10.139 22
Connection type:

©S5H (O Seral ()0ther Telnet ~

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save

Delete

Close window on exit:
(O Mways (O Never € Only on clean exit

Open Cancel

Appearance
- Behaviour
Translation
= Selection
Calours
=I- Connection
Data

Credertial:

Credentials to authenticate with
Publickey authentication

Private key file for authentication:
C\Users\VishnuA'Downloads'V05-5D\ | Browse...

About Help

Certificate to use with the private key {optional):
Browse...

Plugin to provide authentication responses
Plugin command to run

Cancel

Login with username azureuser and type “sudo su -admin”.

£
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Note down the serial number of the device for the device onboarding.

n(R) Platinum 8171M CPU @ 2.60GHz

Copying Director Keys to VOS to resolve Connectivity Issues:

In bare metal appliance creation process, regardless of release, the Versa Director connects to an
appliance and injects the public key into the appliance, to enable communication via key based login.

By Default, Versa Director tries to talk to an appliance with admin/versa123 or any other custom
username which is set in Versa Director CLI. But at present, all the AMI that are shared with customer
are prepared with password login disabled attribute, for security purpose. Users are required to
supply pem key to login into the box. Therefore, Versa Director fails to communicate with appliances,
and the appliance/branch creation fails.

To solve this issue:

Copy the Versa Director /var/versa/vnms/ncs/homes/admin/.ssh/id_dsa.pub contents to the below
file in appliance:

[admin@AWS-Branch: ~] $ ls -al .ssh/authorized_keys
-FW---mmm- 1 admin versa 1012 May 13 21:42 .ssh/authorized_keys
Create authorized_keys file if it is not present on the appliance.

sudo chown admin:versa authorized_keys

To add the id_dsa.pub.it to authorized_keys in the appliance edit the file using “sudo nano
.ssh/authorized_keys” add the copied id_dsa.pub.
NOTE: File permission should be 600. To change the file permission run -

chmod 600 authorized_keys.

Routing in Azure:
Create a Route table for LAN to forward the traffic from the WEB server towards the SDWAN Device.

To create a route table search for “route tables” and select “Route tables” from Services.
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Microsoft Azure £ route table

Home > Network foundation

All Services (11) Marketplace (1) ~ More (4) i
4o Network foundation | Route tables = - Ans

Preview Services See more

|p Search | o« + Create @ Manage view O Re

. . B¥ Route filters
| Subscriptio 1 filte

& Ovenview | Filter for any field...

Under route tables click on “Create”.

m e e e ] I 2 oot

Home > Network foundation
i Network foundation | Route tables » W) | Disgnose connectivity issues using route tables | | Check route conflicts in allroute tables | | Anslyzs routing issues across route tables x
Preview
Search ¢ + creste| @ Manageview ~+ () Refresh L ExporttoCSV % Openquery
@ oveniew Filter for any field Subscription equals all Resource group equals sl X Location equalsall X g Add filter
v virtual network
Showing 1 1o 100 of 180 records. o grouping | [E= st view ~
A Virtual Ketwork overview
5 Virtual networks L3t . Resource group T Location T4 Subscription 7,

& NAT gateways
B public 1P addresses

@ netvork intertaces

@ Network security groups.
@ Application security groups
5 gastions

| % o s

Under Basics, tab provide information regarding subscription, Resource group, Region and the Name
for Route Table and click on Next.

Microsoft Azure O Search resources, services,

Home > Network foundation | Route tables >

Create Route table

Tegs  Review + create

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and
manage all your resources,

Subscription * @ [ Pay-As-You-Go v

L

Resource group * () [ Azure-Resource-Group-vi ]

Instance details

Region* @ | South India ~ ‘
Name* @ [ Lan-RT-vi V]
Propagate gateway routes * @ (®) ves

O No

o Raview + crase

Under Review+ Create tab, click on Create.
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icrosoft Azure

Home > Network foundation | Route tables >

Create Route table

Basics Tags

B View automation template

Basics

Subscription Pay-As-You-Go

Resource group Azure-Resource-Group-VI
Region South India

Name LAN-RT-VI

Propagate gateway routes Yes

Tags

owner vishnu (Route table)

Previous

The deployment status can be viewed under Overview.

Microsoft Azure P Search resources, services, and docs (G+/) I o Copilot
Home >
w Microsoft.RouteTable-20251006153723 | Overview
Deployment

X K @ Delete ® Cancel “f Redeploy i Download O Refresh

| o4 Overview

@ Your deployment is complete

] Inputs
Deployment name : Microsoft.RouteTable-20251006153723 Start time : 10/6/2025, 3:39:27 PM
= Outputs Subscription : Pay-As-You-Go Correlation ID : a7bal4ea-5a6d-4e55-9650-4507a689160
Resource group  : Azure-Resource-Group-VI

=] Template

> Deployment details

' Next steps

Go to resource

Give feedback

A Tell us about your experience with deployment

Once the deployment is complete go to the Route table you created.
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rosoft Azure O Search resources, services, and docs (G+/) I @ Copilot

Home > Network foundation

4o Network foundation | Route tables = M) | Check route conflicts in all route tables | | Analyze routing issues across route tables | | Diagnose connectivity issues using route tables

Preview

s« + Creste 53 Manageview v, () Refresh | ExporttoCSV %S Open query D Assign tags
@ Overview i o
LAN-RT-VI Subscription equals all Resource group equals all X Location equalsall X i Add filter

v Virtual network
Showing 1to 1 of 1 records. No grouping
A Virtual Network overview

€ Virtusl networks [] Name Resource group Ty Location Ty Subscription T,

NAT gateways J & an Azure-Resource-Group-Vl South India Pay-As-You-Go

Public IP addresses

Network security groups

¢
B
Network interfaces
Q¢
@

Application security groups

< Bastions

“

Route tables

B

@ Route servers

To add new Route, under Settings = Routes click on +Add.

£ Search resources, services, and docs (G+/)

Home > Network foundation | Route tables > WAN-ROUTETABLE-VI

4o WAN-ROUTETABLE-VI | Routes

Route table
\p Search ‘ s« |+ Add IO Refrash A7 Give feedback
A Overview ‘,O Search routes
B Activity log ame T iress prefix Ty ext ho e T ext hop IP address T
& Activity Name 1. Address prefix ™. Next hop type Next hop IP address 7
Ry Access control (IAM) No results.

@ Tags
Diagnose and solve problems
gl P

1. Resource visualizer

v Settings

& Configuration

<> Subnets

{11 Properties

Under “Add route” provide a Name, Destination Type, Destination IP and the Next hop and click on
Add.

P Search resources, services, and docs (G+/) l o Copilat

Home > N

rk foundation | Route tables > LAN-RT-VI Add route x
4 LAN-RT-VI | Routes  # - LAN-RT
Route table

. A user defined route (UDR) is a static route that overrides Azure's default system routes, or
) Refresh A7 Give feedback adds 3 route to a subnet's route table. Leam more of

O Search «

4 Oveniew

D Search routes B
oute name *
B Activity log Name T Address prefix T, Next hop type T ‘ TO-SASE-GW J‘
R Access control (1AM) No results.
Destination type * ()
T
& Tags [ Addresses ~]
X Diagnase and solve problems
i Destination IP addresses/CIDR ranges * ©)
A+ Resource visuslizer (60000 ]
0.0
v Settings
cont Next hop type * @
& Configuration
[ virtual appiiance ~]
Subnet Mext hop address * @
> Subnets
[1s2168410 /]
{1 Properties
& Lok @ Ensure you have IP forwarding enabled on yout vitual appliance, You can enable this by
nawgating 1o the respective network interface’s IP address settings.
> Monitaring
> Automation
> Help

AR O et f2VSreS By presng CXTLASMFT S

Under Subnets, Click in Associate and Associate LAN-Subnet to the route table and click on “Ok”.
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Home > Network foundation | Route tables > LAN-RT-VI

<.~ LAN-RT-VI | Subnets = -

Route table

& Activity log
Ra Access cont trol (1AM)

@ Tags

K Diagnose and solve problems

& Configuration
4 Routes

|
{1l Properties
8 Locks

> Monitoring

> Automation

> Help

432 or remave fovertes by pressing CErLeSWIFTeF

Concerto Configuration:

To Onboard the branch to the Headend we need to create Master profile and device on Concerto.

°

[ search subnets
Name Ty

Mo results.

A3 Search resources, servicss, and docs (G+/)

l 0 Copilot

Adress range L

Creating Master profile in Concerto:

Creating Interface:

Go to respective Tenant and click on Configure > Secure SD-WAN - Profile Elements = Policy
Elements > Device - Interface > Add Interface

Virtual network Ty

Associate subnet X

LAN-RT-1

Virtual network ()

Subnet* ©

Ui St <]

7 Givefesdlback
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W VERSA SASE-WORKSHOP CONFIGURATIO Asia/Caleutta ~ 3= B English v

NETWORKS
BETA

Security Service Edge Secure SD-WAN
Search By Name T
Profiles Profile Elements

Configure

> Policies | 1

|v Policy Elements | 2 |

|v Device | 2 |

Interface | O

Radio 2

Monitor

— > Network Services = 0
[

Analytics > VPNElements | 0

> Rules 0

Inventory > Elements | 4293

WAN Interface:

Provide the name of the interface and select the category as WAN and under Location, interface can
be specified or can be parameterized based on the requirement.

WVERSA  SASE-WORKSHOP CONFIGURATIO Qg’) Asia/Caleutta v 3= SEEngish v | @ U™

- Service Provider Administrator

Create Interface
Configure > Profile Elements > Policy Elements > ... > Interface

mwmﬂ Qs permissions

B Nome

Intemet Version 1

Configure

Description

Type

Physical "~ Virtual

Enabled Block ICMP Speed Test Server
Monitor e
Category Sub Category
] WAN v| Wired v
Analytics
Location VLAN ID
EH $WAN-INTERFACE| 0-4094

Inventory

e [ e | £]
Under Connection provide the necessary information regarding the Connection Type, Connection
Name, IPv4 Address, Nexthop ,DNS information, Disable Monitor and save.
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€ 3 € (% apacsasepo 1et10010/app/SASE-WORK: face @ @ % £} @ tewChomemaisbe

W VERSA SASE-WORKSHOP CONFIGURATION ;;b AiaCalcutta ~ 3= | W Ergllsh ~ | () mpdeMmi“Sunmv

Edit Interface
Configure > Profile Elements > Policy Elements > Device > Interface : Internet.

General Connec! tion QoS Permissions.
Connection Type Connection Name
Broadoand . lIntemer

STATIC
Nexthop
Sintermet-Inertace-NH

Secondary NS
$Secondary-DNS

Add Additional IPv4 Address

Add |Pv6 Address
» Static Routes
» Routing Protocol

~ Moritor

coneel !

e Bydefault, itis DHCP you can disable the knob to configure it as STATIC.

e Disable Monitor - if you don’t disable this, a static route to Gateway of WAN subnet will be cre-
ated along with with ICMP monitor, since the subnet gateway IP is pingable on Azure, static
route on Internet Transport VR is not installed in the routing table, making the device unreacha-
ble to the Headend.

This will create a WAN interface.

v VERSA SASE-WORKSHOP CONFIGURATIO Asia/Caleutta > #= | [ English
Policy Elements: Device : Interface 1 Search By Name
Internet i Version1 :
Coniure Interface Category Location

Enabled WAN | Wired $WAN-INTERFACE

Connection Name IPv4 Address Nexthop

Internet $Internet-Inerface-IP $Internet-Inerface-NH

> Variables | 5

Monitor

LAN Interface:

To create a LAN interface, select the category as LAN and provide necessary information.
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AddressandRouting QoS Permissions
Version 1
Description
Type
Physical " Virtual
Enabled
Monitor -
Category Sub Category
s LAN v Wired v
Analytics
Location VLANID
$LAN-INTERFACH 0-4094

Inventory

) VERSA

Create Interface
Configure > Profile Elements > Policy Elements > ... > Interface

Cancel

Under Address and routing provide the IPv4 address as a parameter, VPN Name and save the

configuration.

Create Interface
Configure > Profile Elements > Policy Elements > ... > Interface

General QoS Permissions
Address
1Pw4 Address STATIC -~ DHCP

Configure

Monitor

Analytics

Inventory

$LAN-IP-ADDRESS

Add Additional IPv4 Address

DHCP Relay

VRRP

Add IPvé Address

Guest Interface

VPN Name

SASE-WORKSHOP-Enterp...

v

Cancel I Next | 3

This will create a LAN interface.
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Policy Elements: Device : Interface 2 Search By Name
LAN-1 i Version1 :
Coniure Interface Category Location
Enabled LAN | Wired $LAN-INTERFACE
IPv4 Address

$LAN-IP-ADDRESS

> Variables | 2

Creating VPN Instance:

To define the topology of the network we need VPN instance to be created.

Under Configure, go to “Secure SD-WAN” - Profile Elements - Policy Elements - VPN Elements 2>
VPN Instance and click on “Create VPN Instance”.

| Security Service Edge Secure SD-WAN

Profiles Profile Elements

Configure

> Policies ' 1

v Policy Elements ' 4

> Device | 4

> Network Services 0

Monitor

v VPNEI ts | O
Welcome to the VPN Instance page
ou can define topology for SDWAN traffic like Spoke to Spoke via Hub, Spoke to Spoke Direct for a selected VPN (VRF).

i Internet Access and Underlay routing on selected WAN circuits and customized redistribution policies for the VPN (VRF).

Analytics > Rules | O

> Elements = 4293 Create VPN Instances

In the Settings tab under VPN select the Tenant name and the VPN name.

Under Topology select the topology as per the need. By default, itis full mesh. DIA can be enabled
under Split Tunnels if needed.

Once done click on “Skip to Review”.
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Add VPN Instance

©

Settings Routes Redistribution

VPN
Tenant* VPN Name*

SASE-WORKSHOP - SASE-WORKSHOP-Enterprise v

Topology

Spoke Parameters
Topology Scope

Full Mesh - Enterprise -

Spoke Communities 4+ Add Variable

Split Tunnels

Direct Internet Access(DIA) Disabled Gateway Capability Disabled

Underlay Disabled Gateway Capability Disabled

+J VERSA

Permissions Review & Submit

Hub Parameters

Reject Other Region Routes

Cancel Skip to Review “

Under “Review & Submit” provide a name to the VPN and Save the configuration.

Add VPN Instance

Settings Routes Redistribution

o ®

Permissions Review & Submit

Review your configurations. Before submitting, review and edit any steps of your configuration below.

General
Name

Branch-VPN

Tags

Variables

Cancel

Master Profile:

Description

A master profile is a collection of one or more sub-profiles. A single master profile can be applied to

one or more devices.

Creating a Basic Master Profile:

Under respective Tenant go to Configure - Secure SD-WAN > Profiles - Master Profiles > Basic.
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Security Service Edge Secure SD-WAN

Profiles Profile Elements

Configure

v Master Profiles 4

Basic 4

Standard O

> SubProfiles 0

Monitor

Clone the default Basic- MP and Provide a Name to it.

Master Profile : Basic | 4 Search By Name Search.. E
Gy e 1Policy 0Rules 1Policy ORules M
IPS URL Filtering
B
Configure Default-Active-Active i Version1 | i Default-Basic-MP i Versionl | }
>
= Network = Network & Edit
WAN 1 1Wired WLAN 1 LAN 2 WAN 3 1Wireless WLAN 1
Enterprise-WiFi Enterprise-WiFi 2 Wired Enterprise-WiFi B
Enterprise-LAN References
- % Delete
a—— & Application & Application X Disable Auto Delete
QoS 1Policy ORules Traffic Steering 1 Policy 0 Rules QoS 1 Policy  0Rules Traffic Steering 1 Policy wrames
¢ © Security © Security
Analytics Access Control Antivirus IP Filtering Access Control Antivirus IP Filtering
1Policy ORules 1Policy 0Rules 1 Policy ORules 1Policy ' ORules 1Policy ORules 1Policy 0ORules
H > Variahles | 3 > Variahles | 3
Inventory
Showingpage 1 of 1 10rows v <Previous 1 Next>
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| I8 Clone Basic Master Profile Default-Basic-MP I

Azure-Branch-MP

Click on Edit Master Profile, under General tab provide the “Scope”, “SDWAN Solution Tier” and click

on Next.
1 B - o vishnu o
W VERSA SASE-WORKSHOP CONFIGURATION @/ AsaCauta v 75 W Engish v @ G estor
Edit Master Profile
Configure > Profiles * Master Profile > Basic : Azure-Branch-MP
General Profile Permissions

Name
Azure-Branch-MP Version 1
Description
Type
Basic

Solution Tier
~ ® sDwan O NGFW

Select Add-On Tiers

Variables | 3

« PasswordBTo63 | 1 « InterfaceIP | 2

e

Click on WAN and remove all the interfaces.
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Edit Master Profile
Configure > Profiles > Master Profile > Basic : Azure-Branch-MP

General Profile  Network | Security | Application | Others Permissions

¢ WAN
Configure > Profiles > Master Profile > Basic : Azure-Branch-MP > Interface : Azure-Branch-MP
WAN
Internetwi OVariables }
o2 memet o2 pivate H Edit
Replace Version
ole| :
.
oe Privatexl OVariables
LTEv1 0 Variables {

Close Next
.H Add Interfaces

One all the interfaces are removed under WAN, click on “Add Interfaces” and select “Choose
Interfaces”.

vishnu

W VERSA SASE-WORKSHOP CONFIGURATION @ AsalCaicutta v 5= | M Engish v @ | Lo e administrator

¢

Configure > Profiles > Master Profile > Basic:

No Interfaces Present

CreateNew || Choose Interfaces
Add Interfaces

Choose the WAN interface which we have created earlier and click on Add.
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Choose Interfaces
Configure > Profiles > Master Profile > ... > Interface

Profile Elements / Policy Elements / Device / Interface

= WAN |1 Unselect All
|L—~ Internetvl ~
ELAN | 1 Select All
©LAN-1v1

: Close Add

Once added click on Close.

¢ WAN
Configure > Profiles > Master Profile > Basic : Azure-Branch-MP > Interface : Azure-Branch-MP
WAN
Internetvl 5 Varlables §
Add Interfaces

i Close

Repeat the same for LAN interfaces
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Edit Master Profile
Configure > Profiles > Master Profile > Basic : Azure-Branch-MP
General Profil=  Network | Security | Application | Others Permissions
= Wi-Fi
Enterprise-WiFi

W VERSA

4

WAN 1
< LAN
Configure > Profiles > Master Profile > Basic : Azure-Branch-MP > Interface : Azure-Branch-MP
Internet
sTATIC
Sinternet-Inerface-IP
LAN
Enterprise-LANx1 1Variables §
Edit
Replace Version
Enterprise-WiFivl 1Variables §

Cancel H Add Interfaces

One all the interfaces are removed under LAN, click on “Add Interfaces” and select “Choose

Interfaces”.

- wishnu

W VERSA SASE-WORKSHOP CONFIGURATION @ AsaCaaitta 7= | W Englsn @ | G pimiitrstor

<

Configure > Profiles » Master Profile » Basic:

No Interfaces Present

CreateNew | [Choose Interfaces
Add Interfaces

Choose the LAN interface which we have created earlier and click on Add.
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Choose Interfaces
Configure > Profiles > Master Profile >

> Interface

Profile Elements / Policy Elements / Device / Interface

BWAN | 1 Select All
- Internetyl
Unselect All
v

ELAN | 1

t---LAN-1v1

Close

Once added click on Close.

> Interface:

LAN-131 2Varisbles §

Click on “Enterprise WiFi”, select 3 dots and then delete.

) VERSA
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Edit Master Profile

Configure > Profiles > Master Profile > Basic: Azure-Branch-MP

Enterprise-WLANx1 1 Variables §
Edie

General Profile Network | Security | Application | Others Permissions.

Add Service

Enterprise-WiFi

W VERSA

WAN ' 1

z

sTATIC
Sinternet Inerface-1P

i Cose

Once the configuration is complete, move to Others tab and select VPN Instance.

Edit Master Profile

Configure > Profiles > Master Profile > Basic : Azure-Branch-MP

General Profile Network | Security | Application Permissions

DHCP

!

2 DHCP Servers

CGNAT

!

No Service Present

+Add Service

VPN Instance

1VPN Instance

BGP Peer Policy

it

No BGP Peer Policies

+ BGP Peer Policy

Redistribution Policy

it

No Redistribution Policies

+ Redistribution Policy

DNS Proxy Policy

coneet H

Delete the existing VPN instance and add the one which we have created.
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< VPN Instances
Configure > Profiles = Master Profile > Basic: Azure-Branch-MP = VPN Instance : Azure-Branch-MP

Tenant: undefined

Enterprise-VPNwv1 0 Variables

Edit

Delete I

Replace Version

Add VPN Instance

Under VPN Instances, click on “Add VPN Instance” and click on “Choose VPN Instance”.

W VERSA SASE-WORKSHOP CONFIGURATION Q Asia/Calautta v 7= | W English v @

vishau »
Service Provider Administrator

) VERSA

VPN Instances
Configure > Profiles > Master Profile > Basic: > VPN Inst;

No VPN Instance

Create New | | Choose VPN Instance

Add VPN Instance

Select the VPN instance and click on Add.

Choose Rules
Configure > Profiles > Master Profile > .. > VPN Instance

Profile Elements / Policy Elements / VPN Elements / VPN Instance

2PN 1 Loselect Al
| v

e m

Once added, click on “Close” and save the Master profile.
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VPN Instances Edit Master Profile
Configure » Prafiles » Master Profile » Basic : Azure-Branch-MP » VPN Instance : Azure-Branch-MP. Configure > Profiles > Master Profile » Basic : Azure-Branch-MP
Tenant: SASE-WORKSHOP General Network | Security | Application | Others  Permissions
Branch-VPNv1 OVariables §
DHCP
=
2 DHCP Servers

Add VPN Instance

CGNAT

Mo Service Present

+ Add Service

VPN Instance

1VPN Instance

BGP Peer Policy

No BGP Peer Polides
+BGP Peer Policy

Redistribution Policy

No Redistribution Policies

+Redistribution Policy

DNS Proxy Policy

o

VERSA SASE-WORKSHOP Basic Master Profile upd:

Master Profile: Basic = ¢ Search By
Azure-Branch-MP i Version1l | &
B = Network
Configure WAN 1 1Wired WLAN 0 LAN 1 LAN-1

& Application
QoS 1Policy 0ORules Traffic Steering 1 Policy ' ORules

O Security
Access Control Antivirus IP Filtering
1 Policy ' ORules

Monitor 1Policy  ORules 1Policy ORules
IPS URL Filtering
1 Policy  ORules 1 Policy 0Rules

> Variables | 7

Deploying the device:
Go to “Deploy” and click on Add Site.
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~ Sites Regions

i

Sites: 4 +Add Site | & Download CSV & Import CSV H Q
ites:

Hub /

View

Under Create Site, Provide Name, Country, Zip, Director details, controllers and click on Save.

Create Site

Name

Azure-site

Region

Default v

Country

India

Zip Code
560016

Director

APAG-SASE-POC-Director ~

Controllers

Select Controllers

Controller-1 >

coneel E

Double click on the created site. It will take you to the below page.

CACEAMO CHO)! L, ~ B ] i ~ vishnu v
W VERSA SASE-WORKSHOP DEPLOY o) Aot~ 5= | W Englsh ~ | T
Site Summary
Aaure-site
Q@  inas
Region
Default

Publication Status
Not available

Profile Assignment
No Profiles Assigned

Since we will be deploying a device with type as appliance, click on “+Appliance”.

Under Add Appliance Provide necessary information and select the ZTP type as Serial for Script based
ZTP.
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Sivesc Aurersite

DEPLOY @ AeaCdouts ~ FE W Erglish - | ()
/

) VERSA

vishew
Service Provider Administrator

Add Appliance

Glabal Appliance ID
ZTPType

Sestal Number ™ URL
Serial Number

0000-0001-4325-7972-7028-0762-90

Model
Sesct

Staging Controller

VPN Profile

License Perlod

esr

Bandwidth

Cancel

Provide the Bandwidth and click on “Set Profile” to associate the master profile which we have
created and click on “Apply” and save the Appliance.

ZTP Type
Serial Number "~ URL

Serial Number
0000-0001-4325-7972-7028-0782-90

Model
Select.

Staging Controller

Controller-1

VPN Profile

nternet-Controller-1-Staginglpsec

License Period
1Year

Bandwidth

25Mbps

Site

Cancel

Set Profile

Current Profile

Available Profiles

v Baskc
“ Single Tenant
[ AWS-BranchMPu1

[ Azure-Basic-MPv5
Azure-Branch-MPy1
[ Default-Active-Activex1
[ Default-Basic-MPv1
[] Demo-Branch-1-MPv1
[7] Demo-Branch2-MP¥1
[T VOS-Branch-MPvS

Save Cancel
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Add Appliance

ZTP Type

Serial Number URL

ial Numbe
0000-0001-4325-7972-7026-0762-%0

Model
Select

Staging Controller
VPN Profile

1 Year

Bandwidth

25Mbps

Profile

coneel

All the Parameters provided under Profile elements should be filled under Pending Variables in
“Deploy” tab while creating the device.

When you hover onto the Gear icon, it shows pending variables, click on it to fill the variables.

W VERSA SASE-WORKSHOP DEPLOY :D fsiaCalcutta ~+ 3= | 8 Erglish | () s:::ev-wea-nemims:rm-“

Sites: Azuresite +Appliance  +Hub 4Huh(r.rrmh=r“ = c w

Site Summary

Agure-site
Locetion
Qs
Fagion
Default
J Publication Status [
el ‘Add Redundancy
Set Prafile
A . Pubiish
| Pending Variatles |
ecare e, Delets Appliance 1
= k Total
' ViewConfiguration
View History
£ ViewVariables Pending Variables
Y Sync

Profile Assisnment [
Aaure-Branch MPvL

Azure-Branch
1
Total

1

Showingpsge 1 of 1 10Appllances <Previeus 1 Next>

Add the pending variables and click on Add.

Review the configuration of the appliance and click on Save.
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Variables | 7
Deploy > Azure-Branch > Profiles > Master Profile > Basic: Azure-Branch-MP
Edit Appliance Configuration
Types|3 Interface IP| 2 Deploy > Azure-Branch > Profiles > Master Profile > Basic : Azure-Branch-MP
VNIName | 2 Mo avalue General Profile Permissions
1 InterfacelP | 2
PV4orDHCP | 3 Internet-Inerface-1P
192.168.3.10/24 Name
LAN-IP-ADDRESS Azure-Branch-MP Version 1
192.168.4.10/24
Description
Type
Basic
Scope Solution Tier
Single Tenant . ® SDwWAN O NGFW
SDWAN Solution Tier Select Add-On Tiers
Prime-SDWAN o Select
Summary
Variables| 7
VNIName | 2 Interface P | 2
1PV4orDHCP | 3
> Network
> Security
f  Close Add Close !

To Publish the configuration on to the Director, click on Publish.

[ Publish

> Options

=

Once the device is published, we can check the status in the tasks.

x
Tasks Al - | vishe x Auto Refrash every 155ecs @ Refresh now
User Name. Description Serial Number  Start Time End Time Progress
» vish Agure-Branch Publishing to Appliance for tenant [SASE-WORKSHOP] 415970 ;mm ;ngm ~
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Configuring Private app Protection Rule:

To Create a secure access rule for allowing traffic from SASE clients to Azure VM through overlay
tunnels, Go to Configure = Secure Service Edge = Real-Time Protection = Private App Protection
and click on “Add”.

ASEWORKS e v = o iahn .
W VERSA SASE-WORKSHOP CONFIGURATION ) AsiaCaeutta (= BEEnh v @) | o proviser Administrator

— =

Below are all the rules for your Private App Protection Policy.

[e——— Geotocaions
festiors: Users & Grongs. et Postare Source & Destination Servies Schedule Source Destiation SecurityEntoecement
Profiles 1 Apglications. v LDAPL Endpoint Information Al Layer 4 Services. Mat Available All Gea locations are selected. All Geo locations are selected URL Filtesing ul-priv-age
Nowrs Prohle (EWP)
Safe Search Al Gevices
Network Obfuscation .
SDWAN Zone
Settings
\Applcations v 1Az Endpoint nformation v Sourca Zone Allsvrasenices  totAvilabie  AlGeolocstonsareseiected  AllGeolocations re sected uRL Filtering e uRLF
Advanced Security Users g i E ore
saseuld S
SecureAceass SRR gy Bk Bancs
sk bands
Digial Experience Monitoring [DEM) el
TLSDecryption \applicatons Allusers i nformation MllsyrdSevicss  tothwsisbe  AlGeolocstomsaresclected  AllGeolocations e selected UL Filtering UL4URLFILTER
User Risk Bands Profle ()
_— Al sk bands .
Bandwidth Limits
Profiles and Connectors
Partner Integration I Applications ANlLayer 4 Services Motavsilable Al Geolocstions are selected Al Gelocations are selected R Filtering URLF-Private-App-Protect
User and Device Authentication
User-Defined Objects
Settings
| Applcations Endpoint Information v Source Zone Alsverasenices  tatavailable  AllGeolocations are selected Al Gealocations are seected Mabware ratection Easytanvare Protection
Profe 1P - R Fiasing exapum.ritering
N versa Client Jotsing P

. " o L . . y i
'VER_SA SASE-WORKSHOP CONFIGURATION ‘,‘.‘" AsialCaleutia ~ §5 | B Englsh ~ | ) e Brovider Administrator
~
i Creata Private App Protection Rula
View

L) o o o ©
B \&J

Aapplicstiors Users & Groups Endpaint Posture. GEO Locations Metwork Layer 34 Security Entoreement Review & Deploy

Choose the type of enforcement action for your Private Application Protection Rule.

Enable TCP Kespalive

TCP: long- pplic e VNCor RDP

Allow
® \/
Allowal traff that matches the ruke to pass

&5/ oropthe sesionantsend TCP reset [RST) o, for UDP an ICWIP port unveachabie message

lude criterfa toallow or refect traffic.

Note: Security Enforcement and match criteria can be configured as per the requirement.

Under “Review and Deploy” provide the “Name” for the Private App Protection Rule and click on
“Save”.
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A 2 - vishau
W VERSA SASE-WORKSHOP CONFIGURATION Q AsialCaloutta v = WREngh v @) L e

Create Private App Protection Rule

o o o o © o

Agplications Users & Groups. Endpoint Posture: GEO Locations

Review your Private App Protection Policy configurations below.

your rul any step of your

General

Deseription

Tags
Rule Is Enabled

Applications  # it

 All Applications

Users & Groups  # Edit
Users&Groups  All Users Users Dievice Groups Al Davice Groups
User Risk Bands Al Risk Bands

Under “Configure the Rule Order” place the rule at the top.

Configure Rule Order

He uld you like to process rule "Pri

() Process the rule|ast (add this rule at the bottom of the rule list)
(@® Process the rule first (add this rule at the top of the rule list)

O Process the rule inspecific placement (select

Cow ) .

Once the configuration is complete Publish the Configuration to SASE Gateways.

W VERSA SASE-WORKSHOP Private-apprrule crested succsssfully ¢ AslaCalouns v 2 | W Englsh ~ | ) :Mh‘:epmaerm“.‘n ~

Private App Protection Rules List
Below are all the rules for your Private App Protection Policy.
Q, Seachbykeywordorname | Y Filter B L] £ Refresh | Select Columns v
Network Layer 3-4 Gen Locations
Ruie Name oplications - i Serviess Scheduie Source Destination ‘Security Enforcemert
[ private-sperrule Al Agglications: Alusers Endpoint lnformation  * Destination Zone Al Lspes 4 services Notswailable  AllGeolocations are selected Al Geolocations areselected Action =)
User Risk Bands Profie (E1P)
Al risk bands Al devices SLa s
Entity Risk Bands
Al risk bands
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Onboarding VOS:
To perform ZTP, run the staging.py script

Check the status on the task bar.

-

b 4
Tasks + Success - X Auto Refresh every 15secs €' Refresh now
User Name Description Serial Number Start Time End Time Progress
¥ admin Create Baremetal Appliance createAppliance: appliance Name:{... 417126 13"52;"2;025M igIS;Z;J;gM v

Task ID:  129a2e23-43ac-4ea2-958b-2512da97c0b1
Messages: » [ 2Factor Auth is skipped. ]
=« Connecting to appliance...
« Setting up appliance...
+ Applying initial configuration
= Azure-Branch is rebooting after applying template:{ SASE-WORKSHOP_Azure-Branch }
= Successfully Set Current Time.

+ Successfully Created Branch Appliance. UUID = d7752bcc-1a37-4¢77-9ea7-7418ch79dd%a

Once the device is onboarded it will show up in Concerto.

wvishnu
Service Provider Administrator

p— Appllance +Hub  + Hub Controlier u i= c

+ VERSA SASE-WORKSHOP DEPLOY D) AsiafCalautta ~ = | B English v @)

Site Summary
Azure-site
9 o
Default
Publication Status o
1
Total
Current
1
Profile Assignment ™

Azure-Branch-MPv1

Showingpage 1 of 1 10Appliances ~ <Previous 1 Next ,\ Azure-Branch

Verification

Verifying Routing on VOS Azure-Branch:
Dynamic tunnels between VOS AWS-Branch and SASE Gateway should be up.

To view the tunnel status, click on “Monitor”, go to respective Site and click on “View Appliance”.
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W VERSA SASE-WORKSHOP MONITOR

Sites: 7

Sitz Name: Location #Appliances SiteAlarms | Publication Status Region
India 1 A Current | 1 Default
Bangalore APAC-SASE-POC-Director  Karnataka, India 1 |;3| Pending Publication ' 1 Default
Chennai Tamilnadu, India 1 Current | 1 Default

i

Monitor
Demeo-Site Bengaluruy, KA, India 1 |é| Current | 1 Default

Click on “Monitor Appliance” under respective appliance.

W VERSA SASE-WORKSHOP MONITOR

Sites: Azure-site
Appliance Name Hub Profile Alarms Publication Status
No Azure-Branch-MPv2 Current

Showing 1-1 of 1 entries 10 Appliances w

Monitor

Analytics

Run Diagnostics

) VERSA

View Appliances

'View Configuration

Monitor Appliance

Under Monitor = Devices = <Branch Name> = Services 2> SDWAN - Sites. Make sure all the

devices are connected.
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€ S Aguresite
Organization | SASE-WORKSHOP v
B Summary & Cloud Werkload

Total Appliarces B

Azure-Branch | India 560016

Inband Management Address: 172.200.37

Out of band Management Address: 192.168.0.4124
‘System Bridge Address: QA:3ACAC:60:00

Site Name

N ey [ R

MONITOR

Ses  SLAEndToEmdPaths  SLAMetrics

Management P

You are currently in Appliance View

SLAPath  Trafh Engineering

) VERSA

vishaw

e
Asia/Calcutta Servies Provider Administrator

- Crgish

(:]

@

@ Reachable | SYNC:INSYNG Upsince: MonOct § 02:25:43 2025

Configuration. ~ Shell  Config Status~

Transport Paths Wb Praxy

UpTme CommectatySttis Contrter
> pem— Py [ o, -
> p—— 12002 J— semacs Conveced -
> rever s s rm—— e -
> suseanrocon 1m20e —" ket Comveced -

[ — 1722008 s hsmcars [o— w |
> SASE-PH-POC-GW 17220014 remate: hdm 375 Connected yes.

To view the SASE Client routes received, Go to Networking and check the Routes under the Enterprise

LAN VR.

W VERSA SASE-WORKSHOP

< SeesAzuresite

Organizstion | SASEWORKSHOP

@ Summary = Devices & CloudWorkdoad

Azure-Branch | India 540015

Inband Management Address: 172.20.0.37

Out of hand Management Address: 152.163.0.4/24
Systesn Bridge Address: OAJACTACE000

Total Applances | B

Toals

Sumenary  Services [Networking] System

intortaces LV EGP

SASE-WORKSHOP-Enterprise ~

Prefoc

oS OSPRa

Irventory

Protocel

Destination

DHCP

Unicast

MONITOR

ONSPray  COS  VRAP  LEF  ARP  IPSLA  PIM

Naxt Hop

Yousre currently in Appllance View

IGMP 802X

~ Route Count: 4

et Hop Site

Switching  LLDP.

o | .
Service Provider Administrator

)

AsiafCalcutts ~ 5 | M8 English ~

©) Reachabls | SYNC:IN SYNC Upsince: MonOct 60225432025

Configuration  Shell | Config Status=

TWAMP  SasSApp  Certifcate  AddressGroups  NDP L € >

Intertace Name

eGP

bGP

417216100424

17216100032

1722006

1722006

SASE-MUM-POCGW

SASE-MUM-POCGW

Indirect oxag3

Indinect on48:39

Verifying Routing on SASE Gateway:
Routing Table on SASE-GW can be viewed from “View” = Dashboard - Secure Access = Routes.

L wishnu
R SASE-WORKS Asia/Caloutta ~ = | M English 5 . . -
W VERSA SASE-WORKSHOP VIEW o) o O | gorvcaProviser Acministrator
ol
[BASE-MUM-POC-GW = SASE-WORKSHOP-Enterprise -
e
oetton o s . F——— Durson s w
acaoe - s weveso rsmasna P . o
[rs—— e comecren wevaso - p— o o
169254.128.43/32 true LOCAL 1430 0000 d1shazm o L
72141002 e stane et coas satsnaom 5 0
17216100/32 true LOCAL bi-1/1380 0000 3d1%h47m o L]
misnians - s [ e rr— caszs7 o =
e - o et [Ty re— coseze . =0
Page 1 -
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Verifying Connectivity:
Accessing Azure VM instance with IP: 192.168.4.4 from PC connected to SASE Client.

When the SASE Client is not connected to Gateway, we were unable to reach the Azure VM instance
over Private IP.

Iebate

Hmmm... can't reach this page
192.168.4.4 took too long to respond

Try:

2 i i oo e

- Checking the

and the

@ Mrosonedge

When the SASE Client is connected to the Gateway, we were able to reach the Azure VM instance over
Private IP.

untu Detault Page 5° X+

[0 &

C A Notsecwre 19216844 =8 -

Apache2 Default Page

Ubuntu ==

This is the default welcome page VERSA SSE If you can read this page, it means that the Apache HTTP
server installed at this site is working properly. You should replace this file (located at
/var/wa/htal/index. htnl) before continuing to operate your HTTP server.

1f you are a normal user of this web site and don't know what this page is about, this probably means.
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is

i pac] Debi Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/opache2/

[-- opoche2.conf

|1 *--" ports. conf
[ mods-enabled

|1 00d

|1 on

| I+ conf-enabled

) . conf

| [-- sttes-enabLed

|1 S ¥ conf

apache2. conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

ports. conf is always included from the main configuration file. It is used to determine the
listening ports for incoming connections, and this file can be customized anytime.

Configuration files in the mods-enabled/, conf-enabled, and sites-ensbled/ directories contain
particular configuration snippets which manage modules, global configuration fragments, or virtual
host configurations, respectively.

They are activated by symlinking available configuration files from their respective *-available/
counterparts. These should be managed by using our helpers azenmod, a2dismod, aZensite,
azdissite, and a2enconf, a2disconf . See their respective man pages for detailed information.
The binary is called apache2 and is managed using systemd, 5o to start/stop the service use
systenct] start apache? and systemctl stop apache2, and Use systeactl status apache2 and

SASE-WEB LOGS on Analytics:
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) VERSA

" fishru
SASE-WORKSHO y v = English v

SASE-WORKSHOP ANALYTICS Asia/Calcutta rglis O | o Provider Administrator
SASE Web Monitoring > Logs Nothing selected -

Warning : Default or insecure passwords are used by one or more components. v x

SASE-WORKSHOP -l - Lastismins -

logs  Charts

SASE Web monitoring logs

[ Show Domain Names

o o ¥ | Clear | Copy Filer Show 10 | Entres
Receive Time + Appliance Source Port. Protocol  Application | User ' App Category | URL Category URL Reputation | SSL Deerypted | SSLVersion * Policy Action

@ [[Oct o 2025 1E0OPMIST_SASEMUMPOCGW 1007200 19216844 51989 0 3 [ vishnu wed private_ip_addresses trustwarthy no allow

@ Oct64h 2025 4:17:34 PMIST  SASE-MUM-POC-GW  100.72.0.0 22.64.59.58 50417 a0 =3 ms_edge vishnu  web computer_and intemet info  trustwerthy o slow

@, Oct6ih 2005, 41525 PMIST  SASE-MUM-POCGW  100.720.0 19216844 51168 a0 =3 hitp vishou  web private_ip_addresses trustworthy na alow

@ Oct 8 2025 41134 PMIST  SASEMUM-POC-GW 1007200 19216844 50796 80 P niip vishnu  web private_ip_addresses trustwarthy o allow

@, Oct6th 2025, 41019 PMIST  SASE-MUM-POC-GW  100:72.0.0 158.51.61.21 50400 80 (=3 http vishou  web uncategorized susgicious. na o

@ Octéih 2025, 40854 PMIST  SASE-MUM-POCGW 1007200 158.51.6121 50399 a0 =3 htp visho  web uncategorized suspicious. a show

Showing 1 1o 4 of  entries

Session Table on Azure Branch:

Previous . Next

You should be able to View the session information Under Monitor = Devices = <Branch Name> >

Services = Sessions.

A - . b ~ vishou
W veRsa SASE-WORKSHOP MONITOR felasteuta SR O | sorvica Provider Admiistrator
<
Organization | SASEWORKSHOP v You are currently in Appliance View E3
@ Summary S Deviees @ CloudWorkiosd d)
o
Azure-Branch | India 560016
Inband Managesment Address: 172.20.0.37 .
o e e 0 ) Reachate | SYNE:INSYNC U since: Man Oct 022543 2025
System Bridge Address: 04:3A:C9:AC:60:00
5 ek Configuration  Shell  ConfigStatus-

SOWAN  CONAT  SDLAN  IPsec Secwedccess  APM VMS

Brief v =3 @atolpdate C @ 1 3~

Apslication Source 1P Gestination 17 Protocal Soarce Port Destination Port SOWAN Nateed VN Vid Session D

> 17220037 122000 o 1025 1234 " No 2 w

> @ 172181040 w2168 Tee s w0 Yes ta 2 o

> Gl g peeden 172181041 19218844 Tcp 382 P Yes o 2 %0

‘Application:  http/|predef) Destination IP:  192.168.4.4 Destination Port: 80

Natted: No Pratocol:  TCP SOWAN: Yes

SessionID: 90 172161041 Source Port: 37562
VENID: O VSNVd: 2

119



+J VERSA

About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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