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About This Document

This document is intended to help customers understand the use case, benefits, and deployment
considerations for the Versa Terminal Server Agent (TSA) in Secure Access and Zero-Trust architecture. It
is specifically tailored for environments where multiple users access shared desktop systems such as
Windows-based Terminal Servers.
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What is TSA?

In modern enterprise environments, users often access business-critical applications or the internet via
shared Windows Terminal Servers, particularly in branch locations connected through Versa SD-WAN or
IPsec-based SASE architectures. However, this shared infrastructure masks individual user identities,
presenting a significant challenge for enforcing Zero Trust security. Enforcing user-specific security
policies becomes challenging in multi-user environments such as Windows Terminal Servers, especially
when multiple users share a single IP address. That's where TSA steps in.

By default, when multiple users connect through the same Windows Terminal Server host, VOS Appliance
(SDWAN or SSE gateway) cannot distinguish one user from another, making user-based access control
impossible.

Versa TSA Solves This By:

e Allocating a unique port range for each user session on Windows Terminal Server.
¢ Communicating this user-port mapping to the connected VOS Appliance.
e Letting the firewall track individual users, even if they share the same IP address.

This enables precise, per-user or per-group policy enforcement, just like in a typical single-user
environment.

How It Works

—

. TSA s installed and configured on the Windows terminal server.

TSA assigns users a dedicated port range as users log in.

TSA sends these mappings (user < port range) to the Versa 0S (VOS) devices using a Control
Channel it maintains to the VOS Appliance.

4. The VOS Appliance creates a mapping table between IP, port, and user.

5. Security policies based on user identity or group membership are enforced, even for shared IP

w ™

sessions.
Why It Matters

e You can enforce Zero Trust policies in shared desktop environments.
e Get clear visibility into who's doing what, even when using the same terminal server.

Why It Doesn't DO

e The TSA agent does not build any tunnel from Windows Server to the VOS Appliance
e The TSA agent does not control how user traffic is routed from Windows Server to VOS Appliance.
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Versa TSA Use Cases

Internal Application Access: When multiple users connect to internal apps from a shared terminal server,
all traffic appears to come from the same IP address. This makes enforcing access policies such as URL
filtering, DLP, or CASB controls based on user identity or role impossible. Without that visibility,
organizations can't reliably control access to sensitive systems, enforce segmentation, or track individual
user activity.

Private Application Access: When multiple users access private applications through a shared
environment such as a terminal server, enforcing Zero Trust Network Access (ZTNA) requires identifying
users individually, rather than relying on shared attributes like IP addresses. Terminal Server Access (TSA)
helps address this challenge by enabling user-level visibility and the ability to apply access control policies.
For example, users with different access privileges can RDP into the same terminal server but receive
access to private applications based on their identities.

We can also have a mixed case of Internet and Private applications access.

Scenario 1: Terminal Server at HQ with Internet via SSE Gateway

In this scenario, the Terminal Server is hosted at the customer’s headquarters (HQ), data centre (DC), or
branch office. Users connect remotely to this Terminal Server, and all internet-bound traffic is routed through a
Secure Service Edge (SSE) Gateway for inspection and policy enforcement.

Terminal Server at HQ with Internet via SSE Gateway

Versa Sase Gateway1 Versa Sase Gateway2
RDP USER1 B
T
<E peE
RDP USER2 7
E =
- ,
-~ L >
w i -

VOS

Windows Server
2025
Terminal Server
Versa TSA
installed HQ

Connectivity Options

Traffic from the Terminal Server is routed to the SSE Gateway through the local branch using one of the
following methods:
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e Versa SD-WAN overlay
e Traditional site-to-site IPsec tunnel

The choice depends on the customer’s existing network architecture. This connection provides a secure
path for forwarding internet-bound traffic from the Terminal Server to the SSE infrastructure.

TSA Integration with SSE

To enable integration between the Terminal Server Agent (TSA) and the SSE Gateway, the following setup
is required:

e Pre-configured SSE Portal URL: The SSE Gateway is pre-configured with a Portal URL/Captive
Portal URL. The TSA agent uses this URL during the registration process.

e TSA Agent Configuration: The Versa TSA Agent, installed on the Terminal Server, is configured to
communicate with the SSE Gateway using an SSE Portal URL.

e Private IP Resolution: The Captive portal URL or SSE Portal URL should resolve to the private IP
address of the SSE Gateway. This ensures direct communication for user registration and updates
over the SD-WAN overlay or IPsec tunnel to the SSE gateway.

¢ Note: The Portal URL can also resolve to a public IP and still support registration over TLS. However,
resolving to a private IP is recommended for environments that require fully private communication.

o Traffic Path Requirement: Regardless of how the Portal URL resolves, a secure tunnel (SD-WAN or
IPsec) to the SSE Gateway is still required to carry TSA client control traffic and user data traffic.

¢ High Availability Support: If multiple SSE Gateways are deployed for redundancy, the Portal URLs
FQDN should resolve to both private IP addresses. This enables automatic failover and load
balancing between gateways.

Scenario 2: SD-WAN Branch to Remote SD-WAN Branch (Private Apps) + Local Internet
Breakout (LBO)

In this scenario, the Terminal Server is located at SD-WAN Branch A, where users connect remotely. These
users access:

e Private applications hosted behind remote SD-WAN Branch B via Terminal Server
e Theinternet via Local Internet Breakout (LBO) at Branch A.

Connectivity between Branch A and Branch B is established through an SD-WAN overlay tunnel.
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SD-WAN Branch to Remote SD-WAN Branch (Private
Apps) + Local Internet Breakout
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Versa TSA Internet
installed Access)

Internet
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Why TSA Registration is Needed at Branch A

To accurately identify users accessing both private and public applications, TSA registration must occur at
Branch A. This ensures that user identity is captured at the point where both types of traffic originate.

If the customer has multiple sites with local Terminal Servers and LBO, this setup should be replicated at
each site to maintain consistent user identification and policy enforcement.

TSA Integration with Versa SD-WAN Branch

¢ Routing-Instance for Captive Portal: To ensure TSA registration on the captive portal does not
break the URLF captive portal action, we will create a separate TSA routing instance, which will be
used for registration of TSA agents in Branch A. A paired TVI will be configured between the TSA
routing instance and Enterprise/LAN-VR. A default route will be added in the TSA routing instance
pointing to the Enterprise/LAN-VR TVI IP.

e TSA Captive Portal Configuration: SD-WAN Branch A must be configured with a Captive Portal for
TSA registration in the TSA routing instance, and the FQDN will be mapped to the TVI IP in the TSA
routing instance.

e TSA Agent Setup: The Versa TSA Agent, installed on the Terminal Server at Branch A, is configured
to communicate with the local SD-WAN branch using a Captive Portal URL.

e Private IP Resolution: The Captive Portal URL should resolve to the private TVI IP address of the
TSA routing-instance Branch A.
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Scenario 3: SD-WAN Branch to Remote SD-WAN Branch (Private App Access Only)

In this scenario, the Terminal Server is located at SD-WAN Branch A, where users connect remotely via
Remote Desktop. These users access private applications hosted behind remote SD-WAN Branch B. No
internet access is allowed through Branch A.

Connectivity between Branch A and Branch B is established via an SD-WAN overlay tunnel.

SD-WAN Branch to Remote SD-WAN Branch
(Private Apps Only)

RDP USER1

.

ROF USER2

Internet

SD-WAN

b Branch A
Mndcﬂz\;‘gsﬁwer ~ SD-WAN
Terminal Server . Branch B
Versa TSA ~ .

installed - -

TSARegistration = — — — = Private Applications

Why TSA Registration is Needed at Branch B

Since the requirement is to identify users only for private application access, TSA registration should be
performed at Branch B. This ensures that user identity is captured at the point where private applications
are hosted and accessed.

If the customer has multiple sites with local Terminal Servers, all of them can register to Branch B for
consistent user identification and access control.

Note: If Local Internet Breakout (LBO) is also configured at Branch B, access control policies for internet-
bound traffic can be enforced there as well for all remote branches.

TSA Integration with Versa SD-WAN Branch

To enable TSA integration at Branch B, the following configuration is required:

¢ Routing-Instance for Captive Portal: To ensure TSA registration on the captive portal does not
break the URLF captive portal action, we will create a separate TSA routing instance, which will be
used for registration of TSA agents in Branch B. A paired TVI will be configured between the TSA
routing instance and Enterprise/LAN-VR. A default route will be added in the TSA routing instance
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pointing to the Enterprise/LAN-VR TVI IP. The TVI IP will be redistributed in SDWAN BGP as all
Direct routes are default redistributed.

e Captive Portal Configuration: SD-WAN Branch B must be configured with a Captive Portal for TSA
registration in the TSA routing instance, and the FQDN will be mapped to the TVI IP in the TSA
routing instance.

e TSA Agent Setup: The Versa TSA Agent, installed on the Terminal Server at Branch A, is configured
to communicate with SD-WAN Branch B using a Captive Portal URL.

e Private IP Resolution: The Captive Portal URL should resolve to the private LAN IP address of the
Versa Operating System (VOS) at SD-WAN Branch B.

Configuration Steps: Scenario 1

1. Configure the TSA profile in Concerto
e The first step is to configure the Terminal Server Agent (TSA) in Concerto under the specific
tenant (in this case, SASEDEMO?2).

W VERSA SASEDEMO?2 CONFIGURATION
Seourity Service Edge Secure SD-WAN [:}
Below are all the rule
Real-Time Protection
I Filter
v Secure Access
Client-based Access
pplications & URLs Users & Groups Endpoint Postu
Clientless Application Access | Applications All Users EIP Informatic
All devices
PAC Files
Drevice/Endpoi
. Score
Terminal Server Agent (TSA) Al rick scores

Digital Experience Monitoring (DEM) | Applications All Users EIP Informatio

All devices

e FQDN highlighted here can either be used for TSA agent registration or the SSE portal FQDN can
also be used, explained further in Step 4.
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W VERSA SASEDEMO2 CONFIGURATION

-

Terminal Server Agent (TSA)

@ TSA Configuration

Sync Interval (mins) (D

360

Username Format

sAMACccountMams

Port Allocation
Configure available and reserved ports which can be assigned to users.
Reserved Port Range () Max Size * Fail Mode

20000-25000 5000 Gpen

Fully Qualified Domain Name (FQDN)
Use this FOQDN URL when configuring the TS5A application.

I captiveportalversanow.net I

e Port Allocation (Group of Fields)
e Sync Interval: Enter how often, in minutes, to synchronise the configuration with the TSA.
e Username Format: Select the username format to have the TSA recognise
e userPrincipleName—User principal name. A user principal name consists of a
prefix (user account name), followed by the @ symbol and a suffix (DNS domain
name). For example, someone@my-company.com.
¢ sAMAccountName—The sAMAccountName attribute is a login name that supports
clients and servers from previous Windows versions, for backwards compatibility,
such as Windows NT 4.0, Windows 95, Windows 98, and LAN Manager.
¢ Reserved Port Range: Enter the reserved port allocation range for user sessions. The value
must be entered into the Port-Start - Port-End format, and the port range must have a
minimum of 10000 ports. For example, enter 1024-10000 to start port 1024 and end port
10000. Range: 1024 through 65535
e Maximum Size (Required): Enter the maximum port allocation size for each user. The
maximum size must be a multiple of the start size. Range: 0 through 65535. Default: 5000
o Fail Mode: Select the traffic mode if the TSA server connection fails,
e Close—Deny traffic if the TSA server connection fails. This is the default state.
e Open—Allow traffic if the TSA server connection fails.
o Fully Qualified Domain Name (FQDN): Use this FQDN URL when configuring the TSA
application

e Example Scenario

10



Versa Terminal Server Agent (TSA) Use Cases " VERSA

Item Value

Total Users 4

Max Ports per User ||5000

Total Ports Required |4 x 5000 = 20,000

Reserved Port Range|[10000-30000

Fail Mode Close (recommended)

¢ Inthe Device Certificate Authentication section, select the toggle to enable or disable device
certificate-based authentication for the TSA profile. When enabled, you must configure a device
certificate authentication profile.

¢ Inthis case, we continue without Device Certificate Authentication.

" VE.RSA SASEDEMOZ CONFIGURATION é America/Panama

Terminal Server Agent (TSA)

° TSA Configuration

@ Device Certificate Authentlication

onfigure

Dieploy
: Enable/Disable device certificate bazed authentication for TSA prafile. When enabled. you must configure Device Certificate Authentication profile

Device Certificate Authentication

Ik

Monitor

Cancal | Mant

MName, Description & Tags

o Type in the Name (Required), Description & Tags section for the profile and save it.

NOTE: Only one TSA profile can be configured in the Concerto per tenant.

11
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Versa Terminal Server Agent (TSA) Use Cases

W VERSA SASEDEMO2 CONFIGURATION > America/Pans
Terminal Server Agent (TSA)
TSA Configuration

B @

—anfigure
° Device Certificate Authentication

B

Depiany @ Narme, Description & Tags
Mame = Description
Mcwriitar
TestTSAPralile

F_.- Tags

Analytics

Imventory

2. Configure the user’s authentication profile.
Create a user authentication profile to match remote desktop users (in this case, Active

Directory).

12
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W VERSA SASEDEMO?2 CONFIGURATION

Security Service Edge Secure SD-WAN

e
> Real-Time Protection
> Secure Access
Sync Interval (Mins) Username Format
> Digital Experi Moenitoring (DEM i
vt Bxpericyice Monkonine | ) 360 sAMAccountName |
Deploy . !
> TLS Decryption
r Page

hl, > Profiles and Connectors

Monitor > Partner Integration

v | User and Device Au‘thentication?

Analytics Rules

3

SCIM Integration
> User-Defined Objects

> Settings

e Fill'in the information of the Active Directory Server

13
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Edit LDAP Authentication Profile: OscarActiveDirectory

®

Settings User And Groug Profile Review & Submit

Active Directory

Sedect either FQDM or IP Address

) FOQDN

(@ IP Address 10.73.107.18

WPN Marme *
SASEDEMO2-Enterprisa

Port*

ap?

o Continue with the bind data information to log in to the Active Directory

Edit LDAP Authentication Profile: OscarActiveDirectory

®

Settings User And Group Profile Review & Submit
Enable 551
CA Certificate
Bind DN * Bined Password Bind Timesout [sec)
CMN=adminCN=Lisers,DC~canaleros, DC ~lacal EREERERERERRES @ a0
Base DN * Dormain Mame Base Domain
CM=Usens, DT =canaberos, D =local canaleros.local

Search Timeout [sec) Cache Expiry Time {mins) Concurrent Logins
n 10 1

Cancel Skip to Review | Next

Add the groups and usernames information of the users from Active Directory

14
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Edit LDAP Authentication Profile: OscarActiveDirectory

& O,

Settings User And Group Profile Review & Submit
Group Object Class * Group Mame * Group Member *
group name: member(f
User Object Class ™ User Name *
Refresh Interval [seconds) Password Last Set Password Max Hge
180 prevllLastSet manPwiAg

o v T [

e Fillin a name for the authentication profile.

Edit LDAP Authentication Profile: OscarActiveDirectory
wrang; Unmt Aned Croug Prafile Heviee & Sttt
Review your configurations. Brefore submitting seviesw and edit ary steps of your manfiguration beinw

General
Misvs Dnseriplion

Tags

3. Create Security Policies
e Add a security rule to filter the required traffic.

15



Versa Terminal Server Agent (TSA) Use Cases v VERSA

VERSA SASEDEMO2 CONFIGURATION
8
Security Service Edge Secure SD-WAN i
Below are all the rule
vI Real-Time Protection
T Filter
I Internet Protection
Private App Protection
oplications & URLs Users & Groups I
Deploy
Profiles
Applications All Users |
[l[. Safe Search
Maonitor Metwork Obfuscation i
> Settings | Applications All Users I
> Secure Access

e Inthis case we selected Active Directory profile and selected user "oscar1”

W VERSA SASEDEMO2 CONFIGURATION ) AmaricaForama v = | Engt

Edit Indernet Protection Rule: TestTSA-user-oscar]
Ve
; X lo
T A0 Pt & Lot S GED Liat e etk Liwer 38 Saahi By E e Resiess b Dby

By default we hawe chosen all users and groups to apply your security enforcements

¥ vou o, o can seleg £ he pecSc eers o groups For the sepuity posture

Users & Groups

T Unksnossn Usses

Ui (7] 4 i Mo e

FirsiMame Last Mame

wmr

o Matched all services with Internet as destination.

16
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+F VERSA SASEDEMOZ CONFIGURATION o) AvsriaPuens ~ 6 | W Gagih

ﬂ A Ievtunrmsat Pecbctbon Rula: Tast TEA user -aicarl

) ° X

Ayepia e b Wyem B L Wrudgu o Purstery LR L

e Services ¢ = f—h Schedule
5] =< yea—. ai o o
( =] | 5N
¢ Allow the traffic.
o VERSA SASEDEMO2 CONFIGURATION _:, AmericsPorgms 1@ W

Edit Inbernet Protection Rule: TestTSAwser-oscarl

Q@ @ ©

gl e B URLL Utears & Groagm Eadpcin: Pustura GO Lacaion mmswark Lasar 34 Security Eroa e S Cowiry

Choose the type of enforcement action for your Internet Protection Rule

Enskir TCF dpepain

TP Mpspasives wil s v obe e the session. tmes out

Ay Dany
i Reject
=4 Dropthe semions I l " o

==

o Name the rule, save the configuration, and publish it to the SSE gateways.
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CONFIGURATION ;)

AmiricsFaams @ -

Edit Interrat Protection Rule: TesITSA-uiér-oicar]

=] o o O,

SR & Ly ey G Erddgernnt Posture: GECLatons ik Lawes -2 Sequrky Espouremes Senwbew o Docalons]

Review your Internet Protection Policy configurations below.

Applications & URls .+ =;m

o Al Agy

Users & Groups  # 1

o Similarly, you can create a policy for other user connectivity via Terminal Server. Example this policy
is for user” oscar2”. The enforcement is to deny traffic.
W VERSA ASEDEMO: CONFIGURATION o) PE——
?:".i Eaitt intermnet Prosectian Ruie: Test TSA - wse-nacar
L Ll ) | i M Layer 34 By Favkat st T

and groups to apply your security enforcements
f o i waxar

Users & Groups

Firss Marsmg Lint Matne

18
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"VERS—I\ A5 M2 CONFIGURATION .:) Ao Piainam m =
E Edin Interrst Prcilesticn Ride: Tesl TSA-sor -Ofcar

8 [+
Contgers apubain b LALS s 0w EnNapalet Fstare LB BETHOK LR 30 St i Dy

Choase the type of enfarcement action for your Internet Protection Rule

A Allow

4. TSA Agent Installation and Configuration Steps
e Generate a self-signed End Entity certificate from the SASE gateway, using the CA that’s already
generate while setting up the SASE gateway.
e Export the SASE Gateways or SDWAN device CA certificate and install it in the Windows
Terminal Server in Trusted Root Certificate Authorities, reference Steps: Link
e Install the Versa TS Agent in the Windows Terminal Server.

¥ Setup - Versa Terminal Server Agent version 7.1.1 — X

Select Components
Which components should be installed? ‘

Select the components you want to install; dear the components you do not want to install, Click Mext
when you are ready to continue.

Mormal Installation w

Versa Terminal Server Agent 36.1MB

Current selection requires at least 39, 1 MB of disk space.

19
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¥ Setup - Versa Terminal Server Agent version 7.1.1 — x
Select Additional Tasks
Which additional tasks should be performed? ‘
Select the additional tasks you would like Setup to perform while installing Versa Terminal Server Agent,
then dick Next.

Additional shortouts:
B Create a desktop shortout

P Setup - Versa Terminal Server Agent version 7.1.1 — *
Ready to Install
Setup is now ready to beqin installing Versa Terminal Server Agent on your computer, ‘

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Setup type: -~
Mormal Installation

Selected components:
Versa Terminal Server Agent

Additional tasks:
Additional shortouts:
Create a desktop shortout

5. FQDN for TSA Agent.
We propose two options here.

+J VERSA

e Use FQDN displayed in SSE Portal during TSA profile creation and create a entry in your local
network DNS server to resolve private TVI (usually the first IP of SASE client IP pool). This IP
address will be reachable over the SDWAN Overlay tunnel or IPsec tunnel (in case of non-sdwan

site)

20
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Use SSE Portal FQDN (same as used by SASE client), this will default resolve to public IP of
SASE gateways. TSA client will connect to SSE gateways via Internet.

Make sure the Terminal Server can resolve the FQDN URL with the TVI interface assigned to the SSE
Gateway VPN pool either by a DNS server or with a manual local host entry. In this case, a local host entry
was used to resolve the URL with the TVI interface IP address shown in the next Image.

Below are the captive portal URL and its mapping to the private ip, viewed by the Director.

Service Endpoint

Server
URL

1P Address *

captiveportalversanow.net
Certificate

172.16.1000 [cA ] —Please Select

Authentication Profile

~—-Please Select-

INET-Transport-VR

carLAB-LAN-VR

SASEDEMO2-Enterprise

INET-Tra

21
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&) hosts - Notepac

',VERSA SASEDEMO2 CONFIGURATION D
File Edit Format View Help =
# Copyright (c) 1993-2809 Microsoft Corp. :
M i ‘Terminal Server Agent (TSA)
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows. !
# s
# This file contains the mappings of IP addresses to host names. Each B ‘\—::I TeACenfuaten

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

Syncinterval (mins) (@)
Username Format
AMAccounNam
Port Allocation

Reserved Port Range (3 MaxSize* Fail Mode

#
# 182.54.94.97 rhino.acme.com # source server
# 38.25.63.18 X.acme.com # x client host

# localhost name resolution is handled within DNS itself.

# 127.8.8.1 localhost Fully Qualified Domain Name [FGDN)
# HE localhost
172.16.168.8 captiveportal.versanow.net aptiveportal,

6. Register the TS Agent to the SASE Gateway:
e Open the Versa TSA software installed in the Remote Desktop server and select Register. Fill in
the captive portal URL, the Tenant, and the Username from the active directory that will be used
to register to the SSE Gateway

T Versa Terminal Server Agent - X

Versa TSA

e W' VERSA

Troubleshoot

Register

captiveportal.versanow.net
SASEDEMO2

e Once registered, the Configuration tab will show settings acquired from the TSA Profile.

22
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¥ Versa Terminal Server Agent — X

Versa TSA

|, [ ——— WV VERSA

Maonitor
Event Audit Log
Troubleshoot

Enterprise: SASEDEMO2
FQDN: captiveportal.versanow.net

Source Port Range 2000 - 65000

Reserved Port Range
User's Start Port Size
User's Max Port Size

Port Allocation Fail Mode

Sync Interval

Fail Mode

User Name Format

20000-25000

1000

5000

apen

360

apen

SAMAccountName

7. Testing TSA connection
« Inthis case, there are two users (oscar1 and oscar2) connected to Terminal Server. Notice that
the TSA monitor tab can identify both users, and it shows the port range allocated to each user.

¥ Versa Terminal Server Agent — X

Versa TSA

LCcmﬁguration ‘ VERSA

Delete Config

—Sync Config -
Connecte

Event Audit Log
Troubleshoot Name Port Range

5000-
Administrator 4000-488
NETWORK SERVICE 300

SYSTEM 2000-2999

23
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e TSA user-mapping in the SASE gateway. The users are visible through the GUI of the SSE
Gateway monitor tab in Director.

Director View Appliur(ewen Template View
¥ VERsA

Monitor  Analytics  Configuration  Administration

Organization | SASEDEMOZ ~ © You are currently in Appliance View

@ Summary = Devices & CloudWorkload

Total Appliances & SaseCW1 %

SaseGW1 | FL.US
Inband Management Address: 10.30.0.5
Out of band Management Address: 10.73.107.7/16

© Reachable | SYNC:IN
System Bridge Address: QA:49:68:07:01:00

Summary Services  Networking  System  Tools Configuration

sowan [T CGNAT SecureAccess  SDLAN  IPsec  Sessions  SCI APM  WMS

DoSPolies  EntityRiskScore  FileFiltering  IPFiltering  Microsegmentation Policies  Microsegmentation Statistics  Persistent Action  Policles  SecurityPackages  Sessions  SMAT  SSLClowd  URLFitering  User kdentification  User Risk 5

Live Users ~ Detail o
1P Address Name Status Session Hits Time To Expiry Expiration Mode Infarmation Source Internal ID Time Stamp Login Time Sta
~ 1921881515 tsa-muitiuser Live 93147 & inactivity na o 2025-07-22 15:27:08 2025-05-270%
Username % User ID Group 1D Port Range Login Timestamp
administrator U] 4000-2999 202507-2215:21:3%
local sarvice 0 5000-5999 202507-2215:21:3%9
rostivark ssrvice 0 3000-3999 2025-07-22 15:21:39
oscarl 8154 6000-6999 202507-2215:21:3%9
cacard 8193 7000-7999 2025-07-22 15:21:39
system a 2000-2959 202507-2215:21:3%
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e Internet access allowed to oscar1

& 192.168.15.15 - Remote Desktop Connection

i < Settings “ InPrivate Online Banking, Mortgages, Persc X

pa ~ a o
= 1@} - www.citi.com

. oscarl
o Oscarl@canaleros.local

- 3 FDIC FDIC-Insured - Backed by the full faith and credit of the U.S. Gevernment
CI I Citibank, N.A.
Find a setting
| B8 System
9 Bluetooth & devices CITI SIMPLICITY CARD®

Network & internet E nj oy 0 u r Lowe St
Balance Transfer
Intro Rate

Get our lowest intro balance transfer rate available
with the Citi Simplicity Card along with a low intro
rate for purchases.

B\ ¢

Accounts

Qe

“

Time & language

#9 Gaming
K Accessibility
Apply Now
) Privacy & security
@ Windows Update

e Inthis output from the SSE Gateway, we can see the session of the internet webpage tested and
the traffic being allowed by the policy created for user “oscar1”

DirectorView IEEETRET] Template View . B @ &

J VERSA -_‘)
Monitor  Analytics  Configuration  Administration Narw Commit Tempats
Organization | SASEDEMO2 ~ 3 You are currently in Appliance View m

& Summary = Devices & CloudWorkoad

Total Applisnces 6 SamseGWi X

SaseGW1 | FL.US %
Inband Manzgement Address: 10.30.0.5

Out of band Management Address: 10.73.107.7/15

System Bridge Address: 0A:49:68:07:01:00

(@ Reachable | SYNC:INSYNC Up since: Tue May 1308:19:30 202

Summary  Serdces MNetworking  System  Tools Configuration

ot I o0 e o v s 3 A e

Extensive - =3 - cm RIS

Application Source 1P Destination IP | Pratocel Source Port  Destination P SDWAN Natted Reverse Egres... Nsh Peer Dest_ Reverse Packe_ NAT Source P Reverse Relea. Reverse SDW... Reverse Egres... Nsh Peer Sour... Parent Sessio... | External Servi.. Is Child
> E- 103005 103000 TP 1356 1234 Ne Na 23397 [ false Ne
> & 1921651515 172161000 TCP 2002 s es No Branch- 105 667 2337335435 INETINET [ fakse No
3 [ citi bank/predef] 1921681515 2359.20653 TCP el 3 es s Branch-1V05 73 107310712 2697235637 INETINET [ false Ne
3 [ citi bank/predef] 1921681515 2359.20653 TCP 012 3 es s Branch-1V05 76 107310712 2697235637 INETINET [ false Ne
> @ dnsfipredef] 1921581515 17284414 TCR a8 w3 e Yas Branch-1v05 80 107310712 2699233637 INETINET [ false No

Internet access denied to oscar2
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k.. 192.168.15.15 - Remote Desktop Connection

Settings @ Server Not Found X  +

. oscar2 O € @ citi.com
WP oar@canalerosl

3] Import bookmarks...

Find a setting

o B

System

Bluetooth & devices

Network & internet

Personalization

B N 9

Apps
Accounts Hmm. We're having trouble finding that site.

Time & language

9

. We can't connect to the server at citi.com.
9 Gaming

If you entered the right address, you can:
K Accessibility
« Try again later

) Privacy & security « Check your network connection

@ Windows Update = Check that Firefox has permission to access the web (you might be connected but behind a firewall)

Try Again

e Capture of the remote desktop connection of user “oscar2” and testing internet browsing. In this
output from the SSE Gateway, we can see the session of the internet webpage tested and the
traffic being denied by the policy module.

Organization | SASEDEMOZ ~ D “ou are currently in Appiiance View m

Bl Summary = Devices & CloudWorkload

Total Appliances & SaseGW1 ¢

SaseGW1 | FLUS

Inband Management Address: 10.3040.5 - I .
o o oot Myaniptmen addrese 1073407 7116 © Reachable | SYNC: INSYNC  Up since: Tue May 1308:19:30 202t
System Bridge Address: 04'49-68:0701-00

Summary Services Networking System  Tools Configuration
SDWAN m CONAT  SewreAccess  SDUAN  IPsec s APM WMs
Application SourcelP | Destination P | Pratacal SourcePort | Destination P__ | Reverse Egres__ Nsh Peer Dest_ Reverse Packe.| NAT Source IP | Reverse Relea_ Reverse Egres..| Msh Peer Saur__| Parent Sessio._ | External Servi... 1s Child RXWANCK | Forward FEC | Forward SU
> - 1921831515 144759391 TCP 7105 443 o 107310742 - o fae No INETINET
> M- 1921831515 15923221152 TCP 7033 443 o 107310742 - o fae No INETINET
> (@ dnsilpreden] 1921881515 8888 uoe 83910 53 Branch-105 1 107310712 INETINET a fakse No INETINET
> M- 1921831515 17254155419 TCP 7017 443 o 107210742 - o fass No INETINET
5 @ dns/lpredef] 1921881515 8388 uoe 59433 53 Branch-105 1 107310712 INETINET a fatse No INETINET
> M- 1921831515 1041332137 TCP 7096 443 o 107310742 - o fae No INETINET
> M- 1921631515 1511014180 TCP 7019 443 o 107210742 - o fass No INETINET
> @ dnsilpreden) 1921881515 8888 uoe s7a01 53 Branch-105 1 107310712 INETINET a fakse No INETINET
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Configuration Steps: Scenario 2 & 3

NOTE: All changes suggested below should either be done in the Device Template or a “General” Service Template

1. Edit the default-sng adding the secure-access feature in Director.
e Secure-Access feature needs to be added to the SD-WAN device (if not added before).

Director View [ENGIENWAYERE Template View

¥ VERSA

Monitor  Analytics Administration

Appliance]| Branch-1-vOs v 2 @ You are currently in Appliance View

o8
&5 “p =0 =
. . DObjectss
Networking Services (e ie] Others search 7

Service Node Group Services

cgnat
fi il
1 default-sng ’;w"tf:“' e
> Elasticity View More...
Rowsperpage |25 + | Showing 1- 1 of 1

Service Mode Groups 5

Service Mode Group Clust...

» Organization

> System

Syslog Server

Alarms

Certificate Alarms Settings
High Availability
Information Validation

> WNFs

27



Versa Terminal Server Agent (TSA) Use Cases v VERSA

e Make sure the setting is selected in the right section and click OK.

Edit Service Node Group - default-sng X

ame = Service MNode Group ID =

default-sng | (8]
Description Tags
Type Elastic Policy
| Internal w | | —Select-- v |
Egress Interface Ingress Interface
| —select- v | | ~select- v |
Service Function Egress Address Service Function Ingress Address
Services ~
Ayailzble Services Add Al Selected Services Remaove All
Search Search
adc > cgnat b4
stateful-firewall > nextgen-firewsll x

ipsec 2 sdwan X
SECUre-acoess > H

iot-security >
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e Also add the feature to the Organization Limits in the Services tab.

Director View [ET[EGAUTNE  Template View
¥ VERSA oirectorview [RURRRE] vempate view

NEFwORKS

Monitor  Analytics  Configuration  Administration

Appliance | Branch-10S ~ @ ou are currently in Appliance View
% BG‘ gs raa
Networking Serviess e Others search 7

_ | Organization Name Appliance Owner Enterprise Names Services Service Mode Groups | Service Node Group Clus
~ Organization Peak Rate (pps)
ALG cgnat
> Profiles O oscarlag True :;w'(f:"'ﬁ el default-sng
. View More.
Limits
Setti cgnat
ettings . i I
O sasepemoz False nedgen-frens default-sng
- sthwan
> Messaging Service View M
lew More...
Radius Servers

Rowsperpage |25 ~ | Showing 1 - 2 of 2
Authentication Profile

> dotix
Certificate Alarms Settings

Information Validation
Edit Organization Limit - SASEDEMO2 1 X
Ganersl Trafh ldentiheation  Rescurces d}us
2
Available Service Node Graups + «® Awailatle Service Node Group Cluster + @4 Services o

O detmitsng vl Saca o Group Chster NacCorfipres T egnat

= mmagen frevall

=8
S
2. Configure TSA profile in Director

e Configure the Terminal Server Agent (TSA) in Director under the specific organization (in this case
SASEDEMO2).

W versA )
Administration W

0 Youarecurrently inAppliance View

Monitor

Analytics

\ppliance | Branch-1VCS ~ B0 ganization|

Hame Deseription Svrc aterval Fail Mode Username Format

conar Tsaprofile 1 30 open wserPrindpaltiame

* Het Gen Firewall Rows per page (25~ | Showing 1 - 1 or1

-
=
—
T
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o Type in the Name (Required).

Edit TSA Profiles X
Description
Sync Interval Fail Mode Username Format

360 DOpen W userPrincipalMame W

Port Allocation

Source Range ~ Reserved Range
A0000-20000
Start Size Ma Size Fail Mode
100 1000 Close w

e Port Allocation (Group of Fields)
¢ Sync Interval: Enter how often, in minutes, to synchronise the configuration with the
TSA.
e Username Format: Select the username format to have the TSA recognise

o userPrincipleName—User principal name. A user principal name consists of a
prefix (user account name), followed by the @ symbol and a suffix (DNS domain
name). For example, someone@my-company.com.

e sAMAccountName—The sAMAccountName attribute is a login name that
supports clients and servers from previous Windows versions, for backwards
compatibility, such as Windows NT 4.0, Windows 95, Windows 98, and LAN
Manager.

¢ Reserved Port Range: Enter the reserved port allocation range for user sessions. The
value must be entered into the Port-Start - Port-End format, and the port range must
have a minimum of 10000 ports. For example, enter 0-10000 to start port 0 and end port
10000. Range: 0 through 65535
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e Maximum Size (Required): Enter the maximum port allocation size for each user. The
maximum size must be a multiple of the start size. Range: 0 through 65535. Default:
5000

¢ Fail Mode: Select the traffic mode if the TSA server connection fails,

e Close—Deny traffic if the TSA server connection fails. This is the default state.
e Open—Allow traffic if the TSA server connection fails.

¢ Fully Qualified Domain Name (FQDN): Use this FQDN URL when configuring the TSA

application

o Example Scenario

Item Value

Total Users 4

Max Ports per User (5000

Total Ports Required |4 x 5000 = 20,000

Reserved Port Range|[10000-30000

Fail Mode Close (recommended)

o Configure the Active Directory authentication for TSA, please refer Configure-LDAP
e Create an LDAP Profile

DirectorView [ Template View ) B @ O osa-
. _ | o) S—
Monitor  Analytics | Configuration WBhdministration = e

LDAPServerProfile | User/ Group Profile

Name  SemerTy e Servers state UsessL Bind DN Bind Timeout Baze DN

i OscarActiveDirectory active-directory 1921681515 (] CN=adminCN=Users,DC=canaler... 30 CN=UsersDC=canaleros,DC=local 30

> Reporting

> snmp

4

Kerberos Profile

Kerberos Kiilb.
5
LDAP.

Local Database

Rowsperpage (25 v | Showing 1 - 1 of 1

External Database
SAML Profile
Certificate Auth Profile
Authentication Meth..
Authentication Profiles
Authenticator Prafiles
Settings
Radius Servers

> Identity Proxy

Certificate Manager
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Versa Terminal Server Agent (TSA) Use Cases vVERSA

e Fill'in the bind data information to log in to the Active Directory.

Edit LDAP Server Profile - OscarActiveDirectory X

Generzal | S5ervers

OscarActiveDirecto

Description Tags

Server Type Domain Base Domain Mame = Base DM ~

| Active Directory e | | | canaleros.local | I| Ch=Users DC=canaleros.|
1 - Bind Password Bind Timeout ~ Search Timeout *
CH=adminCH=Users, [ = I I T ﬂ | 30 | | 30

Use 551 State SSL Mode CA Certificate

) Enable € Disable © Enable ) Disable Loar N —Eriie -

e Fillinthe information of the Active Directory server.

Edit Servers

Pame * IP Address

192 14681515 |I 192 1468 2015 I |

Port ~ Routing Instance
389 I | I SASEDEMOZ-Enterprise I el |
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e Create an Authentication Method

P VERSA

Monitor  Analytics | Configuration MBdministration

Appliance | Branch-1vOs v | Organization | sasepemoz v | @ Youare currently in Appliance View
v
o Name @ Description Method Profile
=] Wap-auth Lo OscarhctiveDirectory

Rowsperpage (25 v | Showing 1 - 1 of1

> SNMP

 Users/ Groups

4

Kerberos Profile
Kerberos Keytab.
LDAR

Local Database
External Database.

SAMLProfile

Certificate Auth Profie|

Authentication Meth.

Authentication Profiles

5

Authenticator Profiles
Settings
Radius Servers

> Identity Proxy

Certificate Manager

o Name de method, select the method and LDAP profile from the dropdown menus.

Edit Authentication Methods X

Description

Authentication Method
[a¥atal P Profile

LDAP Profile W || | OscarActiveDirectory W |

+J VERSA
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e Create an authentication profile.

Director View [JBE

B Template View
Analytics|  Configuration |Administraﬁnn
Appliance | Branch-1VOs ~ | Organization | SASEDEMOZ ~ | Iy
.
Obects [C T ——
| S5 oo || [ s v

|| 7o e

W VERSA

Monitor

Default

3

> Reporting

> sump
4
- Users/ Groups

Kerberos Profile

O dapauth Idepauth

Rowsperpage |25 v | Showing 1 - 1 of 1

Kerberos Keytab.
LDAP.

Local Database
External Database
SAML profile
Certificate Auth Profile

Authentication Meth_ i

Authentication Profiles

Authenticator Profiles
Settings

Radius Servers

+J VERSA

B ® M e
@
@ Youare currently in Appliance View m c
6
+ Add m-

Caching Mode

LEF Profile Routing Instance

hybrid 10

e Note that the caching mode must be hybrid

Edit Authentication Profile - ldap-auth

General  Rules

Authentication Type Caching Mode

| | Active | Hybrid

h |

Cache Expiration (mins)

Cookie Expiration {mins) Concurrent Login

|1D

| | K |

Expiration Mode Default Authenticator

--Select-- v | | --Select--

W | [ Proactive-Reauth

[ ] Default Authentication Method » +

O |dap-auth

[

w |ﬂ Default Profile

LEF Profile
&

| --Select--
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o Set the TSA profile along with the authentication method

viecto v ST ervae view :
Monitor  Analytics Configuration  Administration -

sepliance | G vcs v | Orpizstion | saseoemoz v ) Youare currertyin Agpliarce View

P TR N
Mext Gen Firewal| LEF Profile
Secure Access Dufouls LEF Prafie o bl
= — _—
;
TSA Profiles.
Add Services X
Service Type T5A Profile Authentication
T5A : | TsAprofile-1 w | ldap-auth v
Device Authentication Profile LEF Profile
Default LEF Profile
—Please Select— w ‘ ‘ —-Please Select-— w | o
“
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3. Create a new routing instance for TSA registration

+J VERSA

¢ Enable the build mode for the SD-WAN device and add a new Virtual Router.

Director View [JFTIRStToRY Template View
W VERSA
Monitor  Analytics  Configuration  Administration
Aggliance | Branch-1-vOS ~ |

© Yeu ara currently in Appliance View
2 e i -

Mot s S, O | | | v
O am View Interfaces Networks Static Routes
Interfsces
[ INEFTrarsport:VR © s INET 0000/0
WLAN
phit0zs
TVELAuth O OscarLAB-Control-vR ® 20
030
Networks
[0 OscarlAB-LANVR =Y
Virtual Wires
prit0as
Globsl Routers 2 [ SASEDEMO2 ControlVR e  tizo
0220
e
[]  SASEDEMOZ-Enterprise e ™ LENL
Virtusl Switches Wi07720
. IPsLA [ SASEDEMO2 Enterprise TSA @ T 000010

OSPF OSPRVI

BGP PIM IGMP  RIP

3000

1

3115

B ® & oo
=1
3

Redistribution Policies.

@

Router Advertisement

ST-Policy

ControkVR-Poicy

ControlVR Poicy

Dfauit-Policy-To-BGP

e Name the new Virtual-Router, in this case “SASEDEMO2-Enterprise-TSA”

Leczl Router Address Local Router Interface Lecal Router Address. Local Router Interface

Family

Family

[*] Cloud Export Instance (] Intelligent Traffic Director

Configure Vi r >
Virtual Router Detaik tatic Routing OSPF RIP BGP PIM IGMP Router Advertisement Prefixlists Redistribution Policies  Instance Import Policies
Instznce Name = Dessription Instance type
| SASEDEMO2-Enterprise-TSA ‘ | | | irtuairouting instance -
[ MPLS VPN Core (] EVPN Core Interfaces/Netwarks 04

ImterfscesNetwerks Not Confipared

e =n
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+J VERSA

Create a paired TVI interface to leak routes between the “SASEDEMO2-Enterprise-TSA' routing instance
and the existing Enterprise-VR routing instance.

¥ VERSA

Menitor

Agpliance | Branch-1-VOS (South ~

P e

Networking  Services. Bei

ectsi
Coneciors 2™

Wirtusl Wires
Global Routers
Wirtusl Routsrs
Wirtual Switches
> IP-SLA
 TWAMP
5225 App Monitor
» WRRP
Zones
» DNS.
LLOP
Zone Protection Profiles
» Class of Senvice

» DHCP

> PEF

Dirssor View [EEETRSERY Template View

Analytics  Configuration  Administration

Name
philDzs
phil0ds
a2
bi-vz2
hi-0/23
bi-0/3
00602
i-0/603

Bi-0771

Ojojo|jo|jo|jo|ojojgjo|lg

Bi-077Z

v

Description

WKLAN Tunne! Interface for Oscarl AB Cont.

WKLAN Tunne! Interface for SASEDEMC2C.

ESPTunnel Interfaca for SASEDEMOZ Cont._.

ESPTunnel Interface for Oscarl AB Contral

WiAN sice Split Tunnl interface betwesn INL.

LA side Splis Tunnel Interfzce between N

© You are currently in Appliance View

VNI AE ENet RE  TLEL WWAN  WiFi uCPE  loopback  Fabric Management

1P Address/Mask

103008/32

103008/32

103005/32

103005/32

165.25402/31

1652540331

101010030

1010.10.2/30

8 0 M e

L
=
EmED -

Peudo Tunnel Pseudo Tunnel Remote Address

i-I30 103000
+i-0230 103002
2mp-adan
p2mp-adan
p2mp-esp
p2mp-esp
paired
paired
1900 pared

1400 paired

Rowsperpage (25 ~ | Showing 1 - 10 of 10

© 2025 Viersa Nebworks | All Rights Reserved

Liast Successhul Login: Tho, Jul 24, 2025 855 P

Tvi-0/771 was created with Paired Tunnel Type and paired interface Tvi-0/772. This will create both
interfaces. Ensure the numbers defined are not already in use

Diescription

MTU

1400 n

Edit Tyggel Interface - tvi-0/771
1
m weyudo Tunnel
Interface * E E
- J

Tunnel Type
Paired

Multihoming
Active Mode

--Selact--

Subinterfaces

| ot

[C] Mesxt Routing Instance Nexthop

IP Address/Maxk

IPvé

DHCPvE

[ Disable

Mode

IPsec

Paired Intarface =

ESl

Interface Maode

X

Mirror Interface

WVLAN ID List

Cancel
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e Edit each interface to assign the IP address. Two IP addresses are required, so a /31 or /30 subnet is
required. It should not be part of the overlay pool or used in customer existing network.

Edit Tunnel Interface - tvi-0/771 4
il ] Dizablz Mirror Interface
!
Description
MTU Made
| 1400 | | 1psec v |
Tunnel Type Paired Interface =
| aired v | [ | |'m. |
A ! - !
[C] Mext Routing Instance Nexthop
Multihoming
Active Mode Esl
--Select-- e | |
Subinterfaces
i
IP Address/Mask
D Unit DHCPwé | Interface Mode VLAN ID WLAN ID List
IPwd IPwé

Edit Subinterface

General IPwf  Bridge
Lindt * F Description
) [ Disable
Bandwidth
Uplink (Kbps) Downlink (Kbpsh

“
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+J VERSA

Edit Subinterface h4
General Bridge
Static Addres=

[ | 1P Address/Mask + o

100101000730

e Edit the interface tvi-0/772 with the same previous steps with the corresponding IP address in the same

subnet.

Edit Subinterface

Genera! [P |FN|5 Bridge

Static Address

O

O

IP Address/Mask

10.10.10.2/30
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e Create two new zones “TVI-SASEDEMO2-Enterprise-TSA” and “TVI-SASEDEMO2-Enterprise”, (we used
the routing instance name to represent the TVI is part of which VR) to assign the respective tvi interface
created previously

Zone Protection Profile Log Profile

—Salecte - H -Salect-. ] |
~Cresta Zane Frotection Frofie +CrestzlagFrofie 6
O Organization ©) Routing Instance © Interface and Networks

Networks Not Configured

Tags

Zone Prataction Profile Log Prafile

-Salact- v || seteet- %
< Create Zane Fratectan Prafis < CreasLogPrafie .

) Routing Instance Q Interface and Networks

O | tntertaces + 08
(] w20
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e Edit the Limits option of the organization’s tenant to add newly created interfaces and routing
instances.

.
Director View Appli-r(w\h'ew Templats View " B @ @ osaar -
¥ VERSA 1 j :
Monitar  Analytics Riministration v
Aggliance | Branch-1VOS (Sauth D You are currently in Appliance View m e

v m-

& % %
Objects|

Networking Services D20

Qe Session
[ organizationName | Appliance Gwner Enterprise Names Services Service Nade Groups | Service Nade Group Clus DHCP Pr

eak Rate (pps) Peak Rate (Kbps) Peak Burst Size (Bytes]  Session Rate Session Limit

 Organization

carlA e it
 Profiles [ Oscarise True e default-sng
Limits

. | E et
Settings y
] saseDemoz False WE f:" Areusl defauli-sng 1000000 dheplim
P 'ﬂ*"‘g%"“ Viw Mare.

Radius Servers

Rows per 25 ~ | Showing 1 - 2 of 2
Authentication Profile perpase s

> dotlx
Certificate Alarms Settings
Information Validation
> System
 Elasticity
> Service Nodes
Syslog Server
Alarms
Certificate Alarms Settings
High dsilability

Information Validation

Verza Netuvorie | All ights Recerved Last Successful Login: Thu. Jul 24, 2025 8:36

e Add the TVl interfaces in the Traffic Identification tab.

Edit Organization Limit - SASEDEMO2 >

Resources  Services QoS

etoces b I El=] p— 4o

phvilD3s O Lan1

i-0/220

wi-0/603.0

i-0/7710

(]
(]
(]
O wi-or2z0
[m]
(]
(]

i-0/772.0

=N =3

e Add the new Routing Instance “SASEDEMO2-Enterprise-TSA” to the Available and then Owned section
in the Resources tab.

Edit Organization Limit - SASEDEMG X
1
Genersl  Traffic|dentification vices QoS

[ | sovaitsbite Routing estances + 0 & [ | Owned Routing Instances + 1 & (O | Avaitable Provider Organizations + 0 & [ | Avaitable Networks + &
O INET-Transpert-VR [ SASEDEMOZ-Cantrol-VR O OscarLAB [ NeT

[ OscarlAB-Control- VR [ SASEDEMO2-Enterprise 3 O ANt

[ SASEDEMOZ-Control-VR [ SASEDEMOZ-Enterprise TSA [0 WAN-Versa-Net

[ SASEDEMO2-Enterprize

[ SASEDEMIOZ-Enter SA
Available URL Categories + & Available Address Graups + &
Available URL Catezaries Not Confured Available Address Grours Net Confizured

® Diease select newfy added Routing Instance from Availabie Routing Instance before selectingin Owned Routing Instance

o
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Commit the changes to save the new configurations.

Director View m Template View
¥ VERSA
Monitor Analytics Configuration Administration

Appliance | Branch-1-¥05 South v

& % WL
Neacrking Servicss  Soncil . Oters Searc hrd

¥ VERSA

Monitor

Apgliance | Branch-1-Vi0S -

D You are curranty in Appliance View

@ Youare currently in Appliance View

+J VERSA

5% -
ey OB
L Others A7 -
D MName View Interfaces Networks Static Routes OSPF  OSPFv3 BGP PIM IGMP  RIP Router Advertisement
Interfaces
[ INETTransportiR @  ni0s0zo INET 00000 3000
WLAN -
phitozs
TUEL Auth (] OscarlAB-Control VR ® 0020 1
20730
Networks
[0 OscarlABLANAR @
Virtual Wires
prit0zs
(Global Roussrs [ SASEDEMOZ-ContralVR @  hi0220 1
3 £i/230
'
o LENL 3115
Virtual Switches BE0/7720
. lpsLa [ SASEDEMO2-Enterprise TSA @  hid77L0 00000
o TwamMe Rows perpage [25 | Showing 1 - &
Sazs App Monitor
Edit SASEDEMO2-Enterprise X
Router Advertisement  PreficLists Redistribution Policies  Instance Import Policies
Description Instance type Glabal VRF ID
Virtual routing forwarding instancs - 103
Route Distinguisher VRF Import Target VIRF Export Target VRF Both Target
1031108 target 10311108

WRF Core Instance Type

MPLE VPN

MPLS transport routinginstance =

SASEDEMOZ-Contral VR

[ interfaces/Netwarks

b N Reverse Traffic Instance
o

=N =

Next, in the “SASEDEMO2-Enterprise-TSA” routing instance, add the corresponding new TVI interface

¥ VERSA

Monitor

Agpgliance | Eranch-1V0S -

Oteers

TVEL Auth

Networks:

Wirtusl Wires

Global Routers

Wirtusl Switches

o IP-5LA
> TWAMP

535 App Monitor

v
O Mame View
O INEFransportyR @
O OscarlAB-Control-VR £y
[ CscarlAB-LANAR =Y
O  SASEDEMO2-ControlVR =Y

SASEDEMOZ-Enterprise

SASEDEMO2-Enterprise TSA

Administration

Interfaces
hi-0/6020
prilzs
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Edit SASEDEMOZ ggrerprise-TSA

X
Virtual Router Detsils [StsticRouting OSPF RIP BGP PIM IGMP RouterAdvertisement Preficlists Redistribution Policies  Instance Import Policies
- Description Instance type
| | Virtual routing instance: “
("] MPLS VPN Core [] EVPN Core | interfacesiN s -
Local Router Address Local Router Interface Local Router Address

Local Router Interface

0O 07710

Family Family

) Cloud Export Instsnce () Intelligent Traffic Director

e Add a default route in “SASEDEMO2-Enterprise-TSA” with next-hop as TVI IP in “SASEDEMO02-
Enterprise”

Manitar Menitor Group

| -select— v || -seect—

Preference Tag

Action

Interface (O NextRoutinginstance () Discard

107710 || 10.10.10.2 | | Select [ Nolnstall

[ Enable ICMP [] Enable BFD [Bidirectional Forwarding Detection)

Interval Threshald Minimum Receive Interval {msec)

Minimum Transmit Interval (msec)

Multiglier

e Now, create a new security policy to allow traffic towards “SASEDEMO2-Enterprise-TSA” routing
instance.

8 © M oo

W VERSA

Monitor  Analytics

Administration ;“"

] @ You sre currertly in Appliance View c

Agpliance | Branch-1-VOS ~ | Organization |

v o
Source:
o— (] —— R
Zone Region Address Address Group Site Mame u . g u Fil
(e o1 AcczeRuleOscarl  Fake
PEEIECETD 02 Allow_From Trust False IntFLANL Zone
4 i 3 [m] Allow From SOWAN  False phvi
Sty 4 [ TaTsA False
| Foice s FromTsa False TVI-SASEEMOZ Encer..
> Profil
= Os DenRuleCscar2  Fase
ps
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Versa Terminal Server Agent (TSA) Use Cases

e Name the policy

Edit Rulgeao TSA
Genersl [Fource Destination Headers/Schedule  Applicstions/URL IoT Serurity Users/Groups  Enforce

Description
|

Alizz Name

Tags

[ DisableRule

S =1

¢ Inthe Destination tab, select the “TVI-SASEDEMO2-Enterprise” zone assigned TVI in SASEDEMO2-

Enterprise routing instance.

Edit Rule - To-TSA x
Ganarsl Enur[el Destination |Haauer;5cnanu|a Applications/URL  loT Security Users/Groups  Enforce

[ | Destination Zane NewIone 4 [7] B Destination Address “Newhddem +NewhddressGroun 4 [ g8 Destination Site Name +

[ TVI-SASEEMOZ-Enterpise .@ Destination Address Not Configared Destinaticn Site Name Not Canfizured

[ Destination Address Negate [ Destination Address Amycast

Regicn + 11 6 state + @6 city + 18
Region Not Configured State Noe Configured City Not Configured
[] Destination Location Negate
+ 0P Seatable Group g + 7 &

Custam Ges Circle

Custam Gen Circle Mot Confgured Scalable Groun Tag Mat Confgured

Co ] -
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e Allow the traffic

Edit Rule - To-TSA

General Source Destination Hesders/Schedule Applicstions/URL  oT Security  Users/Groups

© Allow | O Deny O Refect () Apply Security Prafile

Synced Flow

~Select- ~

Profiles Profile Groups

¥ VERSA
Monitor  Analytics dministration
Agpliance | Branch.1v05 ~ | Organization
a L -
Networki sl Ot ‘Access Policies Rules

CGNAT

Session Timeout (secs)

() Send TCP Kaep Alive at Session Timeout

© You are currently in Appliance View

Souree
 Na GenFirceal (R —— Rute Dissbied r—
Zone Region Address Address Group Site Name
e 01 AccescRule-Cscarl  False
DLl [m]] Allow_From Trust False Int#LANL.Zone
> Decriptigie] (W] Allow From SOWAN  False i
ety [mip TaTsa False
4
m O s FromTsA Fabse TVI-SASEEMO2-Encer..
7 Prefiles [ DenyRule-Oscar2 False

e Name the policy

Edit Rule - From-TSA

$0rce Destination HeadersiSchedule Applications/URL  loT Security Users/Groups  Enforce

Description

Tags

(] Disable Rule

Alizz Name

User Defined Devices

+J VERSA

Next, create a new security policy to allow traffic from “SASEDEMO2-Enterprise-TSA” routing-instance.

8 O F e

Commit Template
c

Discovered Devices | User Defined Devices Fil

=D E=a
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e Inthe Source tab, select the “TVI-SASEDEMO2-Enterprise-TSA” zone assigned to TVI in SASEDEMO2-
Enterprise-TSA routing instance.

Edit Rule - From-TSA

X
General finstion Headers/Schedule Applications/URL loT Security Users/Groups  Enforce
O | Source Zane SNewZzne 4 [ B Saurce Address +Newhddrez: <NewhddressGrow 4 (7] B Source Site Name + P
[ TVI-SASEEMOZ-EnterpiseTSA @ Source Address Not Canfizured Source Site Name Mot Cenfzured
[ Source Address Negate
Region + & City + & State + &
Region Mot Confrured City Not Configured State Nt Comtored
) Source Location Negste
Custom Geo Circle + & Scalable Group Tag + & EIP Profiles +ASEIP Profle. 4 &
Custom Geo Cirde Not Confgured Scalable Groun Tog Mot Cantgured 1P Profies Not Confipured
Ingress Routing Instance Egress Routing Instance
Managed Device & e & 2
. . --Select— - -Select— -
© NotConfigured () True () False === —

= =3

e Allow the traffic

Edit Rule - From-TSA

Genera\!ur(e Destination Headers/Schedule  Applicstions/URL  IaT Security  Usars/Groups,

) Deny (O Reject () Apply Security Profile

Synced Flow Session Timeout (secs)

—Select— e ) Send TCP Keep Alive at Session Timeout

Profiles Profile Groups

e
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4. Configure captive portal
e The following are the prerequisites to configure Captive Portal for TSA:
o Generated Endpoint certificate for VOS with CN as captive portal URL.
e Upload the Endpoint certificate, its private key and CA certificate from the
Director or CLI to VOS.
o Select the Captive Portal in the required organisation and edit.

Director View TR & ']
W VERSA 1 )
Monitor  Analytics Administration BETA
Apgliance | Branch-1-V05 ~ | Organizatio] | SASEDEMOZ v | @ You are currently in Appliance View
I

] -

Networking Services | F9EER  gppary

Captive Portal Settings

(Global Expiration Time(min) : 30 Time & Date
CGNAT Provider Organization : OscarLAB Source IP
> Mext Gen Firewal]
Service Endpoint : SASEDEMOZ-Enterprise-TSA URL
» Secure Access
- Security PolicyRule - URL Category
> |Psec Anchoring N URL Reputation
> SDWAN SSLCA Certificate 1 SASEDEMOZ2.ot Action
» Layer 2 SDWVAN
Cookie Auth Profile H URLF Profile
‘Web Prosy
4
e wesm

e Inthe captive portal, select the provider Org and the CA Certificate, then add the Service Endpoint
with the new TSA routing instance.

Add the TSA routing instance TVI interface IP, type the captive portal URL and select the endpoint
Certificate created for the captive portal URL. Select the Authentication method and click OK. Set 80
for HTTP and 443 for HTTPS.

HTTPS Port

g
URL

I pocversanow.net H
Certificate
1010101 h % a8 | Branch-1VOS.crt EI v

et rofile
.Idap-auth |

rE =B

e Optional: Next, add the captive portal settings related to the Enterprise routing instance. And keep
the random HTTP and HTTPS ports that will be used to display the captive portal.
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HTTP Port HTTRS Port
= 24990 44551
IP Address * o Server
URL
-
Certificate
No Records to Display -—Please Salect— NE

Authentication Profile
-—-Please Select-—

5. Create security policies with the Windows Remote Desktop server for users.
e Add a security rule to filter the required traffic.

iministration : =

Analytics
VH on | ~ © Yousre currently in Appliance View

Monitor

Access Policies Rules.
8
. | <
souce
- O Rule Nu Name Rule Disabled Alias Name
uuuuuu ddress Address Group SiteName. User Defined Devices | Discovered Devices | User Defined Devices Fier
? oS 01 AcesRueOscarl  Fabe
asiesict O 2 Oemmueosaz  Fase
dCechptio 5 O s Allow From_Trust Fabe Int-LAN2 Zone
d [EPR——— i
—
6 Rowsperpage (25 v | Showing 1 - 4 of 4
> Profiles B
Profile Groups
CasE Constraint
7 Security Settings
> Microsegmentation
e Name the rule.
Edit Rule - AccessRule-Oscarl
General  Source | DatinatioaeadersfSched.lle Applications/URL 10T Security  Users/Groups  Enforce
Tags £

] Disable Rule

e Select INET as destination zone to match all traffic heading to the Internet.

48



Versa Terminal Server Agent (TSA) Use Cases

Edit Rule - AccessRule-Oscarl

General Source Destinztion Headers/Schedule

] Destination Zone

] RTIMINET-Zone

[ Destination Address Megate

Region

Region Mot Configured

] Destination Location Megate

Custom Geo Circle

Applications/URL  1aT Security | Users/Grou nforce
+MewZone = d-p Destination Address
L
[ Destination Address Ar
+ ep State
+ d-p Scalable Group Tag

Custom Geo Circle Mot Configured

e Add custom user “oscar1” matching the Active Directory data.

Edit Rule - AccessRule-Oscarl

General Source Destination Headers/Schedule Applications/URL 10T Security Users/Groups d

Match Users

Selected Users Groups

Local Database

) users

[ escara

User Group Profile
~ ActiveDirectory ~

External Database

& Groups

Add Custom User

MName *

oscarl

User Principle Name ~

oscari@canaleros local

“ Cancel

e Next policy will be the same just changing the following options (User and Action)

+J VERSA
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+J VERSA

Edit Rule - AccessRule-Oscar1

General Source  Destination

10T Security Enforce
Actions | Log

Actions
O Allew

= Deny O Reject O Apply Security Profile
Syrced Flow

Session Timeaut (secs)
~select—

() Send TCP Keep Alive at Session Timeout
© Profils | Profile Grouss

Add custom user "oscar2” matching the Active Directory data.

Add Custom User

User Principle Mame =

[ |
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e Inthe Actions section a URL Filtering Profile was used to test the captive portal

+J VERSA

Edit Rule - DenyRule-Oscar2

Geners, ource Destination Headers/Schedule Applications/URL  loT Security UEEI’S{GV’DI.ID* Enforce |
-

Actions 3

© Mllow O Deny () Reject | © Apply Security Profile

Synced Flow Sessicn Timeout (secs]

| —selest— v ‘ (] SendTCP Keep Alive at Session Timsaut
O Profil=®M ") profile Groups

[ Vulnersbilit @ VRLFiltering E

| URLFtest

iewe UAL-Fitaring Frofle
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6. Install the Versa TS Agent
e Follow the steps 4 “TSA Agent Installation and Configuration Steps” of “Scenario 1:
Configuration Steps”. The only exception being FQDN (defined in in above steps 3),
Enterprise-Name and User details
7. FQDN for TSA Agent.
e Follow the steps 5 “FQDN for TSA Agent” of “Scenario 1: Configuration Steps”. The only
exception is FQDN (defined in above steps 3) and tvi IP address.
o Make sure the remote desktop server can resolve the FQDN URL with the LAN IP assigned to
the SD-WAN branch device either by a DNS server or with a manual local host entry.
e Inthis example, the local host file in the server was used to resolve the tvi Interface for the
new Enterprise routing instance of the tenant in the SD-WAN Branch Device.

" hasts - Notepad — [ Service Endpoint ®
File Edit Format View Help - HTTP Port HTTPS Bort
# 80 443
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
# - - - - 1P Address * o Server
# This file contains the mappings of IP addresses to host names. Each AL
# entry should be kept on an individual line. The IP address should pocersanownet
# be placed in the first column followed by the corresponding host name. p——
# The IP address and the host name should be separated by at least one S
# space. k Branch-1-ViOS.ort ~
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#° symbol. -
#
# For example:
#
# 182.54.94.97 rhinc.acme.com # source server “
# 38.25.63.1@ X.acme.com # x client ho
# localhost name resclution is handled within DNS itse
# 127.8.8.1 localhost
# HE localhost

W T captiveportal.vers
le.l1e.16.1 poc.versanow.net
4 »

Ln 24, Col1 100% Windows (CRLF) UTF-8

Director View e Templats View

? VERSA
Monitor Analytics Configuration Administration
Organization | SASEDEMOZ ~ T You are currently in Appliance View

[E  Summary = Devices &2 Cloud Workload

Total Appliances 5 Branch-1-WOS ¢

Branch-1-VOS | Ma,Us

Inband Management Address: 10.30.0.9

Out of band Management Address: 10.73.107.19/16
System Bridge Address- 0A4%-68:13:01-00

Summary  Services Metworking  System  Tools

m Routes BGP  OSPF  OSPRV3 BFD DHEP DBNSProxy  COS  WRRP LEF  ARP P-SLA PIM 1eMP B02.1% RIE  Switching woe TWAMP
Al Interfaces -
Interface Owper Status Admin Status VRF Address MAC Tenant ID Interface [
O > 230771 up up SASEDEMO2-EnterprissT..  N/A nis 3

10.10.10.1/30

]

na

-0 7710 SASEDEMO2-Entanprisa-T...
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+J VERSA

8. Testing TSA connection

In this case, there are two users (oscar1 and oscar2) connected via Remote Desktop to the server.

Notice that the TSA monitor tab is able to identify both users, and it shows the port range allocated
to each user.

¥ Versa Terminal Server Agent
Versa TSA
|

Confuration ‘ VERSA

Event Audit Log
Troubleshoot

Connected

Port Range

ator@canaleroslc 107

admin@ca ocal 102

NETWO RVICE@NT A 10100-10199

I@NT AUTHCRITY 100
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e TSA user-mapping in the Versa SD-WAN Branch device

rector View [JEETSEY Templste View 1
J VERSA

Monitor  Analytics Configuration  Administration

iy

Organization | SASEDEMOZ = © You are currently in Appliance View

Total Appliances & Braneh-1VOS ¢

Branch-1-VOS | MA.US Ik

Inband Mzanagement Address: 10.30.0.9 - .
Out of band Management Address: 10.73.107.19/16 @ sble | SYNC:
System Bridge Addrass:0A:49:6B:13:01:00

Summary Services Metworking  System  Tools Configuration

Artiins  ATP  AuthenticationPelicies  CASE  CloudFlleExport  Decryption  DLP  DMSFitering  DeSPulicies  ErtityRiskScore  FileFitering  IPFiltering  Micresegmentation Policies

Live Usars w Brief w
IF Address Name: Status Session Hits Time To Expiry Expiration Mode |
> 152168.15.15 tsa-multiuser Live 7849 60 inactivity

Username = User ID Group ID Port Range Lagin Timestamp

admin@canaleras local a 10200-10279.11200-11299 202507-1321:11:43
‘administrator@canaleras bocal a 10700-10799,10300-10399 2025-07-1321:11:43
Iocal service@nt autharity o 10500-105599 2025-07-1321:11:43
rebwork service@nt autharity a 10100-10199 2025-07-1321:11:43
oscar1@canaleros bocal 8192 11100-11199,10400- 10499 2025-07-1321:11:43
oscar2@canalenoslocal 8193 10700-10997.10500-10659 202507-1321:11:43
systemi@nt authority 1] 10000-1009%,11200-11399 2025-07-1221:11:43
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9. Tests Results
e Internet access is allowed to oscar1. Capture of the remote desktop connection of user” oscar1”
and testing internet browsing.

& 1521681515 - Renote Deskiop Connecton

i

® | osan
Lo e P

Firul 4 siling =1

P

Wlusteat & dovans

Mihwori & rfcrmet

(-t ]

"« 4 @1

==

PoCOunts

I & fanguags

Gafmeng

A i Ay

@ = g 9 i

Privacy & security

@ Wincows Upcas

e Inthis output from the SD-WAN branch device, we can see the session of the internet webpage
tested and the traffic being allowed by the policy created for user “oscar1”

Session Filter

Session Search Criteria
Session Type Source IP/Frafic Source Port
| ~Setect- ~ | | | |

Protacs] Pratocel Number

= <] | |

Extensive w G e selected records
| |

D Application Rule Source IP Destination IP Protocol Source Por Destination Poi Forward Byte Count | Reverse Byte Count [
T UURUISSUT— (NI L - — S

O 3 @ mibcomprecef] | AccesmRuleOscarl | 1921884515 1511014151 TCP 10492 443 2548 4178

O » @ mibcomipredefl | AcesmRueOscarl | 1921484545 1511014151 TCP 10408 443 4533 3784

O 3 @ mibcompredef] | AccesmRuleOscarl | 1921884515 1511014151 TP 10437 443 4543 a7ez

0 3 (@& sdobeffpredef] AmesRuleCscarl | 1921681515 23447382 ToP 10430 443 2518 G111

[ 3 @ mibcomfipredef] | AccesRuleOscarl | 1721681515 1511014160 TCP 10476 443 5451 16788

] > @ mib_com/{predef] ArcessRule-Oscarl 1921681515 15110141%1 TCP 11140 443 25135 2651826

[ 3 @ mibcomfipredef] | AccesRuleOscarl | 1721681515 104183310 TCP 10482 443 2134 10051
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e Internet access filtered to oscar2 (using captive portal with action justify)

10.73.107.23

b 192.168.15.15 - Remote Desktop Connection

< Setti
etings Justify
. oscar2 0O < 2 cnn.com
@ | oscar2@canaleros.local
Rl ) VERSA
NETWORKS
Find a setting =}
| B System A . N
X Justification
9 Bluetooth & devices
Network & internet E Please enter a justification message for vis
/ Personalization
User : oscar2@canaleros.local
B Apps
Host 1 192.168.15.15
: Accounts
URL 2 https://www.cnn.com/
9 Time & language Category : news_and_media
#® Gaming Reputation : trustworthy
K Accessibility
O Privacy & security

@ Windows Update

e Capture of the remote desktop connection of user “oscar2” and testing internet browsing. In this
output from the SD-WAN branch device, we can see the session of the internet webpage tested and
the same number of bytes received being dropped.

Session Filter

Session Search Criteria

Session Type Source B Prefix Source Port Diestin
—Select-- ~
Protocol Protocol Mumber
w

Extensive - (Compare selected records

D Application Rule Source IP Destination IP | Protocol Source Por Destination Poi Forward Byte Count | Reverse Byte Count [ Re
O % & Unknown 103009 10,3000 TCP 1226 1234 0 5630.18

[0 % @@ msnp/predsf] Allw_ From_Trust 1921681510 205987226 TCP 65304 443 10775 13352

O % @& unknown_tep/ipre. 1921521515 1921633010 TCP 3389 53513 345751 53311

[0 3 & msnpf(pradef] Allew; Fram,_Trust 1921681515 205987225 TCP 10126 443 10817 13354

[0 v @ websocket/(predef]l  Allow From, Trust 1921481515 1010101  TCP 10124 443 1348 6502

[0 % [ Unknown From-TSA 1921681515 1010101  TCP 10124 443 055 1666

B - & mozlla/ipreded) DenyRus-Oscar2 1921521515 3410724393 TCP 10028 443 7.924 2547

O

| mazilla/[predef] DemyRule-Oscar2 1921681515 341491002 TCP 10076 443 3.207 206
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About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X

(Twitter) @versanetworks.
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