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About This Document

This document is intended to help customers understand the use case, benefits, and deployment
considerations for the Versa Terminal Server Agent (TSA) in Secure Access and Zero-Trust architecture. It
is specifically tailored for environments where multiple users access shared desktop systems such as
Windows-based Terminal Servers.

Document Information
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Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.
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What is TSA?

In modern enterprise environments, users often access business-critical applications or the internet via
shared Windows Terminal Servers, particularly in branch locations connected through Versa SD-WAN or IPsec-
based SASE architectures. However, this shared infrastructure masks individual user identities, presenting a
significant challenge for enforcing Zero Trust security. Enforcing user-specific security policies becomes chal-
lenging in multi-user environments such as Windows Terminal Servers, especially when multiple users share a
single IP address. That’s where TSA steps in.

By default, when multiple users connect through the same Windows Terminal Server host, VOS Appliance
(SDWAN or SSE gateway) cannot distinguish one user from another, making user-based access control impos-
sible.

Versa TSA Solves This By:

e Allocating a unique port range for each user session on Windows Terminal Server.

¢ Communicating this user-port mapping to the connected VOS Appliance.

e Letting the firewall track individual users, even if they share the same IP address.
This enables precise, per-user or per-group policy enforcement, just like in a typical single-user environment.
How It Works

1. TSAisinstalled and configured on the Windows terminal server.

2. TSA assigns users a dedicated port range as users login.

3. TSA sends these mappings (user € port range) to the Versa OS (VOS) devices using a Control Channel it
maintains to the VOS Appliance.

4. The VOS Appliance creates a mapping table between IP, port, and user.

5. Security policies based on user identity or group membership are enforced, even for shared IP ses-
sions.

Why It Matters

e You can enforce Zero Trust policies in shared desktop environments.

e Getclearvisibility into who’s doing what, even when using the same terminal server.
Why It Doesn't DO

e The TSA agent does not build any tunnel from Windows Server to the VOS Appliance

¢ The TSA agent does not control how user traffic is routed from Windows Server to VOS Appliance.
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Versa TSA Use Cases

Internal Application Access: When multiple users connect to internal apps from a shared terminal server, all
traffic appears to come from the same IP address. This makes enforcing access policies such as URL filtering,
DLP, or CASB controls based on user identity or role impossible. Without that visibility, organizations can’t reli-
ably control access to sensitive systems, enforce segmentation, or track individual user activity.

Private Application Access: When multiple users access private applications through a shared environment
such as a terminal server, enforcing Zero Trust Network Access (ZTNA) requires identifying users individually,
rather than relying on shared attributes like IP addresses. Terminal Server Access (TSA) helps address this chal-
lenge by enabling user-level visibility and the ability to apply access control policies. For example, users with
different access privileges can RDP into the same terminal server but receive access to private applications
based on their identities.

We can also have a mixed case of Internet and Private applications access.

Scenario 1: Terminal Server at HQ with Internet via SSE Gateway

In this scenario, the Terminal Server is hosted at the customer’s headquarters (HQ), data centre (DC), or
branch office. Users connect remotely to this Terminal Server, and all internet-bound traffic is routed through a
Secure Service Edge (SSE) Gateway for inspection and policy enforcement.

Terminal Server at HQ with Internet via SSE Gateway

Versa Sase Gateway1 Versa Sase Gateway2
— > s o
RDP USER1 — [ e ] [ s ]
e S N
-
RDP USER2 P
E =
-
-~
L ~
‘ |~
Tl Internet
VOS5

Windows Server
2025
Terminal Server
Versa TSA
installed HQ

Connectivity Options

Traffic from the Terminal Server is routed to the SSE Gateway through the local branch using one of the follow-
ing methods:

e Versa SD-WAN overlay
e Traditional site-to-site IPsec tunnel
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The choice depends on the customer’s existing network architecture. This connection provides a secure path
for forwarding internet-bound traffic from the Terminal Server to the SSE infrastructure.

TSA Integration with SSE

To enable integration between the Terminal Server Agent (TSA) and the SSE Gateway, the following setup is
required:

e Pre-configured SSE Portal URL: The SSE Gateway is pre-configured with a Portal URL/Captive Portal
URL. The TSA agent uses this URL during the registration process.

o TSA Agent Configuration: The Versa TSA Agent, installed on the Terminal Server, is configured to com-
municate with the SSE Gateway using an SSE Portal URL.

o Private IP Resolution: The Captive portal URL or SSE Portal URL should resolve to the private IP ad-
dress of the SSE Gateway. This ensures direct communication for user registration and updates over
the SD-WAN overlay or IPsec tunnel to the SSE gateway.

Note: The Portal URL can also resolve to a public IP and still support registration over TLS. However,
resolving to a private IP is recommended for environments that require fully private communication.

o Traffic Path Requirement: Regardless of how the Portal URL resolves, a secure tunnel (SD-WAN or IP-
sec) to the SSE Gateway is still required to carry TSA client control traffic and user data traffic.

o High Availability Support: If multiple SSE Gateways are deployed for redundancy, the Portal URL’s
FQDN should resolve to both private IP addresses. This enables automatic failover and load balancing
between gateways.

Scenario 2: SD-WAN Branch to Remote SD-WAN Branch (Private Apps) + Local
Internet Breakout (LBO)

In this scenario, the Terminal Server is located at SD-WAN Branch A, where users connect remotely. These us-
ers access:

e Private applications hosted behind remote SD-WAN Branch B via Terminal Server
e Theinternetvia Local Internet Breakout (LBO) at Branch A.
Connectivity between Branch A and Branch B is established through an SD-WAN overlay tunnel.
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SD-WAN Branch to Remote SD-WAN Branch (Private
Apps) + Local Internet Breakout
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Why TSA Registration is Needed at Branch A

To accurately identify users accessing both private and public applications, TSA registration must occur at
Branch A. This ensures that user identity is captured at the point where both types of traffic originate.

If the customer has multiple sites with local Terminal Servers and LBO, this setup should be replicated at each
site to maintain consistent user identification and policy enforcement.

TSA Integration with Versa SD-WAN Branch

o Routing-Instance for Captive Portal: To ensure TSA registration on the captive portal does not break
the URLF captive portal action, we will create a separate TSA routing instance, which will be used for
registration of TSA agents in Branch A. A paired TVI will be configured between the TSA routing instance
and Enterprise/LAN-VR. A default route will be added in the TSA routing instance pointing to the Enter-
prise/LAN-VR TVI IP.

e TSA Captive Portal Configuration: SD-WAN Branch A must be configured with a Captive Portal for TSA
registration in the TSA routing instance, and the FQDN will be mapped to the TVI IP in the TSA routing
instance.

o TSA Agent Setup: The Versa TSA Agent, installed on the Terminal Server at Branch A, is configured to
communicate with the local SD-WAN branch using a Captive Portal URL.

e Private IP Resolution: The Captive Portal URL should resolve to the private TVI IP address of the TSA
routing-instance Branch A.
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Scenario 3: SD-WAN Branch to Remote SD-WAN Branch (Private App Access
Only)

In this scenario, the Terminal Server is located at SD-WAN Branch A, where users connect remotely via Remote
Desktop. These users access private applications hosted behind remote SD-WAN Branch B. No internet access
is allowed through Branch A.

Connectivity between Branch A and Branch B is established via an SD-WAN overlay tunnel.

SD-WAN Branch to Remote SD-WAN Branch
(Private Apps Only)

ROF USER1

.

ROF USER2

Internet

SD-WAN
MndD;;f;sSewer N . Branch A SD-WAN
Terminal Server . Branch B
Versa TSA -~ .
installed s -

TSARegistration = = — = = Private Applications

Why TSA Registration is Needed at Branch B

Since the requirement is to identify users only for private application access, TSA registration should be per-
formed at Branch B. This ensures that user identity is captured at the point where private applications are
hosted and accessed.

If the customer has multiple sites with local Terminal Servers, all of them can register to Branch B for con-
sistent user identification and access control.

Note: If Local Internet Breakout (LBO) is also configured at Branch B, access control policies for internet-bound
traffic can be enforced there as well for all remote branches.

TSA Integration with Versa SD-WAN Branch
To enable TSA integration at Branch B, the following configuration is required:

¢ Routing-Instance for Captive Portal: To ensure TSA registration on the captive portal does not break
the URLF captive portal action, we will create a separate TSA routing instance, which will be used for
registration of TSA agents in Branch B. A paired TVI will be configured between the TSA routing instance
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and Enterprise/LAN-VR. A default route will be added in the TSA routing instance pointing to the Enter-
prise/LAN-VR TVI IP. The TVI IP will be redistributed in SDWAN BGP as all Direct routes are default redis-
tributed.

e Captive Portal Configuration: SD-WAN Branch B must be configured with a Captive Portal for TSA reg-
istration in the TSA routing instance, and the FQDN will be mapped to the TVI IP in the TSA routing in-
stance.

e TSA Agent Setup: The Versa TSA Agent, installed on the Terminal Server at Branch A, is configured to
communicate with SD-WAN Branch B using a Captive Portal URL.

e Private IP Resolution: The Captive Portal URL should resolve to the private LAN IP address of the
Versa Operating System (VOS) at SD-WAN Branch B.

Configuration Steps: Scenario 1

1. Configure the TSA profile in Concerto
e Thefirst step is to configure the Terminal Server Agent (TSA) in Concerto under the specific tenant (in
this case, SASEDEMO2).

'\' VERSA SASEDEMOZ CONFIGURATION
Security Service Edge Seoure 5D-WAM I:}
Below are all the rul
> Real-Time Protection
[ Filter
v Decure ACCess
» Client-based Access
pplications & URLs Users & Groups Endpoint Postu
N .
Clientless Application Access | Applications All Users EIP Informatioc
All devices
PAC Files
Device/Endpoi
. Score
Terminal Server Agent (T54) Al risk scores
> Digital Experience Monitoring (DEM) | Applications All Users EIP Informatio
All devices

o FQDN highlighted here can either be used for TSA agent registration or the SSE portal FQDN can also be
used, explained further in Step 4.
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R

Terminal Server Agent (TSA)

@ TSA Configuration

Sync Interval (mins) (O

360

Username Format

sAMACccountMams

Port Allocation
Configure available and reserved ports which can be assigned to users.
Reserved Port Range () Max Size * Fail Mode
20000-25000 5000 Cpen -

Fully Qualified Domain Name (FQDN)
Use this FODMN URL when configuring the TSA application

I captiveportalversanow.net I

Port Allocation (Group of Fields)

Sync Interval: Enter how often, in minutes, to synchronise the configuration with the TSA.
Username Format: Select the username format to have the TSA recognise

o userPrincipleName—User principal name. A user principal name consists of a prefix (user ac-
count name), followed by the @ symbol and a suffix (DNS domain name). For example, some-
one@my-company.com.

o sAMAccountName—The sAMAccountName attribute is a login name that supports clients and
servers from previous Windows versions, for backwards compatibility, such as Windows NT 4.0,
Windows 95, Windows 98, and LAN Manager.
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Reserved Port Range: Enter the reserved port allocation range for user sessions. The value must be

entered into the Port-Start - Port-End format, and the port range must have a minimum of 10000
ports. For example, enter 1024-10000 to start port 1024 and end port 10000. Range: 1024 through
65535
Maximum Size (Required): Enter the maximum port allocation size for each user. The maximum
size must be a multiple of the start size. Range: 0 through 65535. Default: 5000
Fail Mode: Select the traffic mode if the TSA server connection fails,

o Close—Deny traffic if the TSA server connection fails. This is the default state.

o Open—Allow traffic if the TSA server connection fails.
Fully Qualified Domain Name (FQDN): Use this FQDN URL when configuring the TSA application

Example Scenario

Item Value

Total Users 4

Max Ports per User ||5000

10
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Item Value

Total Ports Required |4 x 5000 = 20,000

Reserved Port Range|[10000-30000

Fail Mode Close (recommended)

e |nthe Device Certificate Authentication section, select the toggle to enable or disable device certifi-
cate-based authentication for the TSA profile. When enabled, you must configure a device certificate
authentication profile.

e In this case, we continue without Device Certificate Authentication.

" VE,RSA SASEDEMOZ2 CONFIGURATION ﬁ America’Panama *

e

Terminal Server Agent (TSA)

a ° TSA Configuration

onfigure

@ Drevice Certificate Authentication

LDeploy

Enable/Disahle device certificate based authentication for TSA profile. When enabled. you must configure Device Certificate Authentication profile

Device Certificate Authentication

L

Monitor

Cancal | Mt

Mame, Description & Tags

o Typeinthe Name (Required), Description & Tags section for the profile and save it.
NOTE: Only one TSA profile can be configured in the Concerto per tenant.

11
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W VERSA SASEDEMO2

o figure

Deplhoy

s

Mcwnilar

i~

Analytics

Imventory

Terminal Server Agent [TSA)

° TSA Configuration

° Device Certificate Authentication

@ Mame, Description & Tags

Test TSAPrafile

Tags

CONFIGURATION

2. Configure the user’s authentication profile.
e Create a user authentication profile to match remote desktop users (in this case, Active Directory).

Cancel

America’Pana

,_
0

Description

—4

12
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W VERSA SASEDEMO?2 CONFIGURATION

Security Service Edge Secure SD-WAN

e
> Real-Time Protection
> Secure Access
Sync Interval (Mins) Username Format
> Digital Experience Monitoring (DEM) P e R
4 {
Deploy |
. > TLS Decryption
r Page

> Profiles and Connectors

laks

Monitor

> Partner Integration

v | User and Device Authentication?

lins]
Analytics Rules
3
SCIM Integration

> User-Defined Objects

> Settings

e Fillin the information of the Active Directory Server

13
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Edit LDAP Authentication Profile: OscarActiveDirectory

®

Settings User And Group Profile Rewview & Submit

Active Directory

Sedect either FQDM or IP Address

) FOQDN

(@ |P Address 10.73107.18

+ Add Secondary Server

WPN Marme *
SASEDEMO2-Enterprisa -

Port*

ap?

Cancel Skip to Review “

e Continue with the bind data information to log in to the Active Directory

Edit LDAP Authentication Profile: OscarActiveDirectory

O,

Settings User And Group Profile Ravlaw & Submit
Enable 551
CA Certificate
Bind DM ™ Bind Password ™ Bind Timesout [sec)
CH=adminCN=Lsers DC=canalencs, DO =lacal BERAREREEERREEE Lod 30
Base DM * Daomain Mame = Basze Domnain
CM=Wsens, DU =canaberos, DO =local cenaleros.ocal

Search limeout {sec) Cache Expiry [ime {mins) Concurrent Logins

0 10 1

Cancel Skip to Review | Mext

Add the groups and usernames information of the users from Active Directory

14



Edit LDAP Authentication Profile: OscarActiveDirectory

Settings
Group Object Class * Group Mame *
Eroup name
User Object Class ™ User Name *
Refresh Interval [seconds) Passwnrd Last Set
180 preullLastSet
Cancel Back

e Fillin a name for the authentication profile.

®

User And Group Profile Review & Submit

Group Member *

member(f

Password Max Hge

P wOARE

Skip to Review Mext

) VERSA

Edit LDAP Authentication Profile: OscarActiveDirectory

o o

Sesting Ui st G s Prafile

Riviere your confgurationt, Brfore submittng review andedi amy strps of yoar canfmaration belos

Deesiripion

3. Create Security Policies
e Add a security rule to filter the required traffic.

15
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RSA SASEDEMO2 CONFIGURATION
&
Security Service Edge Secure SD-WAMN i
Below are all the rule
VI Real-Time Protection
2 I Filter
I Internet Protection
Private App Protection
plications & URLs Users & Groups
Deploy
Profiles
| Applications All Users
m. Safe Search
Monitor MNetwork Obfuscation i
> Settings | Applications All Users
Analytics » Secure Access

e |nthis case we selected Active Directory profile and selected user oscar1”

W VERSA SASEDEMO2 CONFIGURATION Q AmeciaPanama v =

~

o Edit Internet Protection Rube: Test TSA-user-oscarl

F— wl&; Eapoint Amtre GEO Lacians erswarkLaves 32

- Eagi

By default we have chosen all users and groups to apply your security enforcements

1F you Drefes, ¥0. T yaies the spac S s1rs o Srouss for the seourity posture

Users & Groups

Unknosen Useri

User Name Flrst Name Last Name

e aein e

e Matched all services with Internet as destination.

16



W VERSA ASEDEMOZ CONFIGURATION 9 AreikaPuwme ~ 18 W g |
Y] L bntermat Protection Rele: Test TSA-user oicart

A e & U s 8 O

Services o

[ QY

[~
(]

All traffic is selected, and it will receive the previously selected security enforcements

Source & Destination {Layer 3) o

C o=

) = Jﬂ

e Allow the traffic.

W VERSA SASEDEMO2

] Edlit Internet Protection Ruie TestTSAwmer-ascart.

View

® o
Comumire App et & URLL L & Grouss.

Enaisiy TCP Knepatve

TP Momespeityn i 3o o Db wsiuern e s i e gt

 Dany

=) Reject

a it - I ri [ R —
() Profiles
\‘/ Roose one or more predefined wr e ma ity enforoements wi

CONFIGURATION _:, Ameriafansms < @ W
Eadpoine fosture [~ TP bmmwark Layar 34 Security Erdarcamse Awwimna G Dy

Choose the type of enforcement action for your Internet Protection Rule

=1

o Name the rule, save the configuration, and publish it to the SSE gateways.

) VERSA
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EMAL CONFIGURATION :') AmuricaPaams E =
Edit Intedmet Protection Ruls: TestTSA-uidr-oicar]
SRt & Sy s G Gopegs Eredgennt Pocture: GEGLon: iemork Laes J-2 Seurky Esfourermen Sazwbew fo Dozpln]

Review your Internet Protection Policy configurations below.

Demcript o

Applications & URls  »# em

) VERSA

e Similarly, you can create a policy for other user connectivity via Terminal Server. Example this policy is
for user” oscar2”. The enforcement is to deny traffic.
W VERSA ASEDEMO? CONFIGURATION o) Aeaen Pansms L
H [Edlit Irvbernet Protection Rule: TestTSA-uwer-oscar
s @
e Agpin stuses & ULs [T— [y T [ 1o ree— [ ———1 [o— P —— [T Tp-a—

By default we have chosen all users and groups to apply your security enforcements

P, i i B P 5. s 10 el St Iy

Users & Groups

e rhiran Liery

L Maivia

18
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W VERSA ASEL CONFIGURATION :,

Ariuit ke s Painbima m

o Edin Inbesraet Pratection Ruse: Tes TRA wser-giar

L et ©

apubople i Untrsd ipoum Enepalet Smrare G Lo e

merwrk Lier I Sacns it Erircmmetag S e s Coewsiry

Choose the type of enforcement action for vour Internet Protection Rule

Erable TOF Keapate

TCP Kl bva will ssnd g obs shan e ssssion Cieks cut

\/Allow

4. TSA Agent Installation and Configuration Steps
a) Generate a self-signed End Entity certificate from the SASE gateway, using the CA that s already
generate while setting up the SASE gateway.
b) Exportthe SASE Gateways or SDWAN device CA certificate and install it in the Windows Terminal
Server in Trusted Root Certificate Authorities, reference Steps: Link
c) Install the Versa TS Agentin the Windows Terminal Server.

r Setup - Versa Terminal Server Agent versicn 7.1.1 — x

Select Components
Which components should be installed? ‘

Select the components you want to install; dear the components you do not want to install. Click Next
when you are ready to continue.

Mormal Installation

Wersa Terminal Server Agent 36.1MB

Current selection requires at least 39, 1 MB of disk space.

19


https://learn.microsoft.com/en-us/skype-sdk/sdn/articles/installing-the-trusted-root-certificate?source=recommendations

F Setup - Versa Terminal Server Agent version 7.1.1 — X

select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Versa Terminal Server Agent,
then dick Next.

Additional shortouts:
B Create a desktop shortout

¥ Setup - Versa Terminal Server Agent version 7.1.1 = *

Ready to Install
Setup is now ready to begin installing Versa Terminal Server Agent on your computer,

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Setup type: Y
Marmal Installation

Selected components:
Versa Terminal Server Agent

Additional tasks:
Additional shortouts:
Create a desktop shortcut

5. FQDN for TSA Agent.
We propose two options here.

) VERSA

20
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a) Use FQDN displayed in SSE Portal during TSA profile creation and create a entry in your local
network DNS server to resolve private TVI (usually the first IP of SASE client IP pool). This IP ad-
dress will be reachable over the SDWAN Overlay tunnel or IPsec tunnel (in case of non-sdwan
site)

b) Use SSE Portal FQDN (same as used by SASE client), this will default resolve to public IP of
SASE gateways. TSA client will connect to SSE gateways via Internet.

Make sure the Terminal Server can resolve the FQDN URL with the TVl interface assigned to the SSE
Gateway VPN pool either by a DNS server or with a manual local host entry. In this case, a local host
entry was used to resolve the URL with the TVI interface IP address shown in the next Image.

e Below are the captive portal URL and its mapping to the private ip, viewed by the Director.

Service Endpoint

= captiveportalversanownet

Certificate

172161000 2 @ ~—Please Select -

Authentication Profile

---Please Select---

21
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admin@SaseGWl-cli> show interfaces brief | tab
OPER ADMIN TENANT

fe80::500a:49ff:fe6b:701/64
down

INET-Transport-VR

SASEDEMO2-Enterprise
OscarLAB-Control-VR
SASEDEMO ontrol-VR

OscarLAB-Control-VR

SASEDEMO02-Control-VR

SASEDEM02-Control-VR

OscarLAB-Control-VR

INET-Transport-VR

NI & &I N EBNBT NI O

OscarLAB-LAN-VR
tvi-1/163
tvi-1/103.
vn1i-0/0
vni-06/0.0

SASEDEMO2-Enterprise

N BTN N

INET-Transport-VR

[ok][2025-68-066 11:35:17]
admin@SaseGWl-cli> Jj

_J izsmeEe P VERSA SASEDEMO2 CONFIGURATION )
File Edit Format View Help e
Copyright (c) 1993-2009 Microsoft Corp.
i Terminal Server Agent (TSA)

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

. . . . ()  TsAConfiguration
This file contains the mappings of IP addresses to host names. Each =
entry should be kept on an individual line. The IP address should
be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

o

Syncinterval (mins) (@)

it N N P Username Format
Additionally, comments (such as these) may be inserted on individual

lines or following the machine name denoted by a '#' symbol.

For example: Port Allocation

182.54.94.97 rhino.acme.com # source server
38.25.63.18 X.acme.com # x client host

EaRE R SR U SR U R R I R

Reserved Port Range (3 Max Size” Fail Mode
0025000 5000 Oper
localhost name resolution is handled within DNS itself.

127.8.8.1 localhost
HE localhost
72.16.100.0 captiveportal.versanow.net

Fully Qualified Domain Name (FQDN)

o e 3

6. Registerthe TS Agent to the SASE Gateway:

e Open the Versa TSA software installed in the Remote Desktop server and select Register. Fill in the cap-
tive portal URL, the Tenant, and the Username from the active directory that will be used to register to
the SSE Gateway

22
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T Versa Terminal Server Agent - X

Versa TSA

| Y VERSA

Troubleshoot

Register

captiveportal.versanow.net
SASEDEMO2

e Once registered, the Configuration tab will show settings acquired from the TSA Profile.

¥ Versa Terminal Server Agent — X

Versa TSA

S confgurstion ¥ VERSA
Monitor

EEvem Audit Log
Troubleshoot

Enterprise: SASEDEMO2
FQDN: captiveportal.versanow.net

Source Port Range

Reserved Port Range
User's Start Port Size
User's Max Port Size

Port Allocation Fail Mode

Sync Interval

Fail Mode open

User Name Format sAMAccountiName

7. Testing TSA connection
e |nthis case, there are two users (oscar1 and oscar2) connected to Terminal Server. Notice that the TSA
monitor tab can identify both users, and it shows the port range allocated to each user.

23



¥ Versa Terminal Server Agent — x

Versa TSA

Configuration ‘ VERSA

Delete Config

—Sync Config (
| Connected

Event Audit Log :
Troubleshoot User Name Port Range

7000-7995

oscar] 6000-6959
LOCAL SERV £000-
Adrinistrato 4000
NETWORK SERVICE 3000

SYSTEM 2

e TSA user-mapping in the SASE gateway. The users are visible through the GUI of the SSE Gateway moni-
tor tab in Director.

24



Director View App\inr(e\tl'&w Template View
W VERSA

Monitor  Analytics  Configuration  Administration

Organization | SASEDEMOZ v |

E Summary = Devices & Cloud Workioad

Total Appliances & SaseGW1 3¢

SaseGW1 | FL.US

Inband Management Address: 10.30.0.5

Owt of band Management Address: 10. 73107 7/156
System Bridge Address: 0A:4%:68:07:01-00

Summary Services Networking  System  Tools

© You are currently in Appliance View

@ Reachable | SYNC:IN

Configuration | Shell | Conf

Mirosegmentation Statistics  Persistent Action  Policies  Security Packiges  Sessiers

Live Usars v || Dt
IP Address Name Status Session Hits Time To Expiry Expiration Mode Information Source Internal ID

w 1921681515 tea-mutisar Live 53147 &0 inactivity na o
Username = User ID Group ID Port Range
‘acmiristrztor o 4000-4555
local sarvice o 5000-5555
network service o 3000-3555
ceearl 3154 5000-6555
oscar? 8153 T000-7955
system o 2000-2955

Time Stamp Login Time Sta
2025-07-22 15:29:08 2025-05-27 05
Lagin Timestamp

2025-07-221521:3%
2025-07-221521:3%
2025-07-221521:3%
2025-07-221521:3%
2025-07-221521:3%

2025-07-221521:3%
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e Internet access allowed to oscar1

& 192.168.15.15 - Remote Desktop Connection

-1 Settings S InPrivate 1w} Online Banking, Mortgages, Persc X

@) www.citi.com

. oscarl
o Gscarl@canaleros.local

T FDIC roic-insured - Backed by the full faith and credit of the U.S. Government
C I I Citibank, N.A.
Find a setting
| B System
9 Bluetooth & devices CITI SIMPLICITY CARD®

Network & internet E nj oy o u r LoweSt
/ Personalization Ba I a n Ce Tra n Sfe r
o Intro Rate

Accounts

Get our lowest intro balance transfer rate available
with the Citi Simplicity Card along with a low intro
€ Gaming rate for purchases.

K Accessibility
Apply Now
WJ Privacy & security

@ Windows Update

‘L’ Time & language

¢ Inthis output from the SSE Gateway, we can see the session of the internet webpage tested and the
traffic being allowed by the policy created for user “oscar1”

DirectorView IEEETRET] Template View . B @ ¥

¥ VERSA o)
Monitor  Analytics  Configuration  Administration N Commit Temp lats
Organization | SASEDEMOZ < © You are currently in Appliance View =

& Summary = Devices & CloudWorkoad

Total Applisnces 6 SamseGWi X

SaseGW1 | FL.US %
Inband Manzgement Address: 10.30.0.5

Out of band Management Address: 10.73.107.7/15

System Bridge Address: 0A:49:68:07:01:00

(@ Reachable | SYNC:INSYNC Up since: Tue May 1308:19:30 202

Summary  Serdces MNetworking  System  Tools Configuration

ot I o0 e o v s 3 A e

Extensive - =3 - cm RIS

Application Source 1P Destination IP | Pratocel Source Port  Destination P SDWAN Natted Reverse Egres... Nsh Peer Dest_ Reverse Packe_ NAT Source P Reverse Relea. Reverse SDW... Reverse Egres... Nsh Peer Sour... Parent Sessio... | External Servi.. Is Child
> = 103005 103000 TP 1356 1234 Ne Na 23397 [ false Ne
> & 1921651515 172161000 TCP 2002 s es No Branch- 105 667 2337335435 INETINET [ fakse No
3 [ citi bank/predef] 1921681515 2359.20653 TCP el 3 es s Branch-1V05 73 107310712 2697235637 INETINET [ false Ne
3 [ citi bank/predef] 1921681515 2359.20653 TCP 012 3 es s Branch-1V05 76 2697235637 INETINET [ false Ne
> @ dnsfipredef] 1921881515 7234414 TCR a8 w3 e Yas Branch-1v05 80 107310712 2699233637 INETINET [ false No

e |nternet access denied to oscar2
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&,. 192.168.15.15 - Remote Desktop Connection

Settings rver Not Found

oscar2

“Secara@canaleros [
5] Import bookm:

Find a setting

System

o B

Bluetooth & devices

Network & internet

Personalization

B N 9

Apps

Accounts

9

Time & language
Gaming
Accessibility
Privacy & security

@ Windows Update

+

citi.com

+J VERSA

Hmm. We're having trouble finding that site.

We can't connect to the server at citi.com.

If you entered the right address, you can:

« Try again later

= Check your network connection

= Check that Firefox has permission to access the web (you might be connected but behind a firewall)

Try Again

e Capture of the remote desktop connection of user “oscar2” and testing internet browsing. In this output
from the SSE Gateway, we can see the session of the internet webpage tested and the traffic being de-

nied by the policy module.

Organization | SASEDEMOZ -

@ Summary = Devices & Cloud Workload

Total Appliances 6 SaseGW1 3¢

SaseGW1 | FLUS
Inband Management Address: 10.30.0.5

Out of band Management Address: 10.73.107.7/16
System Bridge Address: 0A:49:68:07:01:00

Summary Services Networking  System  Tools

© “You are currently in Appliance View

SecureAccess  SDLAN  IPsec ST APM WMS
“
Application Source IP Destination IP | Pratacal Source Port  Destination P.. Reverse Egres.. Nsh Peer Dest.. Reverse Packe... NAT Source IP
> - 1921681515 146759391 TCP 7105 “3 ] 1073.107.12
> - 1921881515 19523221152 TCP 7033 443 o 107210712
> [ dns/(predef] 1921681515 2888 v 63910 53 Erench- 105 1 1073.107.12
> - 1921681515 17264155119 TCP 7017 “3 ] 1073.107.12
5 [ dnsipredef] 1921681515 8888 uop 39433 53 Branch- 105 1 1073.107.12
> - 1921881515 1041232137 TCP 7096 443 o 107210712
> - 1921681515 1511014160 TCP 7019 443 1} 1073.107.12
5 [ dnsipredef] 1921681515 8888 uop 57401 53 Branch- 105 1 1073.107.12

Reverse Relea_

Reverse Egres... Msh Peer Sour... Parent Sessio...

INETINET

INETINET

INETINET

Build

(@) Reachable | SYNC:INSYNC Up since: Tue May 1308:19:30 202

Configuration
Back Sesre C O ¢ [7|f2 = v

[External Servi... Is Child RXWAN Ckt. Forward FEC .. Forward SO

[ fakse No INETINET

o false No INETINET

o false No INETINET

[ fakse No INETINET

[ fakse No INETINET

o false No INETINET

o false No INETINET

[ fakse No INETINET
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Configuration Steps: Scenario 2 & 3

NOTE: All changes suggested below should either be done in the Device Template or a “General” Service Tem-
plate

1. Editthe default-sng adding the secure-access feature in Director.
o Secure-Access feature needs to be added to the SD-WAN device (if not added before).

Director View AL iie g Template View

¥ VERSA

NETwoRKS

Monitor  Analytics Administration

appliance] | Branch-1vos ~ W @ Youare currentlyin Appliance View

s
=5 % e =
. . Objectsi
Networking Servicss == 5| Others Search 7

> Organization

Service Node Group Services

cgnat
firewall
H default-sng n;lmcltag:n— rews
> Elasticity 4 View More...
Rowsperpage |25 ~ Showing 1 - 1 of 1

Service Mode Groups

Service Made Group Clust_

> System

Syslog Server

Alarms

Certificate Alarms Settings
High Availability
Information Validation

> WNFs
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e Make sure the setting is selected in the right section and click OK.

Edit Service Node Group - default-sng X

ame * Service Node Group ID =

def= 4 | o]
Description Tags
Type Elastic Policy
| Internal w | | —Select-- ~ |
Egress Interface Ingress Interface
| --Select-- w | | —Select-- A4 |
Service Function Egress Address Service Function Ingress Address
Services ©
Availeble Services Add Al Selected Services Remaove All
Search search
adc > cgnat b4
stateful-firewsall > nextgen-firewsall x

29



e Also add the feature to the Organization Limits in the Services tab.

Director View [ECTGEGRAUTNE  Template View
P VERSA ovector view [IEERRIRTY Tenvseview

Monitor  Analytics  Configuration  Administration
Appliance | Branch-1w035 w |
= gy %8 .
Netwarking Servicss CD'*‘“&S Others | A search | 7

) VERSA

@ You are currently in Appliance View

o [ Organization Name Appliance Owner Enterprise Names Services Service Node Groups  Service Node Group Clus
~ Organization Peak Rate (pps)
ALG cgnat
— nextgen-firewall
] OscarlAB T default-
> Profiles =1 rue sdhwan sng
. ViewMore...
Limits
. cgnat
Settings
— extgen-firewall
O saseDEMOZ2 False nedgen default-sng
- . sdwan
» Messaging Service .
View More
Radius Servers
. Rows perpage |25 ~ | Showing 1 - 2 of 2
Authentication Profile —
> dotix
Certificate Alarms Settings
Information Validation
Edit Organization Limit - SASEDEMO2 1 x
Genersl Trafh Identcation  Resources
[ Avastaie Service Nede Grauzs + 04" At Serviee Node Greup Cluster + Serviees
O detaitng s Seice Node Grup Chter ot Coniees O e
) natgenfrawal

2. Configure TSA profile in Director

=1

e Configure the Terminal Server Agent (TSA) in Director under the specific organization (in this case

SASEDEMO2).

pirecter view [

view [

W VERSA

Youare cumrentlyinAgpliance View.

Deseription Syre nterval Fail Mode

P — o o
et Gen Fireviall Rows per page (25 | showing 1 - 1 or1
=

=

g 0 @ s

) e

Username Format actions

userprindgainame
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e Typeinthe Name (Required).

Edit TSA Profiles X
Description
Sync Interval Fail Mode Username Format

360 Open W userPrincipalMame w

Port Allocation

Source Range Reserved Range
10000-20000
Start Size ~ Max Size ™ Fail Mode
100 1000 Close W

o Port Allocation (Group of Fields)
= Sync Interval: Enter how often, in minutes, to synchronise the configuration with the TSA.
= Username Format: Select the username format to have the TSA recognise
o userPrincipleName—User principal name. A user principal name consists of a prefix (user ac-
count name), followed by the @ symbol and a suffix (DNS domain name). For example, some-
one@my-company.com.
o sAMAccountName—The sAMAccountName attribute is a login name that supports clients and
servers from previous Windows versions, for backwards compatibility, such as Windows NT 4.0,
Windows 95, Windows 98, and LAN Manager.
= Reserved Port Range: Enter the reserved port allocation range for user sessions. The value must be
entered into the Port-Start - Port-End format, and the port range must have a minimum of 10000
ports. For example, enter 0-10000 to start port 0 and end port 10000. Range: 0 through 65535
= Maximum Size (Required): Enter the maximum port allocation size for each user. The maximum
size must be a multiple of the start size. Range: 0 through 65535. Default: 5000
= Fail Mode: Select the traffic mode if the TSA server connection fails,
o Close—Deny traffic if the TSA server connection fails. This is the default state.
o Open—Allow traffic if the TSA server connection fails.
Fully Qualified Domain Name (FQDN): Use this FQDN URL when configuring the TSA application

e Example Scenario
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Item Value

Total Users 4

Max Ports per User ||5000

Total Ports Required |4 x 5000 = 20,000

Reserved Port Range|[10000-30000

Fail Mode Close (recommended)

e Configure the Active Directory authentication for TSA, please refer Configure-LDAP

e Create an LDAP Profile

DiectorView Templteview .
Monitor ~ Analytics hdministration \

~ | Organization | saseDEMO2 v © Youare currently in Appliance View m c

8 @ o sa-

¥ VERSA

Appliance | Branch-1-vQ)

LDAP Server Profile User/ Group Profile. 5
v + Add o-
> Objects 3 —
u] Name Server Type Servers state UsessL 8ind DN Bind Timeout Base N Search Timeout
+ Connectors
e () i OscarActiveDirectory active-directory 192.168.15.15 (CN=adminCN=Users DC=canaler.. 30 (CN=UsersDC=canaleros DC=local 30
eporting
> P
4 Rows perpage (25 v | Showing 1 - 1 of 1
Kerberos Profile
Kerberos ijilb

5

LDAP

Local Database
External Database
SAML Profile
Certificate Auth Profile
Authentication Meth..
Authentication Profiles
Authenticator Prafiles
Settings
Radius Servers

> Identity Proxy

Certificate Manager

32


https://docs.versa-networks.com/Secure_SD-WAN/01_Configuration_from_Director/Security_Configuration/Configure_User_and_Group_Policy%23Configure_an_LDAP_Server_Profile

) VERSA

e Fillin the bind data information to log in to the Active Directory.

Edit LDAP Server Profile - OscarActiveDirectory Pt

Generzl | Servers

OscarActiveDirecto

Description Tags

Seryer Type © Domain Base Domain Mame = Baze DM -

| Active Directory ke | | | canaleros.local | I| CM=Users, DC=canaleros.|
i - Bind Password ~ Bind Timeout ~ Search Timeout
CM=adminCH=Users DiC= I T T ﬂ | 30 | | 30

Use 551 State 551 Mode CA Certificate

— . — - LOWAPS w Select v

() Enable € Disable © Enable () Disable

e Fillinthe information of the Active Directory server.

Edit Servers

Pame * IP.Address

192 1681515 |I 192 165 20,15 I |
Port = Routi Instance
I 389 I | I SASEDEMO2-Enterprise I e |
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e Create an Authentication Method

Director View Template View,

W VERSA

Configuration \dministration

o[ saseoEmoz v |

v

) Name @ Description

3 Objects ] dap-auth

3
Rowsperpage (25 v | Showing 1 - 1 of1

> Reporting o
> NP 7

Kerberos Profile

Kerberos Keytab

Loap

Locsl Database

External Database

SAMLProfile

certifcste Auth Profic g

Authentication Profiles

Authenticator Profiles

Settings

Radius Servers
> Identity Praxy

Certificate Manager

e Name de method, select the method and LDAP profile from the dropdown menus.

@ Youare currently in Appliance View

Method

Profile

OscarActiveDirectory

Edit Authentication Methods

Description

Authentication Method
a¥atal

P Profile

LDAP Profile

B @ O oo

Commit Template
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Appliancs

o | Branchivos
| ® M.

. oteces 5

O = -

Create an authentication profile.

Orectorview et Vew
Monitor  Analytics|  Configuration FAmenTstratTnn

| Organization |_saseDENIOZ

> Rey

Default Caching Mod

| 75 T

3 [ apath Idap-auth

porting Rowsperpage 25 | Showing 1- 1 of 1

> SnMP.
4
 Users/ Groups

Kerberos Profile
Kerberos Keytab.

LDAR

Local Database
External Database
SAML Profile
Certificate Auth Profile

Authentication Meth...

5

Authentication Profiles

Authenticator Profiles

Settings

Radius Servers

Note that the caching mode must be hybrid

 Yousre currently in Appliance View

) VERSA

8 0 Mo

Commit Template

)

)

LEF Profile Routing Instance:

Edit Authentication Profile - Idap-auth

General  Rules

Authentication Type

Caching Mode

| | Active

| Hybrid

h |

Cookie Mame Cache Expiration (mins)

Cookie Expiration (mins)

Concurrent Login

|10

K |

Expiration Mode Default Authenticator

| —Select-- v | | —Select-- v

[[] | Default Authentication Method * o=

O |dap-auth

| [] Proactive-Reauth

LEF Profile

3

| --Select--

w |ﬂ Default Profile

Set the TSA profile along with the authentication

method

35



oirectorview [
Pversa -
Monltor  Analytics  Configuration  Adrministration
Ovganization | SasEDEMOZ
General
Rl a
- Service Type TSA
CorAT Authentication Idap-auth.
ext Gen Firewi] LEFProfie
- corureneres Defaul LEF Profie e
Device Authentication Profle -
> Portal
TSA Profile TsAgrofile-1

) Vousare currertlyinAgplance View.

o

Service Type TSA Profile Authentication

TSA | TSAprofile-1 w | Idap-auth w
Device Authentication Profile LEF Profile

-—-Please Select-— £ ‘ ‘ ---Please Select--- ~ | 8 Defauit LEF Profile

) VERSA
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3. Create a new routing instance for TSA registration
e Enable the build mode for the SD-WAN device and add a new Virtual Router.

D'\re:bor\ﬁeww Template View N B @ ¥ o
W vERsA
Monitor  Analytics  Configuration  Administration o
Agpliance | Branch-1V05 ~ | (@ Youare currently in Appliance View
s o~ 8 -
Networking Serviees SIS Oifers ‘ | 7 + acd m-
| name View Interfaces Netwarks Static Routes OSPF  OSPFv3  BGP PIM  IGMP RIP  Router Advertisement Redistribution Policies
L) INEFTransportVR ® R0 INET 00000 3000 ST-Policy
WLAN
prit0z5
TUELAuth O OscarlAB-Control VR e iz 1 ControlVR-Policy
/30
Networks
O OscarlABLANVR FoY
Virtusl Wires
phit0as
Global Routers 2 [ SASEDEMO2-ControlVR © o 1 ControkVR-Poficy
0220
o
[ SASEDEMOZ-Enterprise e " LNy 3115 Defauit:Policy-To-BGP
Virtual Switches HAOAT20
S IPsLA [ SASEDEMOZ-EnterpriseTSA © w0 0000

¢ Name the new Virtual-Router, in this case “SASEDEMO2-Enterprise-TSA”

Configure Vi r 4
Virtual Router Detail tatic Routing OSPF RIP BGP PIM IGMP  Router Advertisement PreficLists Redistribution Policies  Instance Import Policies

Instance Name ~ Description

| SABEDEMO2-Enterprise-TSA I

Instance type

| | virtust routing instance v

7] MPLS VPN Core (7] EVPN Core Interfazes/Networks + &
Local Router Address Local Router Interface Lecal Router Address Local Router Interface Interfaces/Networks Nt Confipared

Family Family

[C] Cloud Export Instance (] Intelligent Traffic Director

il =m
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e Create a paired TVl interface to leak routes between the “SASEDEMO2-Enterprise-TSA’ routing instance and
the existing Enterprise-VR routing instance.
’ Director View W Templste View i) =] ® dﬂ oscar - 7

Commit Templste

P VERSA
Monitor ~ Analytics  Configuration ~ Administration

Agpliance | Branch-1:VOS (South v © You are currently in Appliance View @ c

& & B P
Networking Servis CPSEE Qe VNI AE ENet  RE TLEL s WWEN  WiFi  uCPE loophack  Fabric  Management
3
v + Add m-
O Name Description 1P Address/Mazk MU Tyoe Preudo Tunnel Preudo Tunnel Remate Address
WLAN
O  phitozs Hi-030 103000
TLEL Auth
O phitoas i-/230 103002
Networks
0O nioz WXLAN Tunnel Interfsce for Oscarl AR Cont. 1030.08/32 p2mp-udan
Wirtusl Wires
0O bioez WXLAN Tunnel Interfce for SASEDEMO2C... 1030.08/32 pmp-adan
Global Routers
[ ] ESPTunnel Interface for SASEDEMIOR Cont.. 10.30.05/32 s2mp-zsp
Wirtusl Routers
0O wioa ESPTunnel Interface for OscarlAB Control .. 10.30.05/32 s2mp-zsp
Wirtusl Switches
O vioeoz AN side Split Tunnel interfacebetween IN.. 169.2540.2/31 paired
> IP-5LA
O vioieos LaN sid Splis Tunnel Interface betwaen N 169.2540.3/31 paired
» TWaMP
O  nig7m1 1010101/30 1400 paired
225 App Monitor
il 0O wio772 1010:10:2/30 1400 pered
 WRRP
Rows per page (25 | Shawing 1 - 10 of 10
Zones
> DNS
LLoF
Zone Protection Prafiles
» Class of Service
» DHCP
» PBF

D 2075 Viesa Nebworks | All Rights Reserved Last Successhul Logi: Tho, Jul 24, 2075 255 PM

e Tvi-0/771 was created with Paired Tunnel Type and paired interface Tvi-0/772. This will create both inter-
faces. Ensure the numbers defined are not already in use

Edit Tyggel Interface - tvi-0/771 o

m weyudo Tunnel

Interface *
_ [ Disahle Mirror Interface
- i’

Diescription
MTU Mode
1400 n IPzac w
Tunnel Type Paired Interface * 5
; ! o
Paired 4 , 72

[C] Mest Routing Instance Nexthop

Multihoming
Active Mode ESl

--Selact-- w
Subinterfaces

+ o
IP AddressMask
| ot DHCPvE | Interface Made 1] VLAN ID List
1Pvd IPvé

Cancel
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e Editeach interface to assign the IP address. Two IP addresses are required, so a /31 or /30 subnet is
required. It should not be part of the overlay pool or used in customer existing network.

Edit Tunnel Interface - tvi-0/771 X
.| 7T "] Disable Mirror Interface
!

Description

MTU Made

| 1400 | | 1ps=c v |

Tunnel Type Pzired Interface *

| aire v | [ 772 |

[T Mext Routing Instance Nexthop

Multihoming
Artive Mode ESl

--Select-- ~ | |
Subinterfaces

m
IP Address/Mazk
D Unit DHCPwE | Interface Mode VLAN ID WLAN ID List
1Pwd IPvé

Edit Subinterface

General IPwfi  Eridge
Description
[ Disable
Bandwidth

Uplink (Kbpz) Dawnlink (Kbps)
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Edit Subinterface

General l Bridge

Static Addres=

|
|

IP Address/Mask

100101000730

Edit the interface tvi-0/772 with the same previous steps with the corresponding IP address in the same

subnet.

Edit Subinterface

General |Pva !P\lﬁ Eridge

) VERSA

Static Address

1 1P Addressdask

O] 101010.2/20
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o Create two new zones “TVI-SASEDEMO2-Enterprise-TSA” and “TVI-SASEDEMO2-Enterprise”, (we used
the routing instance name to represent the TVI is part of which VR) to assign the respective tvi interface
created previously

Zone Protection Profile Log Profile

| ~seeer- v || select ~ |
e e 6 :

Networks

Netweris Not Configures

Zone Protaction Profile Log Profile

" Selactn ~ H Selerte

+ Crezte Zane Protecten Prafie +Creste Loz Profie

() Organization O Routing Instance O Interface and Networks

O interfaces

O wio7720

11
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e Edit the Limits option of the organization’s tenant to add newly created interfaces and routing in-

stances.

¥ VERSA

Agpliance | Branch-1:V0S (Seuth

P # |
Nebusrking Servims i

Directar View Template View
1
Monitor  Analytics Rdministration

D You are currently in Appliance View

8 @ B o

b o-
Qe Session
- [ Organization Name | Appliance Owner Enterprise Names Services Service Nade Groups | Service Nade Group Clus DHCP Pr
+ Organization Peak Rate (pps) Peak Rate (Kbps) Peak Burse Size (Bytes) | Session Rate Session Limit
; et
> Profiles O Oscareg True sdwan gefaultang
Limits
N et
Settings nexigen-frewsl
O sesepemoz False o sefauitang 1000000 dhep-lim
v Hﬂmwﬁ ViewMore.
Radius Servers

Rowes per 25 | Showing 1 - 2 of 2
Authentication Profile perpe s

» dotlx
Certificate Alarms Settings
Information Validation

> System

> Elasticity

» Service Nodes
Syslog Server
Alarms
Cartificate Alarms Settings
High Availability

Information Validation

2 Networks | All Rights Reserved

e Addthe TVl interfaces in the Traffic Identification tab.

Edit Organization Limit - SASEDEMO2

Resources  Services QoS

Interfaces

phil03s

i-0/22.0

vi-0/603.0

wi-0/771.0

(]
[m]
(]
O wi-0r230
m]
[m]
m]

wi-0/772.0

b & ) | Netwarks

O LaNt

B =1

e Add the new Routing Instance “SASEDEMO2-Enterprise-TSA” to the Available and then Owned section

in the Resources tab.

Edit Organization Limit - SASEDEND

General TrafficIdentification] R

[Tl | Available Routing Instances + & a
[0 INETTransportVR [m]
[ OscarLAB-Control-VR

[ sASEDEMO2-Cantral- VR

] SASEDEMOZ-Enterprise '

Available URL Categories + 0

Busilable URL Categaries Not Confgured

Owned Routing Instances

SASEDEMO2-Control VR

SASEDEMO?Z-

Available Address Groups

Aol bie Address Groups Not Configared

@ Plzase salact newty added Routing Instance from Available Routing Instance before selacting in Owned Routing Instance

] | Awailable Provider Organizations

O OscarlAB

glol/o| o

X
Available Networks + o
INET
LAN1
WAN-Versa-Net
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e Commit the changes to save the new configurations.
Director View m Tamplate View

W VERSA
Monitor  Analytics Configuration  Administration

Appliance | Branch-1-VOS (Southl ~ |

& % 9

© You are currently in Appliance View

Metworking Services DernE Others | | i o-
I - -
e Edit Virtual Routers. First existing routing instance, add the corresponding TVl interface
r
Director view EERRLd Templats vie t
W VERSA )
Monitor  Analytics Administration L
=l @ Youare currentyin Appliance View
] -
rices DR e | 7 R
D Name View Interfaces Networks Static Routes OSPF  OSPFv BGP PIM IGMP  RIP Router Advertisement
Interfaces
O INEFTrareportvR ® 106020 INET 00000 3000
WLAN .
phit025
TUEL Auth [ OscarlAB-Cantral VR ®  hid20 1
#0730
Networks
[ OscarlAB-LANAR o
Wirtual Wires
phvit0ss
[ [ SASEDEMOZ-ContralVR © 0220 u
10230
HiH/030
@ i LaNg s
Virtusl Switches B0T20
. lpsLa [ SASEDEMOZ EnterpriseTSA © 077 0000
> TWAMP Rowsperpage (25 | Showing 1 - 6
SaaS Agp Menitor
Edit SASEDEMO2-Enterprise x
S!MICRDU'.ing OSPF RIP BGP PIM IGMP RouterAdvertisement Preficlists Redistribution Policies  Instance Import Policies
1
ame = Description Instance type Global VRF ID
02-Enterprise ‘ ‘ | wirtusi routing forwardinginstance - | ‘ 103 |
Route Distinguizher VRF Impart Targst VRF Export Terget VRF Both Target
‘ 1031403 | ‘ ‘ | | ‘ target 10311103 |

WVRF Core Instance Type
| mPLSVEN

MPLS transpart routinginstance *

Reverse Traffic Instance

b < |

[ Interfaces/Netwarks

| SASEDEMO3-Canirsl VR |

o Next, inthe “SASEDEMO2-Enterprise-TSA”

v
Director View [T Template Vie

W VERSA

Monitor Analytics

Administration

“

routing instance, add the corresponding new TVl interface

@

T You are currently in Appliance View
| | ¥ )
| Hame View Interfaces Metwrks Static Routes OSPF  OSPFv  |BGP PIM | IGMP | RIP  Router Advertisement
Interfaces
O INETTransport-VR. ©  nawezo INET 00000 2000
WLAN .
phi1azs
TVEL Auth O  OscarlAB-Contral-VR @ w020 1
wi/30
Networks
O OscarlAB-LaNAR Lo
Virtusl Wires
phi10ss
Global Routers [0  SASEDEMOZ-ControlVR ©  ni0220 1
/230
SASEDEMOZ-Enterprise o  DAOEKED Lan1 3115
Virtusl Switches A0/7720
. IpsLa SASEDEMOZ-Enterprise TSA. © b7 00000
> TWanMP Rows perpage |25 « | Showing 1 - 6
5235 App Monitor
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Edit SASEDEMO2, ise-TSA
Virtual Router Detsils [5taticRouting OSPF RIP BGP PIM  IGMP  Router Advertisement

PreficLists Redistribution Policies  Instance Import Policies

7] MPLS VPN Core

Local Router Address Local Router Interface

Family

) Cloud Export Instsnce

Description

Instance type

| | Virtualrousing instance

[T EVPN Cere

LeczlRouter Address Local Router Interface

Family

() Intelligent Traffic Director

[ interfaces/Networks

0O 07710

e Add a default route in “SASEDEMO2-Enterprise-TSA” with next-hop as TVI IP in “SASEDEMO2-Enter-

prise”

Maonitar

Manitor Group

| -setect-

v || -setect-

Preferance

Tag

| |

Action 4
Interface O Nethop [P Address

#0710 | 1010102

[_| Enable ICMP

Interval

() Mext Routing Instance () Discard () Reject

) Nolnstall

(] Enable BFD (Bidirectional Forwarding Detection)

Minimum Receive Interval {msec)

Minimum Transmit Interval {msec)

Multiglier

o Now, create a new security policy to allow traffic towards “SASEDEMO2-Enterprise-TSA” routing in-

stance.

W VERSA

Monitor  Analytics

Agpliance | Branch-1-v¥0S

~ | Organization | SASEDEMOZ

Administration

@ You are currently in Appliance View

P 1 Rute Nur Mame Rule Disabled Aitas Name
Zone Region Address
2= 01 AczesfuleOscarl  False
pfen heticatioey oz Alow From Trust False InthLAN1 Zone
i 3 03 Mllow From SOWAN  False o
SR [ TaTsa False
4
m O s FromTsA Fakse TVI-SASEEMO2-Enter..
> Prafil
= s DenyRule-Oscar2 False

e Name the policy

Site Name
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Edit Ru o-TSA >
Genersl [Pource Destination Headers/Schedule Applications/URL  IoT Serurity Users/Groups  Enforce

Destription

Alizs Name:

[ DisableRule

e |nthe Destination tab, select the “TVI-SASEDEMO2-Enterprise” zone assigned TVl in SASEDEMO2-En-
terprise routing instance.

Edit Rule - To-TSA x
General Eour[% Destination |Hzadersﬁchedula Applications/URL  loT Serurity UsersiGroups  Enforce
O | Destination Zane Newloom 4 (] B Destination Address +NewAdiress +NewAddressGrous 4 (7] @ Destination Site Name + 0 &
[ TWI-SASEEMOZ-Enterpise oY Destination Address Not Confizured Destinaticn Site Mame Not Canfizured

() Destination Addrass Negate

() Destination Addrass Anycast

Region + & State

fezian Not Configured State Nok Configured City No Configured

() Destination Location Negste

Custom Geo Circle + & Scalable Group Tag + &

Custam Geo Circle Not Confgured Scalzble Group Tog Mot Confgured
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e Allow the traffic

Edit Rule - To-TSA X

General Source Destination Headers/Schedule Applications/URL  loT Security Usem’Gruup&I Enh:r[el

Actions | Leg

) Deny () Rejact () Apply Security Prafils

Synced Flow Session Timeout (secs)

| -serect- v | | [ Send TCP Keep Alive at Session Timeout

O Profiles ' Profile Groups

L=

o Next, create a new security policy to allow traffic from “SASEDEMO2-Enterprise-TSA” routing-instance.
B @ M o

Director View I Template Vie 1
W VERSA )
Monitor  Analytics Administration o T
Agpliance | Branch-1-v¥0S ~ | Organization | SASEDEMOZ | @ You are currently in Appliance View Build (a4

v o-
Souree
P 1 Rute Nur Mame Rule Disabled Aitas Name
Zone Region Address Address Group Site Name User Devir Di User Devices Fil
2= 01 AczesfuleOscarl  False
» Authentication [} Allow_From Trust False Intf-LAN1Zone
> Decrypiide] (m} Miow From SOWAN ~ False phvi
SR [ TaTsa False
4
m Os FromTsA Fakse TVI-SASEEMO2-Enter..
’ = O s DenyRule-Oscar2 False
e Name the policy
Edit Rule - From-TSA X

Destination Headers/Schedule  Applications/URL loT Security Users/Groups  Enforce

Description

Tags AlizzName

[ Disable Rule
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e Inthe Source tab, select the “TVI-SASEDEMO2-Enterprise-TSA” zone assigned to TVl in SASEDEMO2-
Enterprise-TSA routing instance.

Edit Rule - From-TSA

X
Genara Source ination Hesders/Schedule  Applications/URL  IoT Security Users/Groups  Enforce
[] | Saurce Zone MewTooe 4 & Saurce Address. #New Address +NewAddressGrovp - & Source Site Name + l
[ TWI-SASEEMO2-Enterpiz=-TSA E- Saurce Address Mot Canfigured Source Site Name Not Configured
[) Source Address Negste
Regian + & City + & State + &
Rezion Not Cenfured City Nt Confgurst State Mot Conéured
) Source Location Negate
Custom Geo Circle + & Scalable Group Tag + . EIP Profiles +AdEIF Prafie. - e

‘Custam Geo CirdzNat Cenfizured Scalable Groun Tag Nat Confgured EIP Prafles Not Confipared

Ingress Routing Instance Egress Routing Instance
Managed Device e ne = 2

- - Salert Select—
©O NotConfigured O True O Fakse - v e -

e Allow the traffic

Edit Rule - From-TSA

X
Geﬂera\!ur[e Destination Headers/Schedule Applications®URL  |oT Security Users/Groups] Enforce

B Dery () Reject () Apply Security Profile

Synced Fiow

Session Timecut (secs]
—select— v |

[0 Send TCP Kieep Alive at Session Timeout

© Profies " Profie Groups
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4. Configure captive portal
e The following are the prerequisites to configure Captive Portal for TSA:
a. Generated Endpoint certificate for VOS with CN as captive portal URL.
b. Upload the Endpoint certificate, its private key and CA certificate from the Director or CLI to
VOS.

e Select the Captive Portal in the required organisation and edit.

Director View LD M Template Vi

VERSA )
Monitor  Analytics [« i inistration SETA
Applianoe| Branch-1-VOS ~ | O izath | SASEDEMOZ v @ You are currently in Appliance View
b - N . q .
3 ) 9‘3 Obieck & Captive Portal Settings Hedit |
Metworkingl Servicss |~ 2200 0 Others
Global Expiration Time{min) : 30 Time & Date
Provider Organization : OscarLAB Source IP
» Mext Gen Firewall
Service Endpeint 1 SASEDEMOZ-Enterprise-TSA URL
» Secure Access
- Security Policy Rule N URL Category
> IPsec Anchoring B URL Reputation
» SDwAN S5L CA Certificate : SASEDEMOZ.ort Action
» Layer 2 SDWAN
Cookie Auth Profile H URLF Profile
Web Proxy
4
e —

e |n the captive portal, select the provider Org and the CA Certificate, then add the Service Endpoint with
the new TSA routing instance.
Add the TSA routing instance TVl interface IP, type the captive portal URL and select the endpoint Certif-
icate created for the captive portal URL. Select the Authentication method and click OK. Set 80 for HTTP
and 443 for HTTPS.

Server
o URL

HITP Port HTTPS Port
= L= 13
o

I poCyversanow.net H

- Certificate
10.10.10.1 h ® & I Branch-1-VOS.crt EI

Jeat rofile
| Idap-auth h

e Optional: Next, add the captive portal settings related to the Enterprise routing instance. And keep the
random HTTP and HTTPS ports that will be used to display the captive portal.
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HTTRS Part
24551
IP Address * s Server
' URL
-
Certificate
Me Records to Dizplay -—-Plazss Selact— v

Authenticztion Profile

-—Please Select-—

5. Create security policies with the Windows Remote Desktop server for users.
e Add a security rule to filter the required traffic.

Oirector View [T IIGNGal Templste View

W VERSA

‘ &)
Monitor ey Analytics [Configuration B#hdministration
Appli:l\(!l Branch-1VOS. vanrpmmm SASEDEMO2 S ) Yousre currently in Appliance View
& S
Netwarking Moccat onay necessPolicies | Rules .

arh || [(oemtericy v ][ sean | v -~
CGNAT
Sourca
BT T— [ Rule N Name Rule Disabled Alins Name

Zone Region Address Address Group Site Name User Defined Devices  Discovered Devices  User Defined Devices Filter
> Dos [} AccessRue-Osar Fabie

glctienuston a DenyRule-Oscar2 False

1
2
> Decryptio 5 0 s Allow From_Trust False IntLANI Zone,
04 Mowsemsonan  rabe p
6 Rows perpage (25 ~ | Showing 1 - 4 of 4
> Profiles

Profile Groups

CASB Constraint
> SecuritySettings

> Microsegmentation

e Name therule.

Edit Rule - AccessRule-Oscarl

General SnurcelDatinatioaeadersfSched.lle Applications/URL 10T Security  Users/Groups  Enforce

Tags

] Disable Rule

o Select INET as destination zone to match all traffic heading to the Internet.
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Edit Rule - AccessRule-Oscarl

General Source Destinztion Headers/Schedule

Applications/URL  1aT Security Userstroup:Enforce

I
D Destination Zone +MewZone 4+ u-p Destination Address
] RTIFINET-Zone =
[ Destination Address Megate ] Destination Address Ar
Region + uﬂ State
Region Mot Configured
] Destination Location Megate
Custom Geo Circle + u-p Scalable Group Tag

Custom Geo Circle Mot Configured

e Add custom user "oscar1” matching the Active Directory data.

Edit Rule - AccessRule-Oscarl

General Source Destination  Headers/Schedule Applications/URL  IoT Security USErSfGrDupsIEnfﬂr(EE

Match Users User Group Profile I
‘ Selected Users Groups - ‘ | ActiveDirectory ~
Local Database External Database
[ | users = Groups
) oscar1
Add Custom User
Mame * .
[z |

User Principle Mame

| oscar1@cansieros.iocal |

e Next policy will be the same just changing the following options (User and Action)

) VERSA

50



) VERSA

Edit Rule - AccessRule-Oscar1

General Source Destination

10T Security Enforce

Actions | Log

Actions
O Allow [ Deny O Reject O Agply Security Profile

‘snced Flow

Session Timeout (secs)
~select—

() Send TCP Keep Alive at Session Timeout
© Profiles - ProfileGrouss

e Add custom user "oscar2” matching the Active Directory data.

Add Custom User

User Principle Mame ~

l usm'Z@cmalermkxaﬂ
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In the Actions section a URL Filtering Profile was used to test the captive portal

) VERSA

Edit Rule - DenyRule-Oscar2

4 Enforce |

Actions 3
) Mllow () Deny (O Reject| @ Apply Security Profile

Generg ource  Destination Headers/Schedule Applications/lURL  loT Security  Users/Grou;
2
.

Session Timeout (secs)

Synced Flow
| -serect-

4

O Profile?

Profile Graups

@ VURLFiltering E

| urtFtest

View AL Fotering Profe

[ Send TCP Keep Alive at Session Timeout
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Install the Versa TS Agent

+J VERSA

o Follow the steps 4 “TSA Agent Installation and Configuration Steps” of “Scenario 1: Configuration
Steps”. The only exception being FQDN (defined in in above steps 3), Enterprise-Name and User details

FQDN for TSA Agent.

Follow the steps 5 “FQDN for TSA Agent” of “Scenario 1: Configuration Steps”. The only exception is

FQDN (defined in above steps 3) and tvi IP address.

e Make sure the remote desktop server can resolve the FQDN URL with the LAN IP assigned to the SD-
WAN branch device either by a DNS server or with a manual local host entry.
e |nthis example, the local host file in the server was used to resolve the tvi Interface for the new Enter-

E hosts - Notepad =
File Edit Format View Help

#

# This is a sample HOSTS file used by Microseoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an indiwvidual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on indiwvidual
# lines or following the machine name denoted by a "#° symbol.

#

# For example:

#

# 102.54.94.97 rhinc.acme.com # source server

# 38.25.63.18 X.acme.com # x client ho

# localhost name resclution is handled within DNS itse
# 127.8.8.1 localhost
# HER localhost

captiveportal.vers
poc.versanow.net

prise routing instance of the tenant in the SD-WAN Branch Device.

O Service Endpoint b
HTTP Part HTTPS Part
a0 443
1P Address * o Server
URL
pocversanownet

Certificate

1010101

Branch-1-¥V05.crt -

Ln 24, Col1 100%  Windows (CRLF) UTF-3
Director View RN g Templats View
”? VERSA
Manitor Analytics Configuration Administration
Organization | SASEDEMOZ - T You are currently in Appliance View
[E  Summary = Devices & Cloud Workload
Total Appliances 5 Branch-1-WOS ¢
Branch-1-VOS | MA,US
Intand Manzgement Address: 10.30.0.9
Out of band Management Address: 10.73.107.19/16
System Bridge Address- 0A4%-68:13:01-00
Summary  Services MNetworking  System  Tools
m Routes BGP OSPF OSPFv3 BFD DHCP DNS Proscy cos WVRRP LEF ARP IP-SLA PiM IGMP BOZ.AX RIP Switching LLDP TWWAMP
Al Interfaces r
Interface Oper Status Admin Status VRF Address MAC Tenant ID Interface [
(] > wi-0771 up up SASEDEMO2-Enterprise T_.  N/A niz 3
O > -0 7710 up up SASEDEMO2-EnterpriseT... 10.10.10.1/30 na 3

8. Testing TSA connection

e |nthis case, there are two users (oscar1 and oscar2) connected via Remote Desktop to the server. No-
tice that the TSA monitor tab is able to identify both users, and it shows the port range allocated to each

user.
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¥ Versa Terminal Server Agent =

Versa TSA
|

Confuration ‘ VERSA

Event Audit Log )
Troubleshoot Connected

r Name Port Range
analeros.local

L SERVICE@NT AUTH

-10399

vJ VERSA
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e TSA user-mapping in the Versa SD-WAN Branch device

Director View [JCET AT Template View
Pversa e IR v

Monitor  Analytics  Configuration  Administration
Organizstion | SASEDEMOZ ~ |

Vou are currently in Appliance View

Total Applisnces & Branch-1-VOS %

Branch-1-VOS | MA,US Ik

Inband Management Address: 10.30.0.9 .
Out of band Manzgement Address: 1073 107 19/16 @ bie | SYNC:
System Bridge Address-0A:49.6B:13:01-00

Summary Services Metworking  System  Tools Configuration

Antivins  ATP AuthenticationPoliies  CASB  CloudFileExport  Decrypion  DLP DNSFiltering  DoSPoices  EntityRiskScore  FieFiltering  IPFiltering  Microsegmentation Policies  Microsegmentation Statistics  Persistant Action
Live Users v | e v |
IP Address Name Status Session Hits Time To Expiry Expiration Mode 1
R 1921681515 fez-multivser Live 78349 60 inactivity
Username * User ID Group ID Port Range Login Timestamp
admin@canaleros locsl 0 10200-10259,11300-11399 2035.07-1321:11:43
admiristrator@canaleras local o 10700-10799.10300-1039% 2025-07-1321111:43
Iocal servicet@nt authority 0 10500-10599 2025.07-1321:11:43
natwork service@nt authority o 10100-10199 2025-07-132111:43
oscarl@eanslerns locsl 8192 11100-11199,10400-10459 202507-1321:11:43
oscar2@anzlerosbocal 2193

10500-10999,10400- 10659 2025-07-1321:11:43
system@nt authority 1]

10000-10099,11300-11399

202507-1321:11:43
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8. Tests Results
e Internet access is allowed to oscar1. Capture of the remote desktop connection of user” oscar1” and
testing internet browsing.

& 192.1601515 - Remote Deskiop Connection

Satings

k) osar!
o erael Eeane e local

Pl 4 \elling

Uhoctoath & dovess

Networs & rmeomet

Persanuaaton

B\ ¢ OB

Necoones

lire & anquage

Gamung

Accessiaiay

€ > 0 9 b

Prvacy & securnty

@ Wincows upcan

e In this output from the SD-WAN branch device, we can see the session of the internet webpage tested
and the traffic being allowed by the policy created for user “oscar1”

Session Search Criteria

Session Type Scurce IP/Prefic Saurce Port
| —setect— v | | | |
Protors Protors] Number

== <] | |

Extensive v Compare selected recards
l e

m} hpplicatic Rule Saurce IP Destination IP | Protocs| Source Par Destination Poy Forward Byte Count | Reverse Byte Count |
= e s N AT E L e somua e e

] % [l mib_com/{predef] ArcessRule-Oscarl 192148.1515 1511014171 TCP 10492 443 3958 4178

a » ] mib_com/{predef] ArcessRule-Oscarl 1921481515 1511014171 TCP 10408 43 4933 3784

] % [ mib_com/{predef] ArcessRule-Oscarl 1921481515 1511014171 TCP 10427 43 4943 3792

] % [ adobaf{predef) ArcessRule-Oscarl 1921481515 23447362 TCP 10420 43 as1e 6111

] % [ mib_com/{predsf] ArcessRule-Oscarl 192168.1515 1511014150 TCP 10476 3 5451 16733

O » [ mib_com/{predsf] ArcessRule-Oscarl 192148.1515 1511014171 TCP 11140 3 25125 2651326

] % [ mib_com/{predsf] ArcessRule-Oscarl 1921681515 104183310 TCP 10482 3 3184 10031

1

e |nternet access filtered to oscar2 (using captive portal with action justify)
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& 192.168.15.15 - Remote Desktop Connection L 10.73.107.23 - o X
< Sett
etings Justify

. oscar2 cnn.com:
@ | oscar2@canaleros.local

® VERSA

NETWORKS

Find a setting -]

®

|- System - . .

@ Justification
9 Bluetooth & devices
@ Network & internet E Please enter a justification message for vis
/ Personalization

User : oscar2@canaleros.local
Bt Apps 2
» Host 1 192.168.15.15
: Accounts 1 P
( = URL : https:/imww.cnn.com/

P Time & language Category  : news_and_media
¥ Gaming Reputation : trustworthy
K Accessibility
O Privacy & security -

@ Windows Update

e Capture of the remote desktop connection of user “oscar2” and testing internet browsing. In this output
from the SD-WAN branch device, we can see the session of the internet webpage tested and the same
number of bytes received being dropped.

Session Filter

Session Search Criteria

Session Type Source IP/Prefix Source Port Destin
| -select- an | |
Protocol Protoool Number

| Protoco hd | | |

= ]

O Mpplication Rule Source IP Deestination IP | Protocol Source Por Destination Poi Forward Byte Count | Reverse Byte Count [ Re

% [ Unknown 103009 10.3000.0 TCP 1226 1234 o 263018
% [ msnp/{predef] Allow From_Trust 1521681510 205587226 TCP 65304 443 10775 13892

| unknown_topipre... 1521581515 1921682010 TCP 3389 53518 49781 53211

e
[¥]

R
¥

| msnp/[predef) Allow_From_Trust 1521581515 205587225 TCP 10126 442 10817 13854
| websocket/{predef] Albow From_Trust 1521681515 1010101 TCP 10124 443 43446 6502

| Unknown From-T5A 1521681515 1010101 TCP 10124 443 055 1666

W
[¥

| miozilla/predef] DemyRule-Oscar? 1921681515 3210724393 TCP 10028 443 7524 2547

W
[¥]

oo ojloo oo
[k

| miozilla/predef] DemyRule-Oscar? 1521681515 341491002 TCP 10076 443 5207 206
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About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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