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About This Document

This document outlines the use case, benefits, and deployment considerations for Trusted Network
Detection (TND) — Gateway-Assisted, a capability of Versa Secure Access (part of the Versa SASE
architecture). It is intended for environments where users connect via the Versa SASE client from trusted
enterprise locations—typically corporate branches—where routing traffic through the SASE client tunnel is
unnecessary due to existing secure connectivity (via SD-WAN or IPsec) to the Versa cloud gateway

Document Information

Versa Trusted Network Detection (TND) Gateway Assisted

Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.



Versa Trusted Network Detection Gateway Assisted " VERSA

What is Trusted Network Detection (TND) Gateway-ASSIStEAT ........ceviiiiiiiiiiiiiiiiiiieieieeeeeeeeeeeeeeeeeeeeeeeeeeeereeeeeeeereeeeereeee 4
TND Detection Flow: Trusted vs. Untrusted NETWOIK........cccciiiiiiiiiiiiiiiiiiiiieieeeee ettt 4
User on the Internet (UnTrusted NETWOTK) .......ueeeeeeiiiiiiiiiiiei s 4
User in a Trusted Network (e.g8., Corporate BranCh)..........ouueoiiiiiiiiieee e 4

KBY BENETILS ...uveeeeeeee et e e e et e e e e e e e e e aaeeeeeeeeeeeeataaeaeeeeeeeeaettreeaaaaeeeaaaaraaaraaaeeeaaaans 5
VEISA TIND SCENAIIOS .....eeeetieeiiee ettt ettt ettt e ettt e et e ettt e e u et e e et e e eat e e e aeeeeaseeeamteeaaneeeeaseeeemseeeneeesaseeeemteeenneeesaseeeanseeeaneeas 5
TND DEPLOYMENT SCENAIMOS ... e ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e ee e e e e e e e e e e e e e eeeeeeeeeaeeaaeeeaaaaaaaaaaaasaeaeeaeaeeaaeeeeeeeeeeeeeeaeeeaeeaaaaaaaeees 5
TND with CuStomMEr Private DINS ... ... ittt ettt e et e e e et e e s et e e s eabe e e e s e nreeeeennes 5

TND With DNS ProXy 0N SSE GATEWAY ....cceeiiiieeiiiiiiieeeeeeeeciiiteeeeeeeeeeeitaaeeeeeeeeesasaraseseeaessesssssssseeeeeesssssssssseees 9
V=Yg oF= YA oY TR =Y o1 IR 18
AADOUL VBIS@ ...ttt et h et h et e h et e h e bt e h e e bt e et e e bt eateeh e en b e eht et e eae e bt entebeenee e 20



Versa Trusted Network Detection Gateway Assisted \ ’ VERSA

What is Trusted Network Detection (TND) Gateway-Assisted?

Trusted Network Detection (TND) Gateway-Assisted enables the Versa SASE client to bypass tunnel
creation when operating within a trusted network. This approach is ideal for scenarios where the internal
network already has a secure connection to the Versa SASE gateway via SD-WAN or IPsec.

In standard SASE deployments, the Versa client establishes a secure tunnel (typically IPsec) to the SASE
gateway to enforce user-specific security policies. However, when the client is behind a trusted network—
such as a corporate office with an existing secure connection—this tunnel becomes redundant.

TND Gateway-Assisted ensures:

e A secure control channel is maintained with the SASE gateway.
e Continuous posture evaluation and user identification.
e Policy enforcement based on user and group identity.

This method leverages the existing site-to-site tunnel to the Versa cloud gateway, eliminating the need for
additional configuration or tunnel establishment from the client.

TND Detection Flow: Trusted vs. Untrusted Network

When a Versa SASE client initiates registration with the SASE Gateway, the gateway determines whether the
client is in a trusted or untrusted network based on the IP address used to connect (private vs. public) and
responds accordingly.

User on the Internet (Untrusted Network)

e The SASE client resolves the SASE Gateway FQDN to a public IP address.

e The client sends registration data (e.g., MAC address, IP address) to the gateway.
e The SASE Gateway responds with a trusted network = false flag.

e The client proceeds to establish an IPsec tunnel to the gateway.

e Traffic is routed through the tunnel based on the defined routing policies.

User in a Trusted Network (e.g., Corporate Branch)

e The SASE client resolves the SASE Gateway FQDN to a private IP address (via DNS proxy or local
DNS).

e The client sends registration data to the gateway.

e The SASE Gateway responds with a trusted network = true flag.

e The client suppresses tunnel creation.

e The gateway continues to enforce user-based policies, session tracking, and posture checks over
the control channel (HTTPS).
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Key Benefits

¢ Tunnel Bypass in Trusted Networks: Automatically suppresses tunnel creation when the client
detects it is within a trusted network.

o Efficient Policy Enforcement: Maintains user session tracking, posture validation, and policy
enforcement at the SASE gateway without requiring an active tunnel.

¢ Reduced Overhead: Minimizes unnecessary traffic routing and improves performance by avoiding
redundant encryption and tunneling.

e Seamless User Experience: Simplifies client behavior while preserving security and visibility.

Versa TND Scenarios

1. SD-WAN Branch with Overlay to SSE Gateway

e The branch is part of a Versa SD-WAN fabric with an existing overlay tunnel to the SSE Gateway.

e TND allows the SASE client to bypass tunnel creation while still enabling user identification and
policy enforcement at the SSE gateways.

e This ensures complete visibility and control over user traffic from SD-WAN-connected sites to
SSE gateways and traffic steering can be applied at SDWAN branches.

e Passive authentication servers are not required, as the gateway receives the user identity
directly from the client. (Provided the user identification is not necessary on the SDWAN branch,
then VMS becomes mandatory.)

2. Site-to-Site IPsec Tunnel to SSE Gateway (SWG Use Case)
e The customer uses a site-to-site IPsec tunnel from the branch to the SSE Gateway for secure
internet access (SWG).
e TND ensures that user identity and posture are enforced at the SSE gateways, even though
traffic is routed through the IPsec tunnel.
e Like the SD-WAN case, this approach removes the need for passive authentication, streamlining
operations and improving policy accuracy.

TND Deployment Scenarios
In the following sections, we will demonstrate two deployment scenarios:

e TND with Customer Private DNS
e TND with DNS Proxy on SSE Gateway

These examples illustrate how to configure trusted network detection based on DNS resolution behaviour.

TND with Customer Private DNS

In this use case, a user device located in a branch office connects to the Versa SASE infrastructure through
an Overlay or Site-to-Site IPsec tunnel. All traffic, except for DNS queries, is routed through the SASE
Gateway (SASEGW) for inspection, control, and identity-based access.



Versa Trusted Network Detection Gateway Assisted \’ VERSA

How It Works

1. The Local DNS servers are configured to resolve the SASE Gateway FQDN to the private IP of the
TNDNOB TVI Interface on the Gateway.

The SASE Client on the user device attempts to register with the SASE Gateway.

The client resolves the SASE Gateway FQDN.

The customer's private DNS server resolves the FQDN to a private IP address.

The client connects to the gateway using this private IP.

The gateway responds with a trusted network = true flag, and the client bypasses tunnel creation.
Finally, the user can register and connect normally, and the Versa SASE Client should automatically
detect the network and display "Trusted Network Identified" and "Tunnel bypassed.”

8. Posture validation and policy enforcement continue over the control channel (HTTPS).

No o s

NOTE: The internal customer’s DNS infrastructure handles all DNS queries.

Key Requirement

The client's DNS infrastructure must be able to resolve the portal registration domains to the private IP
address of the TNDNOB interface.

Topology

Cloud or Enterpise
Datacenter

Public Cloud or Saas App

@ \S T

<« Sileto Site Query for FQND TNDNOB
Tunnel Interface resolved by
Customer DNS

DN A p—— §
A

Customer DNS

Internet

/

Customer Network
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Configuration Steps
1. Concerto portal: Configure > Security Service Edge > Settings > VPN Settings >

i) Administrator o
Service Provider Administrator

W VERSA SSeFabric CONFIGURATION @ America/Borota = Engish

Below are all the rules for your Internet Protection Policy.

> Real-Time Protection

T Filter + Add 2 Refresh  Select Columns v
> Secure Access
Network Layer 3-4 ‘GeoLocations
> Digital Experience Monitoring (DEM)
oplications & URLs Users & Groups Endpoint Posture Source & Destination Services Schedule Source Destination Securjt
> TLS Decryption | Applications All Users EIP Information Profile V Services Not Available Al i lected i Actic
Al devices

Implicit-QUIC-UDP-443
> Profiles and Connectors

Device/Endpoint Risk

Score

DCLIC > Partner Integration ‘Al risk scores
> User and Device Authentication | Applications All Users EIP/ Inﬁ?m\a(inn Profile Destination IP 'V Services Not Available Al i lected i Action
o) Al devices Subnet nitpe
\IA’ " 8.8.88/32
JYSIWOSN > User-Defined Objects Device/Endpoint Risk 88.44/32
Score o
Allrisk scores 192168:30.1/52
v Destination Zone
Internet
Inventory
| Applications All Users EIP Information Profile ' Destination Zone 'V Services Not Available Al i lected i Action
Aldevices Internet DNs
Foy Device/Endpoint Risk
Score
Allrisk scores
| Applications All Users EIP Information Profile v Destination Zone All Layer 4 Services Not Available Al i lected i Action
Al devices Internet
Device/Endpoint Risk
Score
Allrisk scores
 per Page Gotopage 1 ~ 1
Tenants
W VERsA SSeFabric CONFIGURATION America/Bogota ~ s Engish v | @) | Administrator v
R = Service Provider Administrator
Publish (1)
> Real-Time Protection 5
3 Secure Access Below are all the rules for your Internet Protection Policy.
> Digital Experience Monitoring (DEM) T Filter + Add & Refresh Select Columns M
R .
TLS Decryption Network Layer 3-4 GeoLocations
> Profiles and Connectors. icati Endpoint Posture ‘Source & Destination Services Schedule Source Destination Securft
§ I Applications Al Users EIP Information Profile  Services NotAvailable Al i lected i ted Acti
> Partner Integration Al devices Implicit-QUIC-UDP-443
> User and Device Authentication Device/Endpoint Risk
Kooy Allrisk scores
> User-Defined Objects
| Applications All Users EIP Information Profile ~  Destination IP 'V Services Not Available Al i lected i Action
0 v Setti Al devices ubnet
W Settings R saam https
Analytics evice/Endpoint Ris
BGP Peer Policies 88445
Allrisk scores 192168.30./32
Captive Portal  Destination Zone
Internet
Certificates
1 Applications AllUsers EIPInformation Profile ¥ DestinationZone W Services NotAvailable Al i lected i ted Action
Files And Folders Alldevices Internet DNs
Device/Endpoint Risk
LAN Interface
Allrisk scores
Mobile Device Manager 1 Applications AllUsers. EIP Information Profile ' Destination Zone All Layer 4 Services Not Available Al i lected i Action
Al devices Internet
SIEM Integration
Device/Endpoint Risk
Score
Site-to-Site Tunnels Allrisk scores
URL and IP Reputation Lookup
i per Page Gotopage 1~ 1
Tenants

e Select the VPN name



Versa Trusted Network Detection Gateway Assisted v VERSA

i o y = . Administrator o
VERSA SSeFabric CONFIGURATION @ America/Eogota ~ = | % Engish v | @ | Ao e
COMMEUTe > Security Service EQEe > Seings - VPN Settngs
e ——
VPN Settings
Below are all the VPN Settings
& Refresh | Select Columns v
Name 2 Click Trusted Network Detection (TND) Status () v
D SSeFabric-Enterprise © Enabled 7/8/2025,5:26:38 PM
‘Administrator
Showing 1-1 of Lresults 10 = Rows per Page Gotopage 1+ ¢ Previous 1 Next >

e Enable the Knob and Save.

Note: To use TND, it is not mandatory to enter the Primary IP Address or Secondary IP Address. These fields are used when you want to add a DNS
server to the system settings of the SASE Gateway, possibly to use it in DNS Proxy rules and enable internal domain resolution using those servers
as relays.

Edit Settings for SSeFabric-Enterprise

Change TND Status

Enabling Gateway Assisted Trusted Network Detection (TND) requires creating Real-Time
Protection Internet Protection rules when using external LDAP, SAML, or Radius User
Authentication Profiles.

Far example, ing Azure Active Di SAML

Microsoft p

(Office36: be aliowed for all TND site-ta-site
Gateway i

Demain Name Server
Configure name servers to resoive domain names by VOS in this VPN,

Primary IP Address Secondary IP Address

“

¢ Remarks: Although you were not explicitly requested to publish the TND status, you must still go
to Publish and complete the action.
e Identify TNDNOB TVI IP: On the SASE Gateway, run the command “show interfaces brief | tab”
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eth-0/0 bc:24: 10 21/16
:11ff:febb:94ac/64
ipsec-0/2 - -
ipsec-0/2.0 SSeFabric-Enterprise 169.254.100.2/30
ipsec-0/3 - -
ipsec-0/3.0 SSeFabric-Enterprise 10 164.0/32
-1/2 = =
-1/2. Internet2-Transport-VR 169 128.2/31
-1/3 - -
-1/3. SSeFabric-Enterprise 16 31
-1/6 - -
-1/6. Internet2-Transport-VR
-1/7 = =
-1/7. ACME-ONE-Enterprise
-2/4 = =
-2/4. SSeFabric-Enterprise-TNDNOB

e Now, the Customer should create DNS entries for the FQDN portal domains using the TNDNOB
interface ip (private ip). (example below).

DNS A record entry: sse-demo.versanow.net > 192.168.30.1

It is important to mention that Versa assigns for TND the first IP address from the "Client Address Pool”
that was defined during the tenant creation.

TND with DNS Proxy on SSE Gateway

In this use case, a user device located in a branch office connects to the Versa SASE infrastructure through
an Overlay or Site-to-Site IPsec tunnel. All traffic, including DNS queries, is routed through the SASE
Gateway (SASEGW) for inspection, control, and identity-based access.

How It Works

1. The SASE Client on the user device attempts to register with the SASE Gateway.

2. The client resolves the SASE Gateway FQDN. Since all DNS traffic is routed through the SSE
Gateway, the gateway intercepts the DNS query.

3. Acting as an DNS proxy, the SASE Gateway resolves the FQDN to a private IP address.

4. When TND is enabled, DNS records are automatically created in the DNS Proxy profile on SSE
gateways. Therefore, the only requirement is to ensure that user DNS traffic is routed to the SASE
Gateway, so it can resolve domains to the IP address of the TNDNOB interface.

5. The client connects to the gateway using this private IP.

6. The gateway responds with a trusted network = true flag and the client bypasses tunnel creation.

7. Finally, the user can register and connect normally, and the Versa SASE Client should automatically
detect the network and display "Trusted Network Identified" and "Tunnel bypassed."

8. Posture validation and policy enforcement continue over the control channel (HTTPS).

9. Since all DNS queries will come to SSE Gateway, we need to configure DNS proxy to handle private
apps and public URL resolution effectively.

NOTE: In condition where branches are SDWAN, DNS proxy can be applied at each branch level to handle portal fqdn resolution and direct other
DNS queries to customer DNS server without the need of sending DNS queries to SSE gateway.
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Key Requirement
NOTE: All DNS queries from the customer network must be routed through the SSE Gateway to enable DNS interception and trusted network

detection.
Topology

Cloud or Enterpise

Datacenter

DNS Proxy

The SASE Gateway only resolves DNS
queries for the FQDN of the portal

interface.

Query for FGND

TNDNOB Interface is

t———lintercepted and resolved

by DNS Proxy SaseGW

Public Cloud or Saas App

« Siteto Site
Tunnel

Remote Site
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Configuration Steps
1. Concerto portal: Configure > Security Service Edge > Settings > VPN Settings >

i) Administrator o
Service Provider Administrator

W VERSA SSeFabric CONFIGURATION @ America/Borota = Engish

Below are all the rules for your Internet Protection Policy.

> Real-Time Protection

T Filter + Add 2 Refresh  Select Columns v
> Secure Access
Network Layer 3-4 ‘GeoLocations
> Digital Experience Monitoring (DEM)
oplications & URLs Users & Groups Endpoint Posture Source & Destination Services Schedule Source Destination Securjt
> TLS Decryption | Applications All Users EIP Information Profile V Services Not Available Al i lected i Actic
Al devices

Implicit-QUIC-UDP-443
> Profiles and Connectors

Device/Endpoint Risk

Score

DCLIC > Partner Integration ‘Al risk scores
> User and Device Authentication | Applications All Users EIP/ Inﬁ?m\a(inn Profile Destination IP 'V Services Not Available Al i lected i Action
o) Al devices Subnet nitpe
\IA’ " 8.8.88/32
JYSIWOSN > User-Defined Objects Device/Endpoint Risk 88.44/32
Score o
Allrisk scores 192168:30.1/52
v Destination Zone
Internet
Inventory
| Applications All Users EIP Information Profile ' Destination Zone 'V Services Not Available Al i lected i Action
Aldevices Internet DNs
Foy Device/Endpoint Risk
Score
Allrisk scores
| Applications All Users EIP Information Profile v Destination Zone All Layer 4 Services Not Available Al i lected i Action
Al devices Internet
Device/Endpoint Risk
Score
Allrisk scores
 per Page Gotopage 1 ~ 1
Tenants
W VERsA SSeFabric CONFIGURATION America/Bogota ~ s Engish v | @) | Administrator v
R = Service Provider Administrator
Publish (1)
> Real-Time Protection 5
3 Secure Access Below are all the rules for your Internet Protection Policy.
> Digital Experience Monitoring (DEM) T Filter + Add & Refresh Select Columns M
R .
TLS Decryption Network Layer 3-4 GeoLocations
> Profiles and Connectors. icati Endpoint Posture ‘Source & Destination Services Schedule Source Destination Securft
§ I Applications Al Users EIP Information Profile  Services NotAvailable Al i lected i ted Acti
> Partner Integration Al devices Implicit-QUIC-UDP-443
> User and Device Authentication Device/Endpoint Risk
Kooy Allrisk scores
> User-Defined Objects
| Applications All Users EIP Information Profile ~  Destination IP 'V Services Not Available Al i lected i Action
0 v Setti Al devices ubnet
W Settings R saam https
Analytics evice/Endpoint Ris
BGP Peer Policies 88445
Allrisk scores 192168.30./32
Captive Portal  Destination Zone
Internet
Certificates
1 Applications AllUsers EIPInformation Profile ¥ DestinationZone W Services NotAvailable Al i lected i ted Action
Files And Folders Alldevices Internet DNs
Device/Endpoint Risk
LAN Interface
Allrisk scores
Mobile Device Manager 1 Applications AllUsers. EIP Information Profile ' Destination Zone All Layer 4 Services Not Available Al i lected i Action
Al devices Internet
SIEM Integration
Device/Endpoint Risk
Score
Site-to-Site Tunnels Allrisk scores
URL and IP Reputation Lookup
i per Page Gotopage 1~ 1
Tenants

o Select the VPN name

11
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Administrator o
Service Provider Administrator

Configure > Security Ser ttings PN Settings
[ '
VPN Settings

Below are all the VPN Settings

VERSA SSeFabric CONFIGURATION @ America/Bogota ~ = | =5 English v | @

Configure & Refresh Select Columns v
Name 2 Click Trusted Network Detection (TND) Status () Last Modified
[[] || sSeFabric-Enterprise © Enabled 7/8/2025,5:26:38 PM
BEriay Administrator
Showing1-1 of Lresults 10 = Rows per Page Gotopage 1~ < Previous 1 Next >

ik

Monitor

Tenants

o Enable the Knob and Save.

Note: To use TND, it is not mandatory to enter the Primary IP Address or Secondary IP Address. These fields are used when you want to add a DNS
server to the system settings of the SASE Gateway, possibly to use it in DNS Proxy rules and enable internal domain resolution using those servers
as relays.

Edit Settings for SSeFabric-Enterprise

Change TND Status

Enabiing Gateway Assisted Trusted Network Detection (TND) requires creating Real-Time
Protection Internet Protection rules when using external LDAR, SAML, or Radius User
Authentication Profiles.

For example, ing Al ive DI SAML

Microsoft

(Off be allowed for all TND ., Site-to-site
Gateway i

DomainName Server
Configur 1 ive domals by VOS in this VPN,

Primary IP Address Secondary IP Address

o) .

o Remarks: Although you were not explicitly requested to publish the TND status, you must
still go to Publish and complete the action.

12
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x
N ] - Administrator
S SSefabric-Enterprise saved successfully. (= v = - i ~ ~
W VERSA SSeFabric » h: Q AineiafBopits 1S engtsh ~ | @ | o e provider Admiristotor
VPN Settings
Below are all the VPN Settings
B
Configure & Refresh Select Columns ~
Name Trusted Network Detection (TND) Status (D) Last Modified
SSeFabric-Enterprise @ Enabled F/24/2025, 41424 PM
Administrator
Showing1-1of1results 10 = Rows per Page Gotopage 1~ 1

Analytics

]

Inventory

2. DNS Proxy for Private FQDN resolution: Steps to handle Private apps and Public URL Resolution
with DNS Proxy (As required)
o DNS proxy configuration steps to handle private and public app URL resolution.

. L ) v = - h o Administrator o
WP VERSA SSeFabric CONFIGURATION ;_ﬂj America/Bogota  ¥= | B8 English © | proder Administrator

Secure SD-WAN Publish (1)

3

zation Obfuscation

Internet Protection

Private App Protection
‘plications. When a user tries to resolve the FQDN of a private application, the SSE GW will respond with a resolved IP address randomly allocated from a private pool. When the user’s traffic to the application reaches the SSE
Profiles with the real IP address of the private application.

Safe Search

YRS 4 Network Obfuscation
o _ | + Obfuscate Applications

> Settings
Private Applications Resolvers Obfuscated

Secure Access NoData

Analytics

Digital Experience Monitoring (DEM)

=] LS Decryption Jr—
Inventory

Profiles and Connectors

Partner Integration
> User and Device Authentication
> User-Defined Objects

> Settings

Tenants

o Click “+ Obfuscate Applications”

13
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o Administrator »
Service Provider Administrator

VERSA SSeFabric CONFIGURATION @ America/Bogota v = | =5 English v

Configure

Application Obfuscation

B Obfuscate the IP pri ications. Wh tries FQDN of a private application, the SSE GW willrespond with a resolved IP address y from a private pool. When the user'straffic to the application reaches the SSE

Deploy ibe inati i | 1P address of the private application.
3 Enable Network Obfuscation

Monitor -

onier Obfuscated Applications (0) & Edit @ Delete

o Traffic Source. Private Applications Resolvers Obfuscated

[ing

NoData

Analytics

- =N
Inventory

Settings

s

o Add Application, you can define a regex pattern for customer private domains/app.

Obfuscate Applications
Add applications you want to obfuscate.

Traffic Source

SSeFabric-Enterprise

Private Applications with Host Pattem

Resolvers

Enter one or more resolver IP address

[T) Donot Obfuscate these applications

4 Add another application group

14
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W VERSA SSeFabric
M Create Application
View

@ Match Criteria

1P Prefix

Protocol

TCP

Precedence

Application Attributes

Name, Description, Tags & Application Image

+J VERSA

CONFIGURATION 'j America/Bogota v = | =5 English v | @ Administrator

e Service Provider Administrator

Host Pattern 2

Zprivatedomain.com

Source Port

Destination Port

2
|“

o Define the Name for the added application domains/URL.

W VERSA SSeFabric
o Create Application
Vi

° Match Criteria
° Application Attributes

@ Name, Description. Tags & Application Image

Name *

PRIVATE-APP-URL

Description

Administrator ”
Service Provider Administrator

CONFIGURATION _;) America/Bogota v = Engisn v | @

Publish (1)

Upload Application Image (Optional)

e

—

o Select the created Application. The resolver would be the customer's DNS server that can
resolve private domains. Set “Do not obfuscate’ and “add another application group”.

15
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Obfuscate Applications

Add applications you want to obfuscate.

Traffic Source

SSeFabric-Enterprise
Riivatadnnlicationsaithld + Add New Application
PRIVATE-APP-URL
Resolvers

2 l 107310634 I Enter one or more resolver IP address

3 bo not Obfuscate these applications

4 I+ Add another application group |

e

o Do not define any application, so the rest of the domains are matched, and DNS resolvers
are defined. It can be either customer-provided or public DNS.

Obfuscate Applications

Add applications you want to obfuscate.

Traffic Source

SSeFabric-Enterprise

Private Applications with Host Pattern + AddNew Application %

PRIVATE-APP-URL

Resolvers

107310634 x ) Enter one or more resolver IP address

Do not Obfuscate these applications

Private Applications with Host Pattern 1 | + AddNewAppiication®

Search or select one or more private applications with Host Pattern

Resolvers

nter one or more resolver IP address

3 Do not Obfuscate these applications

o Now set Enable Network Obfuscation

16
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. - n | Administrator
S 0 i v = =mEngish v @ o
P VERSA SSeFabric CONFIGURATION _“j America/Bogota = = English O | Crvice Provider Administrator
T etworkobtuscatin =
View

Application Obfuscation

Application Obfuscation

QDN of a private application, the SSE GW will respond with a resolved IP address randomly allocated from a private pool. When the user’s traffic to the application reaches the SSE
Enable Network Obfuscation
Obfuscated Applications (1) + Obfuscate Applications
TrafficSource Private Applications Resolvers Obfuscated
SSeFabric-Enterprise (PRIVATE-APP-URL) (1073.10634) No
No
Showing 1-1 of Lresults 10 Rows per Page Gotopage 1 = 1

Cancel “

3. Identify TNDNOB TVI IP: On the SASE Gateway, run the command “show interfaces brief”

eth-0/0
feB0::be24:11ff:febb:94ac/64
ipsec-0/2
ipsec-0/2.0
1psec-0/3
ipsec-0/3.0
1t-1/2
1t-1/2.
1t-1/3
1t-1/3.
1t-1/6
1t-1/6.
1t-1/7
1t-1/7.
1t-2/4
1t-2/4.

SSeFabric-Enterprise /30

SSeFabric-Enterprise /32

Internet2-Transport-VR

SSeFabric-Enterprise

Internet2-Transport-VR

ACME-ONE-Enterprise

WA TN W N W W

SSeFabric-Enterprise-TNDNOB

It is important to mention that Versa assigns for TND the first IP address from the "Client Address Pool”
that was defined during the tenant creation.

17
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Verification Steps

e Make sure DNS resolution for the registration domains is correct: (example below)

) Command Prompt

W' VERSA

Default

e Register and connect to the SASE portal, then verify the user's identity from Concerto (Analytics).

W VERSA

User: vip1@demo.local

18
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W VERSA sse-demo ANALYTICS ) AmericaBogota ¥ = WEngish v @ L
SASE Web monitoring logs
@ Show Domain Names
= Apply | Clear | Copy Filter
Receive Time Appliance Source Address - Destination Address 5 Part Usar App Category
@ Jun 30th 2025, 7:01:44 PM -05  SASE-Portal-Gateway-demol  192.168.151.2 35.209.55.242 50956 443 dip.apps  [TWipl@demolocal] web
Q Jun 30th 2025, 5:59:16 PM -05  SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59649 443 dip_apps vipl@dema.local | web
Q Jun 30th 2025, 5:59:16 PM -05  SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59445 443 dip_apps vipl@dema.local | web
Q Jun 30th 2025, 5:59:13 PM -05  SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59448 443 dip_apps vipl@demo.local | web
Q Jun 30th 2025, 5:59:13 PM -05  SASE-Portal-Gateway-demol  192.148151.2 35.209.95.242 59644 443 dip_apps vipl@dema.local | web
Q Jun 30th 2025, 5:59:13 PM -05  SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59669 44:?4'_5_9_'_-"!]_9_(‘_[,'!)'_ dip_apgs vipl@demo local | web
I Q Jun 30th 2025, 5:59:13 PM -05  SASE-Portal-Gateway-demol 1921481512 35.209.95.242 59647 443 dip, JQ vipl@demalocal | web
— a Jun 30th 2025, 5:58:39 PM -05  SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59720 443 dip_apps vipl@demo.local | web
Q Jun 30th 2025, 5:58:23 PM -05  SASE-Portal-Gateway-demol 1921681512 35.209.95.242 59710 443 dip_apps vipl@demo.local | web
. : a Jun 30th 2025, 5:58:23 PM -05  SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59498 443 dip_apps vipl@demo.local | web
mventary
i Q Jun 30th 2025, 5:58:23 PM -05  SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59702 443 dip_apps vipl@demo.local | web
Q Jun 30th 2025, 5:58:23 PM <05 SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59700 443 dip_apps vipl@demolocal  web
— Q Jun 30th 2025, 5:58:23 PM -05  SASE-Portal-Gateway-demol  192.168151.2 35.209.95.242 59699 443 dio_apps vipl@demalocal  web

e You can now create real-time protection rules based on user identity, either by using the group or

the user as the source.

Intermet Protection Rules List
Below are all the rules for your Internet Protection Policy.
Q, s, A B & Refresh Sebect Columns
Metwork Layer 3-8 Geo Locations
Rue Hame: Services Schedule: Destination Security Enforcement
»_fode-G EiPinformation Profile % Destination Zone All Layer & Services Al Gea locations are selected Mabware Protection
V. Predefned Intesret Fie Filtering
g prohle Z
Sntnabeae by i Py
DvienEndpoint Risk URL Filtering
Scone D45 Filtering
AN risk scores.
Intrugion Protection System
=]
OLP Profile

+J VERSA

e You can validate that EIP information is being collected by the Versa agent and sent periodically via

HTTPS (POST) connections to the SASE gateway through the TNDNOB IP. You can also observe
other connections made by the agent using ICMP and HTTPS to verify connectivity.

Endh 0 #le » Log Patturg sebectrd - o
- e - » - Lawt dow .
|
. by w [T T p——
- Apphance User User 1P [ E1P Ruske EIP Host Frierty User Name.
SASE- Portar Caatewanr-demi] O oot AT Y L 7 -
AL Portsl Gty domc ] a 192 rodis anteTataae ¥R L v L e b 3
SASE Puwiad Camtrery o ot deraic s 1920681512 e i it enae o
T —— "
SASE Povtal Catevary-demal J - a
SASE - Pt Lostewery-semial e 1
SASE Portad Catesay 0 | e hoc AP LeM1512 "
X 2025, U990 P 05 SASE-Portad Custmcr-deris ol o 191681512 5 o et amy n J
Related logs (0x6863ed300100020004bd) [ |
Show 10 w entrl
1 192168101, 3, domoinM: derno-det il vers ) W salProboMerion=TLSv1.2. cipherTLS_ECOME_RSA WITH_AES_256_GCM_SHAISA, puiblicKiryLir2048. evenType—end, actionType=SSL ustrusted haer,

A2 2AOF -4 To- B350 M5 1M1 6321 ablangen-CHnative_notif=False. Miphethod=F

vay ent_name=sie -demobusemamevip2NA0demo localbdevice_mac=0C-9C-AT-82-00 'TI‘;{ e o= 192168151 2}“"!-—'_-:-]‘) 168151 2Gaction=eiphagl veruon=2fguid=

Previows [l 5

Showing 110 2 of 2 evasies
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Versa Trusted Network Detection Gateway Assisted " VERSA

About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X

(Twitter) @versanetworks.
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