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About This Document

This document outlines the use case, benefits, and deployment considerations for Trusted Network
Detection (TND) — Gateway-Assisted, a capability of Versa Secure Access (part of the Versa SASE
architecture). It is intended for environments where users connect via the Versa SASE client from trusted
enterprise locations—typically corporate branches—where routing traffic through the SASE client tunnel is
unnecessary due to existing secure connectivity (via SD-WAN or IPsec) to the Versa cloud gateway

Document Information

Versa Trusted Network Detection (TND) Gateway Assisted

Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.
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What is Trusted Network Detection (TND) Gateway-Assisted?

Trusted Network Detection (TND) Gateway-Assisted enables the Versa SASE client to bypass tunnel
creation when operating within a trusted network. This approach is ideal for scenarios where the inter-
nal network already has a secure connection to the Versa SASE gateway via SD-WAN or IPsec.

In standard SASE deployments, the Versa client establishes a secure tunnel (typically IPsec) to the
SASE gateway to enforce user-specific security policies. However, when the client is behind a trusted
network—such as a corporate office with an existing secure connection—this tunnel becomes redun-
dant.

TND Gateway-Assisted ensures:
e Asecure control channelis maintained with the SASE gateway.
¢ Continuous posture evaluation and user identification.
e Policy enforcement based on user and group identity.

This method leverages the existing site-to-site tunnel to the Versa cloud gateway, eliminating the need
for additional configuration or tunnel establishment from the client.

TND Detection Flow: Trusted vs. Untrusted Network

When a Versa SASE client initiates registration with the SASE Gateway, the gateway determines whether the
clientis in a trusted or untrusted network based on the IP address used to connect (private vs. public) and re-
sponds accordingly.

User on the Internet (Untrusted Network)

e The SASE client resolves the SASE Gateway FQDN to a public IP address.

e The client sends registration data (e.g., MAC address, IP address) to the gateway.

e The SASE Gateway responds with a trusted network = false flag.

e The client proceeds to establish an IPsec tunnel to the gateway.

e Traffic is routed through the tunnel based on the defined routing policies.
Userin a Trusted Network (e.g., Corporate Branch)

e The SASE client resolves the SASE Gateway FQDN to a private IP address (via DNS proxy or lo-
cal DNS).

e The client sends registration data to the gateway.
e The SASE Gateway responds with a trusted network = true flag.
e The client suppresses tunnel creation.

e The gateway continues to enforce user-based policies, session tracking, and posture checks
over the control channel (HTTPS).
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Key Benefits

Tunnel Bypass in Trusted Networks: Automatically suppresses tunnel creation when the cli-
ent detects it is within a trusted network.

Efficient Policy Enforcement: Maintains user session tracking, posture validation, and policy
enforcement at the SASE gateway without requiring an active tunnel.

Reduced Overhead: Minimizes unnecessary traffic routing and improves performance by
avoiding redundant encryption and tunneling.

Seamless User Experience: Simplifies client behavior while preserving security and visibility.

Versa TND Scenarios

1. SD-WAN Branch with Overlay to SSE Gateway

The branch is part of a Versa SD-WAN fabric with an existing overlay tunnel to the SSE Gateway.

TND allows the SASE client to bypass tunnel creation while still enabling user identification and
policy enforcement at the SSE gateways.

This ensures complete visibility and control over user traffic from SD-WAN-connected sites to
SSE gateways and traffic steering can be applied at SDWAN branches.

Passive authentication servers are not required, as the gateway receives the user identity di-
rectly from the client. (Provided the user identification is not necessary on the SDWAN branch,
then VMS becomes mandatory.)

2. Site-to-Site IPsec Tunnel to SSE Gateway (SWG Use Case)

The customer uses a site-to-site IPsec tunnel from the branch to the SSE Gateway for secure
internet access (SWG).

TND ensures that user identity and posture are enforced at the SSE gateways, even though traf-
fic is routed through the IPsec tunnel.

Like the SD-WAN case, this approach removes the need for passive authentication, streamlin-
ing operations and improving policy accuracy.

TND Deployment Scenarios

In the following sections, we will demonstrate two deployment scenarios:
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TND with Customer Private DNS
TND with DNS Proxy on SSE Gateway

These examples illustrate how to configure trusted network detection based on DNS resolution behav-
iour.

TND with Customer Private DNS

In this use case, a user device located in a branch office connects to the Versa SASE infrastructure
through an Overlay or Site-to-Site IPsec tunnel. All traffic, except for DNS queries, is routed through
the SASE Gateway (SASEGW) for inspection, control, and identity-based access.

How It Works

1.

8.

The Local DNS servers are configured to resolve the SASE Gateway FQDN to the private IP of
the TNDNOB TVI Interface on the Gateway.
The SASE Client on the user device attempts to register with the SASE Gateway.

The client resolves the SASE Gateway FQDN.

The customer's private DNS server resolves the FQDN to a private IP address.
The client connects to the gateway using this private IP.

The gateway responds with a trusted network = true flag, and the client bypasses tunnel crea-
tion.

Finally, the user can register and connect normally, and the Versa SASE Client should auto-
matically detect the network and display "Trusted Network Identified" and "Tunnel bypassed."

Posture validation and policy enforcement continue over the control channel (HTTPS).

NOTE: The internal customer’s DNS infrastructure handles all DNS queries.

Key Requirement

The client's DNS infrastructure must be able to resolve the portal registration domains to the private IP
address of the TNDNOB interface.
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Topology
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Configuration Steps

1. Concerto portal: Configure > Security Service Edge > Settings > VPN Settings >

@ | aministrator .
Service Provider Administrator

Socurity SorvicoEdge | Secure SD-WAN

W VERSA SSeFabric CONFIGURATION America/Bogota = Erglish

Below are all the rules for your Internet Protection Policy.
+ Real-Time Protection

T Fiiter +Add % B £ Refresh | Select Columns v
> Secure Access
Network Layer 34 GeaLocations
> Digital Experience Monitoring [DEM)
Users & Groups Endgelnt Posture Source Dsstination  Sarvices Schedule Source Destination Secu
Deploy
» TLS Decryption AllUsars EIP Information Prafile ~ Services Mot Available Al Gaolk o selected g ions are selected Acti
All devices
» Profiles and Connectors
Device/Endpoint Risk
Score
» Partner Integration All risk scores
» User and Device Authentication | Applications All Users EIP Information Profile Destination IP  Servics NotAvallable  AllG ons are selected i jected Action
All devices Submet -
ps
8.888/32
» User-Defined Objects Device/Endpoint Risk
o 8844132
Allrisk scares 152.14.90.1/32
 Destination Zone
Internet
| Applications AllUsers EIP Information Profile Destination Zone  * Services Mot Available  All Geo locations are selected I Gea locations are selected Action
All devices Internet. DNS
Devics/Endpoint Risk
Score
Allisk scores
| Applications AllUsars EIP Information Profila Destination Zone  All Laver 4 Services NotAvailable  AllG ons are selected : jected Action
All devices I
Device/Endpoint Risk
Score
Allrisk scores.
+per Page Gotopage 1~ 1
Tenants
= | E ek Administrator
W VERSA SSeFabric CONFIGURATION America/Bogota ~ = W Engish v | @) e ator
> Real-Time Protection
> SecureAccess Below are all the rules for your Internet Protection Palicy.
? Digital Experience Monitoring (DEM) T Filter *Ad W i @ Refresh  Select Columns v
> TLS Decryption p— P
» Profiles and Connectors splcations & URLs Users & Groups Endpoint Posture SowrcedDestination  Services Schadule Saurce Destination Secun
. bartner ntearation I Appiications AllUsers EIP Information Profile  Services NotAvallable  All Geo locations are selected All Geo locations are selectad Acti
ner Integrat ¢
tegi All devices Implicit-QUICUDP-443
> User and Device Authentication x‘:"’ww"l““*
Allrisk scores
> User-Defined Objects
| Applications. All Users. EIP Information Profile v Destination IP ¥ Services. Not Available All Geo locations are selected All Geo locations are selected Action
s All devices Subnat.
~ Seftings https
Device/Endpoint Risk sansm
jice/Endpain
BGP Peer Policies Scors phaam
Al risk scores 192168901432
Captive Portal  Destination Zone
Interet
Certificates
| Appiications AllUsers EIPInformation Profile  V* DestinationZone ~ * Services Not Available  All Geo locations are selected All Geo locations are selectad Action
All devices
Files And Folders Internet oS
Device/Endpoint Risk
LAN Interface Score
Allrisk scores
Mabile Device Manager | Applications AllUsers EIP Information Profile DestinationZone  All Layer 4 Services. Not Available ANl ions are selected ] i selected Action
All devices Internet
SIEM Integration
Device/Endpaint Risk
Scare
Site-to-Site Tunnels All risk scores.
URL and IP Reputation Lookup
 per Page Gotopage 1 - 1

e Selectthe VPN name
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Below are all the VPN Settings

Trusted Network Detection (TND) Status (D)

| | sseFabric-Enterprise © Enabled

Showing 1-1of Lresults 10 ~ Rows per Page

e Enable the Knob and Save.
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) - ) Administrator .
AmericBogota 7= | W e v @ | QLU nrator
Publish (1)
@ Refresh  Select Columns v
Last Modified
7/8/2025, 5:26:38 PM
Administrator

Gotopage 1~ ¢ 1

Note: To use TND, it is not mandatory to enter the Primary IP Address or Secondary IP Address.
These fields are used when you want to add a DNS server to the system settings of the SASE Gateway,
possibly to use it in DNS Proxy rules and enable internal domain resolution using those servers as

relays.

Edit Settings for SSeFabric-Enterprise

Change TND Status

Enabling Gateway Assisted Trusted Network Detection (TND) requires creating Real-Time
Protection Internet Protection rules when using external LDAR, SAML, or Radius User
Authentication Profiles.

For example, i Active Di y for SAML
Microsoft [
(Ofice365-Apps) should be allowed for all users from the TND source zone(s) (L, site-to-site

Gateway

Domain Name Server
Configur e by VOS in this VPN.

Primary IP Address Secondary P Address

Cancel Save

o Remarks: Although you were not explicitly requested to publish the TND status, you must still

go to Publish and complete the action.

¢ Identify TNDNOB TVI IP: On the SASE Gateway, run the command “show interfaces brief |

tab”
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eth-0/0 b : b:94:ac up 0 global 1 21/16

i :11ff:febb:94ac/64
ipsec-0/2 up -
ipsec-0/2.0 up
ipsec-0/3 up
ipsec-0/3.0 up
1t-1/2 up
1t-1/2. up
1t-1/3 up
1t-1/3. up
1t-1/6 up
1t-1/6. up
1t-1/7 up
1t-1/7. up
1t-2/4 up
1t-2/4. up

SSeFabric-Enterprise 169.254.100.2/30

éSeFabric—Enterprise 10.193.164.0/32

internet2-Transport-VR 169.254.128.2/31
éSeFabric-Enterprise 169.254.128.3/31
internet2-Transport-VR 169.254.128.6/31

ACME-ONE-Enterprise 169.254.128.7/31

W B N W N W W

SSeFabric-Enterprise-TNDNOB__ 169 254 64 4/31
0.1/32

e Now, the Customer should create DNS entries for the FQDN portal domains using the TND-
NOB interface ip (private ip). (example below).
DNS A record entry: sse-demo.versanow.net > 192.168.30.1

It is important to mention that Versa assigns for TND the first IP address from the "Client Address Pool" that
was defined during the tenant creation.

TND with DNS Proxy on SSE Gateway

In this use case, a user device located in a branch office connects to the Versa SASE infrastructure
through an Overlay or Site-to-Site IPsec tunnel. All traffic, including DNS queries, is routed through
the SASE Gateway (SASEGW) for inspection, control, and identity-based access.

How It Works

10
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1. The SASE Client on the user device attempts to register with the SASE Gateway.

2. The client resolves the SASE Gateway FQDN. Since all DNS traffic is routed through the SSE
Gateway, the gateway intercepts the DNS query.

3. Acting as an DNS proxy, the SASE Gateway resolves the FQDN to a private IP address.

4. When TND is enabled, DNS records are automatically created in the DNS Proxy profile on SSE
gateways. Therefore, the only requirement is to ensure that user DNS traffic is routed to the
SASE Gateway, so it can resolve domains to the IP address of the TNDNOB interface.

5. The client connects to the gateway using this private IP.

6. The gateway responds with a trusted network = true flag and the client bypasses tunnel crea-
tion.

7. Finally, the user canregister and connect normally, and the Versa SASE Client should automat-
ically detect the network and display "Trusted Network Identified" and "Tunnel bypassed."

8. Posture validation and policy enforcement continue over the control channel (HTTPS).

9. Since all DNS queries will come to SSE Gateway, we need to configure DNS proxy to handle
private apps and public URL resolution effectively.

NOTE: In condition where branches are SDWAN, DNS proxy can be applied at each branch level
to handle portal fqdn resolution and direct other DNS queries to customer DNS server without
the need of sending DNS queries to SSE gateway.

Key Requirement

NOTE: ALl DNS queries from the customer network must be routed through the SSE Gateway to enable
DNS interception and trusted network detection.

Topology

11
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1. Concerto portal: Configure > Security Service Edge > Settings > VPN Settings >
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@ | aministrator

W VERSA S5eFabric CONFIGURATION Service Provider Administrator

Below are all the rules for your Internet Protection Policy.

= Engish

Real-Time Protection

T Fiiter +Add % L] £ Refresh | Select Columns v
Secure Access
MNetwork Layer 34 GealLocations.
Digital Experience Monitoring [DEM)
plications & URLs Users & Groups ‘Endpoint Posture ‘Source & Destination Services Schedule Source Destination Secur
Deploy
TLS Decryption JAogiications AllUsars EIP Information Profile ~ Services NotAvallable Al Geo locations are selected g i o salected Acti
All devices
Profiles and Connectars
Device/Endpaint Risk
Score
Partner Integration All risk scores
User and Device Authentication | Applications All Users EIP Information Profile Destination IP  Servics NotAvallable  AllG i selected i jected Action
All devices Submet .
ps
8.888/32
User-Defined Objects Device/Endpoint Risk /32
o 8844132
Allrisk scares 152.14.90.1/32
 Destination Zone
Internet
| Appiications AllUsars EIP Information Profila Destination Zone Services Not Available  All Geo locati salected G i selected Action
Alldevices Intemet DNS
Devica/Endpoint Risk
Score
Allisk scores
| Appiications AllUsars EIP Information Profila Destination Zone  All Laver 4 Services NotAvailable  AllG i selected : jected Action
All devices Internet
Device/Endpaint Risk
Score
Allrisk scores.
2 +per Page Gotopage 1~ 1
Tenants
= | E ek Administrator
SSeFabric CONFIGURATION AmericafBogots v = | W engleh v | @ Gl pan
Real-Time Protection
> Secure Access Below are all the rules for your Internet Protection Policy.
-]
> ) ~
Confgure | 7 Digital Experience Monitoring (DEM) T Filter Al 8 ] @ & Refresh Select Columns -
. ’
TLS Decryption Network Layer 34 Geo Locations:
> Profiles and Connectors splications & URLs Users & Grougs Endpoint Posture SowrcedDestination  Services Schadule Saurce Destination Secun
\ Partner Intearation I Applications AllUsers EIP Infarmation Prafile  Services NotAvallable  All Geo locations are selected All Geo locations are selectad Acti
ner Integrat
tegi All devices Implicit-QUICUDP-443
> User and Device Authentication Dol Endpotnt Fisk
Allrisk scores
> User-Defined Objects
| Applications. All Users. EIP Information Profile v Destination IP ¥ Services. Not Available Al Geo locations are selected All Geo locations are selected Action
s All devices Subnat.
~ Settings https
Device/Endpoint Risk pene
ice/Endpoint Ris
BGP Peer Policies e 8844732
Al risk scores 192.16830.1/%2
Captive Portal  Destination Zone
Interet
Certificates
| Applications All Users EIPInformation Profile  V* DestinationZone ~ * Services Not Available  All Geo locations are selected All Geo locations are selectad Action
All devices
Files And Folders Internet oS
Device/Endpoint Risk
LAN Interface Score
All risk scores.
Mabile Device Manager | Applications AllUsers EIP Information Profile DestinationZone  All Layer 4 Services. Not Available ANl ions are selected ] i selected Action
All devices Intermet
SIEM Integration
Device/Endpaint Risk
Score
Site-to-Site Tunnels Al visk scares
URL and IP Reputation Lookup
 per Page Gotopage 1 - < 1

e Selectthe VPN name

13
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WVERSA | SSeFabric CONFIGURATION (o] AmercalBorota = | e v @ | GUUROR L

| Publish (1)

Below are all the VPN Settings

© Refresh  Select Columns ~
Trusted Network Detection (TND) Status (D Last Modified
| | SSeFabric-Enterprise © Enabled 7/8/2025, 5:26:38 PM
Administrator
Showing 1-1of Lresults 10 = Rows per Page Gotopage 1+ < 1

e Enable the Knob and Save.

Note: To use TND, it is not mandatory to enter the Primary IP Address or Secondary IP Address.
These fields are used when you want to add a DNS server to the system settings of the SASE
Gateway, possibly to use itin DNS Proxy rules and enable internal domain resolution using those
servers as relays.

Edit Settings for SSeFabric-Enterprise

Change TND Status

Enabling Gateway Assisted Trusted Network Detection (TND) requires creating Real-Time
Protection Internet Protection rules when using external LDAP, SAML, or Radius User
Authentication Profiles.

For example, i tive Di ¥ for SAML

Microsoft o

(Dfice365-Apps) should be allowed for all users from the TND source zonefs) (Le, site-to-site
Gateway tur i

Domaln Name Server
Canfigure name servers to resolve domain names by VOS in this VPN,

Primary IP Address Secondary |P Address

Cancel Save

o Remarks: Although you were not explicitly requested to publish the TND status, you must still
go to Publish and complete the action.

14
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x
L - Administrator
! ‘SSefabric-Enterprise saved successfull v = i ~ ~
W VERSA SSeFabric B v d) Americabogota v = B Engtin @ | AL ator
VPN Settings
Below are all the VPN Settings
B
Configure & Refresh Select Columns ~
Name Trusted Network Detection (TND) Status (D) Last Modified
8 SSeFabric-Enterprise © Ensbled 71242025, 4:14:24 PM
Deploy Administrator
Showing1-10f 1results 10 = Rows per Page Gotopage 1~ 1

ks

Monitor

Inventory

a8

Users

2. DNS Proxy for Private FQDN resolution: Steps to handle Private apps and Public URL Resolu-
tion with DNS Proxy (As required)
e DNS proxy configuration steps to handle private and public app URL resolution.

Adminlstrator .
Service Provider Administrator

Socurity Service Edge | Secure SD-waN

W VERSA SSeFabric CONFIGURATION America/Bagota ~ = | W Engish v ©)

sation Obfuscation

Internet Protection

Private App Pratection
plications, When a user tries to resolve the FQDN of a private application, the SSE GW will respond with a resolved I P address randomly allocated from a private pool, When the user’s traffic to the application reaches the SSE
Deplay Profiles with the real |P address of the private applicati

Safe Search

- | + Obfuscate Applications
> Settings

» Private Applications. Resobvers Obfuscated

i > Secure Access O

Analytics

Digital Experience Monitoring (DEM)

-~ b Coneet “
Inventory

Profiles and Connectors

e > Partner Integration
> User and Device Authentication
> User-Defined Objects

Settings .
Settings

L

Tenants

e Click “+ Obfuscate Applications”

15
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Administrator .
Service Provider Administrator

W VERSA SSeFabric CONFIGURATION o] America/Borota ~ 7= | W8 English v

Network Obfuscation
Configure
Application Obfuscation
-' Obfuscate the IP addresses of private applications. When a user tries to e FQDN of a privats lication, the SSE ith a resolved IP address randomly allocated from a private pool. When the user's traffic to the application reaches the SSE
Deploy W the d psc < roplaced with the real |P address of the private application.

Obfuscated Applications (0} A1+ ovfuscate Applications | ]

Traffic Saurce Private Applications Resolvers Obfuscated

NeData

&

e Add Application, you can define a regex pattern for customer private domains/app.

Obfuscate Applications

Add applications you want to obfuscate.

Traffic Source

SSeFabric-Enterprise

Private Applications with Host Pattem

Searchor select one or more private applications wit

Resolvers

Enter one or more resolver IP address

[7) Donot Obfuscate these applications

+ Add another application group

16
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Administrator .
Service Provider Administrator

Publish (1)

v [ BT
@ Match Criteria -

B

W VERSA SSeFabric CONFIGURATION i;) America/Bopota ~ 7= W8 English ~ | @)

Configus
1P Prefix Host Pattern ¢
*privatedomain.com
Protocol Source Port Destination Port
TP

Precedence
Application Attributes +
Name, Description, Tags & Application Image +

e Define the Name for the added application domains/URL.

Administrator .
Service Provider Administrator

Publish (1)
B e ovicaion TR
e Match Criteria +

W VERSA SSeFabric CONFIGURATION o) AmericaBogota = % English v | @)

° Application Attributes +
@ Name, Description, Tags & Application Image -
Uplaad Application Image (Optiona
Name* pload Appl age (Optional)

PRIVATE-APP-URL

Description

Tags

e Select the created Application. The resolver would be the customer's DNS server that can re-
solve private domains. Set “Do not obfuscate’ and “add another application group”.

17
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Obfuscate Applications
Add applications you want to obfuscate.

Traffic Source
SSeFabric-Enterprise

PRIVATE-APP-URL
2| Gorsiesa = Enter one or more resolver IP address

3 bo nat Obfuscate these applications

4 |+ Add another application group

4 Add New Application

e Do not define any application, so the rest of the domains are matched, and DNS resolvers are
defined. It can be either customer-provided or public DNS.

Obfuscate Applications
Add applications you want to obfuscate.
Traffic Source
SSeFabric-Enterprise

Private Applications with Host Pattern 4 AddNew Application X

PRIVATE-APP-URL »

Resolvers

e ) .
(10.73.106.34 ) Enter cne or more resclver IP address

Do nat Obfuscate these applications

Private Applications with Host Pattern 1] + Aganewappication X
S . [

Resolvers

2 ) (e888 ) foteroneor more resolver IPaddress
3 Do not Obfuscate these applications
-

o Now set Enable Network Obfuscation

18
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SeFabric = . - m y istrator 5
J VERSA SSeFabric CONFIGURATION D) America/Bogota v 7= W8 Engls Provder Administrator
i Network Obfuscation
View

Application Obfuscation

@) enabie Network Obtuscation

Obfuscated Applications (1) + Obfy
Tratfic Source Private Applications Resolvers Obfuscated

PRIVATE-APP-URL 10.73.106.34

10~ RowsperPage Gotopage 1

3. lIdentify TNDNOB TVI IP: On the SASE Gateway, run the command “show interfaces brief”

admin@aseGWD1egos-Llab-cl1> show interfaces brie
TENANT VRF

eth-0/0

ipsec-0/2
ipsec-0/2.0
ipsec-0/3
ipsec-0/3.0
1t-1/2
1t-1/2.
1t-1/3
1t-1/3.
1t-1/6
1t-1/6.
1t-1/7
1t-1/7.
1t-2/4
1t-2/4.

SSeFabric-Enterprise 1 100.2

SSeFabric-Enterprise

Internet2-Transport-VR
SSeFabric-Enterprise
Internet2-Transport-VR

ACME-ONE-Enterprise

WA TN W N W W

SSeFabric-Enterprise-TNDNOB

It is important to mention that Versa assigns for TND the first IP address from the "Client Address Pool" that
was defined during the tenant creation.

19
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Verification Steps

e Make sure DNS resolution for the registration domains is correct: (example below)

o
el

& Command Prompt

7 SASE Client DHCPV6 IAID . . St oy CI L L1 b

DHCPv6 Client DUID. . . . . . . : 00-01-00-01-2F-D9-13-98-00-0C-29-72-TA-AE
DNS S s B o 8

| VERSA = NetBIOS over Tepip. . . . . . . . Enabled

c:\Users\vipl>pind demo.local
'pind’ is not recognized as an internal or external command,
operable program or batch file
vipl@demo.local
C:\Users\vipl>ping demo.local
-demo Ping request could not find host demo.local. Please check the name and try again.

Default

:\Users\vip1>
:\Users\vipl3ping sse-demo.versanow.net

Pinging sse-demo.versanow.net [192.168.16.1] with 32 bytes of data
UERRERS! 10.1: 2 2ms TTL=63
et ] m 10.1:
Reply from 192 .10.1:
Reply from 192.168.10.1: bytes

Ping statistics for 192.168.10.1:
Packets: Sent = 4,

Approximate round trip times in mill.
Minimum = 1ms, Maximum = Sms, Avi

c:\Users\vip1>

y

User: vipi@demo.local

20
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W VERSA sse-demo ANALYTICS @ America/Bogota v (= S Engish v @ :::
SASE Web monitoring logs
Show Domain Names
App: w | Apply | Clear | Copy Filter
Receive Time . Appliance Source Address Destination Address Source Port Destination Port Application User App Category
Q Jun 30th 2025, 7:01:44 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 60956 443 dip_apps vipl@demo.local ] web
Q Jun 30th 2025, 5:59:16 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59649 443 dlp_apps vipl@demo.local | web
Q Jun 30th 2025, 5:59:16 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59645 443 dlp_apps vipl@demo.local | web
Q Jun 30th 2025, 5:59:13PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59668 443 dlp_apps vipl@demo.local | web
Monitor Q Jun 30th 2025, 5:59:13 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59646 443 dip_apps vipl@demo.local | web
Q Jun 30th 2025, 5:59:13 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59669 ddaéq‘lqm‘y dlp_apgs vipl@demo.local | web
li1u, Q Jun 30th 2025, 5:59:13 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59647 443 dip_apps vipl@demo.local | web
fnsiytics Q Jun 30th 2025, 5:58:39 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59720 443 dip_apps vipl@demo.local | web
@ Jun30th 2025, 5:58:223PM 05 SASE-Portal-Gateway-demol  192.168.151.2 35.209.95.242 59710 443 dip_apps vipl@demo.local | web
Q Jun 30th 2025, 5:58:23 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59698 443 dlp_apps vipl@demo.local | web
Q Jun 30th 2025, 5:58:23 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59702 443 dip_apps vipl@demo.local | web
Q Jun 30th 2025, 5:58:23 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59700 443 dip_apps vipl@demo.local web
Q Jun 30th 2025, 5:58:23 PM -05  SASE-Portal-Gateway-demol 192.168.151.2 35.209.95.242 59699 443 dip_apps vipl@demo.local web

e You can now create real-time protection rules based on user identity, either by using the group or
the user as the source.

Internet Protection Rules List -

Below are all the rules for your Internet Protection Policy.

Q Search by keyword or name T Filter +Add & $ & Refresh Select Columns
Network Layer 3-4 GeoLogations
Rule Name Users & Groups Endpoint Posture Source &Destination Services Schedule Source Destination Security Enforcement
IP_Rule-GroupsFromAD v LDAP-AD1 EIP Information Profile Destination Zone All Layer 4 Services Mot Available  All Geo locations are selected All Geolocations are selected Makware Protection
User Groups ™ Internet File Filtering
vie cip-profile- -
RECULAR antimalware-any 1P Filtering
Low Device/Endpoint Risk URL Filtering
DNS Filteri
Al risk scores e

Intrusion Protection System
(1PS)

DLP Profile

e You canvalidate that EIP information is being collected by the Versa agent and sent periodically via
HTTPS (POST) connections to the SASE gateway through the TNDNOB IP. You can also observe
other connections made by the agent using ICMP and HTTPS to verify connectivity.

Endpoint Information Profile > Logs Nothing selected -
sse-demo -l © lastday -
logs  Charts
EIP User Profile Logs =
Set filters here. s Apply | Clear | Copy Filter Show 10 w|entries
Receive Time * Appliance User User IP EIP Profile EIP Rule EIP Host Friendly User Name
Jul 151 2025, 9:14:09 AM -05 £-Por d @ | 192.168151.2 eip-profile-antimaiware-any o n vipladenolocal
Jul 15t 2025, 9:14:09 AM 05 SASE-Portal-Gateway-demol vip1@demoJocal 192.168.151.2 eip-profile-antimatware-any n vipl@demolocal
Jul 15 2025, 9:09:14 AM 05 £ demol | 1921681512 eip-profile-antimalware-any | n vipl@demaocal
Jul 151 2025, 9:09:11 AM -05 SASE-Portal-Gatewa 1@ al 192.168.151.2 eip-profile-antimatware-any n vipi@demo.local
Jul 151 2025, 8:14:09 AM 05 E-Por y-demol 1 al 192.168.151.2 eip-profile-antimalware-any | 2t vipl@demo.ocal
Jul 15t 2025, 8:05:06 AM -05 SASE-Portal-Gateway-demol vipl@demoJocal 192.168.151.2 eip-profile-antimalware-any n vipl@demo.local
Jul 15 2025, 80503 AM -05 SE-Po demol 1@demolocal 1921681512 eip-profile-antimalware-any "
Jun 30th 2025, 10:29:15 PM 05 SASE-Portal-Gateway-demol vipl@demoocal 192.168.151.2 eip-profile-antimatware-any n vipl@demaocal
Jun 30th 2025, 9:09:14 PM 05 SASE-Portal demot ip1@demalocal 1921681512 eip-profile-antimatware-any " vipl@demoocal
Jun 30th 2025, 9:09:10 PM -05 SASE-Portal-Gateway-demo1 vipl@demolocal 192168.151.2 eip-profile-antimatware-any " vipi@demolocal

21



Related logs (0x6863ed300100020004bd)

kas=15 ferverAddre192.168.10.1, serverPort=443,

-
b )

wayent

Showing 110 2 of 2 entries

:_mac=0C-9C-A7-B2-00 w{z ivaty 192.168.151, Zj‘unrwtw:ﬂl’ 168.151 28action=eip&api_versio

) 3 TLSV1.2, cipher=TLS_ECDHE_RSA WITH_AES_256 GCM_SHA384, py

Show 10 ~ | entri

2048, i untrusted issuer,

Sguid=c4232092-2409-4c2b-8352- 351 11e321a&lang=en-CH&native_notif=False, httpMethod=F

previous [l

) VERSA
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+J VERSA

About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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