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About This Document

This guide provides a comprehensive, step-by-step configuration process for setting up and preparing your
organization’s Versa Secure Private Access (VSPA).

Versa Secure Private Access (VSPA) is a software-defined solution that enables secure connectivity for
employees working remotely to enterprise applications hosted on-premises or in private clouds.

It is built on a Zero Trust Network Access (ZTNA) framework, ensuring that users and applications are
authenticated and authorized before access.

VSPA is part of Versa's Secure Access Service Edge (SASE) offering and integrates:

. Identity management

Security controls

Cloud-delivered services

. Software-defined networking

Document Information

Step-By-Step Configuration Guide for Versa Secure Private Access (VSPA)

Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.

Before you begin

Before you proceed with the steps outlined in this document, please ensure you've met the following
prerequisites.

e The provider administrator must complete your tenant configuration. If you haven't received this
information, please contact your Managed Service Provider or Account Manager for assistance.

e You have the Enterprise Administrator (Tenant Admin) credentials for the Versa SASE portal, also
called the Concerto User Interface.
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Scenario

Scenario

ACME-ONE, a global organization, requires secure remote access to internal applications (Active Directory, HR

Portal, Financial Apps) hosted in its Data Centre. Connectivity to the Data Centre is established using a route-

based IPsec site-to-site tunnel. Remote users must access these applications securely without weakening the

organization’s security posture.

Customer Requirements

Strong authentication (Active Directory LDAP)
Device posture validation
User-based access controls

Security enforcement via SSE Gateway: TLS encryption/decryption, Antivirus (AV), Intrusion Prevention
System (IPS)

Policy enforcement based on OS type and user group

Support for custom applications and URL categories

Deployment Steps

1.

Deploy SSE Gateway with VSPA enabled

Establish route-based IPsec site-to-site tunnel to Data Centre

Enable access for remote users to private apps (AD, HR Portal, Financial Apps)
Configure LDAP authentication with Active Directory

Define policies for custom applications and URL categories

Apply secure access policies based on OS type and user group

Enforce TLS decryption, Antivirus, and IPS inspection through SSE Gateway
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This topology represents a secure remote access architecture where both Remote Users (working from home) and

Customer Datacenter B connect to the cloud-hosted Versa SASE Gateway through encrypted tunnels.

e Cloud

The cloud hosts a Versa SASE Gateway (WAN IP: 10.73.109.41) that terminates remote access and IPsec tunnels. It

acts as a bridge between remote users and private resources in Data Centre B, enabling secure access through the

Versa Secure Access Client.

e Datacenter B

Connects to the Cloud DC via an IPsec tunnel to the Versa Gateway.
Firewall WAN IP: 10.73.109.101

Hosts internal services:

o AD1:10.242.8.100
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o HR Portal: 10.242.9.100 (hr-portal.acme-one.com)

o Financial Apps: 10.242.10.100 (financial-apps.acme-one.com)

e Remote Users (Work from Home)

Located in network 192.168.153.X, users connect using the Versa client and get an IP from the pool

192.160.30.X. All traffic is securely tunneled to Cloud DC, enabling access to corporate resources without back-

hauling through Datacenter B.

All communication is end-to-end encrypted, and Cloud DC acts as the central access point for both remote users and
Datacenter B.

Configuration steps

The current VSPA use case and configuration involves the following steps, which will be described in detail in the sections
further.
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Configure Site-to Site Tunnels

IPSEC SA Information Routing Information Static Routing

Configure Authentication Method({Configure more than one if required)

LDAP

Configure DNS Servers and Routes under Secure Access Profile

Private DNS servers with Domains Private Routes

. J—

Add User Defined Objects /EIP profiles as needed under settings

EIP Profiles Address Groups Private Applications Services DEM(Mative Application)
v
Operating System Users/User Groups Source IP/Location Traffic Action(Split Tunneling) Gateways/RAS Pool Client Features
.
TLS Decryption Profile TLS Decryption and Bypass Rule
. A
Default Malware Protection Default Window OS5 IPS

Configure Private Protection Rule

Action/Security
Enforcement

Users/User Groups Applications EIP Geo-Location L3 /Services

Step 1: Set up Site-to-Site Tunnel
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An IPSec tunnel facilitates secure remote access to enterprise private applications, DNS servers and Authentication Servers
by directing traffic from the Versa gateway to the customer’s data center, designated as “Datacenter B” in this case. Versa

recommends implementing redundant IPSec tunnels with BGP to ensure high availability.
Configure Site-to-Site Tunnel

Log in to the Concerto Ul using your enterprise administrator credentials (Tenant Admin) to configure a site-to-site

tunnel.
Navigate to

Configure > Security Service Edge > Settings > Site-to-Site Tunnels and click + Add. This will take you to the new

tunnel configuration page.

; g - T enterprise sdmin L
W vessa ACMEONE CONFIGURATION &> Americaiagots v = | Enlh v @

n Security Service Edge es«urasu WAN m

° Below are all the Site-to-Site Tunnels
B » RealTime Proteetion

Configure e Q@+ @ Refresh | Salect Columns v
Secure Access
Gatewr Twe Desaiption s Last Modifed By & Date Statis Settines
> Digital Experience Monltoring (DEM)
demol Prac 71912025, 406:43PM © Enabied @ Viewsettings & Downioad et fle
entsrprise admin
» TLS Decryption
» Bandwidth Limits r Page Gotopage 1+ 1

Profies and Connectors
Partner Integration
» Userand Device Authentication
> User-Defined Objects
~ Settings e
BGP Peer Policies
Captive Porta]
Certificates
Files And Folders

LAN Interface

SIEM Integration

The tunnel configuration is completed through four wizard screens, as illustrated below. The first section (Enter TYPE) is

displayed by default for configuration. Clicking Next at each section moves on to the next section of the tunnel config-

L . - o acmeone_admin o
' VERSA ACME-ONE CONFIGURATION @ Asia/Calcutta ‘= | S English [ ] Entaroeine Adhrinistratoe
o [ =
View
Enter TYPE +
-]
Configure
Enter IPSEC INFORMATION +
Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS +
Enter NAME, DESCRIPTION & TAGS +

IPSec Site-to-Site Tunnel
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The default tunnel selection is IPSec. The remaining details, including tunnel type, remote address, and other parameters,

should be configured as outlined below.
1. Selecting "Enter TYPE"
A. Keep the default selection on Type as IPsec, and Tunnel status is default enabled.

B. Choose the correct Tunnel Type. If necessary, use the drop-down menu to change it from the default
Route-Based tunnel to the Policy-Based tunnel. This document shows details related to the Route-

Based tunnel.

C. The third step shown in the screenshot is Tunnel Initiate, which can be triggered by modes like "Re-
sponder Only", "Traffic", or "Automatic". When EBGP is used, "Responder Only" works fine. However,
when using a static route, it should be set to "Automatic" or "Traffic". In our use case, we can choose

Automatic.

Note that Versa Gateway is set as ‘responder only’ for the IPsec tunnel. So, the peer must initiate the request

for the tunnel for the negotiation to start.

D. Choose the correct originating Versa SASE gateway from the Versa Gateway drop-down menu. Typi-
cally, each tenant would be provisioned into multiple gateways for redundancy; this option allows you
to choose the appropriate gateway from which you need to build a secure tunnel to your enterprise

destination.

E. Use the Remote Public IP Address or FQDN field to enter your enterprise firewall details as the tunnel

endpoint.

Note: When configuring Local Identity > Type > FQDN, you must enter the specific FQDN of the SASE Gateway
that you want to establish the site-to-site tunnel with from the remote site. This FQRDN appears below the text

"Local Public Gateway FQDN" in the image below. In our case, it would be acme-one-demo1.versanow.net.

F. Click Next to proceed to the next section to provide IPSec Parameters
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W VERSA ACME-CNE CONFIGURATION AmericatBogots v = | B Engish v @ | SerPrisesdmin

Enterprise Administrator

N st to St Tunne | rewo ]
o -
Type
0C=) oo
@ e

Manitor Tunnal Type Tunnel Initiate e
0 (o) :

Gateway Link

Versa Gatewsy®

Local Public Gateway FQDN Remote Public IP Address or FIDN

-
acme-one-demol versanow.net e 107310900

Local Public Gateway Addresses
10.73.109.41

the peer.

[ - T

2. Selecting “Enter IPSEC INFORMATION"; Clicking Next in the above section will bring you to this part of the

screen, where IPSec-related details are to be provided. Refer to the image below.

ey [ erverge stmn
W VERSA ACME-ONE CONFIGURATION () P L TN Whsiinisoy i WO
EditSite o Sita Tuanel
(3)  entermsec mrommumion -
L3
Versen Tranarm Difhe Helmin Groug [OH Grus]
n - seseamnns O G . S
DPOTimesst unitType WE Rebey e
1Psoc
IPsec Translorm Pesfect Forward Secrecy Grous (PFS Grouo)
[r—— - | oot - et
e el ety e ey T
) Seconts -
Local
o ety e Vil Share ke
. P e -
Remote
identity Type value ‘share Key"
. S R pro— -
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A. Provide IKE and IPsec parameters according to your configuration requirements. The image below
shows the default selection; use the drop-down menus to modify as needed. The following table sum-
marizes the recommended settings for both IKE (Phase 1) and IPsec (Phase 2). Note that while some
vendors use a shorter lifetime (3600 seconds), we recommend 28800 seconds for consistency and re-

duced rekeying overhead.

Phase Parameter Value

IKE (Phase 1) Encryption AES-256
Authentication SHA-256
DH Group 14
Lifetime (seconds) 28800

IPsec (Phase 2) Encryption AES-256
Authentication SHA-256
PFS (DH Group) 14
Lifetime (seconds) 28800

"

B. Choose the desired Authentication mode. The default selection is a pre-shared key (PSK). If “Certificate

is to be chosen, then Local and remote certificate names and CA chains are to be added.

C. For pre-shared-key based authentication, add Local and Remote identities (Identity Type such as Email,

IP, FQDN) and their corresponding Value and Share Key
D. Click Next

e Selecting "Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS”

11
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In this section, configure the tunnel interface IP, usually a /30 from your enterprise segment. Select the VPN name
assigned to your tenant at the Gateway, the MTU value, and either Static or EBGP as your preferred routing protocol.

Refer to the image below.
A. Under "Setup the Versa SASE Gateway routing towards the enterprise VPN" configure the following

Add a Tunnel Virtual Interface address that is routable within your enterprise network. This typically involves
using one IP from a /30 IPv4 address, with the other usable IP from the same /30 to be configured at your

enterprise IPSec endpoint.

VPN Name to be selected from drop-down, usually the VPN name assigned to your tenant by the service

provider, named as <TenantName-Entriprise>

Set MTU: Versa recommends that the maximum transmission unit be set to 1300 for IPsec-based tunnels
Under Static Routes and Routing Protocols, configure the following

e C(Click + Add to create a new route.

e Set Routing Protocol to None.

e Enter the destination subnet. (In our case, we need to enter the server subnets one by one:
10.242.8.0/24, 10.242.9.0/24, 10.242.10.0/24).

e Assign a preference value between 1-255 (lower = higher priority).

e Routing Protocol select None.

e C(lick Save.

CONFIGURATION ; Amercatogta = | H Engsh v | )

12
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4. Completing section Enter NAME, DESCRIPTION & TAGS

W vERsA ACME-ONE CONFIGURATION @ Americagota © = | W Eglish - | @ 7
© +
o
[ ° Enter IPSEC INFORMATION +
© e avossssasoumm vy conmcURATIONS +
(%) cotermAME DEscrTION 8 TAGS -
=
An embedded video showing the full procedure is included below.
Administrator

WVERSA | ACME-ONE CONFIGURATION @) Americafiopeta 1= | S e v @ | RS e ¥

13



recommended. See Appendix A for configuration details.

Step 2: Configure Authentication Method

vJ VERSA

Notes: Ensure
that the IPSec
tunnel on the
peer firewall is
configured using
the same param-
eters described

in this guide.

NOTE: For high
availability and
dynamic routing
across multiple

tunnels, EBGP is

Versa SASE supports various authentication methods, including LDAP and SAML. It's recommended to use your enter-

prise's existing system. This example utilizes LDAP with Active Directory for remote user authentication when connecting

via the SASE client. See Appendix B for other authentication method configuration options.

LDAP Active-Directory

LDAP allows Versa OS to authenticate users by querying a directory server. Users can be validated individually or in

groups. Configuration involves specifying the server, VR, SSL settings, and profile details, then saving the setup.

e SSL Enabled — To ensure secure communication to the LDAP server. (In our case, we are using SSL disa-

bled)

e Add secondary Server — To ensure redundancy in case of failure of the Primary server.

Navigate to

Configure > Security Service Edge > User and Device Authentication > Profiles and click + Add and follow these

steps. Refer to the image below.

14
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W VERSA ACME-ONE

Security Service Edge Secure SD-WAN

> Res|-Time Protection

CONFIGURATION

> Secure Access
LDAp
» Digital Experience Manitoring (DEM)
» TLS Decryption irPage
> Bandwidth Limits

+ Profiles and Connectors

» Partner Integration

SCIM Integration

» User-Defined Objects

> Settings

Click + Add

W VERSA ACME-ONE CONFIGURATION

User and Device Authentication Profile

User and Device Authentication Profiles (0)

Name Type. Description

Tags Last Modified

712672025, 211:50 PM
Administrator

NoData

Select LDAP as Authentication Method then Click Get Started

:J America/Bogota v i= | S Engish v | )

America/Bogota

) VERSA

Administrator .
Service Provider Administrator

£ Refresh Select Columns -

Gotopage 1+ 1

@ | Motz .
Service Provider Administrator

= English

& Refresh L} Sedect Columns v

Last Modified

15
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Add User and Device Authentication Profile x
Select which user / device authentication profile you would like to configure.
o
LoAP SAML RADIUS
LDAP s aclient-server protocol that enables a SAMLI: for
network device to access an LDAP server, which so that they can access multiple services and i Howir
rides Y i ipti i SAML is web them to access a network, a device, or related
attribute-based information. browser-based single sign-on (SSO). services.
Versa Directory User Certificate Based Device Certificate Based
vvvvvv G G
of i = to validate the identity of users. When you enable to validate the identity of devices. When you enable
rell as add individual and oups.
wellas users s Initiates a request to the SASE client for users to Initiates a request to the SASE client for users to
5 c - pr portal P
Note: Only one Versa Directory authentication profile Fagiiabion i gotesviy Connaciion; gatistion snd i ncaction.

can be added.

e [

Now, we need to complete the 3 steps as follows: (Settings, User and Group Profile, Review & Submit)
Settings:

We must complete the information as shown in the image below. Each highlighted field is explained in the following

table, which provides its corresponding value and technical definition.

Settings User And Group Profile Review & Submit
Server Type
== 70
Select either FQDN or IP Address *
CA Certificate
Bind DN* Bind Password * Bind Timeout (sec)
o (7] o =
Base DN * Domain Name * Base Domain
o o Em———
Search Timeout (sec) Cache Expiry Time (mins) (O Cache Expiration Mode ‘Cookie Expiry Time mins) @

- le | [ e

Concurrent Logins

16
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Parameter Description Current Use Case
1. Server Type Indicates if the authentication source is Mi- Active Directory
crosoft Active Directory or Open-LDAP.
2. FQDN or IP Fully Qualified Domain Name (FQDN) or IP 10.242.8.100
Address address of the AD/LDAP server.
3. VPN Name Defines which VPN instance or network seg- ACME-ONE-Enterprise
ment this authentication profile applies to.
4. Port Port used for LDAP/AD communication. - 389: 389 TCP
Default LDAP port
- 636: Default LDAPS (LDAP over SSL)
5. SSL Status Enabled/Disabled: Determines if the connec- Disabled
tion uses SSL/TLS.If enabled, you must also
specify the CA certificate for TLS verification.
6. Bind DN The Distinguished Name (DN) of the service svc_demo@demo.local
account that Versa uses to connect and query
the directory.
This DN allows Versa to authenticate to the
AD/LDAP server and perform user and group
searches.
7. Bind Pass- Password for the Bind DN account. Service account password
word
8. Base DN Starting point in the LDAP directory tree for Example: OU=acme-
searches. Defines the organizational scope. one,DC=demo,DC=local
9. Domain The name of the AD domain. demo.local
Name
10. Search Maximum wait time (in seconds) for an LDAP 30
Timeout query response.
(sec)

17



11. Cache Ex-
piry Time
(mins)

12. Concurrent
Logins

13. Cooki Ex-
piry Time
(mins)

) VERSA

Time (in minutes) that LDAP user/group data 10

will be cached before refreshing.

Maximum number of concurrent sessions al- 3

lowed per user.

Specifies the validity period of the authenti- 720
cation cookie. When the cookie expires, it be-
comes invalid, requiring the user to log in

again for the next connection request.

Once all values are filled in, click Next to proceed with the step 2 (User and Group Profile).

User and Group Profile: We must complete the information as shown in the image below. Each highlighted field is

explained in the following table, which provides its corresponding value and technical definition.

Group Object Class *

o

User Object Class*

°

Refresh Interval (seconds)

o

Parameter

o O

Settings User And Group Profile Review & Submit

Group Name ™ ‘Group Member *

- Je [ ] @

User Name *

userPrincipalName e

Password Last Set Password Max Age

o o

Value / Default Description

18



1. Group Ob-
ject Class

2. Group
Name

3. Group
Member

4. User Object
Class

5. User Name

6. Password
Last Set

7. Password
Max Age

8. Refresh In-
terval (sec)

group

name

memberOf

user

userPrincipalName (recom-
mended)or sAMAccount-

Name

pwdLastSet

maxPwdAge

21600 (default = 6 hours)

Standard AD object class for security and distribution groups.

Required for identifying groups in the directory.

Attribute that defines the display name of a group. Used by

Versa to match groups during policy evaluation.

Attribute that lists group memberships for a user object. En-
sures Versa can apply policies based on AD group member-

ship.

Standard AD object class for user accounts. Required for

identifying users in the directory.

Attribute used for login. userPrincipalName (e.g,
vipl@acme-one.com) is modern and preferred. sAMAc-

countName is legacy but still supported.

Attribute indicating when a user's password was last

changed. Useful for enforcing password expiration policies.

Attribute defining the maximum password lifetime. Derived

from the AD domain password policy.

Determines how often Versa refreshes user and group infor-
mation from LDAP. Can be tuned based on how frequently

the directory changes.

Once all values are filled in, click Next to proceed with the step 3 (Review & Submit).

Review & Submit:

Enter a descriptive value in the Name field (for example: AD-DC1).

Then, review all parameters to confirm they are configured correctly before submitting and then click on Save.

) VERSA
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o © ®

Settings User And Group Profile Review & Submit
Review your configurations. Before submitting, review and edit any steps of your configuration below.
General
Name Description
AD-DC1
Tags

Settings ¢ Edit

Server Type active-directory

FQDN or IP Address 10.242.3.100

VPN Name ACME-ONE-Enterprise

Port 389

SSL Status Disabled

5SL Mode

CA Certificate

File Name

lecniad Tn. =

Note: - The scope of Active Directory read access depends on the AD administrator. In our case, access has been granted

to the OU=ACME-ONE within the global domain demo.local, using the designated service account.

Step 3: Configure DNS and Private Routes

In the VSPA use case, to facilitate the resolution of private applications when a user connects remotely and to route all
private application traffic from the SASE client, Secure Access Profiles are employed to define DNS Resolvers, Private

Routes and DEM (application performance monitoring).

Navigate to Configure > Security Service Edge > Secure Access > Client-based Access > Profiles and click on +Add

as shown in the figure below.

enterprise
Entarprise A

Sccurity Sorvice Edso | (@Sucura SDWAN Publish{0)

W VERSA ACME-ONE CONFIGURATION @D AmericaBosola v = S Engisn v @

> RealTimaProtecton E O @R | SelctCotames v

AClient-based Access o Routes DHS Resclvess Hame Browser Accmss

NoData

Policy Rules
|
Settings

-

R

> Digital Experience Monitoring (DEM)

20
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Configure the IPs and domain(s) of your internal DNS servers under DNS resolvers, private routes under the routes

section and any private applications that you would want to monitor from the client under Digital Experience Monitor.

e Secondary DNS server - It is recommended to configure redundant DNS server(s) to take over in case
of failure.
O]
Monitoring
Review and Configure
Below are the confisurations of your profile. Review and edit any step of your configuration before validating.

General

Name* @

Dascription
SetureArzess-Profle1

Tags

Routes & DNSResolvers  # Edit

Routes 3 Added

Name Prefix
To-reach-servers-viand 102425024
To-reach-servers-viang 1024290024
Torreach-servers-vian10 10.242.10.0124

DNS Resolvers 1 Added
Name DNS Server 1P Address Gateways i
DNS-Server-1 10.242.6.100, 10.2428.101 Al Gateways demalocal

Digital Experience Monitoring (DEM)  # Edit

Client-based DEM Profile

Hame User Defined Applicatians Predefined Applications
DEM-OFFICE345

(Microsoft Office 365 Outioolccom )

21
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Step 4: Configure User-Defined Objects

Versa supports a variety of user-defined objects (Example, Applications, services). When a particular object is not listed

under pre-defined objects, we can define the object using the User-defined (Custom) Object.
Custom applications can be classified as:

e Any application that needs to interact with the client or be referenced in a Secure Access Rule must be

defined as a Client Native Application. For split tunnelling or DEM use case.

e Applications that interact with the gateway or are referenced in Real-Time Protection Rules must be

defined as Private Applications. To allow or block a private application.

In our case, we defined a Client Native Application (http://dem-monitoring.demo.local:8000) for use with the DEM
module, enabling the collection of performance statistics. We also created a couple of Private Applications to be used
in our Real-Time Protection Policies. The following section outlines the steps to create both a Client Native Application

and a Private Application.
To create a Client Native Application, navigate to
Configure > Security Service Edge > Secure Access >~ User-Defined Objects > Applications.

The Client Native Application configuration should resemble the example shown in the image below.

W VERSA ACME-ONE CONFIGURATION @ AmericaBogots ~ = | W Englsh v )

Client Native Application
View

Below are all the Client Native Application

+ Add & Refresh Select Columns ~

Digital Experience Monltoring
Protocal __ Custom Port ren Moo Protocol Kgnore SSL Waening Application Image T LsstModified

P 8000 monitoring1 TP Disabied T128/2025, 34520 AM
. entesprise_admin

Gotopage 1+ 1

Now, we can adjust the Secure Access Profile DEM profile created in the last section by changing the DEM accordingly.

22



Edit Client-based Access Policy: Secure-Access-Profile-1

Routes & DNS Resolvers & Edit

Routes 3 Added

Name.
To-reach-servers-vlan8
To-reach-servers-vian9

To-reach-servers-vlan10

DNS Resolvers 1Added

Name.

DNS-Server-1

Digital Experience Monitoring (DEM)

Prefix
10.242.8.0/24
10242.9.0/24

10.242.100/24

DNS Server IP Address

10.242.3.100,10.242.8.101

& Edit

Gateways

Nl Gateways

Client-based DEM Profile

Name.

DEM-Monitoring-Internal

User Defined Applications

DEM-Monitoring-Internal

) o ) [

To create a Private Application, navigate to

Configure > Security Service Edge > User-Defined Objects > Applications >Private Application

Then, create the test apps hr-portal.acme-one.com and financial-apps.acme-one.com as follows:

hr-portal.acme-one.com:

e Step 1: Match Criteria

Edit Private Application

@ Match Criteria

IP Prefix

10.242.9.100/32

Protocol

TcP

Precedence

Host Pattern 2

hr-portal.acme-one.com

Source Port

e Step 2: Application Attributes

Destination Port

8000

Domain

demo.local

Predefined Applications

) VERSA
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Edit Private Application

o -

Risk Family Application Tags - Security Application Tags - SDWAN
Each application has been assessed and assigned a risk level (1 ~ lowest to 5 - highest) by the Versa @© Business-system O Media (] Anonymizer (] Audio Stream [ Data
Networks securlty research team. The number In ech card Indicates appiications with the same risk. O Coltaboration O Networking (T Bandwidth (] av 0O ws
O General-internet () Dataleak (] Business [} NonBusiness
[ Evasive [0 Cloud [ VideoStream
Sub Family () Filetransfer
ﬂ Antivirus O Microsoft-office [ Malware
B Application-service () Middieware (] Misused
O Audio Video O Network- () Sanction State Uncategorized
) Authentication e Sanctioned
03 Betviora) O Network-service =
O Caaaia O Peerto-peer ] it .
Dabaiaie O Printer (] Unsanctioned
Ereryoted O Routing [ Vuinerable
Encptedtunnel O Searitysenvice Application Tags - General
Productivity Ep ) Stadard = : ; =
Each applica b essed and assigned tivity level (1 = lowest 105 = highest] by File-server O Telephony Cam [ CloudServices [ loT D) update
the Versa Networks security research team. The number in each card indicates applications with the O Flle-transfer O Terminal (] Adult Content ) oe ] MM _streaming () VideoChat
same productivity, O Forum O Thin-client (] Advertising (] DEA Mail (] Mobile [ ver
O i O Tunneling (] Anatytics () EBook Reader (] Networking [ VPN_tun
] O Instant-messaging | Unknown [ Anonymizer O Emait () NewsPortal ) web
&=n =3 Loz = =3 O Intemet-utility O wsn [ AudioChat [ Entesprise O e2p () web_Ecom
. " " o O Mail O Web [ gasic [ EileMngt (] Remote Access ] WebSearch
A et () e (] File Transfer (] scaDA (] websites
() con () Forum (] Social Network () Webmail
(0 cnat () Gaming (] Standardized
() Classified Ads 0 mmc (0 Transportation

e Step 3: Name, Description, Tags & Application Image

Edit Private Application
Q runcriens +
° ‘Application Attributes +

(D) i Dbt b ikt

Upload Application Image (Optional)

+
Description Add
Tags

HR %

Do the same for the other application (financial-apps.acme-one.com) or any other one you want to test.

The private app definitions should resemble the image below.

@ Admnistator

y v = W Engish v v
Amalica/Bomots V. B Enem Service Provider Administrator

W VERSA ACME-ONE he-portal saved successtully

Publish (0)

Private Application

-]
Configure Privata Application

Below are all the Private Application

Q +Add @ Refresh | Select Columns v
Application Tags
Appication Mateh Information Risks  Productivity  Family SubFamily  Security SOWAN General Applicationimege  Togs  LastModified
he-portal 1P Prefoc 10.242.9.100/32 . ’ business-system standacd Sanctioned 7/26/2025,707:57 PM
Monitor Host Pattern: hr-portalacre-one.com Admiristrator
Protocok: TCP
Destination Port: 3000
ICMP-ServerVian9 1P Prefic 10242.9.0°24 - ] standard  Sanctioned 772812025, 70749 PM
Protocok: ICMP Admin
fnancial-apps 1P Prefoc 10.242.10.100/32 . ' business-system standacd Sanctioned 7/28/2025, 6:31:41 PM
Host Pattern: finarcial-3pps.acime-one.com Admiristrator
Protocok: TCP
Invastory Destination Port: 3000
Showing 1 10 = Rows per Page Gotopage 1+

Step 5: Secure Client Access Rules
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Secure Access rules define the connection between the end user machine (that is installed with Versa SASE Client) and
the SASE gateway. Secure Client Access defines who, how, and under what conditions a user can connect to the gateway,
including SASE client features and the type of traffic sent to the gateway. Before configuring the Secure Access Client-

based Rule, ensure that the connectivity between the gateway and your authentication server is established.
To configure a secure client access rule, navigate to
Configure > Security Service Edge > Secure Access > Client-based Access > Rules and click on +Add.

W VERSA ACME-ONE CONFIGURATION ,"D Amerieabogors v = B Erglsn v | (Y | STeerPrise.sdmin

Enterprise Administrator

T a=TtEs 00

Below are all the rules for your Secure Client-based Access .

» Real-Time Protection

e er 0 2 Refresh Selact Columns v
=0
Endocint Fosture
Ciient bassd rccess ) ()

Operating System Versions oot Action VPN & Gatewoy Grouge Status
(< ] ~ Windows Known Users Endpeint ” v Action VPN Name © Disabled
— Alldevices Jr— Breakout tothe Internet ACME-ONE-Entzrorise
Profies e T NoClient Applcations selected Gataway Groups.
- Eriy NoPredenedApplcatonssdectsd  Defaut
Settings . Global
More Detai
. 5  Gatewars
> Clientless Application Actess !
semo1
PAC Files
r Page Gotopags 1+ 1

Terminal Server Agent (TSA)
Digital Experience Monitoring (DEM)

» TLSDecryption

> Bandwidth Limits

> Profiies and Cennectars

> Partner Integration

> User and Device Authentication
User-Defined Objects

Address Groups

Next, we must complete several steps by selecting all the corresponding modules we want to configure for

the target users or groups (see image below).

W VERSA ACME-ONE CONFIGURATION o) America/Bogots ;= W Englon | ) | SherPreesdnin

Entarprize Administrator

Create Client-based Access Rule

O

Trattc Action Gatewrs
Source 1P Addrass

Choose the operating system for this rule below.

Fyou prefes, you can customize which operating system options you would ke to enable for the ruls.

B Windows ‘ Apple £ Android é Linux
O e Oprons O At e Sy
(7] Predefined [ Predefned 0 Androld [ predefined
(O windows 10 [ MacOSXServer - [ Fedora
() Windaws 10 Mobile O osx (O tinux
O windows 11 O Macos [0 Red Hat Enterprise Linux
[0 windows 7 7] Al Apple Mobile [ Ubuntu
) Windows 8 [ Predefined
[ Windows8.1 []os
() Windaws Server 2012 O ipados
([0 windows Server 2012 R2
() Windows Server 2016
(] Windows Server 2015
(] Windows Server 2022
() Windaws Vista
=
Cancel

For this example, we are setting up the secure access rule according to these requirements:

Knob Current Use Case Reason Best Practice (Production) |

25



Ensures compatibil-
ity with supported

Limit to supported/managed OS

‘S)ps(::::sng Windows 7, 10, 11 Windows OS ver- versions only (e.g., Win10/11).
y sions in the enter- Block EOL OS (Win7) to reduce risk.
prise.
Apply least-privilege access: seg-
ment users by role and sensitivity
Users & All required USer groups | o 1 usion for (g.g., Finance vs. Contractors). Spe-
Groups (Contractors, Finance, testin cific rules for each user can also be
P HR, IT, VIP, etc.) g considered if each user group has
different access requirements, lo-
cation etc.
. Mar?agement Status: Al Enforces the pres- Require managed devices and
Endpoint devices . . . .
I ) ence of anti-mal- endpoint compliance where possi-
Posture EIP Profile: eip-profile- . .
. ware. ble. Strengthens endpoint hygiene
antimalware-any
Restrict access to approved geog-
Source Geo No geo-restriction raphies where the company oper-
. All . . .
Location defined. ates. Deny or challenge high-risk
regions.
We can define an IP address to en-
Source IP :
Address None As users are remote | force the user connection from a
specific location and a WAN circuit.
Traffic Ac- VSPA (Secure Private Secure access to in-
. . Same as lab.
tion Access) ternal applications.
Select gateways according to the
' ‘ Select the gateway type of user.and the regional ggte-
Single gateway in the ways that will serve them, ensuring
Gateways that we want the

lab

user to connect to

that a redundant gateway is always
included in the rule to guarantee
high availability and low latency.

Client Con-

Define routes and DNS

Ensures reachability
of internal resources

Same as lab. Add redundancy with

figuration resolvers and split-DNS. multiple DNS resolvers.
Secure Cli- .
ent Access | Secure-Access-Profile-1 Select the profile Same as lab
. created in step 3
Profile
. . Enable MFA (Email or TOTP as per
MFA Disabled ::Et required in the the requirement). Critical for Zero
] Trust.
Flexibility during lab Define the order of preference
VPN Type | All (IPsec, TLS, DTLS) y auring (Recommended: DTLS > IPsec >

testing.

TLS).

Client Con-
trols

Default values

Defaults are suffi-
cient for the lab use
case.

Harden controls (Tamper Protec-
tion, Tunnel Monitoring, Always-

+J VERSA

26



) VERSA

On with Trusted Network Detec-
tion).

To enforce real-time posture eval-
Optional in the lab. | uation with EIP. Continuous evalu-
ation is key for Zero Trust.

EIP Agent Blank (example: AntiMal-
Profile ware_category_all)

Now, we need to complete the 9 steps as follows:

1. Operating System: Select Windows and choose the versions to be tested: Windows OS (7, 10,
and 11).

& O ¢ . = & Administrator o
W VERSA ACME-ONE CONFIGURATION () AmecicarBogota ¢ i= | S Engish v | @ | (Ui 0t e pnintrstor
i Edit Client-based Access Rule: Secure-Access-VSPA
View

o O]

Configure Tratfie Action Gateways Agen

Source 1P Address
i ®

Choose the operating system for this rule below.

1f you prefer, you can customize which operating system options you would like to enable for the rule.

S Windows ‘ Apple A Android B tinux
() ANl Windows Operating Systems ("] All Apple Operating Systems { ‘:” A:z::“‘usmm‘ () Al Linux Operating Systems
- p e\:"::m i O P’f“’i:”“’ () Android ) Pradefiosd
tac OS X Server [ Fedora
Windows 10 Mobile ] osx [ Uinux
Windows 11 ) MacOS [ RedHat Enterprise Linux
Windows 7 (] All Appie Mobile 0 ubunt
(] Windows 8 ] Predefined
] Windows 8.1 ] i0s
) Windows Server 2012 0] ipadoS
(] Windows Server 2012R2 =
) Windows Server 2016
() Windows Server 2019
(] Windows Server 2022

) Windows Vista

C= 0 e .

2. Users & Groups: Select the groups (contractors, finance, general, hr, it, low, and vip).

CME-O) - 2 - & Administrator "
W VERSA ACME-ONE CONFIGURATION () Amecicalogora v = | W Engish v | @ Admesteor
fnd Edit Client-based Access Rule: Secure-Access-VSPA
View

Tratfic Action Gateways

Source 1P Address

By default we have chosen all users and groups to apply your security enforcements

f you prefer, you can seiect the specific users or groups for the security posture.
Users & Groups ©
00

CC ¥ UserGroups

) o) s S
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3. Endpoint Posture: The predetermined profile eip-profile-antimalware-any has been selected. This
profile is characterized by a rule that incorporates two objects (eip-object-antimalware-any-in-
stalled and eip-object-antimalware-any-running), which are assessed using an AND condition.
During the pre-registration process, information gathered from the client is validated against this
EIP profile to decide whether access is permitted or denied based on the results. For more details
about EIP profiles, refer to Appendix C — User Defined Objects and Endpoint Information Pro-

files.

Administrator

W VERSA ACME-ONE CONFIGURATION () Amecicalogots = | WEngish | @ Admesaor

Edit Client-based Access Rule: Secure-Access-VSPA
o
® (-] () O]
e e e =

Source 1P Address

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

f you'd like, you can customize your options by choasin include or exclude below,

Endpoint Information Profile (EIP) Device Compliance Status Entity Risk Bands
B o ) e

C ) (o) e

4. Source Geo Location & Source: Default values are used since the use case is LAB

s e p = Administrator
W VERSA ACME-ONE CONFIGURATION () Americaegora < = | SiEneish v | @ | (ROTSE
w Edit Client-based Access Rule: Secure-Access-VSPA
View
o © © © ()
Configure Tratfic Action Gateways.
Source 1P Address

By default we've chosen all source geo locations and source IP addresses.
These are foc ordh o select

cess 1o the Versa Client. If you

Source Geo Location © 2 3 Source P Address ©
@)k
94
VA
Customize Customize
( Cancel | Back

5. Traffic Action: The subscription type selected is Versa Secure Private Access (VSPA).

) VERSA
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- , - o Admiistrater .
W veRsa ACME-ONE CONFIGURATION () Americalbogota =W Engih | ) | A

. Edit Client-based Access Rule: Secure-Access-VSPA

] o o o O

Operating System. Users & Grougs Endpoint Posture Source GeaLocation & Tratfc Action Gateways
cerfgre ‘Souree P addres:

Based on the most common secure enterprise settings, we've chosen the traffic steering below.

Hyou prefer, you can customize which traffic steering option you would ke to erssbie for the rule

w9 Deny

Dropalltratfic that matches the

rule
Display Messags after Connection s Blocked

® Greskout Tolnternet

With this.option, the default behavior is to sar! all peivate traffic over the tunnelto the Versa Cloud Gateway and al Intermet bound trafficfroem the user devics to the Internat directly [Spilt Tunnel / Direct Internet Access], Select appiications below o send traffic for those spplications aver
the tunnel o the Versa Cloud Gateway.

Display Message after Successful Connection

6. Gateways: Select the gateway groups and mark the gateways to be associated with the rule. Since

there is only one gateway in our case, we selected it only.

AC " - v Ademiristrater N
W veRsa ACME-ONE CONFIGURATION () Americalbogota =W Engih | ) | A

5
o © -] o o O]
Configure Operating System Usars & Groups Endpoint Posture Sonrce Goo Lo ation & Trafhe Action Gatewsys

Source P Address

By default all gateway groups have been selected

i you prefe; you can select a specific gateway to allow access.

Gateway Groups © Gateways
AnSelected |2 Select VPN
€ Defaut ACME-ONE-Entesprise
Giabal

Sefected | 1
or— Gateway Group Chent ddress Poci Mame.

demo1 Defmult Global
192168 30:0/24 Pocl 1

7. Client Configuration: Select the previously created Secure Client Access profile (Secure-Access-
Profile-1).
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W VERSA ACME-ONE CONFIGURATION (] Mmercalbonota © | Mgl v @) | S

PO e Clent st s e Secure Accem VoA

. e o 4 o e L O]

Cparating Sysam Uners G Enspais Praurs S G ccmions. Trathe Actien Gatmns

Based on the most common secure enterprise settings, we have defined your client configuration.

you prefes, you cancustomize the cient confguration settingfor the rule.

Securs Cliant Access Profile O

[ e e

Profile Details

= Routes And DNS Rasobars

Har [

1024280728

102425028

12210028

8. Agent Profile From EIP: Select the predefined type, and in EIP Agent Profile, choose Antimal-

ware_category_all.

W VERSA ACME-ONE CCONFIGURATION (;‘j Americalbogota = | SiEngish v | @ Mmool e
™ Edit Client-based Access Rule: Secure-Access-VSPA

e © o o o @ @ o

EIP Agent Profile

Trve EIP Agent Profiles

r 3§ =

Description: AntiMalware category_all

Category Match Categories

AntiMalware Installed :True
Configured_: True

Running : True

Realtime :True

Last Definition Update Tima{in hours) : True

Show Mo

Ce ) (o) e

9. Review & Configure: Once the configuration is complete, it should resemble the example shown

in the image below.
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Edit Clint:based Access Rule: Securs-Access-Policy-1

[ —— [EE— [ S e alicationts Tt A
Sccen 1 A

Client-based Access Rule Cr

below

B e corifiguratior:for ot rule. Revievrandlecil any stepof your

OperatingSystems ~ » cat

OperstinzSystem Versions  Custom Selection

Windows &
i

cnfgaration before deploying.

Users&Groups 1t

UsersGrows AD-DCL

s Group &

Endpoint Informatinn Profils (EIP)

Bradefned 1
rame ‘Decaiption
e R — R —

Fritity Risk Rans
A e s

SourceGeo Location and Source IP Address  # tai

Traffic Action . caic

AconSciected  spit-tunnel

Verss e Prvate Access (SPA]

= CustomSelection

Custom Apolicatiors | 1
DEM Moritoring Intarna

e

Gateways  # tai

SelecledVPN:  ACME ONE Enlerprise

Client Configuration  # c

Praféetiams  Securefccess Profied

WP i — e
[ Eratied a
ns Enatied 1
oms Enasled 2

Al Tl Clstomization

Sevies Mok Selecked

EIP AgentProfile &4

Pradenned  AntMahare eateemry sl

Step 6: Configure TLS Decryption Rules and Profiles

) VERSA

TLS Decryption facilitates the inspection of encrypted HTTPS traffic routed to Versa via the SASE client. This capability

enables administrators to specify which websites should undergo decryption, thereby providing visibility into the pay-

load and supporting advanced security functionalities such as Intrusion Prevention Systems (IPS), anti-malware, and

Data Loss Prevention (DLP). Decryption profiles further allow the specification of certificates, the enforcement of TLS
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version restrictions, the activation of OCSP verification, and the customization of additional settings to ensure secure

traffic inspection.

In our scenario, we will create a decryption profile that conducts standard inspection without OCSP verification, as this

pertains solely to VSPA where OCSP verification may not be necessary. This can be accomplished by cloning the Standard

profile and disabling the OCSP verification option. Moreover, we will establish two TLS decryption rules: one to decrypt

traffic to hr-portal.acme-one.com, and another to bypass decryption (i.e., "Do Not Decrypt") for traffic directed to finan-

cial-apps.acme-one.com.
Navigate to the following path and configure the appropriate decryption profile:

Configure > Security Service Edge > TLS Decryption > Profiles

Select the Standard profile, then click Clone to create a copy. Modify the cloned profile by disabling OCSP verification,

as it will not be used with self-signed certificates in this lab environment.

W VERSA ACME-ONE CONFIGURATION "13 America/Bogota = | W Englsh | @) | SO
B s omerpton oLt TN
Below are all the TLS Decryption Profiles,
4 Selots @ Refresh @ Referance Sesect Columas ~
Profie Type Cortfcates
Decrypicn and nspection ACMEONE
Inspection ACME-ONE
Decryption and nspection ACME-GNE
Gotopage 1 v 1
e : ¢ ae Administrator
W VERSA ACME-ONE CONFIGURATION j AmerlcaBogota v = Wi Englsh v @ L v

Edit TLS Decryption Profile Policy: Standard-NOT-OCSP
View
B
onfguce o

Based on the most common secure enterprise settings, we've chosen the inspection options, below.

1t you peefer, you can customize which inspection options you ke to ensbie for your decryption

Certificate Validation ©

s the Intermet protocol used by web browsers to determine the revocation status of SSL/TLS cestificates supplied by HTTPS websites

Response timeout{seconds) for an OCSP request Verify

2
=) (=) . S
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Now we can create our TLS Decryption rules — one to inspect traffic to hr-portal.acme-one.com and another to bypass

decryption for financial-apps.acme-one.com.

TLS Decryption Rule 1:

Navigate to the following path to create the rule:

Configure > Security Service Edge > TLS Decryption > Policy Rules

Click + Add, then complete the six configuration steps and save the rule. The final configuration should resemble the

image below.

Review your TLS Decryption Rule configurations below

Below are the canfigurations of your rulle. Review and edit any step of your configura

before deploying.

General
Mame® O Description
Decrypt-HR-Portal To decrypt he-portal scme-one.com

Tags

@) rueisEnsbies

Applications& URLs & eait

Apglications  Custom Selection

Applications| 1

he-portal

Decryption Enforcement # Edit

Rule Type Decrypt traffic and inspect the server certificate

votionfor URL profiles  None Selected
Profile Standard-NOT-OCSP

Users &Groups & Edit

Users &Groups  AllUsers

Groups  All Device Groups

Endpoint Posture & £ait

Network Layer 3-4  # cait

Services W AllServices

destination

Zanes |3
DC-Tunnel-01
Internet

SD-WAN Zone

TLS Decryption Rule 2:
Navigate to the following path to create the rule:

Configure > Security Service Edge > TLS Decryption > Policy Rules
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Click + Add, then complete the six configuration steps and save the rule. The final configuration should resemble the

image below.

Review your TLS Decryption Rule configurations below

Below are the configurations of your rule. Review and edit any step of your configuration before deploying.

General

Name® @ Description
Do-Not-Decrypt-Financial-Asos 033/ bypass fnancial-spps scmeone.com

Tags

Rule is Enabled

Applications & URLs # Edit

Applicstions  Custom Selection

Applicstions |1

financial-apps

Decryption Enforcement  » cdit

Rule Type Da Nat Decrypt
nspect TrafficEnabled  Donot Inspect the Traffic

Users & Groups # Edit

Usors &Groups  All Users Users Device Geoups  All Device Groups

Endpoint Posture & cair

Network Layer 3-4  # eait

Services Al Services
destination
Zones |3
DC-Tunnet-01
Intemet
SD-WAN Zone

Finally, configure the TLS Decryption Rules stack as shown in the image below.

W VERSA ACME-ONE CONFIGURATION

@ | Adminisratoe

. v = nglish v
America/Bogota = | W Enetd Service Prowider Administrator

S — TN

Below are all the TLS Decryption Rules

Q Sesrchbykeywordorname | T Fliter +add @ + & Refresh | Select Columns v

Network Layes 3.4

Rl Narne Decryption Profie Bypass URL Fitei i Source G Dastingtion | Services Scheuie Stotus
Do-Not: Decrype Finsnciah4p0s | Do not decrypt and donat inspect the traffic - None Sslectsd ~ Appiication AllUsers Endpoint Information Profile EIF)  ~ DestinationZone Al Layer 4Services Mot Awalable. @ Enatisd
financial-spps Al DCTunnel 01
Entity Risk Bands (e
Al risk bands SO Zone
Decrypt HR-Portal None Selected  Appiication il Users Endpoint Information Profile (EIF) DestinationZona Al Layer 45arvices  Not Aualabie. @ Ensbisd
hr-porta Allaeiees DCTunnel 01
Entity Risk Bands
Al risk bands
secrypt ol Standard None Selected Al Appiications AllUsers Endpoint Information Profile (EIF) v DestinationZone  AllLayer AServices  Not Aualable. @ Enabied
Al devices e
Entity Risk Bands
Allvick bands
Standardinspect Standard None Setected ~ Reputations AllUsers Endpoint Information Profile (E1P) AllLayer 4Services  Not Avalable: @ Disabled
— All devices
ke sk Entity Risk Bands
Allrik bands
RisyWabsitzs Strict None Selected ~ Reputstions Al Users Endpoint information Prfie (E1P) Alllayer 4Senicss Notawalbie ® Disaied
. Alldevices
suspicious 8
Entity Risk Bands
undefined Alrisk bands
Showing 1-5ofS resuts 10 + Rows per Page Gotopsge 1+ i
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Step 7: Configure Real-Time Protection (Private App Protection) Rules

To begin, make sure that the Private Applications from Step 4 have been configured. For this example, we will use the

test applications hr-portal.acme-one.com and financial-apps.acme-one.com.

Next, we need to create Real-time Private Protection policies for our test users accessing the previously defined private

apps, as follows:
Navigate to
Configure > Security Service Edge > Real-Time Protection > Private App Protection,

click on +Add (Click on Let's Go, if this is your first Private App Rule). Each private protection rule consists of a set of
match criteria and the corresponding enforcement action. Note that the match criteria on the same tab are ‘OR 'ed and
on different tabs is 'AND".

e For this example, we are setting up the rule according to these requirements:
e Applications: (financial apps and hr-portal)
e Users & Groups: vip from (AD-DC1)
e Endpoint Posture: default (All Devices)
e Source & Destination: default (DC-Tunnel-01 and SD-WAN Zone)
e Services: default (All layer 4 Services)
e Schedule: default (Not available — meaning no restrictions)
e Geo locations: default (all Source and Destinations)
e Security Enforcement:
o Malware Protection: predefined (Easy Malware Protection)

o IPS: predefined (Windows OS Protection)

Required Setting

Knob (Lab Example)

Reason / Rationale Best Practice (Production)
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Applica- Financial Apps, Focuses on protecting | Expand to all critical private apps. Use
tions HR-Portal sensitive business apps. | app tags/groups for scalability.
Users & vip (from AD- Targets high-value us- :;)r?cl); rc::)eL;baje:nsaengcr::ntas?tEl; f(;'g; IFeIz;st
Groups DC1) ers (execs/VIPs). . group Pps).
privilege across all groups.
Endpoint Default (All De- Ensures thg ru'Ie applies Req.uwe managed devices a?d enforce .
. to any device in lab anti-malware, patch, and disk encryption
Posture vices) .
testing. posture.
Default (DC-Tun- Narrow to specific zones/tunnels for criti-
Source & Matches common .
. .. nel-01 and SD- cal apps. Apply segmentation to reduce lat-
Destination DC/branch paths.
WAN Zone) eral movement.
. Default (All Layer | Simplifies setup; covers | Restrict to specific ports/protocols used
Services .
4 Services) all protocols. by the protected apps.
Keeps enforcement . . i
Schedule Default (Always continuous and Optionally apply time-based rgstrlctlons
active) . for contractor access or as required.
straightforward.
Default (All S . . .
Geo Loca- efault ( . No geo-restriction in Restrict to approved operating regions.
. Source & Desti- . .
tions . the lab. Block or challenge high-risk geos.
nations)
Malware Predefined: Easy- | Provides baseline anti- | Predefined is recommended for most pro-
Protection | Malware Protection | malware scanning. duction cases.
) . Use predefined IPS profiles based on the
: Win- Applies IP f . .
IPS Predefined: Win pplies IPS tuned for requirement and environment. Use “Versa-

dows OS Protection

Windows OS threats.

Recommended “if unsure.

Now, we need to complete the 7 steps as follows:

1. Applications: Select the previously created applications: Financial-apps and HR-Portal.

W VERSA ACME-ONE

mw Edit Pri

CITRIX.CGP

CONFIGURATION

Applications

CITRIX_PVS IcA

By default, we've included all applications to match.

Applications

JEDI MSAD

REALVNC RTP
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2. Users & Groups: Select the vip group for our example.

Administrator

W VERSA ACME-ONE CONFIGURATION (o) America/Bogota 5= | ShEnglsh v @ oo Y

. - B o

) @ ® o

By default we have chosen all users and groups to apply your security enforcements

if you peefer, you can's sroupsf ecurity posture.
Users & Groups User Risk Bands
COQ v v Al Risk Band

Customize Customize

=

Iventory

C=) o) e .

3. Endpoint Posture: Default values are used.

Administrator

W VERsA ACME-ONE CONFIGURATION () Amecicalbogora v = | WEngish v | @ Admesteor v

..,2,. © @ ) )

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

1 you'd like, you can customize your options by choasing what to include or exciude below.

Information Profile (EIP) .E

Customize

ands

Anaiytics

=

Inventory

e

4. Geo Locations: Default values are used.

) VERSA
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CONFIGURATION () America/Bogota v = | W English v | ) Administrator

Service Provider Administrator

By default we've chosen all Geo Locations

These are location selections for aliowing or denying access to your rule. If you prefer, you can sefect specific geo focations

Source Geo Location Destination Geo Location
Al Source Geo locations are selected = All Destination Geo locations are selected

ok Customize

o ) [ =

5. Network Layer 3-4: Default values are used.

W VERSA ACME-ONE CCONFIGURATION (;j America/Bogota v = | W Engish v | () Administrator

Service Provider Administrator

o © © @ O] o

Applications 4

All trafficis selected, and it will receive the previously selected security enforcements

1fyou prefer,

Services o -c| Source&Destination (Layer 3) © Schedule &
Al laer 4 services =  Destination Zone  None Selected
DCTunnel-01
SD-WAN Zone

Customize

mize which traffic to Include or exclude from the layered traffic, below

E]
)

Ce ) (o) e .

6. Security Enforcement: Select the checkbox (Security Profiles). Then, click on the second tab Mal-
ware Protection & IPS and select Malware Protection: EasyMalware Protection and Intrusion Pro-

tection System (IPS): Windows OS Protection.
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Enable TCP Keepalive
Sends i to maintain idle TCP ions for lon

o ©

Netwark Layer 3-4 Security Enforcement

Choose the type of enforcement action for your Private Application Protection Rule,

ke VNC or RDP

Allow
o \/
Allow al traffic that matches the rule to pass

Deny
Drop all traffic that matches the rule

Reject

&

Drop the session and send a TCP reset [RST) or, for UDP, an ICMP port unreachable message

Review & Deploy

Security Profiles

Filtering Profiles

Choose one or more pledefined or user defined security enforcements which include criteria to allow o reject traffic

Malware Pratection & IPS

Data Loss Prevention (DLP)

Remote Browser Isolation (RBI

Malware Protection

EasyMalware Protection

Verss's preconfigured malware protectio)

n scans web and email

traffic

Blocked Malware

¥ viruses

£ ransomware

17 soyware

£ worms

17 trojans

£ adware

17 unwanted applications.

Intrusion Protection System (IPS)
Windows OS Protection

Versa's preconfigured IPS dentifie]
aZAS

Predefined IPS Profile Override

Blocked Vulnerabilities
{7 windows os attacks

and protects your network

) VERSA

7. Review & Deploy: Once the configuration is complete, it should resemble the example shown in

the image below.
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Edit Private App Protection Rule: PrivateApps-Policy-1

Applications 34 Beview & Deploy.

Review your Private App Protection Policy configurations below.

Below are the configurations of your rule. Review and edit any step of your configuration before deploying.

General
Name* (D) Description

PrivalenppsPoicr1 alowintermal private spps toVIP gron
Tags

QD) resensiea

Applications  » eait

Applications  Custom Selection

Applications |2
fnanclal-apps

hr-portal

Users & Groups & Edit

s AD-DC1 Users Device Groups Al Device Groups

ands Al Risk Bands

User Group | 1
Hame.

Endpoint Posture . Edit

GEO Locations  #* edit

Source v All source Geo

Destinstion v All de

Network Layer 3-4  # ait
Services

Al Services

destination

Zones
+ DCTunnel-01
+ SD-WAN Zone

Security Enforcement  # eait
Enforcements EasyURLFiltering

EasyMalware Protection

‘Windows OS Protaction

Step 8: Test and Verification

Important: All the changes made in the previous steps must be published from Concerto in order for the Gateway to

apply the configuration.

User connected to ACME-ONE PORTAL and can access the private apps.
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hr-portalacme-one.com:2000

C % hrportalacme-onecom:

¥ SASE Client
General | Detalles

Enviado a | VERSA

Nombre comdin (CN) * acme-one.com
Organizacién (O) <No incluido en el certificado»
Unidad organizativa (OU)  <No incluido en ¢l certificado>

Emitido por Decrypted
Nombre comn (CN) VOs Certificate ser: vip1 @acme-one.com
Organizacién (O) ACME-ONE
Unidad organizativa (OU) ~ Versa Titan
Connection Status
Periodo de validez

Emitido el lunes, 28 de julio de 2025, 12:57:41
Vencimiento el miércoles, 29 de julio de 2026, 12:57:41

Huellas digitales SHA-
256

Certificado c3b288 Tfee22¢50857ealdbala7 i06dbchdgeTc122059p3199706e
6488fbi70

Clave publica 78222878537ab26e7d9d53915559dd9071784518daed 5573467d5b

2898a8ccald Welcome to ACME-ONE

financial-apps:acme-one.com

financial-app: -5}

Visor de certificados: *.acme-one.com

¥ SASE Client
General | Detalles

Enviadoa ' VERSA

Nombre comin (CN) *acme-one.com
Organizacién (0) <No incluido en el certificado>
Unidad organizativa (OU)  <No incluido en el certificado»

Emitido por

) SSL Bypassed -

Nombre comdin (CN) User: vip1@acme-one.com
Organizacién (0) Versa Networks Inc.

Unidad erganizativa (QU) VPN

Connection

Periodo de validez

Emitido el martes, 29 de julic de 2025, 8:30:01
Vencimiento el lunes, 1 de noviembre de 2027, 8:30:01

Huellas digitales SHA-
256

Certificado 7496980127f121468. 3877212
2b8828e1

Clave piblica ebd01526275ee9805887556688514479484ea1e809849belealel3
0507dd129

Welcome to ACME-ONE

Logs from Analytics:

HR-PORTAL. ACME-ONE.COM

W VERSA ACME-ONE ANALYTICS 0] America/Bogota = W Engish v @
Firewall > Logs - e
ACME-ONE - a v Lastday -
TotalAllowed | Total Denied
Firewall logs =
Show Domain Names
BN Acply ar | Copy Filter @ Show v entr
Receive Time +  Appliance Source Address Destination Address. Source Port Destination Port Application User URL Category URL Reputation Protocol Action Type Rule
‘ demol 0.242.9.100 60209 8000 hr-portal business ‘modes tcp end PrivateApps-Policy-1
Ieventory demol 8000 hr-portal ss_and. ¥ te al nd F
P he-portal vip1@acme-one.com economy moderate risk  tcp od ¥
a2 u 36 05 demol 10.242.9.10¢ wr-portal acme-one.com  bus and_economy sk tep a P
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FINANCIAL-APPS. ACME-ONE.COM (SSL Bypassed)

. Y Administrator
s ricalt v ™ Engish v v
W VERSA ACME-ONE ANALYTICS Amerka/Bogota e . i
SASE Web Monitoring > Logs Nothing selected -2
ACME-ONE i - Lst30mins -
logs  Charts
SASE Web monitoring logs =
[ Show Domain Names
Set flters here. = Apply | Clear | Copy Fiter Show| 10 v |entries
Receive Time | Appliance  Source Address  Destination Address  SourcePort  DestinationPort - | Application ~ | User AppCategory  URL Category URL Reputation - [SSLDecrypted | Policy Ac
@ Jul29th 2025, 12:08:52PM 05 demol 192168.302 10242.10.100 50290 8000 financial-apps | vip1@acme-one.com  standard business_and_economy  moderate_risk  [no allow
@ Jul 29th 2025, 120721 PM 05 demol 192168302 10.242.10.100 50289 8000 financiakapps | vipl@acme-one.com  standard business_and_cconomy  moderate_risk no. allow

) VERSA
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Appendix A — S2S IPsec VPN EBGP Configuration

Overview

When multiple tunnels exist between your enterprise and the SASE gateways, you should leverage a dynamic routing
protocol to provide redundancies and path preferences. Versa SASE gateways support EBGP protocol as the dynamic routing

protocol for this purpose.

For optimal routing control and security, it is recommended that both export and import policies be utilized to limit routing

table entries to only those required.
BGP Peer Policy Configuration

BGP peer policies consist of one or more terms for filtering BGP routes received from remote BGP peers or those advertised
to them. You can configure import policies to modify or reject routes coming from remote BGP peers and export policies to
apply regulations to routes advertised to BGP peers. Once you configure BGP peer policies, you will use them when setting

up site-to-site tunnels.
Configuring BGP Peer Policy
Refer to the following Versa Docs for BGP Peer Policy Configuration:-

https.//docs.versa-networks.com/Security_Service_Edge_(SSE)/Configuration_from_Concerto/Config-
ure_SASE_BGP_Peer_Policies

Navigate to

Configure > Security Service Edge > Settings > BGP Peer Policies and click Add BGP Policy. This will take you to the new

BGP policy configuration page, as shown below.
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acmeone_admin o
Enterprise Administrator

. Security Service Edge Secure SD-WAN m

Below are all the BGP Peer Policies

W VERSA ACME-ONE CONFIGURATION () Asia/Caloutta v 7= | W1 Englsh v~ (@)

> Real-Time Protection

+ Add BGP Policy | L] [ ] & Refresh
» Secure Access

- ) o Poticy Torms Last Modifed
> Digital Experience Monitoring (DEM)
C " Term1 3/12/2025, 7:24:35 PM
Seploy
i Profiles and Connectors acmeone_admin

Termi 3/12/2025, 7:18:51 PM
> Partner Integration ‘acmeone._admin

> Userand Device Authentication 1 Page Gotopage 1 - 1

> User-Defined Objects

. BGP Peer Policies I

Captive Portal
Certificates

Files And Folders
LAN Interface

Mobile Device Manager

Settings

SIEM Integration

Site-to-Site Tunnels

URL and IP Reputation Lookup

Note: The BGP policy configuration is completed through two wizard steps: Enter Policy Term, followed by Enter Name,
Description & Tags as illustrated below. The first section (Enter Policy Term) is displayed by default for configuration.

Clicking Next will take you to the next section.

L N v =  MEEngith v enterprise_admin o
W VERSA ACME-ONE CONFIGURATION ) AmericafBogats = | W kngisn v @ LRI
Puiblish {0}
‘Add BGP Peer Policy
Enter Policy Term +
]

Conture

Enter Name, Description & Tags +

We are now required to establish at least one policy term by adhering to these procedural steps.
Step 1: Completing Section Enter Policy Term

1. Click on Add.

2. The 'Add Policy Term"' wizard appeatrs.

3. Under the Criteria section, specify the match criteria. You can select one (can also be left to none) or more of

the following match criteria available and then set an action to it:
a. Community

b. Extended Community
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c. AS Path
d. Metric
e. NLRI

i.  IPv4 Prefixes (Use + button to add as many as required)
ii. Min Length (Default: None, Range (24-32))

iil. Max Length (Default: None, Range (0-32))

iv. IPv6 Prefixes (Use + button to add as many as required)
V. Min Length (Default: None, Range (0-128))

Vi. Max Length (Default: None, Range (0-128))

Vii. Action (Permit/Deny)

Note: IPv4 Prefix based match is shown in this document.

Wesa | acvEonE conicuRATION ) P XFr

waam

4. Name the policy term and click on 'Save'.
Step 2: Multiple Policy Terms

You can add multiple terms to a single policy by clicking on + Add BGP Policy. This allows for complex routing policies

with multiple match criteria.
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Add Policy Term

Criteria

Community Extended Community

Metric

NLRI

1Py Prefixes Max Length

10225.1.0/24

1PV Prefixes MinLength

Action

General Information

Step 3: Final Policy Configuration

Fill in the required field under match criteria. Then, select the action for enforcement. Name the policy and click on 'Save'.

N ) N Publish (1)
| [———— BTN

Below are all the BGP Peer Policies

BGP Peer Policy Q search + AddBGP Policy  [# Ec 18 Clor @ D & Refresh
Name Policy Terms Last Modified
Export-All-Tunnels T1 3/12/2025,12:48:14 PM

acmeone_admin

Import-DC-Tunnel-01 Term1 3/12/2025,12:46:53 PM
acmeone_admin

Menitor Showing 1-20f 2results 10 ~ Rows per Page Gotopage 1~ < 1 Next >

Analytics

B

Invento...

Configuring EBGP in S2S IPsec VPN

e Selecting "Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS”

46



+J VERSA

In this section, configure the tunnel interface IP, usually a /30 from your enterprise segment. Select the VPN name
assigned to your tenant at the Gateway, the MTU value, and either Static or EBGP as your preferred routing protocol.

Refer to the image below.
i.  Under "Setup the Versa SASE Gateway routing towards the enterprise VPN" configure the following

Add a Tunnel Virtual Interface address that is routable within your enterprise network. This typically involves using
one IP from a /30 IPv4 address, with the other usable IP from the same /30 to be configured at your enterprise IPSec

endpoint.

VPN Name to be selected from drop-down, usually the VPN name assigned to your tenant by the service provider,

named as <TenantName-Entriprise>
Set MTU: Versa recommends that the maximum transmission unit be setto 1300 for IPsec-based tunnels
Under Routing Protocols, select EBGP and update the following information.

e Local AS number: Private AS number the customer wants to use.

e Local IP address: This will be the IPsec tunnel interface IP defined in the above step.

e Import and Export Policies: This BGP Peer Policy created in early will appear in the dropdown and
can be attached here. The import policy is intended to influence what we learn from the peer, while
the export policy is designed to control which routes we advertise to the peer.

e Set Routing Protocol to None.

e Enter the destination subnet. (In our case, we need to enter the server subnets one by one:
10.242.8.0/24, 10.242.9.0/24, 10.242.10.0/24).

e Assign a preference value between 1-255 (lower = higher priority).
e Routing Protocol select None.

e Click Save.
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W VERSA ACME-ONE
. [Edit Site-to-Site Tunnel
VPN Name*
]

ACME-ONE-Enterprise
Canfiguire

Static Routes
Monitar

+ Asd

Routing Protocol

CONFIGURATION

Analytics
® EBGP (O Mone
= Local ASN Local Address
Inventory se3414 10251901
Nelghbor Address Nelahbor ASN
10231502 53000
Imgert Policy Export Policy

Impert-DC Tunnel-01

Export-DC-Tunnel 01

Name the tunnel and click on ‘save’.

WVERSA  ACME-ONE

g Site-to-Site Tunnels
View

CONFIGURATION @

Q. Search by keyword or name Y Filter
Name Gateway Type
Deploy O > DCTunnel-01 SASE-GW IPsec

() > DCTumel02

ks

Monitor

Showing 1-2 of 2 results

SASE-GW IPsec

10 ~ Rows per Page

America/Bogota ~ = | M Englsh v )

Asia/Calcutta ~ = @ B5 English v

Below are all the Site-to-Site Tunnels

Deseription

Tags

+ Add

Last Modified

3/4/2025,2:25:07 PM
Administrator

3/4/2025, 2:25:25PM
Administrator

B

& Refresh

Status

@ Enabled

@ Enabled

Gotopage 1 ~

enterprise_sdmin .
Enterprise Administrator

Publish (1)

0 acmeone_admin .
Enterprise Administrator

Select Columns v

Settings

& Download bt file

& Download .txt file

) VERSA

After creating the tunnel, we have an option to download the tunnel configuration as a .txt file, that can be used to

configure the tunnel on the remote end.
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Appendix B — Authentication Methods Configuration

Versa Directory

Add the users/user groups information one by one or upload a CSV file containing this information in the following
format. Other fields are filled by default. You can edit the default value if required. logins refer to the number of devices
logged in with the same user username, allowed to be connected to the gateway at any given point in time. ‘Cache

interval’ refers to how long the user authentication information is cached on the gateway.
For Users:

Username (Email)*, First Name, Last Name, Phone, Description, and Group Name.

For User Groups:

Group Name* and Description.

Note that * indicates a mandatory field.

Add Versa Directory Authentication Profile x

o © ©

Settings Users And User Groups Review & Submit

Reviewyour ing review and edit any steps of your configuration below,

General
Name Description

Versa-Directory-Frofile

Tags

Settings # Edit

Cache Expiry Time (mins) 10
Coneurrent Logins 1

Users & User Groups & Edit

Users(3) User Groups{2)
Engineering

Accounts

- -

Before you do the above configuration, ensure that the IAM server details are configured by your Service Provider.

Log in to the email account that was referenced in the Versa Directory. Your email should have a message from Versa
Networks letting you know a new account has been created. Click SET PASSWORD to create a new password. You can

use the username received on the mail and the password you set to login to the Versa Secure Access Client.

SAML
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SAML authenticates users so that they can access multiple services and applications. SAML is useful when you want to
access multiple services or applications and have authentication for each service or application, for example, Google
and its related services. SAML is a common standard for exchanging authentication between parties and is most used

for web browser-based single sign-on (SSO).

To begin with, Select the SAML type.

Add SAML Authentication Profile »®

O

Settings Users And User Groups Review & Submit

okta MPingldentity. 1] Office 365 > (o] =Uus
OKTA Ping Identity Office 345 Microsoft Entra ID Google LAM Cisco Duo ‘Other
S— R————
Sarvice Provider Entity ID* ¢ Service Provider Certificate
Select-- = % AddNew
ooty Bty I et rovider Gt
~Select = o AddNew
Prefix 1D Cache Expiry Time imins)
“
Group Attribute Concurrent Logins.
.
Reply URL (Assertion Consumer Reply URL)
« hitps:/isse-demo-sase-portal-gateway-demal versanow: net/versa-flexvni/sami/login-consumer

Cancel

Then, select the Identity Provider to configure and please refer to the following link for more information: LINK TO BE
ADDED

Example for Okta

Concerto Configuration:

Edit SAML Authentication Profile: SAML
Settings Users And User Groups Review & Submit
Settings & Edit
SAML Type OKTA
Single Sign-on URL https:/dev-52513742.okta.com/app/dev-52513742_ssedemo_1/exkomrhi4ukTxe "fsso/saml
Single Sign-out URL.
Service Provider Entity 1D https:/sse-demo-sase-portal-gateway-demolversanownet/metadata
Service Provider Certificate
Identity Provider Entity ID http=/fwww.okta.com/exkomrhlduk T
Identity Provider Certificate oktadev
Prefix ID OKTA
Cache Expiry Time (mins) 60
Concurrent Logins 1
Group Attribute https:/schemas.microsoft.com/ws/2008/06/identity/claims/sroups
Reply URL (Assertion Consumer Reply URL) = https:/sse-demo-sase-portal-sateway-demolversanow.net/versa-flaxvnf/saml/login-consumer
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Okta Configurations:

- Create a new app integration (SAML 2.0).

- Edit the general settings (see the image below for reference). Make sure the Group Attribute is the same

in both places (Concerto SAML Configuration and Okta).
- Download the Okta certificate and upload it to Concerto in the Identity Provider Certificate field.

- Assign users or groups to the application.

SAML Settings Edit

GEMERAL

Single Sign On URL https://sse-demo-sase-portal-gateway-
demol.versanow.net/versa-flexvnf/saml/login-consumer

Recipient URL https://sse-demo-sase-portal-gateway-
demol.versanow.net/varsa-flexwnf/saml/login-consumar

Destination URL https://sse-demo-sase-portal-gateway-
demol.versanow.net/versa-flexvnf/saml/login-consumer

Audience Restriction https://sse-demo-sase-portal-gateway-
demol.versanow.net/metadata

Default Relay State

Name ID Format EmailAddress

Response Signed

Assertion Signature Signed

Signature Algorithm RSA_SHAZ258

Digest Algarithm SHA256

Assertion Encryption Unencrypted

SAML Single Logout Disabled

SAML Signed Reguest Disabled
authnContextClassRef PasswordProtected Transport
Honor Force Authentication Yes

Assertion Inline Hook Nene (disabled)

SAML Issuer ID http:/fwww.okta.com/${org.externalKey}

Maximum app session lifetime

ATTRIBUTE STATEMENTS

Mame Mame Format Value

GROUP ATTRIBUTE STATEMENTS

MName Name Format Filter
https://schemas.microsoft.co Unspecifiad Matches regex: .*
m/ws(2008/06/identity/claims

/groups
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Device Certificate

Device Certificate-based authentication is a secure method to validate the identity of devices.

Start by uploading the CA Chain. Select the username identifying field in the certificate. Enable Verify with OSCP and
select the source VR (optional). Select whether to use device certificate-based authentication in the pre-logon stage
(toggle the enable button, if needed). In case of using user-certificate-authentication along with device-certificate-au-

thentication, select the order of authentication. Finally, name the profile and click on ‘save’'.

Edit Device Certificate Authentication Profile: Auth_Profile-Cert-Based x

o °. L

Settings

Review your i Before ittil iew and edit any steps of your configuration below.
General
Name Description
Auth_Profie-Device_Cert-Based
Tags
Settings # Edit
Client CA Chain CA-CHAIN
Username Identifying Field in subject
Certificate
Verify with OCSP Disabled
Is CA Server on Internet?
VPN Name
Cache Expiry Time (mins) 10

Concurrent Logins

Authentication Order & Fdit

Prelogon Disabled
Profile to authenticate first User

User Certificate
User Certificate-based authentication is a secure method to validate the identity of users.

The steps to configure are similar to device certificate (Refer to the section before this one). We also have option here
to use LDAP/SAML profile along with the user certificate authentication. We need to select the order of authentication.

Finally, name the profile and click on ‘save'.
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Edit User Certificate Authentication Profile: Auth_Profile_User_cert x
Settings. Additional Authentication Users. Review & Submit
Method

Review your configurations. Before submitting, review and edit any steps of your configuration below.

General
Name Description

Auth_Profile_User_cert

Tags

Settings & Fdit

ClientCA Chain CA-CHAIN

Username Identifying Field in subject

Verify with OCSP Disabled
1s CA Server on Internet?

VPN Name

Cache Expiry Time (mins} 10

Concurrent Logins

Additional Authentication Method & Edit

Multi-factor Enabled
Authentication

Profile to authenticate LDAP Profile
first

Cache Expiry Time (mins) 10

Users  # Edit

Users(0)
Nousers
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Edit User Certificate Authentication Profile: Auth_Profile_User_cert x
Settings. Additional Authentication Users. Review & Submit
Method

Review your configurations. Before submitting, review and edit any steps of your configuration below.

General
Name Description

Auth_Profile_User_cert

Tags

Settings & Fdit

ClientCA Chain CA-CHAIN

Username Identifying Field in subject

Verify with OCSP Disabled
1s CA Server on Internet?

VPN Name

Cache Expiry Time (mins} 10

Concurrent Logins

Additional Authentication Method & Edit

Multi-factor Enabled
Authentication

Profile to authenticate LDAP Profile
first

Cache Expiry Time (mins) 10

Users  # Edit

Users(0)
Nousers
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Appendix C — User Defined Objects and Endpoint Information Profiles

Versa supports a variety of user-defined objects (Example: Applications, services). When a particular object is not listed

under pre-defined objects, we can define the object using the User-defined (Custom) Object.
To configure a user-defined object, navigate to

Configure > Security Service Edge > Secure Access >~ User-Defined Objects

User-Defined Application

To create a Custom Application, Navigate to

Configure > Security Service Edge > Secure Access >~ User-Defined Objects > Applications.

For a VSPA use case, we either define a Private Application or a client Native Application. Any Application that needs to
interact with the client (or needs to be referenced under Secure Access Rule) must be defined under Client Native
Application. Other Custom Applications, which need to be referenced under Real-Time Protection Rules (or needs to

interact with the gateway), must be defined under Private Application.

Client Native Application

Enter either the FQDN or File Path (the full path to the Application executable file) of the Application, provide a name

to the Application and optionally an application logo can be uploaded, click on save.

acmeone_admin
Enterprise Administrator

WVERSA  ACME-ONE CONFIGURATION o) AsalCalatta ~ = | W English | @

o o . o Publish (1)
[ Edit Client Native Application
@ Application Details -

® FQDN (O File Path

mypayroll.com +

TS .

Name, Description, Tags & Application Image +
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Private Application

A Private application can be defined using one or more of the following match conditions IP Prefix, FQDN, Source/Des-
tination Port and Protocol. The application can also be tagged as per the nature of the Application. After filling in the

required details, provide a name to the application, optionally upload a log of the Application and click on save.

L - . Administrator

W) VERSA ACME-ONE CONFIGURATION C‘)—_ D AsiarCaleutta = MR Engish ~ | @ T e Y
Publish (1)

o Private Application

Below are all the Private Application

Private Application Internet Applications Client Native Applicatior

Q Search + Add & Refresh Select Columns v
Application Tags
Application  Match Information Risks Productivity ~Family SubFamily Security SDWAN General Application Image  Togs  Last Modified
ACME PEO  IPPrefix: 1] business-  application Business Enterprise 3/6/2025
PLE 192.168.77.34/32 system service 5:32:51 PM
Protocol: TCP Administrator

Destination Port: 542

- Configuring Application Tags help classify the Application based on risk and Productivity and can be

useful for monitoring purposes on Analytics.

- Do not create Private Applications for a condition that requires only an L3/L4 match (Ex. IP or Port). Use
Applications only for FQDN based or a combination of multiple L3/L4 parameters (Ex. IP and Port com-

bination).

Address Groups

An Address Group is a group of IPs (or FQDNs) that can be used as match criteria for L3 based Source/Destination

Address match in policies.
To configure Address Groups, Navigate to
Configure > Security Service Edge > Secure Access > User-Defined Objects > Address Groups. Click on +Add.

An address Group may be defined as a Subnet, IP Range, Wildcard IP, FQDN or an address file (needs to be uploaded).
We can add multiple Addresses of each type. Press ‘Enter’ after adding each address. We can have multiple types of

Address under a single address group. Provide a name for the Address group and click on ‘Save'.
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c:I)' ) e e acmeone_admin
vVER§A ACME-ONE CONFIGURATION X Asia/Calcutta =  ®EEngish v @ Enterprise Administrator
Publish (1)
Address Group
Below are all the Address Group
Q  Search + Add & Refresh Select Columns ~
Name Values Tags Last Modified
Address-Group-1 Subnet: 10.10.34.0/24 3/7/2025,10:59:14 AM
Administrator
IP Range: 10.10.50.2-10.10.50.6
Showing 1-1of 1results 10 = Rows per Page Gotopage 1 = 1
Monitor
.
Services

Services are used to define ports numbers that can be used as match criteria in policies under L3/L4 match. Versa has
already defined a lot of well-known services such as HTTP (Port 80), HTTPS (Port 443), etc. If the service that your or-

ganization is using needs a custom port to be defined, it can be done under User-defined Services.
To configure a user-defined service, Navigate to
Configure > Security Service Edge > User-Defined Objects > Services. Click on + Add User Defined.

Fill in the Protocol and Port details, provide a name and click on ‘save’.
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https://10.163.104.2/app/ACME-ONE/config/sase/global-settings/customized-objects/services
https://10.163.104.2/app/ACME-ONE/config/sase/global-settings/customized-objects/services
https://10.163.104.2/app/ACME-ONE/config/sase/global-settings/customized-objects/services
https://10.163.104.2/app/ACME-ONE/config/sase/global-settings/customized-objects/services

; i v = 1 ih acmeone_admin o
3SA ACME-ONE CONFIGURATION C_'“) Asia/Calcutta ~ = S8 English O | o sator
'
Add Service
Enter Protocol & Port Name And Tags

Review your Service configuration below.

Below are the configurations of your service, Review and edit any step of your configuration before submitting.

Name * Description

Custom_Port_5534

Tags

(o= ) (= ) aEm.

Protocol & Port & Edit

Protocol & type TcP
Source Port
Destination Port

Source or Destination Port 5534

( Cancel ] Back ]

End-point Information Profiles

) VERSA

Endpoint Inspection Policies (EIPs) provide a robust mechanism for assessing the security posture of endpoint devices

attempting to connect to the Gateway. By collecting information such as the presence of the latest security patches, up-

to-date antivirus definitions, and other critical indicators, EIPs enable you to enforce granular access controls based on

device compliance.

To configure EIP, Navigate to

Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP Profiles.
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acmeone_admin

WVERSA  ACME-ONE CONFIGURATION @ AsifClcutta 35 | W Engish v | @ | Soeoemn

@ Security Service Edge Secure SD-WAN 1 o Publish (1)

» Real-Time Protection
EIP Agents
> Advanced Security

> Secure Access

Deploy ) ) ®)
> Digital Experience Monitering (DEM) Y Filter + Add | 8 [1] & Refresh a Select Columns v

h], > TLS Decryption Description Rules

Monitor 6 Profiles and Connectors 1

Application Connectors Is per Page Gotopage 1 ~ < 1 >

: Endpoint Information Profile (EIP)

> Cloud and SaaS Connectors

Device Risk Profile

Invento.

Quarantine Profile

There are three buildings blocks of EIP. They are
- EIP Objects

EIP objects define the various match criteria to check the security status of a particular category. Select all the required

match conditions. Go through the fields below to understand how to construct an EIP object.
- Disabled—Perform no validation. This is the default.
- False—Perform validation, and if the endpoint reports the status as False, the match is successful.

- True—Perform validation, and if the endpoint reports the status as True, the match is successful.

Name®

Custom-£1P-Object

Description

Installed Configured Running

@ Dissbled O True () False @ Disabled O True (O Fake @® Disabled O True O Fal

Vendor Praduct
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- EIP Profiles

EIP profile is a collection of various EIP objects (either predefined or user-defined), that are used as match criteria in
various access policies on the gateway. Select the category of EIP, the EIP objects under that category get listed. Select

the required objects under each category. Name the profile and click on ‘Save'.

acmeone_admin

WVERSA  ACME-ONE CONFIGURATION ) AiCdats v = m Ensh v @ | e

‘j‘-'- Edit EIP Profile: EIP-profile-1

O]

Rules Review & Submit

Review your EIP Profiles configuration below

General
Name™ @ Description
FIP-pronie-1

Tags

Name Category Objects
AV-check AntiMalware 1 > eip-object-antimalware-any-running

Firewall Firewall 1 > eip-object-firewall-avast

- EIP Agents

EIP Agents define all information to collect from the endpoint for a particular category. This information is then used by

the gateway to validate the match criteria for an EIP object. For each item, select one of the following options:
- Disabled—The item is disabled.
- True—<Click to extract the information for this category.
- False—Click to not extract the information for this category.

We can define multiple categories under the same Agent profile.
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Edit EIP Agent Profile: EIP-Agent-Profile1

General
Name* @
EIP-Agent-Profilel

Tags

Category

AntiMalware

CONFIGURATION

Rules

. . - . acmeone_admin

O]

Review & Submit

Review your EIP Agents configuration below

Description

Cancel

N

Match Categories

Installed: True
Configured: True

Running: True

Realtime: Truc

Last Definition Update Time{in hours}: Disabled
Last Scan Time{in minutes): Disabled

Vendor: True

Product: True

Major: True

Minor: Discbled

Service: True

Cancel

] [ Back J [ Save

Appendix D — Secure Access Policies — Key Components
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Secure Access rules define the connection between the end user machine (that are installed with Versa SASE Client) and

the SASE gateway. Secure Client Access defines who, how and under what conditions a user can connect to the gateway,

client-features and what all traffic is sent to the gateway. Before configuring the Secure Access Client-based Rule, ensure

that the connectivity between the gateway and your authentication server is established.

To configure secure client access rule, Navigate to

Configure > Security Service Edge

Secure Access > Client-based Access > Rules and click on +Add.

61



) VERSA

W vERsA ACME-ONE CONFIGURATION Q Americo/fogota v #= | S Englsh | ()  Cnierrise.adnin

Enterprise Administrator

Below are all the rules for your Secure Client-based Access.

> Res|-Time Protection

e er L+ ~oq) & Refresh  Select Columns -
==0
Endpoint eosture
)@
Operating System Versions Trathe action VPG Gateveay Groups Status
° ~ Windows Known Users Endpaint Information Profile (EIP) v Managed Status of Devices Action VPN Name: ® Disabled
Widons 10 Alldevices Al Deeee. Breakout to the Internet ACME-ONE-Enterprise
Profiles . No Client Applications selected ~ Gateway Groups
Entity Risk Bands B y .
i r— NoPredefined Aplcstions selectsd  Dfaut
Settings Giokal
» Clientless Application Access v Gatewars
demot
PAC Files
r Page Gotopage 1 - 1

Terminal Server Agent (TSA)

Digital Experience Monitoring (DEM)

» TLS Dearyption

> Bandwidth Limits

> Profies and Connectors

> Partner Integration

» User and Device Authentication

User-Defined Objects

Address Groups

The following are the match conditions for secure access rules:
- Operating System
- Users/User Groups
- Endpoint Information Profile (Posture Checks)
- Source Address/Geo-location

Note that all the above match criteria are '"AND’ and within the same tab, it is 'OR'.

Operating system

Operating systems are used to define end user machine operating systems. We can match only one operating system
(Ex. Windows) with one rule. However, in the same rule we can match multiple flavors (or versions) of that operating
system (Ex. Windows Professional, Windows Vista etc..). We also have an option to match a custom operating system
(defined under User-defined objects). Select the Operating system. By default, when you select an operating system, all

versions under that operating system will get selected. We can customize this as desired.
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' dmis
W VERSA ACME-ONE CONFIGURATION () AsiasCalcutta = | W Engisn v | @ IR Y
kd Edit Client-based Access Rule: SA-Rule-1
View
Operating System Users & Groups Endpoint Posture Source Geo Location & Traffic Action Gateways Client Configuration ‘Agent Profile From EIP Review & Configure
Source IP Address.
Choose the operating system for this rule below.
If you prefer, you can customize which operating system options you would like to enable for the rule.
® O O
am . i
B Windows Apple A Android A Linux
2 . [C] Al Android Operating Systems
L AllWindoyws Operiting Systens [ Al Apple Operating Systems [ Predefined () AnLinux Operating Systems
T Predefined [ Predefined () Predefined
™ g [ Android i
! Windows 10 [J Macosxserver [ Fedora
([ Windows 10 Mobile (] osx D) unux
Windows 11 () Macos [ Red Hat Enterprise Linux
(] windows 7 (] Al Apple Mobile [ ubuntu
Windows 8 [ Predefined
Windows 8.1 (] ios
(] Windows Server 2012 ([ ipados
(] Windows Server 2012 R2
Windows Server 2016

- Itis recommended to select only the versions of operating systems used in your organization and not

leave them to default, which reduces the chance of an unauthorized user connecting to the gateway.

Users/User Groups

This section defines which users/user groups will use this rule to connect to the gateway. Under the Authentication-
profile, select the type of Authentication profile. Under ‘Selected Users’, select the users/user groups. By default, user

match criteria are set to 'Any’.

W VERSA ACME-ONE CONFIGURATION r;) AsiafCalautta v = | W English v | () | 2emeonesdmin

= Enterprise Administrator

Edit Client-based Access Rule: SA-Rule-1

€ Back Users & Groups
UserType ® SelectedUsers (O Known Users
Enable Rule for the following matched users or user groups
LDAP_SERVER
Jser Group: Users
(adusert aduserl@ ) (aduser ) searchf

Users(54) 4 AddNew User l
User Name First Name Last Name
aduser1 aduser1@versa.com aduser1@versa.com
aduser2 aduser2@versa.com aduser2@versa.com
O aduser3aduser3@versacom aduser3@versa.com
() aduser4 aduserd@versa.com aduserd@versacom

Endpoint Information Profile (EIP)
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Device-Risk Info helps to define what all software/applications need to be present on the user machine for it to be able
to connect to the gateway. More granular details like the version of the software, status etc. can also be defined. Versa
has a set of pre-defined EIPs. We can also use the user-defined EIP profiles defined in the previous sections as match

criteria. Choose the EIP profile created in the previous section or else select the predefined EIP profile.

acmeone_admin

WVERSA  ACME-ONE CONFIGURATION o) fsiaCaaia | WEngn v @ Trermeen

ad Edit Client-based Access Rule: SA-Rule-1

View

-] ®

Use Source Geo Location & Tratfic Action Gateways Client Configuration Agent Profile From EIP Review & Configure
B Source IP Address.
Config..

By default, we have chosen all endpoint devices under endpoint information profile and device/endpoint risk score to apply to your security enforcements.

If you'd like, you can customize your options by choosing what to include or exclude below.

€ Back Endpoint Information Profile (EIP)

Select an existing profile or create a new profile with the values for the different EIP attributes collected by the Versa Client. This can be used by the Versa Cloud Gateways for granular policy enforcement based on the end user's device risk.

User Defined (1)

+ Create New EIP Profile

+ Add Existing EIP Profile Select Columns ~
Name Description Rules.
> EIP-profile-1 1
Showing1-1of 1resuts 10~  RowsperPage Gotopage 1 - 1

Source Address/Geo-location

This criterion helps restrict the Source Address or Geo-location to selective locations/Addresses. We have granular op-
tions like country, state and city while defining the location. By default, Source Geo-location is set to all, and Source IP

address is set to Any.

= 2 - = o acmeone_admin
W VERSA ACME-ONE CONFIGURATION () AsalCalautta 7= | SEngish v @ gl o Y
a Edit Client-based Access Rule: SA-Rule-1
View

@ o O] &

Traffic Action Gateways Client Configuration Agent Profile From EIP Review & Configure

Source IP Address

By default we've chosen all source geo locations and source IP addresses.

These are location selections for allowing or denying access to the Versa Client. If you prefer, you can select specific geo locations.
Source Geo Location © T § Source IP Address ©
& K]
 Countries EN\/2 + NosourceIPaddresses have beenadded
M
India L
Customize Customize

Based on the match criteria defined above, the following actions can be enforced on the traffic and the client.
- Traffic Action

- Gateways
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- Client Configuration

- Agent Profile from EIP
Traffic Action

For VSPA only, there are two possible traffic actions. One is to deny the traffic, and the other one is to allow the traffic

(where all private Application traffic is directed to the versa gateway, and the Internet bound traffic breaks out locally).

If you want to send any application to the gateway, they can be selected under the applications section. We have the
option to either select an application from the list of pre-defined or custom (defined in the above sections) applications.
This option can be useful in cases where certain source IPs are whitelisted on the destination server. Thus, the traffic is
sent to the destination server via the enterprise network (which in turn is via the SSE gateway for a remote user).

W VERSA ACME-ONE CONFIGURATION o) Aot v = | S Engsh v @ eI

W Edit Client-based Access Rule: SA-Rule-1

Deny
B Drop all traffic that matches the rule

Config. Display Message after Connection is Blocked

- \/ Allow
®
Allow all traffic that matches the rule to pass

(@) Breakout To Internet

nd all Internet bound traffic from t

directly (Split Tunnel / Direct Interm

Display Message after Successful Connection

Wielcame to ACME-ONE

(% ACMEPORTAL %) Search for Applicatior OCkar Al + AddNew

Gateways

This section lists the gateways (and the gateway groups) to which the end-user will connect to. If an enterprise has
subscribed to multiple gateways, then this section helps define which set of users will connect to which gateways. We
also configure the IP pool of the end-user machines, while connected to the gateway for each selected gateway under
this section. This IP is nothing but the tunnel IP address of the end user machine while connected to the gateway. The
IP pool that is configured here must be whitelisted on the enterprise firewalls for a remote user to be able to access the
enterprise applications. We can define multiple IP pools for an enterprise on a gateway (each pool mapped to a set of

users), which can then be used for monitoring, auditing or access restriction purpose inside the enterprise network.
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WP VERSA ACME-ONE CONFIGURATION (o) AsiaCacutta v = | W Englsn ~ () | Teeneadmin

Enterprise Administrator

Edit Client-based Access Rule: SA-Rule-1

o o o o ©

Operating System Users &Groups Endpoint Posture Source Geo Location & Traffic Action Gateways Client Configuration Agent Profile From EIP Review & Configure
Source IP Address

By default all gateway groups have been selected.

If you prefer, you can select a specific gateway to allow access.

Gateway Groups © Gateways
All Selected |2 Select VPN
e ACME-ONE-Enterprise

Global
Selected | 1
Gateway Gateway Group Client Address Pool Name
SASE-GW INDIAGlobal

10.225.1.0/24-Pook-1

Client Configuration

The following configurations are covered under this section:
- Secure Client Access Profile
- MFA
- VPN Type
- Client Controls

W VERSA ACME-ONE CONFIGURATION (o) psio/Calautta 7= | 8 Engisn (@) | 2Teoneomn

Enterprise Administrator
fl Edit Client-based Access Rule: SA-Rule-1
View
Secure Client Access Profile ©

p Use the following Secure Client Access profile for this rule,
Secure-Access Profile-General

Profile Details

+ Add New Profile

+  Routes And DNS Resolvers

+  Digital Experience Monitoring (DEM)

o MFA © VPN Type © Client Controls @
C[‘E] MFAs switched off % wpsec () ms [ oris @  Always On

v Remember Credentials
VPN Type Order

First Second Third

« Allow Client Customization

Customize

Secure Client Access Profile

Select the required secure client access profile from the list of profiles created in the previous sections.
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MFA

In addition to the authentication done via the authentication profile, we can also authenticate the users based on Email
OTP/Time-based OTP. This is a useful feature, when an enterprise does not have multiple factors of authentication in
the authentication profile. To enable, turn on the MFA button. On the following tab, select one of the above options

and fill in the required details.

VPN Type

Versa supports IPSEC, TLS and DTLS for connectivity between the end-user machine and the gateway via the Versa
Secure Access Client. We can configure one or more of the VPN types. Also, the order in which they need to take over

in case of failure of primary VPN type.
- Itis recommended to configure IPSEC as backup VPN type, when TLS/DTLS is configured as primary.

Client Controls

The Versa Secure Access Client offers a range of client control options for enterprise customization. To configure client

options, click on customize Some of the widely used client control options include:

Client Controls @
+ Always On
+/ Remember Credentials

+ Allow Client Customization

Customize

Always On

The end-user will not be able to disconnect the VPN. There are options to re-connect automatically and a few other
customizations available, which are Disconnect- Never (meaning you will not be able to disconnect the client at all),
while if you configure something in interval you can disconnect the client, but it gets automatically reconnected in that

stipulated time again.
Client Logo

It is used for Client white labeling. You can upload your Enterprise logo to be instead of Versa logo on the client screen.
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Fail-open/Close

Fail-open indicates that the end-user will be able to connect to the internet, even if not connected to the gateway (Default).

Fail-close indicates that the end-user will not be able to access the internet, if not connected to the VPN.
Allow Client customization

If disabled, end-user will not be able to make any changes with respect to the gateway from the client.
Tamper-Protection

If enabled, the end-user will not be able to delete the account or uninstall the client without the Administrator tamper

protection password.
Portal Lifetime

It is time in minutes that the configuration sync happens between the gateway and the client automatically. In case of any

configuration change to take immediate effect, we need to re-register the client.

Trusted Network Hostname

This is the FODN of the host that is accessible only from within your enterprise. If enabled, the tunnel to the gateway is
bypassed when the user connects from the office (from within your enterprise domain). The traffic is sent to the gateway

only in case of a remote user.

While this is enabled, there is an option to specify trusted routes. Only the trusted networks are bypassed from the gateway,

and all the other traffic is still sent to the gateway. This is called the semi-trusted mode.

End-point DLP

With endpoint DLP, we can control Copy, Paste, screenshot and USB options on the end-user machine.
EIP Agent Profile

EIP Agent profile refers to the profiles containing the list of endpoint information that needs to be collected from the
user machine. This information can be used while connecting to the gateway in secure access profile or in Real-time
Protection Policies, while connecting to the Internet/Private Apps. Select the type of EIP Agent Profile (Pre-defined/user-

defined). Then, select the corresponding agent profile from the dropdown.
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W VERSA ACME-ONE CONFIGURATION ;:) psia/Calcutta v 7= | M Englsh () | FTeOneAdmin

Enterprise Administrator

m Edit Client-based Access Rule: SA-Rule-1

° ©° © o o o o o

Traffic Action Gateways Cli

SourceIP Address

EIP Agent Profile

EIP Agent Profiles

User Defined - EiP-Agent-Profile] - | 4Create New

Time{in hours) : Disabled
ites) : Disabled

Appendix E — Real-Time Protection — Key Components

Private App Protection

Private Protection rules are firewall rules used to define protection for the custom applications in your enterprise. Note

that you will not be able to configure protection for any pre-defined applications under private App protection.
To configure Private App Protection, navigate to
Configure > Security Service Edge > Real-Time Protection > Private App Protection and click on +Add

(Click on Let's Go, if this is your first Private App Rule). Each private protection rule consists of a set of match criteria and
the corresponding enforcement action. Note that the match criteria on the same tab are ‘OR ‘ed and on different tabs
is 'AND".

The match criteria are as follows:

- Applications—Individual applications, groups of applications, categories of applications, predefined URL

categories (created in previous steps). Select one or more Applications/Groups.
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Create Private App Protection Rule

® o © o © o o

Applications. poi GEO Locati MNetuork Layer 3-4 ‘Security Enforcement. Review & Deploy

By default, we've included all applications to match.

If you prefer, you can customize which traffic to include or exclude from applications below.

Applications
Applications

Application Groug Applications

( ACME PEOPLE ;u Search for Applications Q@Clear Al 4 AddNew @

> User Defined Applications (Selected: 10f 1)

- User groups—Individual users or groups of users. Select users/user groups.

m Create Private App Protection Rule

] ©) @ S o @ @

Applications Notwork Layer 3-4 Socurity Enforcoment Raview & Deploy

By default we have chosen all users and groups to apply your security enforcements

1f you prefer, you can select the specific users or groups for the security posture.

Users & Groups User Confidence Bands
o0

CC V7 Users  All Confidence Bands
aduser1 aduser 1@versa.com

aduser2 aduser2@versa.com

Customize Customize

- Endpoint Posture- Predefined and user-defined Endpoint Information Profiles (EIP). Select the EIP Profiles

needed to restrict access based on end-device posture.

Create Private App Protection Rule

© © O] o © o o

aplicatios. Users & Groups. Endpoint Posture GED Locations Network Layer 3-4 Socurity Enfarcement Rview & Deploy

By default, we have chosen all endpoint devices under endpoint information profile and device/endpoint risk score to apply to your security enforcements.

f you'd ke, you can custemize your opLions by Choosing wiial to iNude or exclude below,

ol € Back Endpoint Infarmation Profile (EIP)
Selact an existing profilc or ereate a new profile with the values for th by the Versa Client. This can be used by the Versa Clo B p enduser's device risk.
= User Defined (1) Predefined
w7 —_— + Create New EIP Profile
+ Add Exlsting EIP Profile Select Columns v
Name Description Rules
> Elbprofied 1

- Geolocation—Geographic location of the source or the destination. You can choose country, state and city.
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ad Create Private App Protection Rule

@ @ @ @ @

Applications 4 Review &Deploy

By default we've chosen all Geo Locations

These are location selections for allowing or denying access to your rule. If you prefer, you can select specific geo locations

Source Geo Location Destination Geo Location
 Countries = All Destination Geo locations are selected
India

Customize Customize

- Network Layer 3 and Layer 4— IP address of the source/destination & Custom or predefined protocol-based
services. The Address groups already created are listed here. You can either use them or add new address
group by clicking on + Add Address Group. After creating, select the check box against the address groups
to select them. Similarly, select the source/destination zones as needed. Each of the tunnel toward the DC,

gets created as a zone. So, you can control what resources are allowed to access for a user based on zones.

k1 Create Private App Protection Rule

View

o o o o © o

Applications Users & Groups Endpoint Posture 34

All traffic is selected, and it will receive the previously selected security enforcements

Hyou prefer, you can customize which traffic ta include or exclude from the layered traffic. below

Services o Source & Destination (Layer 3) o =1+ Schedule o
Al layer 4 services -1 Source AddressGroup  + Destination Zone rd o Mone Selected
Address-Group-1 DC-Tunnel-01

DETunnel-02
SD-WAN Zone

Customize Customize Customize

The enforcement actions are Allow, deny or reject. Select any of the actions to enforce to the traffic.

i Create Private App Protection Rule

o ° ° o 0

Applications dpoin 4

Choose the type of enforcement action for your Private Application Protection Rule.

Enable TCP Keepalive
TCP Keepalive will send probe when the session times out

. \/ Allow
®
Allow all raffi that matches the rule Lo pass

Deny
Drop all traffic that matches the rule
Reject

'

Drop the session and send a TCPreset (RST) ar, for LIDP, an ICMP part unreachable message
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Network Obfuscation

Network Obfuscation when enabled is used to protect the identity of the user or the end application. There are two

types of Network Obfuscation, which are explained below. To configure network obfuscation, Navigate to
Configure > Security Service Edge > Real-Time Protection > Network Obfuscation
Remote User Obfuscation

When enabled, is used to hide the IP address of the end user inside the enterprise network. Just toggle the “Enable

Network Obfuscation” to enable remote user obfuscation.

H . . acmeone_admin
W VERSA ACME-ONE CONFIGURATION & AsiafCalcutta ~ 3= | W8 Englsn ~ | () -
Frmtas v Enterprise Administrator
o Publish (1)
il Network Obfuscation
View
B Remote User Obfuscation Application Obfuscatior
Config..
Remote User Obfuscation
Obfuscate the IP address of the remote users within the enterprise netwark. The remote user is given an address from the service-provider scope. When a remate user accesses a private application in the enterprise network, the user's source IP
‘address will be replaced with an address from an enterprise -assigned IP pool.
- Enable Network Obfuscation

~

Application Obfuscation

When enabled, it is used to hide the identity of the private application from the end user. The IP of the private application
is randomly chosen on the gateway from a pool. The IP of the same private application seen by two different users is
different and keeps changing even within the same session and hence prevents lateral movement inside the enterprise

network. To enable, click on +Obfuscate Application. Select the Private Application (defined by a host pattern) or add a

new application. Add the DNS resolver.
W VERSA ACME-ONE CONFIGURATION o) rolaCaatts = | Mg v @ gt
i Network Obfuscation m
View

ote User Obfuscation Application Obfuseation

Application Obfuscation

When a user tries to resolve the FQDN of a private application, the SSE GW will respond with a resolved IP address randomly allocated from a private pool. When the user’s traffic to the
idress is replaced with the real IP address of the private application,

Obfuscate the IP addresses of private appll
application reaches the SSE GW, the destin

Enable Network Obfuscation

Obfuscated Applications (1) + Obfuscate Applications
Traffic Source Private Applications Resolvers Obluscated
ACME-ONE-Enterprise (Mv ACME) (102225.0) Yes

Showing 1-loflresults 10 = Rowsper Page Gotopage 1 - 1
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About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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