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About This Document

This guide provides a comprehensive, step-by-step configuration process for setting up and preparing your
organization’s Versa Secure Internet Access (VSIA).

Versa Secure Internet Access (VSIA) is a software-defined solution that securely connects employees to
the internet with advanced security features from anywhere. It safeguards devices, information,
applications, and users using on-premises or cloud services. The VSIA consolidates security features
including Secure Web Gateway (SWG), Next-Gen Firewall-as-a-Service (NGFWaaS), Cloud Access Security
Broker (CASB)_, and Data Loss Prevention (DLP) on the SASE Platform to secure headquarters, branches,
remote sites, home offices, travelling users, and "client-less” devices accessing distributed applications.

Document Information

Step-By-Step Configuration Guide for Versa Secure Internet Access (VSIA)

Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.

Before you begin

Before you proceed with the steps outlined in this document, please ensure you've met the following
prerequisites.

e The provider administrator must complete your tenant configuration. If you haven't received this
information, please get in touch with your Managed Service Provider or Account Manager for
assistance.

e You have the Enterprise Administrator (Tenant Admin) credentials for the Versa SASE portal, also
called the Concerto User Interface.
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Scenario

This use case describes a Versa Secure Internet Access (VSIA)—-only deployment for ACME-ONE. This global enterprise
requires secure and seamless Internet access for both remote and roaming users. The objective is to deliver strong
security controls without compromising user experience.

User Categories:
e Contractors distributed globally.
e T role users located in Colombia.
Both categories demand:
e Strong authentication
e Device posture validation
e User-based access control
e Advanced security enforcement via the SSE Gateway (TLS inspection, SaaS Tenant, DNS filtering and URL
Filtering).
Key Configuration Steps
e SSE Gateway: Deploy with VSIA enabled.
e DNS & Monitoring: Configure two public DNS servers and enable Digital Experience Monitoring (DEM)
for Office 365.
e  SASE Client:
o Enable Always-On with Trusted Network Detection.
o Block all traffic if the gateway connection fails.
o In corporate offices, Trusted Network Detection ensures traffic is handled by local security in-
stead of tunnel redirection.
o Enable tamper protection for all users.
e Geo-Location Controls:
o IT users: restricted to connections originating in Colombia.
o Contractors: allowed to connect from anywhere.
e Authentication:
o SAML integration with two groups (IT and Contractors).
o Example accounts:
= jtuser1@acme-one.com
= contractor1@acme-one.com
e Device Posture Validation: Allow access only from devices running an approved endpoint security appli-
cation.
e Local Breakout: Exclude Zoom traffic from secure tunnels; all other traffic is sent to the SSE gateways.

e Internet Protection Policies:
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o IT users: apply the Versa recommended URL filtering profile.

o Contractors: restrict access to categories including Adult, Sports, Gambling, Firearms, and Vio-
lence.
o Block AAAA DNS queries.
e SaaS Tenant Control: Restrict Office 365 access to corporate accounts only.
e Data Protection: Block sharing of compressed (.zip/.rar) and .exe files through personal email or file-

sharing apps.
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Topology

The deployment implements a secure remote Internet access architecture, where users connect over encrypted tun-
nels to the Versa SASE gateways.

e T Group

o Access restricted to connections originating from Colombia.

o Any attempt from other geographies is blocked.
e Contractors Group

o Global access permitted with no geolocation restrictions.
e Okta SAML

o Authentication for both groups handled through Okta SAML identity provider over the Internet.
e Corporate Office

o On-prem security stack protects Internet access locally.

o Trusted Network Detection ensures no tunnels are established when users are inside corporate

facilities.

e Trusted Host

o A specific corporate-reachable host validates Trusted Network Detection.
o When detected, tunnels to the gateway are bypassed.

e 7oo0m

o Zoom traffic is explicitly excluded from gateway inspection.

o It breaks out locally to preserve quality and reduce latency.

‘Customer Internet traffic

Public DNS1
Unencrypted path
bypassing VCG
Enerypted path
SASE Client-SASE GATEWAY
Unencrypted path
SASE GATEWAY -Internet

e
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Configuration steps

The VSIA configuration consists of the following steps:

Step 1: Configure SAML Authentication method. Two groups (IT and Contractors) will be active.
Step 2: Configure DNS under secure Access Profile.

Step 3: Configure Secure Access client rules with geo-Location, always On, tamper protection
Trusted Network Hostname, tunnel monitoring and Customer Logo.

Step 4: Configure DNS Filtering to Block DNS AAAA Queries.

Step 5: Configure Profile for SaaS Tenant Control.

Step 6: Configure TLS decryption and bypass. Health and financial sites should not be decrypted.
Step 7: Configure File Filtering Profile Rules to deny .exe files and compressed files.

Step 8: Configure URL Filtering Profile.

Step 9: Configure Internet Protection Policy Rules
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Step 1. Configure Authentication method - SAML (Okta)

Overview

Within the enterprise context, Okta functions as the centralised Identity Provider (IdP) responsible for managing user
identities and will be integrated with Versa SASE. When a user initiates a connection, the Versa SSE Gateway redirects
the login request to Okta using the SAML protocol, which performs identity validation and returns a SAML assertion.
This process grants access based on the user or group.

Cloud

VERSA

NETWORKS

Enterprise
Datacenter

Server Resources

Branch-1 |

Remote Site

Okta SAML Configuration
In the Okta Portal, create an Application and add groups/users to the it.

Create an application on Okta
1. Log in to your Okta admin console.

Navigate to: Application (1), then click on Applications (2) >> Create App Integration (3).
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Admin Console <

@ Dashboard . Applications
Directory w

£ Customizations

—
oo
EH]

Ee==e
Self Service

Search

AF1 Service Integrations

STATUS
D Security v ACTIVE
& workflow v INACTIVE
dl) Reports -
@ Sellings w

Appiications (1) @ Create App Integration Browsa App Catalog Assign Users to App More *
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@ gg UesoChaes v
9% ockta-dev-48982250

B Documentation

Developer Edition provides a limited number of apps.

Deactivate unused apps of check out our plans page. Contact us te find a plan that is right for your organization.

Okta Admin Console

Okta Browser Plugin

® @& @

Okta Dashboard

Sam|_Demao_PSLAB -

o ©

Sase-fabric & -

2. Inthe Create a New App Integration window, click SAML 2.0, and then click Next.

Create a new app integration

Sign-in method

Learn More (3

‘.
X
0IDC - OpenlID Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.
SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.
SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.
API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.
Cancel Next
4

3. In the General Settings > App name field, enter an application name, and then click Next.
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Admin Console
(R Dashboard

[ Directory

# Ccustomizations
38 Applications
Q security

& Workflow

dll Reports

@ Settings

+J VERSA

# Create SAML Integration

~ @) cenera settings

1 General Settings

App logo (optional)

ACME-ONE-SAMIL|

(B]
[w]

©

App visibility Do not display application icon to users

Cancel

© 2025 Okta, Inc.  Privacy  Statussite  OK12 Cell (US)  Version 2025.07.3 E Feedback

4. Define custom attributes.

In Configure SAML > SAML settings, enter information for the indicated fields as shown in the table below, then

click Next.

Field

Description

Single Sign-On URL

URL where Okta sends SAML responses.

Format: https://<SASE-GW-FQDN > /versa-flexvnf/saml/login-consumer.

Example: https://acme-one-sasegwdiegos-lab.versanow.net/versa-flexvnf/saml/login-con-
sumer

Audience URI (SP En-
tity ID)

Service Provider (SP) entity ID:
Format: https://<SASE-GW-FQDN >/metadata.
Example: https://acme-one-sasegwdiegos-lab.versanow.net/metadata

Attribute Statements

Define attributes such as role, organisation, and idle timeout. (Case-sensitive)

Group Attribute
Statements (optional)

Enables Versa to import user-to-group mappings from Okta Configuration: -

Name: https://schemas.microsoft.com/ws/2008/06/identity/claims/groups

Name format: Unspecified

Filter: Regex (.*)

This ensures all groups a user belongs to are included in the SAML assertion, enabling
group-based policies (Internet Protection, Private App Protection, etc.).

Preview the SAML
Assertion

Use this option to preview. Copy the metadata and save as an XML file for Versa configura-
tion.

10
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XML output from the SAML Assertion preview:

<oxml version="1."
<saml2:Assertion I 39" I. ="2025-8-08T17:10:21.8282" Version="2.8"
xmlns:saml2="urn:oasis:names:tc:SAML:2.8:assertion">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.@:nameid-format:entity"/>
<sam12:Subject>

ncoding="UTF-8"?>

<saml2:NameID Format="urn:oasis:names:tc:SAML:1.1: i :unspeci ", /saml
<sam12:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.9:cm:bearer">
<saml2:SubjectConfirmati NotOnOrAfter="2025 T17:15:22.0082" ipi “https:/ i 1ab.versanow.net/versa-flexvnf/saml/login-consumer"/>

</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2025-08-88T17:05:22.888Z" NotOnOrAfter="2025-08-08T17:15:22.008Z">
<saml2:AudienceRestriction>
am12 i 1/ i lab.versanow.net, /saml2:
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2025-28-08717:1€:21.828Z">
<saml2:AuthnContext>
<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute
<saml2:Attrib
xmlns: ttp://www.w3.0rg/2001/XMLSchema™
xmln: http: //www.w3.0rg/2001/XMLSchema-instance” xsi:type="xs:string">GroupName Match Starts with ".*" (ignores case)
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

“https://schemas .microsoft.com/ws/208/06/identity/claims/groups” NameFormat="urn:oasis:names:tc:SAML:2.8:attrname-format:unspecified”>
alu

#Create SAML Integration

General Settings @ configure SAML Feedback
A SAMLSetings
What does this form do?
General This form generates the XML needed

for the app's SAML request

S Where do | find the info this form
Use this for Recipient URL and Destination URL reade?

udience URI (5P Entity (01 . The app you're trying to integrate with
=hould have fts oun documentation on
using SAML. Youll need to find that

Default RelzyStats @ dag, and it shoukd outine what

information you need to specify in this
form.

1t no value is

1, 3 blank RelayState is sent

Name ID format @

Unspecified M
Appiication usemname @ Okts usemame -
Update application usernzme on Create and update .

Show Advanced Settings.

Attribute Statements (optional) LEARN MORE
MName Mame format Value
{optianal)
Unspecified  ~

Group Aftributa Statemants (optional)

Name MName format Filter
e

Ihnpsﬂsthemaimic Unspecified + | | Matches regex v | + I

5. Click Next
6. In the Help Okta Support understand how you configured this application section, you can provide
optional information for Okta Support.
e Under App type, check This is an internal app that we have created (recommended for internal SSO
integrations like Versa).

e Click Finish to complete the SAML integration setup.

11
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3  Help Okta Support understand how you configured this application

The optional guestions below assist Okta Support in understanding your app

integration.
App type @ This is an internal app that we have created
Contact app vendor It's required to contact the vendor to enable SAML

Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, or anything else you think is helpful

~
Did you find SAML docs for this app?
Enter any links here
~
Any tips or additional comments?
Placeholder text
~

7. Retrieve SAML Integration Details

After completing the steps, Okta displays the SAML configuration details required to set up the SAML profile in Versa
Concerto. Copy the Sign on URL and Issuer URLs and click Download to download the Signing Certificate file,
CHANGE.

12



SAML 2.0

Default Relay State
Metadata detalls

Metadata URL

@ Hide details

Sign on URL

Sign out URL

Issuer

Signing Certificate

© Certificate fingerprint
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https://dev-
48982259.0kta.com/fapp/exkpzj71tINgBxg675d7/sso/s
aml/metadata

E Copy

https://dev-48982259.0kta.com/app/dev-
48982259_acmeonesaml_1/exkpzj7 1tINg6xg675d7/ss
ofsaml

E Copy

https://dev-48982259.0kta.com

E Copy

http://www.okta.com/exkpzj71tINgBxgB75d7

E Copy

& Download E: Copy

Note: Rename the file extension of the downloaded certificate file from. cert to .crt before use.

Add Groups and Users to the application

In this step create the Users and Groups as per the Scenario which will be used for authentication and identity-based

access control.

User Group
itusert@acme-one.com IT
contractorT@acme-one.com CONTRACTOR

In the Okta portal, navigate to Directory (1) > Groups (2), then click on Add group (3).

13
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Admin Console

() Dashboard

People
Davices
Prafile Editor
Directary iIntegrations
Profile Scurces.

2 custemizations

20 Applications

D security

Y

Workfiow

Reparts

& B

Sattings

Groups LR
AN Fues
.| e § & acdgrowp

A nced rch
Group source type AN Showing 3
Group namo Poopie Applcations

3 2

4

& Cu‘.a manages

3 Qroug, which containg all adminisratons in your crosnization,

©20250kta,Inc.  Privacy  Statussite  OKIZ Coll [US)  Version 2025073 Foooback

In the name field, enter a group name and click Save.

Add group

Name

Description (optional)

Add group

Name

Description (optional)

CONTRACTOR

CONTRACTOR

) VERSA
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Refresh the page and click to the newly created group Contractors group (1). After opening the group, go to the Ap-
plications (2) tab and click Assign Applications (3) to assign the newly created SAML application to the group.

OlContractors @ Actions *

Created: 12/4/2025 Last modified: 12/4/2025 View logs

0,

People Applications Profile Directories Admin roles

Applications
Group Members

@ Assign applications | People, apps and directories can be

members of a group. People are

automatically assigned any apps that
are members of a group.

01101110
g :— 101 1—:‘;5 Directories, like Active Directory or
0 Qa Workday with profile management
Ei e ;6 enabled, will manage user profiles
01100111 when they are members of a group.
Mo applications assigned to this group Use Assign People to add people to
Use Assign applications to assign apps to this group this group. Use Assign applications tc

do the equivalent for applications.

How do | edit the group name and
description?
Hover your mouse over the group

name or description to edit them
inline.

Select newly created SAML application and click Done.

15
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Assign Applications to Contractors

Search...

@ Okta Admin Console Assign

@) worstom Okta Workflows

@) wortom Okta Workflows OAuth Assign
© Versa
© ACME-ONE-SAML Assign

|

Done

|

Repeat the same steps for the IT group.

Next to create users navigate to Directory > People, click Add Person for ituser1 @acme-one.com and contrac-
tor1@acme-one.com

okta Q searen for ps and groug ® O RS
Admin Console <
@ Dashboard ~ People Srep

1 - B [Amu person l [ T Reset passwords ] [ Mare actions *

2
Graups Al Q

Advanced search *

Devices
Profile Editor Status | Al . Showing 4 of 4 @
Directory Integrations Parson & usemame: Primary emall status
Profila Sourcas Test2 Test2 test2@versalab.com Active
test2@versalab.com
& Ccustomizations - Test test testi@versalab.com Password expired
testi@versalab.com
83 Applications ~
Diego Chaves diego_hard10@hotmail.com Active
o Securtty . «diego_hard10@hotmail.com
Disgo Chaves diego.g@versa-networks.com Active
N werkflow - diego.g@versa-networks.com
dl) Reports ~
© Settings ~

©20250kta, Inc. Privacy Statussite  OK12Cell (US)  Version 2025.07.3E  Feedback

In the Add Person window, set User type to User, enter the first name, last name, username, and primary email,
select the required group (Example Engineering-Group), choose Activate now, set a password, and select the check-
box User must change password on first login. Click Save

16
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Add Person

User type @ User -
First name Contractor

Last name One

Username contractorl@acme-one.com
Primary email

contractorl@acme-one.com

Secondary email (optional)
Groups (optional)

Activation Activate now -

° | will set password

@ User must change password on first login

Do not send unsolicited or unauthorized activation emails. Read more

m Save and Add Another Cancel

Add Person

User type @ User -
First name IT

Last name One

Username ituseri@acme-one.com
Primary email

ituserl@acme-one.com

Secondary email (optional)
Groups (optional)

Activation Activate now -

@ 1 will set password

@ User must change password on first login

Do not send unsolicited or unauthorized activation emails. Read more

m Save and Add Another Cancel

Configure Concerto User Authentication with Okta Navigate to User and Device Authentication Profiles

17
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Go to: Configure > Security Service Edge > Users and Device Authentication > Profiles then click + Add

W VERSA ACME-ONE

User and Device Authentication Profile

User and Device Authentication Profiles (1)
Name

> | AD_Server Acme_One

Showing1-1of 1results 10 = RowsperPage

Select SAML, then click Get Started

Add User and Device Authentication Profile

CONFIGURATION

Description

Administrator
v E om - . v
America/Bogota English O | o ice Provider Administrator
Publish (1)

+ Add & Refresh ] Select Columns ~

Last Modifed

7/28/2025, 4:54:47 PM

Administrator

Gotopege 1+ 1

Select which user / device authentication profile you would like to configure.

LDAP

LDAP is a client-server protocol that enables a
network device to access an LDAP server, which

SAML

SAML is a common standard for authenticating users
sothat they ess

RADIUS

RADIUS server provides an external database that
" before aliow

y
attribute-based information.

Versa Directory

With Versa directory authentication, you upload lists
f as

‘el as add individual users and user groups.

Note: Only ane Versa Directory authentication profile
can be added.

SAML
browser-based single sign-on (SS0).

User Certificate Based

Certific.
to validate the identity of users. When you enable

them to access a network, a device, or related
services.

Device Certificate Based

Certificate-based authentication is a secure method
to validate the identity of devices. When you enable

initiates a request to the SASE client for users to
provide their certificates during client portal
registration and gateway connection.

Cancel

Get Started

initiates a request to the SASE client for users to
provide their certificates during client portal
registration and gateway connection.

Select Okta. To configure the authentication settings, use the information collected in Step 6 from the Okta SAML

application.

Single Sign-on URL, Service Provider Entity ID and Identity Provider Entity ID are mandatory fields to be config-
ured, and you must upload the signing certificate file issued by Okta.

Complete the parameters using the values from the Okta app:

Example:

18



e Single Sign-on URL: https://dev-48982259.0kta.com/app/dev-48982259_ac-

meonesaml_1/exkpzj71tINgbxg675d7/sso/saml

e Service Provider Entity ID: https://acme-one-sasegwdiegos-lab.versanow.net/metadata

o Identity Provider Issuer: http://www.okta.com/exkpzj71tINgéxg675d7

Prefix ID: Okta

Add SAML Authentication Prafile

Select SAML Type:
okta WPingidentity.
oKTA Fing ldentity
Single Sign-on URL ~

Servioe Provider Entity ID” 7

it acme:une:sssegraieges. b vrsanaw retnetadata

Idantity Provider Entity ID*

PrefociD

Group Attribute

Reply URL [Assartion Consumer Reply URL]

setins: A G Rever et
] Office 365 ) 0 =slis
Office 365 Micrasaft Entra ID Goagle IAM Cisca Duo Other

Single Sign-out URL

Service Provider Certificate

St - AddNew
Icantity Provider Certificate *
Select- = % AddNew

Cache Expiry Time (mins)

Concurrant Logins

Then upload the Identity Provider Certificate by clicking on the Add New button.

Note: Rename the downloaded certificate file from .cert to .crt before uploading.

Add SAML Authentication Profile

Select SAML Type
oktu [WPingldentity.
OKTA Pingldentity
Single Sigvon URL*

Service Provider EntityID* +

it oo sasepveegos abvessanove et mstadata
Identity Provider Entity D *

i emckta comienki7 NG g 7547
PreficID

oxa

Group Atribute

Reply URL {Assertion Consumes Reply URL)

Assign a descriptive name for CA-Chain Name, then upload the certificate file by clicking Upload File.

T S
1 Office 365 > (o) =S
Microsoft Entra D Google 1AM CiscoDuo Other
Single Sign-out URL

Service Provider Certificate

Identity Provider Cartificate *

Cache Expiry T (mins)
0
Concurrent Logins

1

o (I T

) VERSA
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Add Certificate/CA-Chain/Private Key *

Certificate Type ® CAChain

Allowed file formats are .crt, .cer or .pem

CA-Chain Name™

OKTA_ACME

[ Upload File ]

The file uploaded will be confirmed below the Upload File button. Click Add to close the window.

Add Certificate/CA-Chain/Private Key *

Certificate Type (8 CA Chain

Allowed file formats are .crt, .cer or .pem

CA-ChainName*

OKTA-ACME

Upload File

If the certificate was uploaded successfully, the certificate details will be displayed. Click Next.

Setengs s v Unes Greugs Rt st

s sant e
okta WPingidentity. 1] Office 365 > Q slis
o f— o365 [ Gongeian oo er
S igranUAL" S Sgrout URL

Sevice Provider Etity 37

ServicaPrade Cativate

i e s s s + Addhen

ity Povider Eity 10" 1 [EEEr———

[ —— ok -
Ontats

Ms OKTAACME

P OKTAACME

b Ta de-4EF2259

By e 48782259

vassty. 1223100 2005 08.08 12418

FrefuiD

Cache Expiy e (i)
o »

Group Attrbute Concrent Loging

1
eply URHL Asestion Consumer Reply URL)

Cancel

On the Users and User Groups page, you can add either individual users or entire groups. Unlike LDAP, SAML-based

users and groups do not auto-populate; they must be created manually. These groups can then be referenced when
configuring Secure Access Rules and Real-Time Protection Rules.
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As an alternative, you can enable SCIM integration, which automates user and group provisioning. (Note: SCIM re-
quires additional components. For details, see Provision SCIM Service on Versa SASE)

Click User Groups and + Add to add the groups created in the Okta App. Provide the name for each group, click Add,
then click Next to continue after both groups are added.

Group
IT
CONTRACTOR

Add User Group

Description

21


https://docs.versa-networks.com/Security_Service_Edge_(SSE)/Configuration_from_Concerto/Provision_SCIM_Service_on_Versa_SASE

) VERSA

Add User Group

= ®

Description

el - ©)

On the Review & Submit page, enter a Name and Description for the profile, then review all configuration details
including general information, SAML settings, and assigned users or groups. Once confirmed, click Save to complete
the profile creation.

Add SAML Authentication Profile

io

© ©

[V Resw St

Settings o Edt

SAMLType oKTA

‘Sarvios Provider Entity 1D hitps:iace-one-saseguclegas-abversancvcretinetadits
‘Servios Provider Certifcate.

dentity Provides Cestificate: OKTAACME

PrefuiD oRTA

Cache Expiry Tioms Gvine) 10

Cancurrent Logins 1

Group Attribute

Ry URL (Assestion Corsuemas Reply URL)

Users & User Groups.  # £t

Usersion User Groupst1)
Nausers Enginessing G
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Step 2: Configure Secure Client Access Profile

Secure Access Profiles define the configuration applied to a user’s device when the Versa SASE Client establishes a
connection to the Gateway. These profiles may include Application Monitors, DNS Resolvers, and Private Routes.

In this Use case:
o The Gateway is used only for securing Internet traffic.
o Two public DNS resolvers will be configured as only Internet Traffic will be serviced
o Since no private resources are accessed through the Gateway, no private DNS resolvers are required.
o Office 365 will be monitored with Digital Experience Monitoring (DEM) to capture performance metrics

and ensure better user experience.

The following Information is required to complete the configuration.

Parameter Description
DNS Record Name Reference name for the Primary DNS in Concerto
Primary DNS IP IP address of the primary public DNS server
Secondary DNS IP IP address of the secondary public DNS server (for redundancy)
DEM Application Application to be monitored (e.g., Office 365)
DEM Profile Name Friendly name for the DEM profile
ilzcr:;e Access Profile Friendly name for the Secure Access Profile

Navigate to Configure > Security Service Edge > Secure Access > Client-based Access > Profiles and click on
+Add as shown in the figure below.
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Below are all the profiles for your Secure Client Access.
* RealTime Protection

er & Refresh Select Columns b

Advanced Security

DEM
—— ©)

Rautes NS Resolvers. Name User| Predefined Brawser Agcess

*“ Client-based Access Branchs, services google, eth

Palicy Rules
ir Page Gotopage 1+ < P I 1

liks
Monitor Profiles (5) I

Settings

Analytics 5 Clientless Application Access

PAC Files

=

Inventary

Terminal Server Agent (TSA)

Digital Experience Monitoring (DEM)

TLS Decryption

Bandwidth Limits

Profiles and Connectars

» Partner Integration

User and Device Authentication

User-Defined Objects

» Settings

In the DNS resolvers section click Add DNS Resolvers.

Create Client-based Access

©

Ronles & Digi
Manitaring

Add which routes and DNS resolvers to use.

I you prefer, you can customize which routes and DMNS resalvers to use far the client profile.

Routes © g DMS Resolvers ©
Pho Routes have been added — Mo BINS Resohvers have been added
| ST

Analytics Add Routes Add DMS Resolvers 0

B

IFrantiory

E-

-5

Settings

Cancel I
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Click + Add (8) to include a new DNS entry.

Configs 5 Client-t = Prof
Create Client-based Access
5 - _
Manitaring
Add which routes and DNS resolvers to use.
Hyou prefar, you can customize which routes and DS resolvers to use for bhe client profile.
Manitar « Back DNS Ri Ivers
RO
Analytics
Mame Description DINS Server IP Address Gateways Domain
Nao Data
Inventory
Y
-
e ) [

Configure the Name for the DNS Record entry, a Description can be included (optional), select the All Gateways
option and define the IP address for the DNS. Click + to include the DNS resolver entry.

Add DNS Resolver

Name"

IPuin(DNS

Description

I !10’
e ) -

Domain

DMS server IP Address®

L2 (2)[>_(13)

C e ) ST

Configure a second DNS IP Address as shown and click Add. Then Click Next to continue.
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Add DNS Resolver

(®) All Gateways

Domain

DMNS server |P Address®

Now create a Digital Experience Monitor by clicking in Customize.

Configure » Security Service Edge » Seoure

Create Client-based Access

B @

Confgure
Routies & DNS Resalvers Digital Experience Review & Duploy
Monitoring

Click customize to choose your client-based monitoring profile for monitoring the selected network segments.

Mo client-based monitoring profile selected

A Digital Experience Monitoring
.

Coe ) o) T T

) VERSA
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Click + Add.

Create Client-based Access

®

Digital Experience
Monitoring

Routes & DNS Resolvers Ruview & Deploy

Click customize to choose your client-based monitoring profile for monitoring the selected network segments.

€ Back Client-based DEM Profile

Monitor

Choose a dient-based DEM profile touse for this Secure Remote Access profile,

)
Analytics Client-based DEM Prafiles & Refresh

Mame User Defined Applications Predufined Applications Last Mosdified
Mo Data
Inventory
28
-
Settings
Cow ] ) O

Scroll down and select Microsoft Office 365, then click Next.

Client-based DEM Praofiles

B @ User Defined & Predefined Applications -

Canfigure

Select up to 3 applications to monitor using Digital Experience Monitoring (DEM) Essential. This allows remote secure access client devices to perladically moniter end-to-end network and
application performance for the devices.

(1) Microsoft Oice 365 Outlookcom 3¢ ) Search and select ane ar mare apsh OCksral B
- Predefined Applications (Selected: 1of 53)
Meonitor
Druva Egnyte ElephantDrive Eventbrite Facebook Filemail Foursquare
(e - 5
Analytics O & & ° Beoen *
= GitHulb Google Drive Google Drive Back... Google Hangouts. Google Play Store Google Workspace GoToMeeting
. ® o = [a’l =« -
ICloud Drrive JungleDisk LivePerson Microsoft Intune ... Microsoft Office 3... | Microsoft Skype F... OpenDrive
o
= e @ e (4] ® = (S}
Sattings
PingOne For Enter . Planview Projectp. Rally Software Rescue Remote Su... RingCentral Salesforce.com Skype
a ~ z o L
SpiderOak SugarSync Swizznet TeamViewer Toggl Track Tresorit Twitter

Cancel
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Use a descriptive Name for the DEM entry and the click Save.

Client-based DEM Profiles

B ° User Defined & Predefined Applications +
Configure
@ Name, Description & Tags -
Marne * Descriptian
I DEM_MSOI1365 @‘Dmﬂ description
Monitor Tags

e,
Anahytics

Inventory

Click Next.

Create Client-based Access

8 ®

Configurs

Menitoring

Click customize to choose your client-based monitoring profile for monitoring the selected network segments,

€ Back Client-based DEM Profile
Monitor

Choose a client-based DEM profile to use for this Secure Remote Access profile.

Analytics Client-based DEM Profiles + A & Refresh
Name User Defined Applications Predefined Applications Last Modified
Inventary DEM MBOH36S Microsoft Office 365 Outlank com | aﬁ?gjﬁ}ﬁsa:“
Showing 1-1of 1results 10 - Rows per Page Gotopage 1 - e 1

Cancel l [ Back J Skip to Review
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Provide a descriptive name for the secure access profile and finally click Save).

e Create Client-based Access

Manitor General

o ®

Rautes & DNS Resolvers Digital Experience Review & Deplay

Monitering

Review and Configure

Below are the configurations of your profile. Review and edit any step of your configuration before validating.

Mame® (D) Description
) I AcmeOne SechccPr @4)
Analytics
Tags
Inventary
i
- Routes & DNS Resolvers  # cdit
Routes 0 Added
#ﬁ
> DNSReslvers 2 Added
Name DNS Server IP Address Gateways Damain
PublicDNS 6.8 All Gateways
AcmeOneDNS 10320111 All Gateways acme-one.com
Digital Experience Monitoring (DEM)  » Edic
o= J (= [ = @5

Step 3: Configure Secure Client Access Policy Rules

Secure Access Policy rRles define the connection parameters between the SASE client on the end user device and the
SASE gateway. Two access policy rules are required for this use case, one for users in the IT group with the Colombia

Geolocation constraint, and the other one
only Windows devices running any endpo

for users in the Contractors group allowed worldwide. For both profiles,
int security application will be allowed; Zoom will bypass the tunnel and go

directly to the Internet (DIA — Direct Internet Access). Always On with Fail Close, Trusted Host Name, tamper protec-
tion and tunnel monitoring will be configured for both profiles.

The parameters listed in next table are required to complete the configuration.

Parameter Description
Geolocation constrain Region to apply filtering, Colombia
App to bypass Tunnel(use DIA) |Zoom
Device to be reached to detect the Trusted Network
Trusted Host Name IP/FQDN
Tunnel Monitoring Host Host to Monitor the tunnel
Access Rule Name Name for the rule

+J VERSA
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To configure the first secure client access rule for the IT group (Colombia GeolLocation constraint), Navigate to Con-

figure > Security Service Edge > Secure Access

Below are all the profiles for your Secure Client Access.

(o)

& Refresh Select Calumns b4

» Advanced Sacurity

DEM

~ BECUre ACCESS

“ Client-based Access o

Policy Rules

Rautes DNS Resalvers Name User Predefined Bravser Access

Branchs, services poogle, eth

i+ Page Gotopoge 1+ < Previous 1 1
Profiles I

Monitor

Settings

Anahytics > Clientless Application Access

PACFiles

Terminal Server Agent (TSA)

Inwentary
* Digital Experlence Monitoring {DEM)
s > TLSDecryption
* Bandwidth Limits

» Profiles and Connectors

> Partner Integration

* User and Device Authentication

> User-Defined Objects

> Settings

For this use case select All Windows Operating Systems and then click Next.

‘Create Client-based Access Rule

B @

Configure

s & poit " 2 L o & i Gateways Climnt € i gt EIP Review & Confy
Source 1P Address

Choose the operating system far this rule below.
I you prefer, you can customize which oparating system aptions you would |lke to enate for the rule,

= o 9] 9]
Monitar
1} 573 i
W Windows Apple £ Android /& Linux
] . _| ANl Andraid Operating Systems
o Al Windows Operating Systems (O] All Apple Cperating Systerns ] Preciafinsd | All Linus Dgerating Systemns
Predefined ] Predefined - [ Android ] Predefined
Wiindows 100 [_] MazcIS X Server _| Fedora
[Ea] Windows 10 Mokl [ asx 1 Linus
Irventory ‘Windows 11 7] Macos ] Red Hat Enterprise Linus
B windows 7 [T Al Aple Mobile T Ubuata
Windows & [ Predefined
28 Windowes B.1 [ ios
Jsers
g Windows Server 2012 (] iPads

Windowes Server 2012 R2

o Windows Server 2016
Settings Windows Server 2019
Windows Server 2022
Windows Vista
Windows XP

Cancel Skip to Review Mext 0

Client-based Access > Policy Rules and click on +Add.
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In the users and group section click in Customize.

i Create Client-based Access Rule

®

Searen IF Address

By default we have chosen all users and groups to apply your security enforcements

If you prefer, yau can select the specific users or groups for the security pasture.

Moniter

Users & Groups ©
o0
£y KnownUsers

(o)

Anakytics

-

Inweritary

Ce= ) =) T

DOypurating Spurm Usrs & Graups. Endpeint Posture  Sowrcy Gea Location & Tradfic Actian Gabrmays. Chierrt Canfiguration  Agent Prafilu Frem EIP - Reviuw & Canfigurs

) VERSA

In the users and groups configuration select the SAML authentication profile created before, enter the name of group

in the search text box, select the appropriate group and then click Next.

s

- Create Client-based Access Rule

@

Operating System Usurs & Groups. Endpoint Pasture  Sowrcn Gue Lacstion & Traffic Action Gatuways Cliurd Confguration  Agunt Prafile From EIP - Review & Configure
Source IP Address

By default we have chosen all users and groups to apply your security enforcements

|f you prefer, you can select the specific users or groups for the security posture.

Monitor

€ Back Users & Groups

User Type (& Selected Users (1 Known Users

| Enable Rule for the following matched users or user groups
Irvenkary
frasnsary Aol SAMAL G o)

User Graups Users
i
Users
I”lT ) Searchfor User Groups @
Settings User Groups (2)
Namn Distinguished Name (DM]

(s o (12

C e Contractors

In Endpoint Posture, click Customize under the Endpoint Information Profile (EIP) box.
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Create Client-based Access Rule

B © ©)

Canfigure
e ing Spdem Usirs & Graups. Enipein Polire  Sewrcy Gea Lombion & Teaklic Action Gabwways el Canfiguration  Agent Prafils From EIP Revivw & Canfigurs
Senarei 1P Address.

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

IF you'd fike, you can custormize your options by choosing what to include or exdude below.

E Endpoint Information Profile (EIP) Device Compliance Status Entity Risk Bands
w* Alldevices +" Managed Status of Devices 9 * All risk bands
- All Devices
Anabytics e Customize Customize
C= = .
Create Client-based Access Rule
Operating Syvtem Users & Groups EndpointPosture  Saurce Geolomtion&  Traffic Action Gatewars Client Configuration  Agent Prafile From EIF  Review i Configure
Seurce [P Addrass

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security
enforcements.

i you'd like, you can customize your options by choosing what to include or exclude balow.

« Back Endpoint Information Profile (EIP)

Select an existing profile or create a new profile with the values for the different EIP attribubes collected by the Wersa Clienl This can be used by the Versa Cloud Gateways lor granular policy enforcement
based on the end user's entity risk.

Mo Usesr Defaned EIP Profiles Added

Cancal ] | Back |

User Defined Predefined
=+ Create Mew EIP Profile
+ Add Existing EIP Profile Select Columns o
O Mame Description Rules

) VERSA

32



In the page that appears, click Add.

Configure > Security Service Edge » Profile and Connectors > Endpoint Infarmation P
~
il Create EIP Profile

View

Coni"‘l‘!u’!

ke

Imvantory

Cancel

Rules Review & Submit

@ M Delete Sedect Columns

Descriptian Match Categarios.

Mo Data

Assign a descriptive Name, then click Add.

Add Rules

Name*

I P SooneEndisintSod

Description

@ © | Sclest Columns

User Defined Objects Predefined Objects

Mo Data

) VERSA
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In the Add EIP Object pop up, select eip-object-endpoint-security-any-running, then click Add.

Add EIP Object

LCategory

I wip-alijec-endpoind_security-any-running
g object endpoing securlty crowdsirike

elp-object-andpaine sacurity-sentine One
elp-object-endpoint_security-software-crowdstrike

eip-object-sndpain_sscurity-software-sentineiOne

{siprabject-srdpaint_sewurity-any-instalied ) |

Click Add again.

Add Rules

Mame®

EIP_SameEndPointiec

Deascriplion

Select Colurns

Category ji Precefined Objects

|| Endpeint Security 1 » elp-oblect-endpeint_security-any-
linstalled

Showing 1-1af 1 results 10 = Rowsper Page
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Click Next.

Create EIP Profile

B ®

Configure

Rules. Review & Submit
+ Add Sedact Columns. ~
Mame Descriptian Match Categorius
| | EIP SomeEadPalntSes Endpaint Security
Showing 1-1of 1results 10 = Rowsper Page Gotopage 1 = 1

-

Invantaory

e e m

Assign a descriptive Name for the EIP Profile and Save.

Create EIP Profile

B ®

Configure
Rules Review & Submit

Review your EIP Profiles configuration below

General
Mame* (3 Description
I EIF_EndPtSecRunning 23
Tags
Imvaritory
Rules & edit
Marne Catugory Objects Usir Diisfrvisel jiscd s Pradefined Oljocts
EIP_ SomebncPaintSec Erdpaint Security 1 > eip-object-endpoint_security-any-installed

Cancal | | Back N | Save i24,
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With the Endpoint Information Profile added, click Next.

Create Client-based Access Rule

B () ®

Configure
Operating System Users & Groups [Endpoint Posture Source Geo Location & Traific Action Gatewars et C i g Rerview & Configure
Source IP Address

By default, we have chosen all endpoint devices under endpoint informatian profile and entity risk bands to apply to your security
enforcements.

I you'd like, you can customize your options by choosing what ta include or exclude balow,

& Back Endpoint Information Profile (EIP)

Select an existing profile or create a rew profile with the values fior the different EIP attributes collected by the Versa Client. This can be used by the Versa Cloud Gateways for granular policy enforcemant
based on the end user's entity risk.

Usar Diefined (1) Predehned
E =+ Create MNew EIP Profile
Inverttary
+ Add Existing EIF Profile Sedect Columng w
O Hame Bescription Rues
() > EIP_EndPtSecRunning 1
Showing 1-1of 1results 10 = Rows per Page Gotopage 1 - ¢ Prey 1 »
( Cancal ] Back

Click Customize in the Source Geo Location box.

Create Client-based Access Rule

B (] (] ®

Configure
. Operating System Users & Groups Endpaint Posture Saurce Geo Location & Traffic Action Gateways Client Configuration  Agert Profite From EIP Renview & Configure
Source |P Address

By default we've chosen all source geo locations and source IP addresses.
These are locatlon selectians for al lowing or denying access to the Viersa Cllent. IFyou prefer, vou can select specific gea locations.

Source Geo Location @ } §  Source IP Address @
3

* Al Gea Incations are selacted ENTAL « Nosource 1P addresses have been arded
—Y g

Customize

o) [ )
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Select the Country option from the dropdown and search and select Colombia, then click Next.

i Create Client-based Access Rule

View

B © © ©

Configure
" Cperating System Usurs & Groups. Endpoint Posture  Source Geolocation®  Traffic Action Gatewars Client Configuration  Agent Profils From EIP Ruview & Configure
Source IP Address

By default we've chosen all source geo locations and source IP addresses.

These are locatlon selections for allowing or denying access to the Versa Cllent. If you prefer, vou can select specific geo locations.

€ Back Source Geo Location

Geolocation refers Lo the use of location technologies such as IP addresses toidentify and track the whereabouts of connected electronic devices. By defaull, we have included devices in all locations,
Wau can customize, by selecting which country, state, city toinchude,

Inveritory

: 27) | (28)
AP AT —
A Sl

i

o

Com ) C = ) e ()

For the traffic action configuration first select the Subscription type corresponding to your License, in this case VSIA .
Note: there are another two possible traffic actions: VSPA and VSIA & VASPA. Select Allow (31), which sends all
matching traffic to the gateway, except the Zoom application selected in the list bellow.

i Create Client-based Access Rule
View

o o © ©

B g Usurs & G Apoi fean & i Gabwways Cliunk Canfigaration  Agent Profile From EIP Ruview § Canfigars
Source P Address

Configure

Based on the mast common secure enterprise settings, we've chosen the traffic steering below.
IFvau prefer, you can customize which traffic steering option you would like to enable for the rule.

-

Mornitor Verss Secure Internet Access (VSIAL 30

)
Aralgics @ Deny
Drop all traffic that matches the rule
Display Message siter Cannection is Blocked

]

ou are not allowed to connect to the enterprise WP, please contact adminlstratar

_ Allow
& \//
Allow all traffic that matches the Fule to pass

(®) Send Apps to Versa Cloud Gateway

31

With this option, the default behavior is to send all traffic from the user device to the Versa Cloud Gatewary. Select applications below to bypass the tunnel and be sent out directly to the
Internet fram the user devica,

Display Message after Successful Connection

Searchfar Applications o+ AddNew  §H

) =) T T

You can bypass the Gateway for custom or predefined applications. Scroll down and select Zoom from the Predefined
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Applications list, then click Next.

Create Client-based Access Rule

lie Zoom ) Search for Applications OClar All 4 Addbew 8
-]
Configure > Custom Applications (Selactad: 0 of 1)

~ Predefined Applications (Selected: 101 53)

ol - J

Monitor
LivePerson(@ Microsoft Intun...@  Microsoft Offic.. @ Microsoft Skyp... 0O CrpenDrive PingCne For En... O
Anahytics
' @ e o ® & s
=] Planvicw Proje... (0 Rally Software D Rescue Remote... (0 RingCentral Salesforce.com(©) Shype@
Imvaritory
- 2] y4 = ]
SplderOak® garSynel Swizznet® TeamViewer D Toggl Track® Tresorlt@
<
Twitter(D Wi bese(T) Workday T YouTube@ Zoom(T 33
+ Exclueded Routes (0]

Ce ) ) e [

Let the default gateways configuration and click Next.

Create Client-based Access Rule

B (-] O ] © ©

Configure
Cperating Syvtem Users & Groups Endpoint Posture  Saurce Geolomtion&  Traffic Action Gatewarrs Client Configuration  Agent Profile From EIP Review & Configure
Source [P Address

By default all gateway groups have been selected.

If you prefer, you can select a specific gateway to allow access.

Momitor

Gateway Groups @ Gateways
a Al Selected | 1 Select VPN
Analytics Default Edrenet-BR-Enterprise )

=
Imvartary Selected |2
Gatoway Catewsy Craup Cllent Addeess Poal Mame
HCESAGRUOL Default 192.16.100.0/24-Pral-1 .
VhesAtE petault 192,168 101.0/24-Pral-1 .

=) =) e [

Select the Secure Client Access Profile configured previously to be used with this policy rule the click Customize in the
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Client Controls box.

M Create Client-based Access Rule

o © o o o O,

Operating System Users & Groups Endpoint Pasture  Source Geo Location & Traffic Action Gateways Client Configuration  Agent Profile FromEIP  Review & Configure
Source |P Address

Based on the most common secure enterprise settings, we have defined your client configuration.

1f you prefer, you ean customize the client eonfiguration setting for the rule.

Secure Client Access Profile ©

p Use the following Secure Client Access peofile for this rule.
I N 36 + Add New Prafile
Acena_SecAccPrl |

BasicCBAprofilel
WSIA-ACC-PROFILE
MFA ™ VPN Type © Client Controls ©

( & MEA is switched off ﬁ IPsee | TLS [] OTLS @  AlweaysOn

+ Remember Credentials
W Alkow Client Customization

VPN Type Order
First. Second Third

—®

[ Cancel ] [ Back | w “

For Client Configuration, fill the Client Logo URL information to USE the logo in the Client, define the Trusted Net-
work Hostname and click the Advanced Settings arrow .

e, Create Client-based Access Rule

What client cantrals doyou have

Allow Client Customiration (D)
Remember Credentials [
| Auts Update @

Praferred Client ViarsionoAhvays Update to Latest
Edit Preferred Client Version

Client Loge URL &)

User's View of Client

Ry r—r—

VERSA

Monitor
hatpsfwwwacmeane/images/Corplagomwebp.

)

g Portal Lifetime fin Minutes] ()

Anabytics
1440

Certificate lssuer

Trusted Network Hostname (0

I privatedns1 acme-One cam

@9

» Trusted Routes (0]

»  Advanced Settings @

o ) () T T

In the Advanced Settings section, select the Tamper Protection checkbox and provide the Tamper Protection Override
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Key password. Select the checkbox Always On and the Close radio button which closes the tunnel if there is a failure.,

Select the checkbox Tunnel Monitoring with the Hosts information as shown below. Click Next.

iy Create Client-based Access Rule
v Advanced Settings

I Tamper Protection(Supported only on Windows client from version7.8) © ‘ 41 >

Tamper Protection Override Key ©

I Password1AcmeOne| @

[] Strict Tunnel Mode

[Z] Auto Disconnect Interval

[Z] Auto Disconnect Time

NG

Disconnect () Never (@ Interval (Seconds) 300

Override Interval (Seconds) 120

@ oo

Display Gateway

Versa Cf

Settings Tunnel Monitoring

Windc version 7.6 and Ma 7.5)

Hosts ©

acme-One.com

0

Interval (Seconds)

60

Interval Retry ©

A, Create Client-based Access Rule

Operating System

EIP Agent Profile

Type

tion, then click Save.

[ Cancel ] [ Back

© © o

Users & Groups.

Endpaint Posture  Source Geo Location &
Source P Address

EIP Agent Profiles

Traffic Actian Gatewars

] Skip to Review

Client €

I =i a

N (47)

On the Review & Submit page, assign a descriptive Name for the Secure Access Policy Rule.. Confirm the configura-

Rerview & Configure.
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Configure » Security Service Edge » Secure Access » Cllent-based Access » Policy Rules

Create Client-based Access Rule

© o © o © o © O,

Users &Gy nelpoi ion & i Gateways Client Configuration  Agent Profile From EIP Review & Configure
Source [P Address

Review your Client-based Access Rule Configurations below
Below are the configurations for your rule. Review and edit any steg of your configuration before deploying.

General

Name® () Description
I AemuCneSocho RulolT (46)

Tags

Rule is Enabled

Operating Systems & edit

Operating SystemVerslons  Custom Selection

Windows Server 2012 R2
Windaws Server 2016

= | ()

Configure the rule to be evaluated first and click Save.

Configure Rule Order

Haowwould you like to process rule "AcmeOneSecAccRulel T2

(") Pracess the rule last (add this rule at the bottom of the rule fist)

I (®) Process the rule first (add this rule at the top of the rule list) @

(") Process the rule in specific placement (select where to place in rule list)

) )

) VERSA

To create the second rule for Contractors group (without Geolocation constraints), the same rule can be used with

modified settings. Select the rule you just created and click Clone to copy it.
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Publish (2) Client Download

Below are all the rules for your Secure Client-based Access.

Client-based Access Rules

B
Configure . " = ]
Q, Search by keyword or name T Fllzer 4 Reorder @ Delete & Refresh Select Cohsmns w
Endpaint Postur
Versions | Users & £l Device Compli Traffic Action VPN & Gateway Groups Status
~ Windows ~ AuthProfile SAMA  Endpoint Information Managed Statusof  Action VPN Name © Enable:
Windows 10 L Prafile (EIP) Devicas Sand Apps to Versa Edganat-BR-Enterpeica
 User Defined . Cloud
Windows 10 Mahile User Graups Al Devices  Gateway Groups
Windowes T4 I" FIP_ErdPtSocRunri N Cliant Applications Dtk
selected N
Mare Da Entity Risk Bands ~ Exclude PreDefined ~ Gatoways
Allrisk bands Applications. VECSACRUOL
Zoom VCG-SACCH-02
Are_Prf_Usuarins  Windows w SAMALGWT Endpoint Information W Managed Statusof  Action WPN Name @ Enablec
" Profile (EIP} Devices Send Apps to Versa Edganet-BR-Enterprise
Windowes 10 User Groups ~ User Defined . Cloud
Windows 10 Mobile Usuarios Al Dgvices . ¥ Gateway Groups
E Windows 11 TestEIP N:L‘ ent Applicaticns Default
[ Entity Risk Bands #
ALY Maore Detalls Allrisk bands + Exelude PraDefined ~ Gatewsys
Applicatiors VEG-SA-GRU-DT
Zoom VEG-SACGH-02
Microsoft Office 255
= Duthack.cam
Users
Acc_Pri_ingeniercs > Windows ¥ SAMALGWL Endpoint Information ~ Managed Status of Action VPN Name © Enablec
Windows 10 User Groups m:.tj::) Devices gr;:::upﬁia Versa Edgenet-BR-Enterprise
o Windaws 10 Mchile Usaarios ) All Devices - o ~ Gatewsy Groups
Wiindves 18 - N Client Applications Dbt
indaws Entity Risk Bands selected
More Details| Allrisk bands  Exclude PreDefined ~ Gateways
Applications VCGSA-GRU.0L
Foom VEG-SA-CGH-02
Microsalt Office 355
Qutlook.com
TestSAML ~ Windows ~ SAMALGWL Endpoint Information  * Managed Statuzaf  Action VPH Name © Enable:
Windows 10 User Graups mle_(ElP} Devlces Breakout to the Internet Edgenet-BR-Enterprise
Windows 10 Mehile Ingenieros S Al Devices o Client Applicaticas ~ Gateway Groups
Windows 11 Ususrios Entity Risk Bands selected - Default
Allriek brande N Predefined Applications
Kievra Mt aile | selected  Gatawavs
Showing 1-7of Tresults 10~ Rows per Page Gotopage 1+ 1

Edit Client-based Access Rule: AcmeOneSecAccRuleContractors

Ty s
I {hcmeOineSechccRuleCantractors (54)
.= Taps
Configure

Rulais Enablad

Operating Systems & £dit
Operating System Versions  Custom Selection

Windows 10
Windows 10 Meobile
Windows 11
- Windows 7
H Windows &
Imvantory Windows 8.1
Windows Server 2012
Windews Server 2012 R2
- Windows Server 2016
3 Windows Server 2019
Windows Sarver 2172

Users & Groups

Users & Groups  AuthPrafile_SAMAL

User Graup | 1
m

[ Cancal || Back ] Save

Click Customize for Users & Groups.
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Edit Client-based Access Rule: AcmeOneSecAccRuleContractors

. ®

Configure
Operating System Users & Groups Endgaint Posture  SourceGeolocation & Traffic Action Gatewanrs Client Configuration  Agent Profile From EIP Reniew & Configure
Source IP Address

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture,

Users & Groups ©
oO

Oy User Groups
IT

e

-

Inventory

e

Coe ) () I T

Uncheck the IT group and check the Contractors group to be used in this rule. Now click Next.

Edit Client-based Access Rule: AcmeOneSecAccRuleContractors

0 ®

Configure
Operating System Users & Groups: Endpuint Posture  Sounce Geo Location & Traffic Action Gateways Client Configuration  Agent Profile From EIP Review & Configure
Source P Address

By default we have chosen all users and groups to apply your security enforcements

If wou prefer, you can select the specific users or groups for the securlty posture.

& Back Users & Groups

Analytics

UserType @ Selected Users (0 Known Users

= Enable Rule fer the fallowing matched users ar user groups
[y AusthProdile SAMAL
User Groups Users
[ Contractors rch for User Groups

User Groups {2}

Name (DN}

There are no changes to the Endpoint Posture , so click Next.

) VERSA
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Edit Client-based Access Rule: AcmeOneSecAccRuleContractors

B ©,

Configure
. Operating System Users & Groups. EndpaintPosture  Source Geoloction & Traffic Actian Gateways Client Configuration  Agent Profile From EIP Review & Configure.
Seurce P Address

By default, we have chasen all endpoint devices under endpoint information profile and entity risk bands to apply to your security
enforcements.

If you'd like, vou can customize your aptions by choosing what to include or exclude balow.

E Endpoint Information Profile (EIP} Device Compliance Status Entity Risk Bands
" User Defined ' Managed Status of Devices ~* All rigk bands
EIP_EndPtSecRunming All Deices
Custamize Customize Customize

e ) e ) s

Change the country in the Source Geo Location box by clicking Customize.

Edit Client-based Access Rule: AcmeOneSechccRuleContractors

B (] O,

‘Configure
Operating System Usiers & Groups. Endpoint Posture  Source Geo Loction & Traific Action Gateways Client Configuration  Agent Profile From EIF - Reviews & Configure
Source IP Address

By default we've chosen all source geo locations and source IP addresses.

These are locatlon selections for allowing or denying access to the Versa Cllent. If you prefer, you can sele ct specific geo locations.

Source Geo Location © } 3 Source IP Address @
3
@ «* Countrias .;l':r '\__‘;, » Mo source [P addresses have been added
e—t¥ip

Colombia

fumemze

e ) T TN

Clear All countries from the site list, then click Next.

) VERSA
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Edit Client-based Access Rule: AcmeOneSechccRuleContractors

© ©

Operating System Usiers & Groups. Endpoint Posture  Source Geo Location & Traific Action Gateways Client Configuration  Agent Profile From EIF - Reviews & Configure
Scurce P Address

By default we've chosen all source geo locations and source IP addresses.

These are locatlon selections for allowing or denying access to the Versa Client. If you prefer, you can sele ot specific geo locations.

& Back Source Geo Location

Geo location refers to the use of location technologies such as IF addresses to identify and track the whereabouts of conmected electronic devices. By default, we have included devices in all locations.
“You can customize, by selecting which country, state, city to inch

Cm

Cauntry T 50

Selected =

MName Lacation Type

Edit Client-based Access Rule: AcmeOneSecAccRuleContractors
Internet from the user device.
Display Message sfler Successful Coanection

Configure

OClar All 4 AddMew 5§

sarch for Applications

» Custom Applications (Sele

- Dof 1)

* Predefined Applications (Selected: 10f 53)

o = 0 : rig
i'—'-—i LivePerson( Microsoft Intun...(  Microsoft Offic.. 0 Microsoft Skyp.. 0 OpenDrive () PingCne For En... (D
Invertory
@ = © ® e 8
Plarview Proje... 0 Rally Software™ Rescue Remote... O RingCentral Salesforce cam(@ Skype®
4 z = 1 ©
SpiderOak) SugarSynci Swizznet(D TeamViewer (D Tresarit(D
L4 ] =
Twitter Gt Webex® Warkday 0 YouTube(

On the Review & Submit page, verify the configuration and then click Save.
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Configure » Sacurity Sarv Secure ALcess

Sarvice 2 t-based Access » Policy Rules
Edit Client-based Access Rule: AcmeOneSecAccRuleContractors

General

Mame* (3
AcmeQnesechecRuleCantractors

Tags

Rule Is Enabled

Invantory

Operating Systems ~ # cdit

ndlp Sousea & dfic Acki Gabawisys Cliant Canbguration  Agant Prafile Fram EIP  Ravlaw & Canfigra
Source IP Address

Review your Client-based Access Rule Configurations below
Below are the configurations for your rule, Review and adit any step of your configuraticn before deploying,

Description

Cparating System Versions  Custom Selection

( Cancl || Back

) VERSA

In the Configure Rule Order screen, select Process the rule in specific placement, then drag the rule to place it 2",

then click Save.

Configure Rule Order

) Process the rule last (add this rule at the bottom of the rule lst)

) Process the rule first (add this rule at the top of the rule list)

3. Acc_Pri_Ingenieros
4. TestSAML
5.UCT windows

6. UC1 MAC
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Step 4: Configure DNS Filtering to Block AAAA Queries

In some IPv4-Only or IPv4/IPv6 mixed environments, customers using IPv4 might receive AAAA records pointing to
IPv6 addresses, potentially causing issues to the connection. So, in IPv4-only networks, it's a good practice to block
IPv6 AAAA DNS queries. This is accomplished by creating a DNS Filtering Profile.

The required information to configure DNS filtering is listed in the following table.

Parameter Description

Profile Name Descriptive name for the DNS Filtering Profile

Query Base Action Rule Name Descriptive name for the Query Base Action Rule

Request Type Define Query as Request Type

Query Type Define AAAA as Query Type

Domain Name Use .* to block all AAAA queries

To create the DNS Filtering Profile go to Configure >> Security Service Edge >> Real Time Protection >> Pro-
files.

me e =

Below are all the rules for your Internet Protection Policy.
I Real Time Protection ( 3)

=" Al Rule Types v + Add 2 Refresh  Select Columns ~
Internet Protection I
NetworkLayer 34 GeoLscstions
Private App Pratection
vl Endpoint Posture Source & Destination  Services schedule Source Destination Securly Eni
s ( )’mtms All Users Endpoint Information  Services Not Available Al Action
User Risk Bands Profie EIF) AU Ue
Safe Search Al risk bands Alldevices Implck: QUIC UDP-443
Entity Risk Bands
Network Obfuscation it
> settings | Agplications All Users Endpoint Information DestinationZone v Services Not Available Al focted DN Filterit
Usar Risk Bands Profile (EIP) et domain
[ ad Secur Al risk bands All devices N
» Advanced Security
Analvtics
. Entity Risk Bands
\ Secure Access Alirisk bands
| Rgplications - o AllLsyer 4 Services Not Available Al Fill Filteriny
> Digital Experience Monitoring (DEM) eers Profile EIP) \
ternet
Inventory Alldevi
sselabuserd@gmil. eviees
» TLS Decryption com Entity Risk Bands
User Risk Bands Allisk bands
PO . Ganduidth Limits Al isk bands
. Profiles and Connectors  Application Group Allusers Endpoint information DestinationZons v Services Nat Available AllG are selected Al fons are selocted FillFitering
User Risk Bands Profile (EIP)
Google-Agps i Internet httos
o rove-ntes Alrisk bands Alldevices
> Partner Integration .
Entity RiskBands
Allisk bands
» User and Device Authentication
| Agplicaticns All Users Endpoint Information DestinationZone v Services Not Available e selected Al selected Action
> User-Defined Objects Usar Risk Bands Profile EIF)
b Al Fisk bands Al devices Intemet s
» Settings Entity Risk Bands

Select Filtering Profiles, click in DNS Filtering then click + Add.
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E mmm
Filtering Profiles

Filtering Frafiles inn &IPS DtaLass Pravartian (OLP) Arcess S Braker (CASA - Inling) Remate Brawser lsalatian (RBI) Acivanced Threat Pratoction (ATP]
URL Filterirg; File Fitering
DNS Filtering Profiles 10) & Searchbykeywordorname | T Filter + #od o W Deletz £ Refresh @ e Select Columns v
Profile Name Deny st Alow List Query Based Actions Reputation ased Action
NoData

No White or Black list will be created for this example so click Next.

Create DNS Filtering Profile

I teaffic is matched in bath the deny and allow, then the action in the deny takes precedence.

Configure

B Deny List
Chaose which sctions and URLS to deny (blacklistl,
Depioy
Aetion + Add New
Monitor
Fatterns
Tyan 3 PCRE Rages pattenm *
Strings ()

Typea comma separated st

Inventary

Allaw List
‘Chaose which URLS to allow {whitelist)

Pattems

Troea PORE Regkx putts

Swings @

3 comma separated list of =

[ Ensble Logsing 0

= 6)
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Click + Add to create a new Query Based Action Rule.

‘Create DNS Filtering Profile
View

8 O]

Configure D e Allow List Query Basad ctioms Ruputation Based Action Review & Submit

By default, all fields have been configured. Otherwise, you can choose which queries to enforce for your DNS filtering.

Mame Action Request Type Details.
Mo Data
Analytics
«
3
Settings.
e )= ) Sdptoimiow e

) VERSA

Assign a descriptive Name for the rule, select the Reject Action, and Query for the Request Type. Select “AAAA" as
the Query Type and “.*.*" in the Domain Name Field. Click Add to save the action rule and then click Next.

49



) VERSA

Add Query Based Actions
Choose which action and configurations to apply for your query.

Hame g cddiiew  ReousdT

= L= D) e

Number of additional records Number of questions

~ Selct

Domain Name:

)

Assign a descriptive Name for the DNS Filtering Profile and click Save.

Canfgure = Security Serice Edge = RealTime Protectian » Profies > ONS Filtering
Create DNS Filtering Profile
General
8 Name” (i) Descrintion
Canfigure
| @
Tags
Lagging is Disabled

n Deny & Allow List ~ # can
Analytics
DenyLst

Ao List

Logging  Disabled

Query Based Actions & Edit

In the Internet Protection Rules List table, use the search tool to find rules matching the term “implicit”. The rules with
the implicit string used in the name will be listed. Edit the Implicit-Allow-DNS rule by clicking the rule name.

50



Internet Protection Rules List

-]
Configure % T Filter Al Rule Types -
Neatwork Layer 3-4
. Rills Hame. JRL Sarvices
Deploy
1 imalicit_Drap_ue W Alapgications AllUsers Erdpoint Information ~ Services.
User Risk Bands Profile (EIP) et -
Allriskbands Alldovicas (el QUICUDR-A13
Entity Risk Bands
ivionibar Al risk bands
| wglicit-Allow-DNS P Al Agplications AllUgers Endpoint Information v Sarvicar
User Risk Bands Peohe (EIP) —
Mirisk bands Al devices -
[Entity Risk Bands
Allrisk bands
O] imalicit-Dery-Aa1 W Allapphications AllUsars Endpoint Information Layier & Sarvices are not Enablod
User Risk Bands Profile (EIF]
Wwnardory Alriskbands Alldevices

Entity Risk Bands
Al visk banels

Showing 1-3of results 10 - Rows per Page

Scroll down to the Security Enforcement section. Click Edit.

Edit Internet Protection Rule: Implicit-Allow-DNS

User RiskBands Al Rigk Bands

B
Configure .
Endpoint Posture . =it
GEO Locations  »# Ecit
Sourcs Allsource Geo locations are selected

Destination  * All destination Geo locations are selected

Network Layer 3-4

# Edic

Services
+ domain

Security Enforcement

Enforcements

‘Versi's praconfgured don

allows you to biack

* Add

& to sites and pratect fram m

o

) =

) VERSA

Belaw are all the rules for your Internet Protection Policy.

B Cone 4 R W Delete 3 Refrosh Select Colimns v
GoaLacatians
Schedule Saurew Destination Securlty Enfore.
Molhvsilsble Al Geo kacalions are selecled AllGea hacations are selected Action
#lGea AllGea Action
Mot dwailable Al Geo lacations are selected All Gea acations are selected Action

Gotopage 1 - 1

Change the enforcement action from Allow to Security Profiles.Select the Filtering Profiles tab, and in the DNS fil-

tering sectio select the DNSFItPrf1 rule created earlier. Click Save.
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Exlit Inberret Protuction Rule: Implicit-Afiow-DS

N Security Profiles ‘21 ’
Chiaris v er mare prsdidid o e dafired rormarts vhich ineh duerRaeis tn x e ne rejee Sralfe
i

Filtering Frefiles

UL Fitering
EasyURLFiltering -

s prscahnred URL llis cavtocls ol vweh- broavidns sethity

Baweked URL Calegeries
athdtnd pomuography ThisFrorie refpcts 52 addresses of we 6o ssloits sed aiert the system adminstrator
games tar gt sussiciona act ke such as phishing wcivity =
VD BT TES e

2

DS Fiesring
EasyDN5 -~

o s and
rotecs from ma hwarand abishing.

User Defrad
CHEFRRAIL

EasfING

Step 5: Configure Saas Tenant Control

In this scenario, SaaS Tenant Control will be configured to ensure that users access Office 365 only with corporate do-
main accounts. This prevents logins with personal or third-party accounts, which could lead to data leakage or use of

unmanaged, non-compliant environments. Enforcing tenant restrictions aligns with corporate security and compliance
policies, while still allowing seamless access to business-critical Office 365 services.

The required information to complete the configuration is listed in the following table.

Parameter Description

Name assigned to the SaaS tenant control rule.

Application Rule Name

Application to control: -
-Office 365 block Consumer Account
Application -Microsoft Office365 Tenant-Restrictions

Profile Name Name for the SaaS Control Profile where the rule is applied.

Why Two Controls Are Required
e Office 365 Block Consumer Account: This control prevents users from signing in with personal Mi-
crosoft accounts (e.g., @outlook.com, @hotmail.com, @live.com). Without this restriction, users could
bypass corporate monitoring and store or share sensitive data in unmanaged personal accounts.
¢ Microsoft-Office365-Tenant-Restrictions: This control enforces access to a specific corporate tenant
(e.g., acme-one.com). Even if a user tries to log in with another company’s Office 365 tenant or a third-
party organizational account, the connection will be blocked. This ensures all traffic is tied to the cus-

tomer’s authorized tenant only.
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Together, these rules ensure that:

1.

Users cannot use personal accounts for Office 365.

2. Users cannot use other organizations’ tenants.

3. Only the corporate Office 365 tenant is accessible,

) VERSA

closing both major loopholes for data leakage.

To configure SaaS Tenant Control, go to Configure > Security Service Edge > Real Time Protection > Profiles.

ik

Manitor

Irventary

&
Users

e

Sacurlty Service Edge e

raSDWAN  ©

 Real-Time Protection

(3

Internet Protection

Private App Protection

or

(©)

Praofiles

Safr Search Windows 10
Windaws 10 Mokile
Windows 11

Network Obluscation

> Settings

Achvanced Security
Secure Accass
Digital Experiance Monitoring (DEM)
TLS Decryption
Bandwidth Limits
[Profiles and Connectors
[Partner Integration
Wser and Device Authentication
User-Defined Objects

Settings

More Datalls

* Windows
Wirndows 10
Windaws 10 Mohile
Windaws 11

More Details

* Windows
Windows 10
Windows 10 Mehile
Windows 11

Maore Details |

* Windows
Windows 10
Windowes 10 Mobile
Windows 11

Maore Details |

o Page.

Usurs & Groups

 AuthProfila_SAMA
L

User Graups
m

¥ AuthProfile_SAMA
L

Usar Graups
Contractors

¥ SAMALGWL
User Graups
Usuarios

W SAMALGW1

User Groups
Usuarios

+ Add |
Endpoint Pasture
EIP & Enlily Rish Bands  Duvics Compliance Status
Endpaint Information % Managed Statusof
Prafile (EIP| Devices.
+ User Defined

EIP_EndPtSecRural
g

Enlii-v Risk Bands
All risk bands

Endpalnt Information
Profile [EIF|
 Usar Dafined

EIP_EndPtSecRumi

Entity Risk Bands
All pisk bands

Endpaint Irformation

Profile [EIP}

“ User Defined
TestEIP

Entity Risk Bands.

All risk bands

Endpaint Information
Prafile [EIF]
All devices

Entity Risk Bands
All risk bands

All Devices

¥ Managed Status of
vices

Al Devices

* Managed Ftatus of
Devices

All Devices

* Managed Status of
vices

All Devices

Publish (2) Client Download

Below are all the rules for your Secure Client-based Access.

& Refrosh

Traffic Action

Action
Send Apps Lo Versa
Chawd

Mo Client Applications
sehech
 Exclude PreDefined
Applications
Zaom

Actlon
Send Apps Lo Versa
Clawd

Mo Client Applications

selected

' Exclude PreDefined
Applications

Zoom

Action
Send Aqps b Versa
Cloud

Mo Client Applications
selected
' Exclude PreDefined
Applications
Zoom
Microsaft Office 385

Outloak.com

Action
Send Apps b Versa
Cloud

Mo Client Applications
selectad

~ Exclude PreDefined
Applications

Goto page

Selecl Cobumn: W
WP & Gabinevsy Groups Status
VPN Name © Enable

Edgeret-BR-Enterprise
~ Gateway Groups
Default
 Gateways
WVCG-SA-GRU-O1
WOG-SA-CGEH-02
WPN Mame
Edgenet-BR-Enterprise
 Gatoway Groups
Default

@ Enable

~ Gateways
VCG-3A-GRU-O1
VCG-3A-CGH-02

WPN Mame
Edgenet-BR-Enterprise

¥ Gateway Groups
Diefault

@ Enable:

~ Gateways

WEG-SA-GRL-
VOG-3A-CGH-02

VPH Mame
Edgenet-BR-Enterprise

 Gateway Groups
Default

© Enablec

~ Gateways
WCG-3A-GRUD

1- ¢ v 1

Next, go to Cloud Access Security Broker CASB > SaaS Tenant Control > Add.
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Analytics

Irventary

&

Settings

Real-Time Protection Profile List

Filkering Prafiles Mal

ton &IPS

Diata Loss Prenve

CASE Prafiles Canstraints Profilas Saas Tenant Control o

de: Browser bsolation | Advanced Threat Pratection [ATH

Cloud Access Security Broker (CASE - Inline]

Click + Add.

©, Searchby keywordor name | T Filter & Refresh Select Calurmns w
Profile Mame Rules Application Artion Requast
Mo Data
Create Saas Tenant Control Profile
Agplication Rules Reiew & Sulsenit
Add Application Rules
Q, Search
Hame Applieation Typw Action Reques| Waluss
Mo Diata
= .

) VERSA
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Assign a descriptive Name, and select the Insert radio button for Action Type. In the Application dropdown select Mi-
crosoft Office 365 Block Consumer Account to filter consumer/public domains. In the Header dropdown select Sec-
Restrict-Tenant-Access-policy and specify the Value acme-one.com. Click Add.

Add Application Rule

Choose your configurations to enforce the rule

Name ()
IAuneOrm:!ﬁS (9)

Action Type

to you

‘1 0 ! @ Insert I(J Delete
ication
Microsoft-CA65-Block-Consumer-Account S1 1 )

Select one or more headers for your rule

L] Valua
sec-Restrict-Tenant-Access-Palicy . I;,(,,,,_._‘,,‘,.(_‘,'.,| (13) Delete Existing

Select Add again to create a restriction for Corporate domains that are not acme-one.com.

0,

Application Rules Review & Submit

Deplay

Add Application Rules

ks
Monitor Q, Search 4d) .

Mame Application Type Action Request Values

| AcmeOneMSOfc3ss Microsoft-0365-Block- INSERT sec-Restrict-Tenant-Access- acme-one.com
Consumer-Account Policy
Golopage 1 - < Previous 1 Next >
Inventory
= =) -

Assign a descriptive Name, and select the Insert radio button for Action Type. In the Application dropdown select
Microsoft Office 365 Block tenant restriction to filter corporate domains. In the Header dropdown use Restrict-
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Access-To-Tenant and specify the Value acme-one.com. Click Add and then click Next.

me Protection > Profiles » SaaS Tenant Control

Add Application Rule x

Choose your configurations to enforce the rule

Name "

I AcmeOne0i3SonlyTnt (1 9

Monitor Delete
Action Type
Choose which action to use for your application

| Application

Inventary
I Microsoft-Office365-Tenant-Restrictions @

xt ?

-
Select one or more headers for your rule
Header Value
it . Delete Existing
o ° IResln:t Access- ToTenants @ I acmeane.com| Qs)

T

= =)

Click Ok to dismiss the information window regarding the TLS decryption requirement, then Click Next.

1 Info

Saas tenant control requires TLS decryption. Adding
the selected header and value automatically adds
corresponding TLS decryption rules to inspect the
content

[ G2

To complete the configuration, assign a descriptive Name and click Save.

56



+J VERSA

®

Application Rules Reviewr & Submit

Review your SaaS Tenant Control profile Configurations below

General

Manitor Name* © Description

I SaaSTntCrri_Aoma One_MSOF @

_\.]‘ii Tags
Analytics

|

Application Rules  # Fait

Name Application Type Action Request Values

AcmeCneMS0fc3ss Microsoft-0365-Block-Consumer-Account INSERT soc-Restrict-Tenant-Access-Policy acme-one.com

o= ) (= = 9

Step 6: Configure TLS Decryption

Most web traffic today is secured with SSL/TLS encryption, which protects data between the user device and the web
server. However, this also prevents security controls from inspecting the content of those data flows.

By configuring TLS Decryption, the Versa SSE Gateway can intercept and decrypt HTTPS traffic, enabling the use of
advanced security features such as Cloud Access Security Broker (CASB), Anti-Malware, and Data Loss Prevention

(DLP).
To maintain user privacy and comply with regulations:
o Financial services and healthcare-related websites should be explicitly excluded from decryption.
o All other traffic will be decrypted, allowing sensitive flows to be inspected and protected by Versa's
security stack.

The required information to complete the configuration is in the next list.

Parameter Description

Profiles Name Name for Decryption Profiles

Certificate Certificate to be used for TLS Decryption

Key Exchange Algorithms Key Exchange Algorithms allowed to be used for TLS
Encryption Algorithms Encryption Algorithms allowed to be used for TLS
Authentication Algorithms Authentication Algorithms allowed to be used for TLS
TLS Cipher Suites TLS Cipher Suites allowed to be used for r TLS
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Versa include some predefined profiles you can use, but if a specific/custom profile is required, please follow the steps

listed below to create a new one.

Create a TLS Decryption Profile

To configure TLS decryption, create a TLS decryption profile. Go to Configure > Security Service Edge > TLS De-

cryption > Profiles.

Select Decryption Profile and click Next.

Create TLS Decryption Profile

s ©

Canfigure
Prafile Type = - Raview & Validate

Create a TLS Decryption Profile

Dacryption enforces security policies an encrypted traffic to help prevent malicious conbent fram entering the network and 1o protect sensitive data disguised 24 encrypted traffic from leaving the netwark. You can
eanfigure adecryption profile with SSL inspection and palicy enforcement infarmation. This section will guide you through the process of configuring the decryption profiles,

Mariitar @ °

O
o
o
7 p

Analytics

Irvantary

Decryption Profile Inspection Profile
This profile applies both decryption and Inspection protocels that This prefile appiies only Inspection protocols that you can
¥ou can assaciate withyour decryptian rulas, assaciate with your decryption rules.

Choose the Certificate, then click Next.

Create TLS Decryption Profile

8 @

Configure
Prable Type c Reviow & Validate

We've selected a certificate authority for you by default.

Acertificate authority (CA) is anentity that issues digital certificates Lo verify the cwnership of  public key. Only one certificate can be selected If you prefer, you can choase another CA ko uss.

Froviously Uploaded Certificates

I Acme-one (a) + Add Hew

Details
Inwentary Narne: Acme-ane
FileName:  Acme-one zip
hew: Acme-onekey
ry Certificate: Acme-one.cr]

bsuedTo: YOS Certificate
kbssued By:  Versa Concerto Certificate Authority
Validity:  2024-11-1223:52:14 00 2029-11-11 225214

o

& Downlosd Certificate

Com ) Co ) e )
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Select Verify with OSCP and Block Unknown Certificates, then scroll down.

Create TLS Decryption Profile

o O

Prafile Type Ce P In: i i Review & Validate

Based on the most common secure enterprise settings, we've chosen the inspection options, below.
If you prefer, you can customize which inspection eptions you'd like to enable for your decryption,

Manitor
TLS inspection Is the process of Intercepting and revlewing S5L/TLS encrypted internet communication between the client and the server. The inspection of S5L/TLS encrypted traffic has become

eritically important because the vast magority of internet trathe is S5LTLS encrypted, including malicious trafhc.

MareInformation

1n.]
Analytics

B Certificate Validation ©

Irventary This is the Internet protocol used by web browsers Lo determine the revocation status of S5L/TLS certificates supplied by HTTPS websites.

e e
@ . VeritywithOCSP @) Block Unknown Certificates

Orline Block S5L seszions whose certificate status is unknown.

Certificate Stas Pratacal (DCS9),

Suttings Respanse timeout [secands) for an QCSP Werify
request
5 Server and Client

Server Certificate Actions ©
Choose what actions should occur for the following server certificate checks.

When the certificate cagires, da the fallowing:

Ce= ) ) s
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Select the Block dropdown for Expired and Untrusted Certificates and select the Alert dropdown for Unsupported Key

Lengths, Unsupported Ciphers and Unsupported Protocol Versions. Click Next.

Create TLS Decryption Profile

Choose what actions should occur for the following server certificate checks.

Wher the certificate |s received from an untrusted issuer, do the following:

Black d

Chaase whether ta restrict the certificate key usage extensions to either digital signature or ey encipherment.

Maonitor Restrict Certificate Extension

P SSL/TLS Protacol Checks ©

Choose what actions sheuld occur for the following S5L/TLS protocal checks.

B When the negetiated S5L/TLS protocol between the Client and Server uses an unsupported key length, &o the

Irneenkary

Alert
Minimum Supported RSA Key Length

1024 bits

[Enter 2 value of 512 bits or higher

When the negatiated S5LTLS protocol betwaen the Client and Serves wsas an unsupported cipher, do the following:

fWhen the i ITLS pratacal b the Client and Server wses pratacal version, do the following:

=) =) e
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Select both Key Exchange Algorithms, select the necessary Encryption Agorithms and Authentication Algorithms,
then scroll down.

Create TLS Decryption Profile

Conhgure Transpart Layer Security, or TLS, is a widely adopted security protocal designed to facilitate privacy and data security for communications aver the Internet. & primary use case of TLS is encrypting

the communication between web apolications and servers. such as web browsers loading a website. TLS can also be used to encrypt other communications such asemall, messaging, and volce over
1P (Val ). In Lhis artiche we will focus on the role of TLS in web application security.

Mare Informatian &

Transport Layer Security (TLS) Version Support @
Manitor
Seleet the minknum and maximum version of TLS that s supported. When you selecl a version thal is nol TLS 1.3, select ane or mere key exchange algarithms for the S5L conneetion.
7 b —
[
Analytics TLS 1.0 TLS 11 TL512 TL51.3

Key Exchange Algorithms ()

kd ECDHE—Elliptic-Curve Diffie-Hellman Key Exchange
Bl RSA—Rivest-Shamir-Adleman algorithm

- Advanced

Algorithms ©

Select which encryption snd authentication algorithms to use.

Encryption Algorithms Authentication Algorithms
AES-128-CBC
AES-128-GCM
AES-256-CBE c 9
AFS-256-GCM 1

|| CAMELLIA-256-CBC

| CHACHA20-POLY1305
| SEED-CBC

[ Cancel ] [ Back

Select the desired TLS Cipher Suites, then click Next.

Create TLS Decryption Profile
Encryption Algorithms Authantication Algarithms
AES-128.CBC SHA
Conlgure AES-128-GCM SHAZSS
AES-354-CBC SHAZES

AES-256-GCM

CAMELLIA-256-CBC

CHACHAZO-POLY 1305
SEED-CBC

TLS Cipher Suites ©

Manitor
The following TLS cipher suites are automatically selected based on your algorithms above.

I :.
Aralytics

TLS-ECDHE-ECDSA-WITH-AES-128-CHC-SHA
TLS-ECOHE-ECDSA-WITH-AES-128-CBC-SHAZ56 TLS-ECOHE-ECDSA-WITH-AES-128-GCM-5HAZ56
£ TLS-ECDME-ECDSA-WITH-AES-254-CHC-SHA TLS-ECOHE-ECDSA-WITH-AES-256-CEC-SHAZEL
ity TLS-ECOHE-ECDSA-WI TH-AES-255-GUM-SHATEA TLS-ECDHE-REAWITH-AES- 12B-CEC-SHA
TLS-ECDME-RSA-WITH-AES-128-CHC-SHAZSE TLS-ECOHE-RSAWITH-AES-128-GCM-SHAZS S
- TLS-ECOHE-RSAWITH-AES-256-CRC-SHA TLS-ECOHE-RSAWITH-AES-256-CRC-SHAZBE
L TLS-ECOHE-RSAWITH-AES 255 GCM-5HA3S4 TLS-RSAWITH-AES-128-CBC-SHA
TLS-RSAWITH-AES-128-CBC-SHAZSS TLS-RSAWITH-AES-128-GCM-5HAZ56
@ TLS-RSA-WITH-AES-256-CBC-SHA TLS-RSAWITH-AES-254-CBC-SHAZS 6
= TLS-RSA-WITH-AES-254-GCM-SHAZES [ TLS-ECDHE-ECDSAWITH-CHACHAZO-POLY 1305-SHAZS 6
TLS-ECOHE-RSAWITH-CHACHAZD-POLY1305-5HAZ56 [ ] TLS-RSA-WITH-CAMELLIA 256-CBC-SHA

[ TLS-RSAWITH-SEED-CRC-SHA

=) (=) e
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Assign a descriptive Name then click Save.

Create TLS Decryption Profile

Certificate Setup Inspection Options Decryption Options Review & Validate
Review and name your profile
Below are the configurations of your profile. Review and edit any step of your configuration before validating.
General
Monitor Name* Description
[ e (20)
Tags

i
Analytics

Inventory
Certificate Setup & edit
2 Certificate Authority ~ Acme-one
Issued For VOS Certificate
Issued By Versa Concerto Certificate Authority

o

Settings

Inspection Options & Edit

Online Certificate Status Protocol [OCSP)
Verify with OCSP Disabled
Block Unknown Certificates  Disabled

Server Certificate Actions

ae = [ =~ (@)

Create TLS Decryption Policy Rules
As specified in the use case, two decryption policy rules are needed. The first rule maintains privacy for certain types of
regulated traffic, while the second decrypts all remaining traffic.

TLS Decryption Policy Rule 1
To create the rule to avoid Health and Financial URLs from being decrypted, go to Configure > Security Service
Edge > TLS Decryption > Policy Rules, then click Add to create a new TLS Decryption Policy Rule.
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S )
re SO-WAN
Publish {2)
Below are all the TLS Decryption Profiles.
» Real-Time Protection
> Advanced Security e ' Refresh Select Columns ~
» Secure Access Profile Type Certificates
Decryption and Inspection Acme-One
» Digital Experience Monitoring (DEM)
Decryption and Inspection Acme-One
~ TLS Detryption 2 . .
Decryption and Inspection Acme-One
I Palicy Rules z 25’ Inspection Acme-One
Profiles Decryption and Inspection Acme-One
> Bandwidth Limits Decryption and Inspection ‘Acme-One
> Profiles and Connectors | Page Gotopage 1 * ¢ s 1
MR > Partner Integration N =

» User and Device Authentication

i

» User-Defined Objects
Users

» Settings

o

Settings

Select Do Not Decrypt box and the radio button to only inspect certificates with the Standard Inspect profile, then
click Next.

Create TLS Decryption Rule

. © o o o © o

Confgure

Decryption Enfarcement Applications & URLs. Users & Groups Endpoint Posture Netwark Layer 3-8 Review & Validate
What type of rule would you like to create?
“You can customize either configuration you'd Iike toenforce
Decrypt traffic and inspect the server certificate ¢ Do Not Decrypt o °

Inventory

28

Normally, encrypted traffic is nat blacked. Decryption enfarces security
policies on encrypted traffic to help prevent malicious content from entering
the network and to protect sensitive data disguised as encrypted traffic from
leaving the netwerk.

Use the following decryption profile # Add New

URL Filtering Action Override(optional)

Select 3 URL Profile -

Out of the b URLF profle matching different reps

Bypass Certificate-Pinned Traffic
Enabled

Enable this option to dynamically bypass TLS decryption for
certificate-pinned applications for the logged in users

Cancel

This option does not decrypt and enforce security rules on traffic because
the traffic remains encrypted. This eption should be used on sites,
applications or services you need for your organization

2

—

(?) Do not decrypt the traffic but only inspect server certificate
Encryption does not necessarily mean that content is safe.
Gain visibility into the hidden traffic within your network and
identify, classify, and inspect the packets for threats. Know
what s being intentionally or accidentally sent outside of your
organization,

Standardinspect x

) Do not decrypt and do not inspect the traffic

Allow traffic from certain trusted sites to go un-inspected.
Keep in mind, this can be risky because webpages are not
static.

From URLs Categories and Reputations tab, search for financial_services and health_and_medicine categories.
Press enter to add each category, then click Next.
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Create TLS Decryption Rule

8 @

Configure
- Decryption Enfarcemant Applicatiens & URLs Users & Groups Endpoint Pesture Network Layer 3-4 Review & Validate

By default, we've included all applications to match.

Applications I URL Categories & Reputations (3@

URL Categories & Reputations
URL Categories 4 AddNew

Select one or mare URL eategories ta apply the Rule ta,

I(_ﬁnaﬂ(:aum\cu )(ma?lh_und_med.:ine ) (33

Anaiytics

Inventory Select one or more reputations to apply the Rule to.

Settings

[ Cancel ] l Back

Click Next in Users & Groups configuration.

e
i

Create TLS Decryption Rule
View
8 o ®
Conhgure
Decryptian Enfarcement Applications & URLs Users & Groups Endpoint Posture Network Layer 3-4 Review & Validate

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture.,

Users & Groups
é‘:) Ty  AllUsers

Customize

[ Cancel ] I Back

Click Next in Endpoint Posture configuration.
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P
k)

Create TLS Decryption Rule
View
8 o o ©
Conhgure
Decryptian Enfarcement Applications & URLs Users & Groups Endpint Posture Network Layer 3-4 Review & Validate

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security
enforcements.

If you'd like, you can custamize your aptions by choosing what to inclide or exclude below.

Endpoint Information Profile (EIP) Entity Risk Bands
gl\:l + All devices . + Allrisk bands

Customize Customize
Cee ) = ) e G
]
Click Next in Network Layer 3-4 configuration.
Create TLS Decryption Rule
8 © © o ®
Conhgure -
Decryption Enforcement Applications & URLs Users & Groups Endpoint Posture Network Layer 3-4 Review & Validate
All traffic s selected, and it will receive the previously selected security enforcements
If you prefer, you can customize which traffic to include or exclude from the layered traffic, below
Services @ | Source & Destination (Layer 3) o Schedule ¢
All layer 4 services (===3 « Destination Zone " None Selected
Internet
‘Customize Customize Customize

Analyties

Inventary

Settings

Co ) Ce ) e

Click Save to finish. In the Configure Rule Order window select Process the rule first and then click Save..

4
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Configure Rule Order

Howwould you like to process rule *AcmeOneNoDecFnINHIt"?

() Process the rule last (add this rule at the battom of the rule list)

I (@ Process the rule first (add this rule at the top of the rule list) @3

() Process the rule in specific placement (select where to place in rule list)

TLS Decryption Policy Rule 2
To create the second rule allowing decryption of all other traffic, click Add.

TLS Decryption Rules List

Below are all the TLS Decryption Rules

Q, Search by keywaord or name T Filter & Refresh Select Columns ~

Network Layer 3-4

Rule Nama Decryption Profile Bypass URL &URLs Users & Endpoint Pesture Source & Destination | Services.

Deplay

[ AcmeGneNoDecFaINH | Standardinspect Nene Selected ~ URL Categarles All Users Endpelnt Information ' Destination All Layer 4 Services
It Zone

fimancial_services Profile (EIP}
o All devices.

luls health and medicine Internet
Monitor Entity Risk Bands
Al risk bands

] Decyrypttest Standard Nane Selected All Applications All Users Endpolnt Infarmation v Destination All Layer 4 Services
I Profile (EIP} Zone
Analytics Al devices Internet
Entity Risk Bands
Allrisk bands

[] inspecttest Standard GenAl_Firewiall Al Applications Al Users Endpolnt Information Destination Al Layer 4 Services
Inwentory Profile (EIP} Zone

All devices Internet

Entity Risk Bands
28 Allrisk bands

] M345 Recommended_ | Donot decryptanddo ~ NeneSelected ~ applicatien All Users Endpolnt Information Destination Layer 4 Services are nat
Falicy Optimize natinspect the traffic 0365 WW_OP Profile (EIP} Zone Enabled

All devices Internet

o Entity Risk Bands
Settings All risk bands.

] M345 Recommended_ | Standardinspect Mane Selected ~ Applleation All Users Endpolnt Information v Destination Layer 4 Services are not
Policy_Allaw 0365 WW_AL :IIID:IB!EIPP Zone Enabled
Fvies Internet
Entity Risk Bands
All risk bands

] M35 Recommended_ | Standard Mene Selected ~ Applieatien Al Users Endpeint Information Destination Layer 4 Services are not
Policy Commen and D 385 WW_COMN Profile (EIP} Zone Enabled

efault 0365 W DE All devices Internet

Showing 1-8of Bresults 10 = Rows per Page Gotopage 1 = Previous 1 Mext >

Select Decrypt Traffic and Inspect server Certificate, then select the decryption profile created previously, and URL
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Filtering Action Override, then click Skip to Review.

Create TLS Decryption Rule

©)

Decryption Enforcamant Applications & URLs Users & Groups

You can ize either

Endpoint Posture Hatwaork Layer 3-4 Raviaw & Validate

What type of rule would you like to create?

Decrypt traffic and inspect the server certificate & °

Mormally, encrypted trafficis not blocked. Decryption enfarces security
policies on encrypted traffic to help prevent malicious content from entering
tand to pratect itive data disguised as encrypted traffic from

leaving the netwark,

Use the following decryption profile 4 Add Mew

Acme-ane

Inventary 41
URL Filtering Action Overrideloptional) 2

Versa_Reputation_Analysis x

Out of the hax LRLF profile matching differont reputations
Bypass Certificate-Pinned Traffic
Enabled

Enable this option to dynamically bypass TLS decryption for
certificate-pinned applications for the logged in users

[ Cancel ] ( Back

you'd like f

Do Not Decrypt ¢

This option does nat decrypt and enforce security rules on traffic because
the traffic remains encrypted, This eption should be used on sites,
applications or services yeu need for your organization

) Donotdecrypt the: only inspect server
Encryption does not necessarily mean that content is safe.
Gain visibility into the hidden traffic within your network and
Identify, classlfy, and Inspect the packets for threats.Know

what [s being sent outside of your
organization,
Select Profils N

() Do not decrypt and do not inspect the traffic

Allow traffic from certain go un-inspected.
Keep inmind, this can be risky because webpages are not
static.

) VERSA

Assign a descriptive Name and click Save., In the Configure Rule Order window select Process Rule in specific place-

ment, move the rule to 2nd place, then click Save.

Configure Rule Order

How would you like to process rule "AcmeOneDecAll™

J Process the rule |ast (add this rule at the bottom of the rule list)

" Process the rulefirst (add this rule at the top of the rule list)

! Process the rule In specific placement (select where to place in rule list)

1. AcmeOneNoDecFniNHIt

20

3. Inspecttest
4.M365_Recommended_Policy_Optimize
5.M365_Recommended Policy Allow

6.M365 Recommended Policy Common and Default

) - Q)
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Step 7: Configure The File Filtering Profile

To meet the customer’s requirement, a File Filtering profile will be configured to block the download and upload of
archive files (e.g., ZIP, RAR) and executable files (.exe) over SaaS App and Personal emails, as these file types may rep-
resent a security threat.

Unlike simple extension-based blocking, File Filtering in Versa performs content-based inspection to identify files by
their actual type (MIME/content header) across supported protocols. This ensures that renamed or disguised files (e.g.,
an .exe renamed as .txt) are still detected and blocked.

The required information to configure File filtering is listed in the following table.

Parameter Description

Profile Name File Filtering profile name

File type or Extension to block (exe, rar, zip, gzip,
File Type 7zip and bzip2)

Protocol to analyze looking for file type to block
Protocol (http)

File Base Action Name Name for the File filter Action rule

To Configure File Filtering, create a Profile. Go to Configure> Security Service Edge > Real Time Protection > Pro-
files to access the Profiles configuration section.

T © T

i
My

n Below are all the TLS Decryption Rules
B * Real-Time Protection ( 3)
Configure . + Add & Refresh Select Columns v
Internet Protection
. . Network Layer 3-4
Private App Protection e
ile Bypass URL Filtering Profilc  Applications & URLs Users & Groups Endpoint Posture Source & Destination  Servicos
Profiles (
)amd do  MoneSelected ~ Application AllUsers Endpointinformation  \/ Destination Layer 4 Services are not
straffic Profile (EIP} Zone Enabled
Safe Search 0385.WW.OP Alldevices R
Network Obfuscation i’l‘l“" RL"‘ E:a"ds
risk bands
? Settings et Nane Selected ~ Application AllUsers Endpointinformation ' Destination Layer 4 Services are not
0365 WW_AL :rlrgle(il? Zone Enabled
» Advanced Security o Internet
Entity Risk Bands
> Secure Access Allrisk bans
_ N Mone Selected v Application AllUsers Endpaint Infermation v Destination Layer 4 Services are not
* Digital Experience Monitoring (DEM) Profile (EIP) Zone Enabled
0365 WW_COMN o
0365 WW DE e Internet
“ TLS Decryption -
e Entity Risk Bands
Allrisk bands
Policy Rules
‘et Mane Selected  URL Categories AllUsers Endpoint Information Destination All Layer 4 Services
Profiles financial_services :ml' !i':’
vice
health_and_medicine Internet
> Bandwidth Limits Entity Risk Bands.
Allrisk bands
»
Profiles and Cannectars Versa_Reputation_Analysis Al Applications AllUsers Endpoint Information Destination Al Layer 4 Services
Profile (EIP]
» Partner Integration Al devices Inbarnst
) . Entity Risk Bands.
> User and Device Authentication Allrisk bands
» User-Defined Objects None Selacted ~ Reputations AllUsars En:ﬁplq:rn(u;wormatim All Layer 4 Services
trustworthy rohle
TSty Al devices
» Settings low_risk
Entity Risk Bands.
Al ik i
i Page Gotopage 1+ 1

Go to the Filtering Profiles tab, then the File Filtering tab, then click + Add .
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|
Filtering Profiles

Filtering Profiles ; Malware Protection & IPS Data Loss Pravention (DLF) Cloud Access Security Broker (CASE - Inline) Remote Browser |solation [RBI) Advanced Threst Protection (ATF
VURL Filtering DNS Filtering IP Filtering

Q, Searchbybeywordorname | Y Filter & Refresh Select Columns v
e Profile Mame DenyList Allow List Reputation Based Action  Number OfFile Based A... | Protocols Action
[ blockfiles Action: Reject Logging: Enzbled Action: Allow 1 HTTR SMTR IMAP, FTR, POP3, MAPLSME  Alert
Logging: Disabled Cloud Lookup: Disabled
% Logging: Disabled
Analytics
Showing 1-1of 1 results 10 ~  Rows per Page Gotopage 1~ y 1

Imventory

&

o3

In Deny & Allow List you can optionally create a Deny List (aka black list) or Allow List (aka white list) with file hash to
control specific file transfers. If that is not required for the use case, then click Next.

Edit File Filtering Profile: blockfiles

© o

Deeny & Allow List File Based Action Reputation Based Action Files & Protocols Action Review & Submit

By default, all fields have been configured. Otherwise, you can choose which deny and allow actions to enforce for your File filtering.

IFtraffic is matched in both the deny and allow, then the action in the deny takes precedence.

Deny List
Choose which hash values and actions to deny [blacklist).
Action

Reject

SHAZ256

Specify ASHA-256 hashvalus +
SHA384

Specify A SHA-384 hashalus +

] Enable Logging
Allow List

Settings Choose which hash values to allow twhitelist).
SHAZ56

Specify A SHA-256 hash value +
SHA3B4

Specify A SHA-384 hash value +

Enable Logging

Ce ) e O

Click Add to create a File-based Action based on the file types you want to prevent users from downloading.

68



) VERSA

[ Edit File Filtering Profile: blockfiles

®

Dery & Allaw List File Based Action Reputation Based Actian Files & Pratocals Action Review & Submit

By default, all fields have been configured. Otherwise, you can choose which file based actions to enforce for your file filtering.

OB

Monitor
Name Action Protocol File Type File Size Direction
: HTTRFTR, SMTR IMAP, POP3 doc, docx. grip, iso, paf, pat, pptx,
Reject Lt P Bath
™ [ ez s MAPLSMB zip, Wlsx Hone
Analytics
Showing 1-lofiresults 10 =  Rowsper Page Gotopage 1 - 1

Imventary

&

o

Settings

C= ) ) s

Assign a descriptive Name, choose the Reject action for the match criteria, select HTTP as the protocol to monitor
and add the exe, zip, gzip, 7zip, bzip2, rar and exe file types to match.

Add File Based Action x

Choose which action and configurations to apply for your file based action.

File Based Action Mame:

Description

I AcmeDneFileBlodking

(19

Action

I Reject

)

File Size

Enter a file size. Any file larger than this size s filtered.

Select the type of protocols to filter.

1 W = = =
hetpi o=

HTTR FTP SMTP IMAP POP3 MAPI

1

[N

sm |

sMB
Ile\szin ) (zio 7aip ) (bain2 ) (rar e (1@ ] select Al

— —x —

-

Scroll down and select Download (14), then click Save (15) followed by Next.
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Select the type of protocols to filter.

o
— mo \
G2 - ] [} =
HIT> P MR ap POP3 APy
(=]
e
o) (@ ) Selet a8
N N N N ™ A
ol = o 8 Gorga)
cep. PHP WAV JAR =
a» mho o e o
©

GIF

Y
®
Ee)

s R

t S

s o

Sebec the dvection o e trafic s e

o O

Duny & Allow List File Basod Action Ry ian B Acti Filas & Py - Action Riview & Submit

By default, all fields have been configured. Otherwise, you can choose which reputation based actions to enforce for your file filtering.

Reputation Based Action

Menitar Specify the reputation base actlon to enforce on a file.

Reputation Based Action

[ (1¢)

Analytics

|_| Enable Logging
£ Cloud Lookup
Irmventary If enabling cloud lookup of a file for its reputation, specify the cloud profile to use for cloud lookup.

|_| Cloud Lockup State (3

Settings

C ) ) . D)

Compress files are not allowed so you can scroll down and click Next.
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& » Sacurity Sery e s B ne Protection » Profiles » File Filterir

Create File Filtering Profile
File Decompression
B Iffile decompression is enabled, file filtering can enly decompress gzip files.
Configure
[ File Decompression
File Decompression Limit
Specify the action Lo take when the maximum number of pression subdirectories is reached.
o
Alert Allow Block Reject
Moanitor
Protocol
s
Analytics Select one or mare protocals o filter the files,
-] L] o -]

[ http:// FTP Lo c]
P: Iw—

HTTP

o
=4
Settings IMAP

[ Cancel ] [ Back Skip to Review

Assign a descriptive Name then click Save.
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Create File Filtering Profile

o © o o O)

Dreny B Allow List File Based Acti R ian Based Acti Files & Protocals Action Ruviaw & Submit

Review your File Filtering configuration below

General
Manitar Name™ @ Description
I AcmeCneFIFitirmgPril (19)
— —

I
Analyties

Logging is Disabled

Deny & Allow List # Edit

DeryList  Reject
Logging  Disabled
Allow List

Logging  Disabled

File Based Action ~ » Fdit

Cew ) J[ =0

Step 8: Configure URL filtering Profile

URL Filtering ensures that user access to web resources is controlled based on corporate security and compliance
requirements. Profiles can be applied to specific user groups to restrict risky or non-business-related content.

In this use case:
e IT Users: Apply the Versa Recommended URL Filtering Profile.
o This profile is preconfigured by Versa with a balanced set of controls designed to protect against
common threats and enforce corporate-appropriate browsing.
o It covers high-risk categories such as malware, phishing, botnets, and anonymizers, while still
allowing access to legitimate business and productivity resources.
o ltis considered a best-practice baseline and reduces the need for extensive manual tuning.
e Contractor Users: Apply a Custom URL Filtering Profile.
o This profile will be created specifically to block categories inappropriate or unnecessary for con-
tractors, such as:

= Adult content

= Sports

=  Gambling
= Firearms
= Violence
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o By tailoring this profile, contractors have access only to business-related websites while ensuring

compliance and minimizing distractions.

We will now create a custom URL filtering profile for contractor users

Parameter Description
Profile Name URL Filtering profile name
URL Categories URL categories to match

To Configure a URL Filtering Profile, go to Configure > Security Service Edge > Real Time Protection > Profiles.

Securlty Service Ed SD-WAN
o - o)

Wiew

I *~ Real-Time Protection 3
ction &IPS Diata Loss Preventicn (DLF) Cloud Access Security Broker (CASE - Inline) Remote Browser |solation [RBI) Advanced Threat Protection (AT

Internet Protection

Private App Protection wring  File Filtering

= ©O)

Filter All Rule Types W
Safe Search
+ Add O, Lookup URL Category L L & Refresh F Select Columns w
Metwork Obfuscation
Dary List Allow List URL Cateparies Reputations Action
» Settings
Logging: Enabled GenAl_sanctioned: Allow
> Advanced Security trustworthy

GenAl_tolerated:
low_risk, moderate _risk

Secure Access GenAl_unsanctioned:
suspicious, high_risk

Dighsl Experience Moaitoring {DEM) Logging: Enabled Versa_Sanctioned: Allow
trustworthy

TLS Decryption Versa_Maderate:

lows_risk, moderate _risk

Versa_Unsanctioned:

suspicious, high_risk

Bandwidth Limits

Profiles and Connectors

5 per Page Gotopage 1 - v 1

Partner Integration

User and Drevice Authentication

User-Defined Objects

Settings

Go to filtering Profiles, select URL Filtering, then click + Add.
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Filtering Profiles

(‘_onh.g”m Filtering Profiles Qlware Protection &IPS Data Loss Preventicn {DLF) Cloud Access Security Broker (CASE - Inline) Remote Browser |solation [RBI) Advanced Threat Protection (ATF|

Filtering |P Filtering File: Filtering

O, Searchbykeywordorname | Y Filter All Rule Types ~

Q. Lookup URL Category 8 Clone [ [ & Refresh

Select Columns w

Profile Name Dery List Allow List URL Categories Reputations Action

|| GenAl_Firewall b Logging: Enabled GenAl_sanctioned: Allow
trustworthy
GenAl_tolerated:
low_risk, moderate _risk
GanAl_unsanctioned:
suspieinus, high_risk

Inventory [ Wersa_Reputation_Analysis v Legging: Enabled rersta_sa‘r“:;imed: Allow
rustwor

‘Versa_Moderate:

lows_risk, moderate_risk

28 ‘Versa_Unsanctloned:

suspicious, high_risk

ﬂ" Shewing 1-2 of 2 results 10 = Rows per Page Gotopage 1 - ¢ Previous 1
't

Settings

In Deny & Allow List there are no specific URLS to allow or deny, so click Next .

Create URL Filtering Prafile
for your deny and allow list.

Deny List
Choose which actions and URLs to deny [blacklist].

Action + Add Mew

Patterns ()

Typo a PCRE RegEx

Strings (D

Type a comma separated list of strings

Allow List
Choase which URLs to allow (whitelist).

Patterns ()

Type a PCRE Regkx pat

-
o 54 Strings
Settings
Type a comima separated list of strings

(7] Enable Logging @
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Under Select Category List select Reject in the Action dropdown, then search and select the names of the URL catego-
ries for which this action applies: adult_and_pornography, sports, gambling, weapons and violence. When the list
is complete click Next to continue.

jud Create URL Filtering Profile

Wiew

" @ o o

Configure
Deny & Allow List Categary & Reputations List Action Review & Submit

All fields have been configured, by default. Otherwise, you can choose which actions and URLs to enforce
for your deny and allow list.

Select Category List
Specify what action to enforce to the following URL categories.

Action URL Category + Add Nevr
- Sy =
Reject (9) acult and_pomograshy 3¢ ) (soorts 3¢) (ambiing 3¢ ) (weamons 3¢ 10} +
Inventory wviolence J
=& Select Reputation List

Specify what action to enforce to the following reputations.

Action Reputation

C e ) C =) s G

Select Allow as default action if the URL does not match any URL category being enforced from the previous step.
Select the checkbox Cloud lookup State. This helps provide visibility into millions of URLs and categories beyond
what can be stored locally. Click Next to continue.

i Create URL Filtering Profile

Wiew

e o ®

Configure
Deeny & Allow List Categery & Reputations List Action Review & Submit

By default, we will allow all URLs that do not match any criteria specified. Otherwise, you can choose
which default action to enforce if there are no criteria matched.

Specify the default action to enforce if no criteria are matched.
Action + Add New
= @)

Decrypt Bypass (0

Irventory Cloud Lookup State () @

&

Users

o8

Settings

=) =) e D)
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Assign a descriptive Name for the profile and then click on Save.

b Create URL Filtering Profile

Deny & Allows List Categary & Reputations List Actian Review & Submit

Review your URL Filtering configuration below

General

Name* () Description

I BlockURLsCantractors (1 5)

Tags

Logging is Disabled

Deny & AllowList  # Edit

Deny List

Mllow List  Logging: Disabled

Category & Reputations List ~ » Edit

URLCategories  Reject
User Defined/Predefined | 5

Ce )= J=%s

Step 9: Configure Internet Protection Policy Rules

All the elements needed to create the policies enforcing the security requirements of the use case have already been
made. The next step is to create rules that align with the traffic and apply the previously developed elements to en-
force the expected behaviour. To meet the customer's requirements, two rules will be created, one for Contractor and
other for IT users.

Internet Protection Policy Rule for Contractor Users
For the first rule, the required information to configure the Internet Protection Rules for Contractor Users is listed be-

low.
Parameter Description

Rule Name Name to identify the Internet Protection Rule

Type of profile to enforce a specific rule (File Filter-
Profile Type ing and URL Filtering Profile)

Name of the profile to enforce a specific rule (block-
Profile Name files and BlockURLsContractors)

Criteria to match or isolate specific traffic for a Rule
Match Criteria (user Group =Contractors)

The policy allows traffic for the Contractor users but enforces security for files and URLs constraints.

To create the rule, go to Configure > Security Service Edge > Real Time Protection > Internet Protection. Click +
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In Applications & URLs,

Below are all the rules for your Internet Protection Policy.

in Security Enforcement, so no matching applications or URLs are required here.

Create Internet Protection Rule

®

" & Refresh Select Columns. ~
Internet Protection
Netwark Layer 3-4
Private App Protection Laver
aplications & URLs WUsers 6 Groups Endpoint Posture Source & Destination | Services Schedule Source
Profiles
I Applications AllUsers Endpoint Information  Services Not Awailable  All Geo locations
User Risk Bands Profile (EIP) o
Safe Search Ml risk hands All devices Implicit-QUIC-UDP-443
Network Obfuscation Entity Risk Bands
All risk bands.
» Settings * Application Group v SAMALGW1 i mation Zone  Layer 4 ServicesarenotEnsbled Mot Awailsble  All Geo locations
Officeds5-Apps User Groups :‘;f:ﬁf""” Internet
» Advanced Security Google-Apps Ingeniercs '
Usuarios Entity Risk Bands
> Secure Access Risk Bands All risk bands.
Allvisk bands
* Digital Experience Monitoring (DEM)
S " * URL Categories ~ SAMALGW1 Endpoint Information  * Destination Zone  Layer 4 Servicesarenot Enabled  Not Available  All Geo locations
Profile (EIP)
> LS Decryption TestUTRLs 3::;::;:”; A Internet
Ingenieros
ndwidth Limits B irl\‘l\t_r RI\:k Tnm
User Risk Bands risk bands
» Prefiles and Connectars All risk bands.
* URL Categorles Al Users Endpoint Information Destination Zone Al Layer 4 Services Not Available Al Geolocations
> Partnerntegraton clandsomegrophy USErRiKBanGs Profe(El) it
» User and Device Authentication Entity Risk Bands
All risk bands.
» User-Defined Objects
i’ IApplications ~ UsersocalDB Endpointinformation v Destination Zone  All Layer 4 Services. Not Awailable Al Geolocations
Profile (EIP)
) Users ! Internet
* Settings
. sselabusers@gmail. 1 CEIEE
e Entity Risk Bands
User Risk Bands All risk bands.
Allrisk hands
| Applications  UsersLocalDB Endpoint Information  * Destination Zone  * Services Not Available  All Geo locations
iper Page Gotopage 1+ 1 2 Next >

Applications & URLs Users & Groups. Endpoint Pasture ‘GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy
By default, we've included all applications te match.
If you prefer, you can customize which traffic to inchude or exclude from applications, URLs, or reputations, below.
Applications URL Categories & Reputations
Applications
Application Group Applications Application Category
Search for Application Group + AddNew B

) VERSA

click Next without making any changes. URL filtering will be performed using a profile later on

» User Defined Application Groups (Selected: Dof 1)

« Predefined Application Groups (Selected: 0 of 23)

Cancel

1) acara —
! s aink
Adobe-Apps (D ADP-Apps() Amazon-Apps(D Box-Apps(D Citrix-Apps(® Concur-Apps(@
- ] G - =
Docusign-Apps () Dropbax-Apps Google-AppsE GotaMeeting-Apps(®) 1EM-Apps (D) Intuit-Apps (D

Click Customize under Users & Groups.
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Create Internet Protection Rule

s o ®

Configure N
&URL Users & Gral Endpaint Posture GEQ Locations Netwark Layer 3-4 Security Ry & Depl,

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture.

Users & Groups @ User Risk Bands

Monitor
+ All Risk Bands

o0
CET) v Allusers
7 Fustomize
5

Analytics

Irwentory

a8

o

Settings

Ce ) ) s S

Select the radio button Selected Users , select the SAML authentication profile created from step 1, select User
Groups, then search and check Contractors. Click Next.

Create Internet Protection Rule

© ®

Applications & URLs Users & Groups Endpeint Posture ‘GEO Locations. Hetwork Layer 3-4 Security Enforeement Review & Deploy

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture,

€ Back Users & Groups

o own Users ) Unknown Users

Enable Internet Protection for the following matched users or user groups

UserType (O All User:

AuthProfile SAMAL 9 -

Inventary

(Contractors % ) Search for User Groups

User Groups (2}
Name Distinguished Narme [DN]

(m] o IT
I é Contractors ('-D

e ) Ce ) e
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Click Next in Endpoint Posture as no EIP or Entity Risk criteria will be used as match criteria .

Create Internet Protection Rule

s o ® ©

Configure .
&URL Users & Gros Endpoint Posturs GEO Locations Network Layer 3-4 Security Review & Dapl.

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security
enforcements.

1f you'd like, yau ean eustemize your optians by choosing what to include ar exclude below.

Manitor

Endpoint Information Profile (EIP) Entity Risk Bands
.- g\D v All devices " Allrisk bands
()

Analyiics Customize Customize

-

Cee ) =) e G

Click Next in Geo Locations section, as no match criteria is required for contractor users traffic.

Create Internet Protection Rule

" o o ©

Configure
&URLs Users & ndgal GEO Locations Netwark Layer 3-4 Security Review & Depl

By default we've chosen all Geo Locations

These are location selections for allowing or denying sccess to your rule. If you prefer, you can select specific geo locations

Source Geo Location Destination Geo Location
Manitor
+ All Spurce Gea locations are selected + All Destination Ges lscations are selected

i Customize Customize
(]

Inventory

2l

o

Settings

Cem ) o) e G

) VERSA
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Click Next in Network Layer 3-4 section.

Create Internet Protection Rule

8 o © © ®

Canfigure
&URL Users& GEQ Locations Hetwork Layer 3-4 Security Review & Depl

All traffic is selected, and it will receive the previously selected security enforcements

IFyou prefer, you ean customize which traffic to include or exclude from the layered traffic, below

Services ¢ Source & Destination (Layer 3) o f—H Schedule &
All layer 4 services + Destination Zone &  None Selected
Internet
Customize Customize Custamize

-1

Settings

Ce= ) C= ) o G

In Security Enforcement, scroll down and select the Security Profile radio button and select the Filtering Profiles tab.
Check the URL Filtering box and from the list select the BlockURLContractors user defined profile. Check the File
Filtering box and from the list select the blockfiles user defined profile. Click Next.

o Create Internet Protection Rule

View R b
@ Drop the session and send a TCP reset (RST) o, for UDR.an ICMP part unreachable message

Cunzur 4 @

- Security Profiles
@
Choose one or more predefhed or user defined securlty enforcements which include criterla to allow o refect traffic.

Cloud Access Security Broker (CASE

Filtering Profiles Inling) Data L Adh
Hgfde Browser lsolation (RBI1)
URL Filtering IP Filtering File Filtering
[EasyURLFiltering - Versa Recommended Profile . EasyFileFiltering N
Wersa's preconfigured URL filters controls all Versa's preconfigured P Filtering Blocks Wersa's preconfigured file filtering protects
web-browsing activity communication with internet end paints.. from unwanted and malicious files
: UserDefned The fallowing reputations will be alerted or User Defined
nventory rejected for source or destination:
BlackURLsCantractors o Dlockfiles
‘GenAl Firevall This Profile rejects IP addresses of well-knovn TestFileFiltering
Versa_Reputation Analysis explaits and alert the system administrator for
& ather suspicions activities such as phishing activity Versaasy™
Usars ‘VersaEasy™ EasyFileFiltering
Allow All URLS
o Alert Reject
Block All Adult and Advertisements
e Block All Adult URLs SPam souroes prowy
o . . 3
N hi di i
Settings Block All Communication URLS phishing window exploits
me s amanm am PR, ‘web attacks botnets
scanners
denial of service
reputation
network.

=) C =)

Use a descriptive Name and click Save to create the Rule. In the Configure Rule Order screen, select Process the rule
in specific placement, then drag the rule to place it after the Implicit-Allow-DNS rule.
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Create Internet Protection Rule
B © o o © © 0,
Configure
Applications & URLs Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy
Review your Internet Protection Policy configurations below.
Below are the configurations of your rule. Review and edit any step of your configuration before deploying.
General
Monitor
Name® @ Description
o I AcmeOneClirsDenylrld (2|D
{1}

Analytics Tags

Inventary @) ruleisEnabled

&
Applications &URLs ¢ Edit

o

Settings

Users & Groups 4 Edit

Users & Groups  AuthProfile_SAMAL Users Device Groups  All Device Groups
User Risk Bands All Risk Bands

User Group | 1

Mama Puacrrdatinn

o ) Cw I

Internet Protection Policy Rule for IT Users
The second rule will allow traffic for IT Users, enforcing the URL and files constraints.

The required information to configure the Internet Protection Rules for IT Users are listed below.

Parameter Description

Rule Name Name to identify the Internet Protection Rule

Type of profile to enforce a specific rule

Profile Type (File Filtering and URL Filtering Profile)

Name of the profile to enforce a specific rule (block-
Profile Name files and EasyURLFiltering)

Criteria to match or isolate specific traffic for a Rule
Match Criteria (Group=IT)

To create the rule for IT users, Click + Add .

81



) VERSA

wia
Internet Protection Rules List

Below are all the rules for your Internet Protection Policy.

Q Searchbykeywordorname | T Filter @ +ndd i P Reor q £ Refresh Select Columns v

Network Layer 3-4
Rule Name: &URL Users & P Endpoint Posture Source & Destination Services Schedule Source
[T implicit_Drop_Cuic Al Applications Al Users Endpoint Information W Services Not Awailable  All Geo locations
User Risk Bands Prafile (EIP) B —
Al risk bands Al devices Imlicit-QUIC-LDP-443
Entity Risk Bands
Allrisk bands.
| AcmeCneCttrsDenyUrls ~ URL Categories ~ AuthProfile SAMA  EndpointInformation  * Destination Zone Al Layer 4 Services Not Available  All Geo locations
adult_and pormography L ;f’:"?g‘f’ Internet
sports User Groups e
gambiing Contractors Entity Risk Bands
e User Risk Bands Al risk bands
Mare Details f
Al risk bands
J AcmeaCnelTVersall RLRcmnd All Applications w AuthProfile S4MA  Endpoint Information ~ Destination Zone Al Layer 4 Services Not Available  All Geo lecaticns
L Profile (EIP)
< Intermet
User Groups All devices
I Entity Risk Bands
User Risk Bands All risk bands
Allrisk bands
[ AcmeCreAllowAlEncorfed Al Applications v AuthProfile SAMA  EndpointInformation  * Destination Zone Al Layer 4 Services Mot Available  All Geo locations
L Profile (EIP)
Al devi Internet
) Groups levices
T Entity Risk Bands
Contractors Al risk bands
User Risk Bands
Allrisk bands
[T] Allowdil_URLFiiter « Application Group ~ SAMALGW1 Endpaint Infermatien  “ Destination Zone  Laver 4 Services are nat Enabled Mot Avallable  All Gee lecations
Office365-Apos. User Groups: Al d:n‘f::: Internet
Google-Apps Ingeniercs
Usuarios Entity Risk Bands
Jser Risk Bands All risk bands.
Allrisk bands
Showing 1-100f 17results 10 = Rows per Page Gotopage 1 - ¢ Prew 1 2 MNext »

In Applications & URLs, click Next without making any changes. URL filtering will be performed using a profile later
on in Security Enforcement, so no matching applications or URLs are required here.

Create Internet Protection Rule

® ©

Agplications & URLs Users & Grougs Endpeint Pasture GEQ Locations Metwork Layer 3-4 Security Enforcament Review & Deplay

By default, we've included all applications to match.

If you prefer, you can customize which traffic to include or exclude from applications, URLS, or reputations, below.

Agpplications URL Categories & Reputations
Applications
Application Group Applications Agplication Category
Search for Application Group + AddNew  §§
Iventory > User Defined Application Groups (Selected: Dof 1)
£ - Predefined Application Groups (Selected: 0 of 23)
AR
anam ot
. B
Adobe-Apps(D) ADP-Apps®) \pps(E) pEs() Citrix-Apps(D) Concur-Apps &)
- B G n 2 =
Docusign-Apps ) Dropbox-Apps(E Google-Apps () GotoMeeting-Apps(©) 1BM-Apps () Intuit-Appsi)

82



) VERSA

Click Customize under Users & Groups.

Create Internet Protection Rule

o @

Applications & URLs. Users & Groups Endpaint Pasture GEQ Locations Natwork Layor 3-4 Security Enforcement Review & Deplay

By default we have chosen all users and groups to apply your security enforcements

I you prefer, you can select the specific users or groups for the security posture.

= Users & Groups @ User Risk Bands
Manitar o O

ey v AllUsers » All Risk Bands

Customize

Customize

Analytics

Inventory

a

-

Settings

Ce= ) =) s ST

Select the radio button Selected Users, select the SAML authentication profile created from step 1, select User
Groups, then search and check IT. Click Next.

Create Internet Protection Rule

e o @ ©

Configure
Applications & URLs Users & Groups Endpaint Pastur GEO Locations MNetwork Layer 3-4 Security Enfarcemant Roview & Daploy

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture.

& Back Users & Groups

-~
nown Users ) Unknawin Users

UserType (0 All Users

Enable Internet Protection for the following matched users or user groups

AuthProfile_SAMAL @ -
G-

(1T %) Search for User Graups

o
o User Groups (2}

Settings

MName Distinguished Name [DN]

O a Contractors

C=) Ca) oz IR
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Click Next in Endpoint Posture section as no EIP or Entity Risk criteria will be used as match criteria.

Create Internet Protection Rule
T

8 o (-] ®

Configure N
&URL Users & Endpaint Posture GEQ Locations Network Laper 3-4 Security Ll & Depl

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security
enforcements.

If you'd like, you can custemize your eplians by chaosing what to include o exclude belaw,

Endpoint Information Profile (EIP) Entity Risk Bands
g\D ' All devices " Allrisk bands

Customize Customize

Inwentory

als

-3

Settings

Cem ) Ca ) o

Click Next in Geo Locations section, as no match criteria is required for IT users traffic. This is enforced from Secure
Client Access configured in step 3.

) VERSA
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Create Internet Protection Rule

o o © ©

& URL Users & P Endpaint Posture GEO Locations Hetwork Layer 3-4 Security Enforcemant Review & Deploy

By default we've chosen all Geo Locations

These are location selections for allowing or denying access to your rule. If you prefer, you can select specific geo locations

Source Geo Location Destination Geo Location
Monitor
« All Source Gea locations are selected « All Destination Geo locatians are selected
Custamize Customize

Analytics

Inventory

2k

C= ) =) oz IR

Click Next in the Network Layer 3-4 section.

Create Internet Protection Rule

B o -] ] ] ®

Configure
& URL u: & Endpaint Pesture GEQ Locations Metwork Layer 3-4 Security Review & Depl

All traffic is selected, and it will receive the previously selected security enforcements

If you prefer, you can customize which traffic to include or exclude from the layered traffic, below

Services @ Source & Destination (Layer 3) o " Schedule &
Alllayer 4services + Destination Zone &  None Selected
Internet
Customize ‘Customize Customize

Inventary

£

-5

Settings

Cee ) C= ) e G

In Security Enforcement, scroll down and select the Security Profile radio button and select the Filtering Profiles
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tab. Check the URL Filtering box and from the list select the EasyURLfiltering profile. Check the File Filtering box and

from the list select the blockfiles user defined profile. Click Next.

Configure

Monitor

Analytics

Inventary

8

-

Settings

Create Internet Protection Rule

|

Deny

Drop all traffic that matches the rule

Reject

Drop the session and send a TCF reset (RST) or, for UDR an ICMF port unreachable message

Security Profiles

Choose one or more predefined & user defined security enforcements which include criteria to allow or reject traffic.

Filtering Profiles @ lurare Protection & IPS

Remote Browser Isolation (RBI}

URL Filtering
EasyURLFiltering

-
Versa's preconfigured URL filters cantrals all
web-browsing activity

Blocked URL Categories

adult and pornography
games
web advertissments

Cloud Access Security Broker [CASE -
Inline)

IF Filtering
Versa Recommended Profile "

Versa's preconfigured IP Filtering blocks
communication with internet end points...

The following reputations will be alerted or
rejected for source or destination:

This Profile rejects [P addresses of well-known
exploits and alert the system administrator for
ather suspiciens activities such as phishing activity

Alert Reject

spam sources proxy

phishing window exploits
web attacks botnets
seanners

e |

Data Loss Prevention (DLP)

Advanced Threat Protection (ATP)

D)

aj
File Filtering

blackfiles v

Deny & Allow List
Deny Reject

List

Aliow List

Reputation Based Action
Action Allow

Cloud Disabled
Lookup

=) e )

Assign a descriptive Name and click in Save. In the Configure Rule Order screen, select Process the rule in specific
placement, then drag the rule to place it before the Implicit Deny All rule and click Save .
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Configure Rule Order

How would you like to process rule “AcmeOnelTVersaURLRcmnd™?

() Processthe rule |ast (add this rule at the bottom of the rule list)

@ () Process the rule first (add this rule at the top of the rule list)

(®) Processthe rule inspecific placement (select where to place in ml@ﬂ)

1. Implicit_Drop_Quic

2. Implicil-Allow-DNS

) VERSA
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Appendix A — Authentication Methods Configuration

LDAP Active-Directory

LDAP is a client-server protocol that enables network devices to access directory services storing attribute-based in-
formation, allowing for user authentication through querying a directory server. The SSE gateway queries the LDAP
server to validate the user, granting or denying access based on the authentication result. Users can be validated indi-
vidually or within groups, and the configuration involves specifying server details, SSL settings, and profiles.

Scenario

In most enterprise environments, user authentication is centralized through AD/LDAP servers in the data centre. In
cases of VSPA or VISA, users securely connect to the SSE gateways using the Versa SASE Client from remote locations,
branches, or corporate offices. Authentication requests from the SASE client are directed to the Versa Secure Access
Gateway, which communicates with AD/LDAP over IPSec tunnels to validate credentials and retrieve group or role at-
tributes for policy enforcement.

Upon successful authentication, users are granted secure access to resources hosted within data centres and to
SaaS/cloud applications such as Microsoft Teams, Skype, and Office 365.

This configuration ensures consistent, identity-based access for both remote and on-premises users, thereby facilitat-
ing streamlined policy enforcement based on identity enforcement.

Cloud

W VERSA

Fublic Cloud or $a3s App NETWORKS

oS Fa

Enterprise
Datacenter

Active Directory /
LDAP Server

i | @

Branch-1

Remote User Corporate Office

Navigate to User and Device Authentication Configuration Go to: Configure (1)> Security Service Edge (2) > User and
Device Authentication (3) > Profiles (4) then “+ Add” (5)
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_ Akivistralos
i I A=y pgots =~ = B knplsn v . s
W VERSA AW E-DMNE CONFIGURATION s Thgals © O | e Adminkbator
e
| | EF Rl Szicct Lolumns R
* Real-Time Protaction 6 m =
Lizwziipli i Laat Peusehiizal
* Geoure fooess - R = !
No Cata
+ Ligitad Expartancs hantoerg | M)
+ 1LY Deeryption
* Hamcaidth Limits
L * Prefiles and Conrecons
* Partnzr Infzoratian
]
Aratitics
Imverdary
Select LDAP as Authentication Method then Click Get Started
Add User and Device Authentication Profile
Select which user / device authentication profile you would like to configure.
o
LDAP SAML RADIUS
LDAP s a client-server protocol that enables a SAML is a common standard for authenticating users RADIUS server provides an external database that
network device to access an LDAP server, which 30 that they can access multiple services and ¥ i i
y servi riptive SAML is most c them to access a network, a device, of related
attribute-based information. browser -based single sign-an (SSO). services.
Versa Directory User Certificate Based Device Certificate Based
With Versa directory authentication, you upload lists ::' e based. m"; onk " ::- '"m o, mﬂ; 'M o
valida e users, When you enable 0 validate the of devices. When you enal
M"ﬂ::;ﬂ:;::m:’;;“z‘:ww‘ - certificate-based authentication, the gateway certificate-based authentication, the gateway
frous Inltiates a request to the SASE cllent for users to Initiates a request to the SASE client for users to
) . provide their certificates during client portal provide their certificates during client portal
Nm'O"'V“"‘V‘":ai‘ﬂ;’;:“"““""“"“’ﬁ“ registration and gateway connection, registration and gateway connection.
Cancel
From the Server Type dropdown, select Active Directory
‘Add LDAP Authentication Profile

Server Type

Active Directory -

@ FQDN

D IPAddress

VPN Name *

MCME-ONE-Enterprise -

Port*

389

Enable 551

SSL Mode:

CA Cerfificate

Settings User And Group Profile:

Review & Submit

The following section explains all parameters for LDAP Authentication Profile configuration.

) VERSA
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LDAP Authentication Profile - Parameters

thenticate itself to the AD server, enabling it to
search for users and groups.

Parameter Description Current Use Case
Server Type It indicates that the authentication source is Mi- active director
yp crosoft Active Directory or Open-LDAP. y
FQDN or IP | The Fully Qualified Domain Name (FQDN) or IP ad- 10.163.106.33 or ad-
Address dress of the AD/LDAP server. server.company.local
VPN Name Defines .WhI.Ch VPN .|nstanc.e or network segment this ACME-ONE-Enterprise
authentication profile applies to.
Port used for LDAP/AD communication.
Possible options:
P TCP
ort 389: Default LDAP port & 389TC
636: Default LDAPS (LDAP over SSL)
Enabled/Disabled: Determines if the connection be-
tween Versa and the AD server uses SSL/TLS for se-
curity. .
SSL Status If enabled, you must also specify the CA certificate Disabled
details (trusted CA/chain) that will be used for TLS
communication verification.
Bind Distinguished Name (DN): This is the "service cn=Administrator, cn=us-
account” that Versa will use to connect and query ers, dc=versa,dc=com
Bind DN the LDAP/AD directory. Bind DN allows Versa to au- cn = Common Name

dc = Domain Component

Bind Password

The password for the Bind DN account.

Service account password

Base DN

Base Distinguished Name (DN): This is the starting
point in the LDAP directory tree from which searches
will begin. It defines the organizational scope of the
LDAP search.

Example: cn=us-
ers,dc=versa,dc=com

Domain Name | The name of the AD domain. versa.com
Search Maximum time (in seconds) Versa will wait for a re- 30
Timeout (sec) | sponse from the LDAP server during a query.

Cache Expiry How long (in minutes) user/group information re- 10

Time (mins) trieved from LDAP will be cached before refreshing.

Concurrent The maximum number of concurrent sessions al- 3

Logins lowed for the same user.

NOTE: Refer Appendix A to understand how to get the Base DN and Bind DN

) VERSA
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|
Next, complete the required fields: specify the Bind DN (Distinguished Name of the user account used to bind to the

LDAP/AD server), enter the Bind Password for that account, set the Base DN (the starting point in the directory tree
for LDAP searches), and provide the Domain Name. Once all values are filled in, click Next to proceed Next

Add LDAP Authentication Profile »

©;

Settings User And Group Profile Review & Subait

Enable SSL

CA Certificate

Bind DN* Bind Password * Bind Timeout {sec)

o= Administrator cri=ysers, de=acme-one.dc=com sensaren @ ®

BaseDN* Domain Name * Base Domain

Search Timeout (sec] Cache Expiry Time (mins) Concurrent Logins

0 10 3

Next, complete the required fields:

LDAP Object and User Attributes

Parameter Value / Default Description
Group Ob- rou Standard AD object class for security and distribution groups. Re-
ject Class group quired to identify groups in the directory.
Group name Attribute that defines the display name of a group. Used by Versa to
Name match groups during policy evaluation.
Group memberOf Attribute that lists group memberships for a user object. Ensures
Member Versa can apply policies based on AD group membership.
User Object user Standard AD object class for user accounts. Required for identifying
Class users in the directory.
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userPrincipalName (recom- Attribute used for login. userPrincipalName (e.g., user@versanet-
User Name | mended) or sAMAccount- works.com) is modern and preferred. sSAMAccountName is legacy
Name but still supported.
Password wdlastSet Attribute showing when a user’s password was last changed. Useful
Last Set P for enforcing password expiration policies.
Password Attribute defining the maximum password lifetime. Derived from the
maxPwdAge . .
Max Age AD domain password policy.
Refresh In- Determines how often Versa refreshes user and group information
terval (sec) 21600 (default = 6 hours) from LDAP. Can be tuned based on the frequency of directory
changes.
click Next to proceed.
Add LDAP Authentication Profile ®
o ®
User Object Class* User Name *
Refresh Interval (seconds) Password Last Set Password Max Age
G Bk [ =]

Next, fill in the Name field with a descriptive reference, such as AD_Server ACME-ONE, and review all parameters to
ensure they are correctly configured.
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Add LDAP Authentication Profile

fo

sa At G e [r—rv—"

Settings /4

Server Type active-deectory
FODN o 1P Address 1014310433

VPN Name ACMEONEEnterprise
Pt 9

59 810t Disstied

S mode

cacenifeare

FieName

[

nsued By

e

BindDN en=idricistrator raisars deszcme-one escom
Bird Passvond ——

B Timeout fsac) Y

BussOn musors o-scme onegencom
Do Nere: e crecom

Basa Domain

Search Timootfec) 0

Cache Expiry Time s} 0

Concurrent Logins s

Then Save.

AddLDAP Authentication Profile

sutigs e A G el R St
FODN oe P Address 1016310633

VP Name: ACMEONE Enterprse

Port 87

s anhe Disatied

S5 Mode.

CACefcate

Fike Nane:

s To

esued By

alidity

Bind DN armAINr o Crmgsers o= o do~Com
Bird Passward —

B Timeout s2c) o

BasaDN rmusers desacme-one descom

Domsin M acme-anecom

Base Domain

‘Search Timeout (sec) 2

Cache Expiry i frins)

Concurrent Logins 3

Userand Group Profile  # Edit

Group Object Clase won

Group Namme rame

Group b rerterat

oo bt Cles ser

User Ko userPricipaiiame
Retresndorval fsoconck] 21800
Fascvand Lk et puLastet
Fascowand Max Age masprelige

Go to Publish
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Administsator .
Service Provider Admiristrator

Fublih (1)
i User and Device Authentication Profile

W VERSA ACME-ONE CONFIGURATION w? AmercaBogots ~ = | W Englsh ~ | @)

User and Device Authentication Profies (1) + ndd 2 Refresh Select Columrs. v
-]
Configure Hame: e Desaription g
> ADSever Ao One [
Showing Lo dresuits 10 = Rowsper Page Gotopage 1+ 1

After creating and Publishing the Authentication Profile, you must apply them to the Secure Access Client policy to
enforce authentication and apply the corresponding security policies.
Navigate to:

Configure > Security Service Edge > Secure Access > Client-based Access > Rules.

Click "+ Add" to create a new Secure Access Client rule or edit an existing rule.

In the Match Criteria configuration, navigate to the Users & Groups section. Under the Users & Groups panel, click
on Customize to begin specifying user-based access rules using the authentication profile you previously created.

< AP A . = S frrivsens "
7 VERSA ACME-CNE CONFIGURATION () pvedaBoeren v 2 S | @ O
& Lt Chert-Tesec Accass ke Securs Accms Wirdawa Pratie
Vew
Ml"’@ Ledom 't “ovtase S Leo Loation & nfcAdn Latenwa Chart Cordmardor EL U0 L Fnden S0
SowncxIF A dree

By default we have chasen all users and groups to apply yous security eatorcements

T e e e er ey rpe—— .;(..—f.ép' )zt thmsearity e s
ﬂ—{l
- UsrsEfGroupe <
e o kivm|uan
!I i eron I
4 =

=) =) T T
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In the Users & Groups customization panel, select Selected Users as the user type. Then, under Enable Rule for the
following matched users or user groups, choose the appropriate authentication profile (Example.,
AD_Server_Acme_One). This allows the policy to enforce access control based on Active Directory user group member-

ship.
e - . - B Arminkdraiz .
WvERSA ATME-DNE CONFIGIRATION o brerioBoanta W (Wb v O N
FelElsrk-Eanas Acveat Rl Gairw Aociees Wi Prodis
o : ' s 17 v
B By detault v have chosen all users and groups taapphs vour seourity entorcements

¥ 40 [rdeE o £ B8 I 19 et e e o Brnne A | sy [t e

- I Uszers & Groups

Uy Groums 20 o A Pl b G

PeaTE D el Marvs D0

o ) =) e S

In this step, you can choose to add specific users or groups to enforce security policies.

Use the User Groups or Users tabs to select the desired entries.

Administrator

W VERSA ACME-ONE CONFIGURATION @ AmericaBorota ~ = | W Engion v | @ | Admnstet

kot Edit Client-based Access Rule: Secure_Access Windows_Profile

View i

By default we have chosen all users and groups to apply your security enforcements

B Ifyou peefes; you can select the specific users o groups for the securlty posture
Configure

€ Back Users & Groups
UserType @ SelectedUsers (O Known Users

Enable Rule for the following matched users or user groups

AD_Server_Acme_One
=

arch for User Group

User Groups(0) 4 Add New User Group

Name Distinguished Name (DN}

After reviewing all configuration sections, click Save to apply the settings to the current Secure Access Profile. Then go
to the Publish section at the top-right corner of the screen and click Publish.
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VERIFICATION

When a user connects to the Gateway and LDAP/AD authentication is enabled, the Secure Access Gateway forwards
the authentication request to the configured LDAP server profile. The user credentials are validated against Active Di-
rectory, and upon success, group or role attributes are retrieved to enforce access policies. Authentication events can
be verified in Concerto under View > Dashboard > Secure Access > Users > Event, where successful and failed at-
tempts are logged with details such as username, tunnel IP, and applied profile.

Summary  Usage Registry  LiveUsers

Events per user Events per type
Yoo ™ Tops v Ll
@ diegolab@diegolabversanet ® st @ delete
Events
Click toSet or Clear Filter(s} € Show 10 v/ Entries |||
Receive Time - Appliance User Device RAC Access Typs  RACEvent Type  RAC Tunnel 1P RACIP VPN Profile Routing Instance Sechc Rule Name
Sep 3rd 2025, 1:11:54 AM 05 SaseGWDiegos-lab  diego-lab@diegolab-versanet DESKTOP-PUC20LR  ipsec create 192.168.224.15 107310635 Secure Access Windows_Profile ACME-ONE-Enterprise  Secure_Access Windows_Praofile I

You would see the method used and the authenticated user in the Authentication Logs under View > Dashboard >
Secure Access > Logs > Authentication > Events.

Select an appliance - Last 12 hours.

Events Policies Charts

Authentication events

Click to Set or Clear Fitter(s) C  Show 10 ~ Entries ||

Receive Time * Appliance AuthProfile Method Status  Status Message TimeTaken  User SourceAddress  DestinationAddress ~ SourcePort  De

@ Sep3rd2025,4:21:02PM-05  SaseGWDiegos-lab  Defauit-Auth-Profile  ENTRA-ID-SAML success  VSA:SAML : Authenticated successfully.  Oms vipl@diegolabversa.onmicrosoft.com  10.73.106.35 10.73,106.18 61105 4
I @, Sep3rd2025 10:10:17AM-05  SaseGWhiegos-lab  Default-Auth-Profile  AD_Server_ Acme One  suctess  VSA:LDAP : Authenticated successfully. | 153ms diegorlab@diegolab-versanet 107310635 107310618 64060 41

@, Seoord2025, 100716 AM 05 SaseCWDissos lab  Default Auth Profie  AD.Server Acme Ome | failure  VSA:LDAP : Authenticated fafled. 305 diego-labidiegolab-versanet 107310635 | 107310618 55736 4=

Showing 1to 3of 3entries -

Under View > Dashboard > Secure Access > Site To Site Tunnels Click on View Advance Monitor in the Gateway,
Choose the Organization then Services > Secure Access > History drop down Portal or Gateway tab shows the
authentication flow with response codes (e.g., 200 for success, 4017 for failure).
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& GoBack

Organization | ACME-ONE v You are currently in Appliance View Build

@ Summary = Devices (& Cloud Workload j

Total Appliances 4 all X

SaseGWDiegos-lab UsA

Inband Management Address: 10.193.0.13 (@ Reachable | SYNC:IN_SYNC Up since: Wed Aug 20 09:32:23 3025
Out of band Management Address:

System Bridge Address:

SIJmmarvNelwnlking System  Tools Configuration

SDWAN  NGFW  CGNAT [ECRSTFEUSHRE sDIAN  [Psec  Sessions  SCI APM WMS

IPsocProfiles  Policies  Services  MOMProfiles  History  SSLVPN  EIP Cache
Portal v
cmv
n* Tenant Action Response Code Username
183 ACME-ONE register 403 diego-lab@di
182 ACME-ONE elp+precegister 401 diego-
181 ACME-ONE discoves 200 diego-lab@diegolab-versanet
180 ACME-ONE register 200 diego-labi
View > Dashboard > Secure A [+
&= GoBadk
Organization | ACME-ONE v ‘You are currently in Appliance View . m
@ Summary = Devices ¢ Cloud Workload .;.b
Total Appliances 4 all X

SaseGWDiegos-lab usa

Inband Management Address: 10.193.0.13 @ Reachable | SYNC:INSYNC Upsince: Wed Aug 20 09:32:23 2025
Out of band Management Address:

System Bridge Address:

Summary Services Networking  System  Tools Configuration

SDWAN  NGFW  CGNAT [ECSSPRFEWSSER  SDIAN  IPsec  Sessioms  SCI APM VMS

WsecProfiles  Polides  Services ~ MDMProfiles  History  SSLVPN  EIP Cache

Gateway v
c o v
D Tenant Action Response Code Username
ACME-ONE prelogin 401
ACME-ONE discover 200 @diegolab-versanet
ACME-ONE discover 200 golab-versanet
ACME-ONE 200

Additionally, administrators can confirm active sessions and mapped LDAP users via CLI commands on SaseGateway
typing command show orgs org-services <ORG-NAME> user-identification live-users list brief.

admin@SaseGWDiegos-lab-cli> show orgs org-services ACME-ONE user-identification live-users list brief

SESSION TO EXPIRATION
IP ADDRESS NAME STATUS HITS EXPIRY MODE

[0k][2025-09-03 09:35:21]
admin@SaseGWDiegos-lab-cli> I

Microsoft Entra ID

Microsoft Entra ID is a cloud-based identity and access management service that provides secure single sign-on (SSO)
to Microsoft 365, SaaS apps, and on-premises resources using standards like SAML, OAuth, and OpenID Connect.

Scenario
The same scenario described above also applies when using Entra ID as the Identity Provider. Because it is a cloud-
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based IdP, Entra ID can seamlessly integrate with Versa SASE via SAML, validating user identities and issuing assertions
that grant access to both cloud services and enterprise applications under consistent policy enforcement.

Entra ID Configuration
Create an Enterprise Application in the Entra ID portal.
e Create a new application in Entra ID.
e Assign users or groups to the application.
1. Login to your Entra ID / Azure portal.

Navigate to: Enterprise apps > New application.

£ Microsoft Entra admin center £ Sgarch resources, services, and docs {G+/) l ¥ Copilot
-

Home » Enterprise applications
f Home R R R . .
22z Enterprise applications | All applications b
& Agents BEE nego Test Lab
@ O e & Dormiond gt | @ Pt | 55 Cooms
*  Favorites v Crverview
0 vervdew Wiews, filter, and search applications in your arganization that are set up to use your Microsoft Entra tenant as their
~ Identity Provider.
S tntralD A Dvagnose and solve problems
The list of applications that are maintained by your organization are in application registrations.
Ovend
[O)] niew [
a B Al apgications 2 Search by application name o olyect D
applica
T __ = E— — . i
A o B Private Network co - Application type == Enterprise Applications = Application |D starts with < w Add filters
3 spplcations found
B User settings . _—_
B Deviees Name L Object ID Application 1D Homepage URL Created on +tL
B App launchers
c‘l R (5 Googie ok 03ced585. 9384176, 4TSN 5646-4471-.. Mitpsa/ciivegoogle... B/IZ/Z0Z5
8! Custom authentication
B Aop registiations EtEnans . ACME-ONE-S . 57Eb6311-8a56-4d3,, 450Bc18h-692d-41d.  hitpe//accountactiv,, 32025
) Intune-MOM  da891466-5d12-4c1.  coB13451-f42b- 4104 TI0/2025
c!. Roles & admins o »
& Conditional Access
&4 Delegsted adimin partnars
B Consent and permissions
B Domain services -
Activity
o
- -

2. Select Create a new application
Click + Create your own application.
Enter the application name (Example, ACME-ONE-SAML).
Select Integrate any other application you don’t find in the gallery (Non-gallery).
Click Create.
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Microsoft Entra admin center L Search resources, services, and docs (G+/) I o Copilat
jome > Enterprise applications | All applications » Create your own application %
Browse Microsoft Entra Gallery
& Agents 2 Got feedback?
=+ Create your own application I & Got feedback?
* Favorites e I you are developing your own application, using Application Prasy, or want to integrate an
The Microsoft Entra App Gallery is a catalog of thousands of appstha  applicaton that is net in the gallery, you can create your own application here,
When deploying an app from the App Gallery, you leverage prebuilt1
S EntralD ~ application here: If you aie wanting 1o publish an application you hay  What's the name of your app?
can file a request using the process described in this article.
. 2 J coveonesaml I
0 overview
B Search spglicatior . .
A users Search app ation Single SIgn i ot are you lecking to do with your application?
D) redeaed 550 2 Provisioning ) Configure Application Praxy for secure remate access to an on-premises applcation
W Groups () Register an spehication b integrate with Microsalt Entra 10 (App you'e develaping)
o Showing 50 of 1596 results ‘ 3 l:. Integrate any other application you don't find in the gallery (Non-galiery) I
B  Enterprisa apps
Erfrankly
o Arcdfrankly Pube A 0
B App registrations &frankly
2
Ga  Roles & adming L]
83 Delegated admin partners
B tomain services v
“ 123FormBuilder 550 I |

3. Setup SAML-based SSO
e Open the newly created application.

e Go to Single sign-on and select SAML as the method.

tH Microsoft Entra admin center B Search resources, services, and docs (G+/) I T Copilot

a
- > Browse Microsoft Entra Gallery > ACME-ONE-SAML | Overview > Enterprise applications | All applications > ACME-ONE-SAML

f Home ) )
2y ACME-ONE-SAML | Single sign-on - X
& Agents Enterprise Application
«
% Favorites A Manage - . .
Select a single sign-on method  Help me decide
{Il Properties
% entralD ~
&3 Owners
@ Overview a . ® Disabled
- Roles and administiators Single sign-on is not enabled. The user
2 users 28 Users and groups won't be able to launch the app from
My Apps.
A Groups 3 Single sign-on
@ Provisioning
& Devices
E! Application proxy
I a Enterpnse 2pes C Self-service
B App registrations istorr Irity attrit {3 S[AMI' .
Rich and secure authentication to
B . applications using the SAML (Security
So Roles & admins Security Assertion Markup Language) protocol
&3 Delegated admin partners % Conditianal Access
7. Permissions
O Domain services

« © Token encryption

4. Inthe SAML settings, enter information for the indicates fields.

Field Description

Reply URL (Assertion | Enter the URL to which Okta sends OAuth responses. The responses are sent in the format

Consumer Service . https://saseGw-FQDN/versa-flexvnf/saml/login-consumer. (Here the Gateway's

URL) and Sign on URL | FQDN is used as the main URL +/versa-flexvnf/saml/login-consumer ). In the exampe

(Optional) https://acme-one-sasegwdiegos-lab.versanow.net/versa-flexvnf/saml/login-con-
sumer

Identifier (Entity ID) Enter the service provider entity ID, Yvhich is https://saseGw-FQDNt/metadata. In the
example https://acme-one-sasegwdiegos-lab.versanow.net/metadata
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Enter the role, organization, and idle timeout attributes. The attribute strings are case sen-
sitive.

Attribute Statements

To allow Versa to receive all user-to-group mappings from Okta, configure a group attrib-
ute statement as follows:

Name: https://schemas.microsoft.com/ws/2008/06/identity/claims/groups

Group Attribute Name format: Unspecified
Statements (optional)
Filter: Select Regex (or equivalent option) and enter .*

This configuration ensures that all groups a user belongs to are included in the SAML as-
sertion. Versa uses this information to apply group-based mappings for Internet Protec-
tion rules, Private App Protection, and other user-based policies.

Preview the SAML

. Click to preview the SAML assertion. Copy the metadata and save it as an XML file.
Assertion

<?xml version="1.8" encoding="UTF-8"?>
<saml2:Assertion ID="id-5773745532411060288246009139" Issuelnstant="2025-08-08T17:10:21.828Z" Version="2.0"
xmlns:saml2="urn:oasis:names:tc:SAML:2.@:assertion">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.@:nameid-format:entity"/>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">userName</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.8:cm:bearer">
<saml2:SubjectConfirmationData NotOnOrAfter="2025-08-88T17:15:22.008Z" Recipient="https://acme-one-sasegwdiegos-lab.versanow.net/versa-flexvnf/saml/login-consumer"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2025-08-08T17:05:22.088Z" NotOnOrAfter="2025-88-88T17:15:22.008Z">
<saml2:AudienceRestriction>
<saml2:Audi https:// di -lab.ver .net, /saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2025-88-08717:10:21.8282">
<saml2:AuthnContext>
<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.08:ac:classes:PasswordProtectedTransport</saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute Name="https://schemas.microsoft.com/ws/2008/06/identity/claims/groups” NameFormat="urn:oasis:names:tc:SAML:2.8:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">GroupName Match Starts with ".*" (ignores case)
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

5. Configure the parameters as shown in the previous table, in Basic SAML Configuration and then

click Save.
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Microsoft Entra admin center P Search resources, services, and docs (G+/)

L
L

2 0 & ¢ B B & Z OO e *

3

Home

Agents

Favorites N

Entra ID
Overview

Users

Groups

Devices.

Enterprise apps
App registrations
Roles & admins
Delegated admin partners
Domain services
Conditional Access

Mihifartar aithanticatinn

I T Copilot

Home > Enterprise applications | All applic

ACME-ONE-SAML | SAM

Enterprise Application

B Overview
@ Deployment Plan

K Diagnose and solve problems

Manage

Il Properties

& Owners

& Roles and administrators
2 Users and groups

D Single sign-on

@ Provisioning

B Application proxy

€ Self-service

Security

® Conditional Access

i Permissions

6. Define Attributes & Claims.

Basic SAML Configuration

2’ Got feedback?

The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https://acme-one-sasegwdiegos-lab.versanow.net/metadata [o]

Add identifier

I Reply URL (Assertion Consumer Service URL) * @ I
The reply URL is where the application expects to receive the authentication token. This is also referred to as the ‘Assertion
Consumer Service” (ACS) in SAML.

Index Default

| itpsi/acme-one-sasegwdiegos-lab versanow.netiversa-flexvnf/sami/login-consu... | 7 @

Add reply URL

Sign on URL is used if you would iike to perform service provider-initiated single sign-on. This value is the sign-in page URL for

your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on

I | hitps:/acme-cne-saseqwdiegos-lab.versanaw:net/versa-flexvn/saml/login-consumer

Add the following mappings, click +Add new claim:

e user.userprincipalname > name

e "ACME-ONE" > organization

e user.assignedroles > role

Home > Enterprise applications | All applications > ACME-ONE-SAML | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >

Manage claim

H Save
Name *

Namespace

X Discard changes

~  Choose name format

Source *

Source attribute *

X
A7 Got feedback?
I I givenname{l \/]
‘ http://schemas.xmlsoap.org/ws/2005/05/identity/claims \/|
@ Attribute O Transformation O Directory schema extension
I ‘ user.givennamel v

~  Claim conditions

v Advanced SAML claims options
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Home > Enterprise applications | All applications > ACME-ONE-SAML | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >

Manage claim - X

save X Discard changes A7 Got feedback?

Name * | organization  § \/|

Namespace ‘ Enter a namespace URI N |

' Choose name format

Source * @ Attribute O Transformation O Directory schema extension

Source attribute * ‘ "ACME-ONE" I v

v Claim conditions

v Advanced SAML claims options

Home > Enterprise applications | All applications > ACME-ONE-SAML | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >

Manage claim X

Save X Discard changes A7 Got feedback?

Name * I‘ role I \/‘

Namespace ‘ Enter a namespace URI v ‘

~ Choose name format

Source * (® Attribute (©) Transformation (_) Directory schema extension

Source attribute * I user.assignedroles I N

~  Claim conditions

v Advanced SAML claims options

7. Configure Group Claims referring to previous table Group Attribute Statements.

e Click + Add a group Claim

Home > App registrations > Enterprise applications | All applications > ACME-ONE-SAML | SAML-based Sign-on > SAML-based Sign-on >

Attributes & Claims X

~+ Add new claim = Columns &2 Got feedback?

Required claim

Claim name Type Value

Unique User Identifier (Name 1D) SAML user.userprincipalname [.. ***

Additional claims

Claim name Type Value

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail oo
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname  SAML user.givenname e
http://schemasxmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname s
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML user.surname LLX]

v Advanced settings

) VERSA
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e Under Group Claims, choose All groups.

e Set Source attribute to Group ID.

Group Claims X

Manage the group claims used by Microsoft Entra ID to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
{2 None

() Security groups
() Directory roles
() Groups assigned to the application

Source attribute *
Group ID ~

Emit group name for cloud-only groups ©

~ Advanced options

e Click Advance options then Enable Customize the name of the group claim > set name as groups.

Group Claims X

Manage the group elaims used by Microsoft Entra ID to populate SAML tokens issued o your app

Emit group name for cloud-only groups ©

"~ Advanced option:

[ Fitter groups

Attribute to match
Match with
String

B customize the name of the group claim

Mame (required)
aroups |

Namespace (optional)

[ Emit groups as role claims © 1

e Click on Apply regex replace to groups claim content then set Regex replace:
l. Pattern: .*

ll.  Replacement: $0
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Group Claims

Manage the group elaims u

String

ficrasoft Entra 1D to populate SAML tokens issued

B customize the name of the group claim

Name (required)
[ groups v

Namespace (optional)

[C] Emit groups as role daims (@

I B Apply regex replace to groups claim cnr\{ontl

Regex pattern * (O

Regex replacement pattern * (0
‘ 50

[] Expase claim in JWT tokens in addition to SAML tokens

8. Retrieve SAML Integration Details

After completing the previous steps, Entra-id displays the SAML configuration details required to set up the SAML
profile in Versa Concerto. Copy the Sign on URL, the Issuer value and Download the Signing Certificate file.

Home > App registrations > Enterprise applications | All applications > ACME-ONE-SAML >

ACME-ONE-SAML | SAML-based Sign-on

Enterprise Application

B Overview
[ Deployment Plan e
¥ Diagnose and solve problems SAML Certificates

Token signing certificate

« T Upload metadata file 2 Change single sign-on mode
a -

Test this application

,@ Got feedback?

Manage & dit
Status Active
ilﬁ Properties Thumbprint 0382CE53329AACFO16A20F1C7419EBFOE150D786
Expiration 9/4/2028, 10:34:51 AM
& Owners Notification Email diegochaves@diegolabversa.onmicrosoft.com
&, Roles and administrators App Federation Metadata Url [ httpsy//login.microsoftonline.com/a08ab2d2-a5df-... [
& v d ICertiﬂcate Base64) Download I
sefs and groups Certificate (Raw) Download
3 single sign-on Federation Metadata XML Download
@ Provisioning
Verification certificates (optional)
™ Edit
Application proxy Required No 4
G Self-senvice Active 0
Expired 0
] Custom security attributes
Security 4] Set up ACME-ONE-SAML
& Conditional Access A
You'll need to configure the application to link with Microsoft Entra ID.
o
&4s Permissions Login URL | https:/ftoginmicrosoftonline.com/a08abada-asdf-.. [ |
@ Token encryption [Microsoft Entra Identifier [ hitpsy//stswindowsnet/a08ab2d2-a5di-481b-Sffa... 1 |

[Logout URL

Activity

[ httpsi//toginmicrosoftoniine.com/a08abad2-asdf

3 sign-in logs v

9. Create the Groups and Users.

Navigate to Microsoft Entra admin Center user > Group then Click New Group

) VERSA
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In the name field, enter a group name

Home

Agents

Favorites ~
Entra ID ~
Overview

Devices

Enterprise apps

App registrations

Roles & admins
Delegated admin partners
Domain services
Conditional Access
Multifactor authentication
Identity Secure Score

Authentication methods v

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > Groups | Overview > Users

0 Groups | Overview

Diego Test Lab

Overview

o

& Al groups
&8 Deleted groups
EY

Diagnose and solve problems
Settings

£ General

& Expiration

#3 Maming policy

Activity

&8 Privileged Identity Management
7= Access reviews

E Auditlogs

& Bulk operation results

Troubleshooting + Support

B New support request

Groups | Overview > New Group

Overview Tutorials

0 Search your tenant

- U - —

Basic information

Total groups 4
M365 groups 3
Security groups 1
Alerts

Feature highlights

Dynamic groups
Cloud groups

On-premises graups

ij Access reviews
=Y Make sure only the right people have continued

access.

Quick actions

Home > Groups | Overview > Users > Groups | Overview > New Group > Groups | Overview >

New Group

Rj Got feedback?

Group type * @

| Security

Group name * (0

| VIP_Group

Group description ()

[ Enter a description for the group

Membership type * ©

Microsoft Entra roles can be assigned to the group @
e

Assigned

Owners

No owners selected

Members

No members selected

4

o

o

Conditional Access
Control user access based on Conditional Access
policy to bring signals together, to make decisions,
and enforce organizational policies.

Refresh the page and click to the newly created group “VIP_Group”. To create users Navigate to Navigate to Mi-
crosoft Entra admin Center > user, click New User. In the Basics tab, define the User Principal Name (UPN) and Display

Name.

Example:

UPN - vip@acme-one.onmicrosoft.com

Display Name - vip
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Home > Groups | Overview > Users > Groups | Overview > New Group > Groups | All groups > VIP_Group | Roles and administrators > Users >

Create new user - X

Create a new internal user in your organization

Basics  Properties Assignments Review + create

Create a new user in your organization. This user will have a user name like alice@contoso.com. Learn more

Identity
User principal name * vip | @ [ diegolabversaonmicros.. ~ | [y
Domain not listed? Learn more &3

Mail nickname * vip

Derive from user principal name
I Display name * [ vip | I

ocenond - [— =] D
Auto-generate password

Account enabled (@

¢ provows | Newt Properties > FP Give fecdbock

In the Properties tab, add first name, last name, and user type (Example, Member). Other fields such as job title or
department are optional but can be filled for organizational use.

Home > Groups | Overview » Users > Groups | Overview > New Group > Groups | All groups > VIP_Group | Roles and administrators > Users >

Create new user - X

Create a new internal user in your organization

Basics Properties  Assignments Review + create

Identity

[ |

Last name ‘ VIP1 ‘

User type ‘ Member ~v ‘

Authorization info -+ Edit Certificate user IDs

Job Information

Job title

Company name

Department

Employee type

\
\
\
Employee ID \
\
\

Employee hire date

Office location \ |

| < Previous | | Next Assignments > A7 Give feedback

In the Assignments tab, click Add Group.
Select the previously created VIP_Group (or any other relevant group).

This ensures the user inherits group-based claims when authenticating via SAML.
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Home > Groups | Overview > Users > Groups | Overview > New Group > Groups | All groups > VIP_Group | Roles and administrators > Users >

Create new user - X

Create a new internal user in your organization
Basics  Properties Assignments  Review + create

Make up to 20 group or role assignments. You can only add a user to a maximum of 1 administrative unit.

Add administrative unit A rou; Add role
dd admi i dd group dd rol

No assignments to display.

< Previous | [ Next: Review + create > &7 Give feedback

Select group x
A
@ Try changing or adding filters if you don't see what you're looking for. Selected (1)
9 Reset
Search
‘ £ | & VIP_Group @
5 results found
All  Groups
Name Type Details
D ﬂ All Company Group allcompany@diegolabversa.onmicrosoft.com
& All Users Group Dynamic groups are not allowed.
D & Diego Test Lab Group DiegoTestlab@diegolabversa.onmicroscft.col
D ﬂ Group for Answers in Viva Engag...  Group groupforanswersinvivaengagedonotdelete16:
—
& VIP_Group Group
4 | ] v

e  Still under Assignments, click Add Role.
o From the directory roles list, assign security-related roles as required. For example:
= Security Reader — allows read access to security reports.

=  Security Administrator - manages security configuration.
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Roles are optional for SAML authentication itself but useful if role claims are mapped into SAML tokens for authoriza-
tion in downstream apps.

Home > Groups | Overview > Users > Groups | Overview > New Grou Directory roles
Create new user

Creata a naw infernal Lser in your organizatian

Basics

Make up to 20 group or role assignments. You can only add a user to a maxim

Type

Properties

Group

Review & Create

Assignments

VIE_Group

Review + create

Choase admin roles that you want to assign to this user.
A secur
Role To

& Awibute Assignment Administrator i

wr Mtribute Assignment Reader

» Attribute Definition Administrator
& Atribute Definition Reader 1

# Amribute Log Administratos

e Mtribute Log Reader

o Airibute Provis

 Atuibuts Provisioning Reader

goooooooao

# Cloud App Security Administrator

O

¢ Clobal Secure Access Log Reader

& Message Center Privacy Reader

[J pi Security Operator

-

e Confirm the user configuration in the Review + create tab.

e Assigning Groups to the SAML Application in Entra ID

Learn more

Description
Assign custom security attribute keys and values to supported Microsoft Entra
objects.

Read custom security attribute keys and values for supported Micrasoft Entra
objects.

Define and manage the definition of custom security attributes.

Read the definition of custom security attributes.

Read audit logs and configure diagnostic settings for events related to custom
secutity attributes.

Read audit logs related to custom security attributes.

Read and edit the provisioning configuration of all ctive custom security
attributes for an appheation.

Read the provisioning corfiguration of all active custom security attributes for
an application_

Can manage all aspects of the Cloud App Security product,

Provides d atied security personnel with read-eoly access to network
logs in Microsoft Entra Internet Access and Microsoft Entra Private fccess for
dletailed analysis.

Can read seeurity messages and updates in Office 365 Massage Center only.

€an read security informaticn and reparts, and manage configuration in
Microsoft Entra ID and Office 365,

Creates and manages security events.

Can read security informaticn and reperts in Micrasaft Entra 1D and Micrasaft

e Once the group and users are created, the final step is to assign them to the SAML application so they

can authenticate.

10. Navigate to the Enterprise Apps (Example., ACME-ONE-SAML) > Users and groups.

Microsoft Entra admin center

*  Favorites

Entra Il

Erlerprice apps

B App negistrations

g Roles & admins

3 Delegated sdmin pariners
B  Domain services

R Conditional Access

[ MhdiFartor athansieabion

2] e 3 Users
ACME-ONE-SAML | Overview

L Search resources, sarvices, ared docs (G+/]

Ertery PP

lications | All ap

ians » ACME-ONE-SAMIL | Lisers a

L
" neipris: ppgliceticn

B oveniow
) Depdoyment Plan

# Disgnase and wobee problems

Il Properties

& Owners

& Roles and ad

slratons

& Provisioning
B Application proxy
G Sel-service

Security
% Condtisnal fecocs

« Pormizziong

[MMEONESAML ]
Appleation D T

ase6crab692d 912 -aie1-_ 01 |
Object 1D O

ST6b6311 Sa56-Ad32 8071 (01

Getting Started

.& 1. Assign users and groups

Brevide sperific 1sers and groups aoess
e the applications

&) 3 Provision User Accounts

Automatically create ard delete user
aceounts in the application

g 2. et up single sign on

Frale users 1o sign inko their apg
wsing their Micrasaft £ i

WL < conditional Access

Secure access to this application with a
rustomizabile scees policy.
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11. Click Add user/group, search for the group (Example, VIP_Group), select it, and assign it to the

application.

» Users » Enterprise applications | All applications » ACME-ONE-SAML | Users and groups > Enterprise applications | All applications > ACME-ONE-SAML

ACME-ONE-SAML | Users and groups x

Enterprise Application
« -+ Add user/group | & Editassignment  [i] Remove assignment € Update credential () Refresh €5 Manage view ~
a

B Overview
[ Deployment Plan (D) The application will appear for assigned users within My Apps. Set visible to users?” to no in properties to prevent this

X Diagnose and solve problems

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

Manage
11l Properties [ First 200 shown, search all users & groups

8 Ouners Display name Object type
& Roles and administrators

Y — Mo application assignments found

D Single sign-on

v

Provisioning

B Application proxy
©  Self-service

Custom security attributes

Security
& Conditional Access

i Permissions

e Confirm the assignment, and the group will appear under the application’'s Users and groups tab.

> ACME-ONE-SAML | Users and groups > Enterprise applications | All applications > ACME-ONE-SAML | Users and groups >

Add Assignment X

Diego Test Lab

Users and groups

Select a role

User
Use

Users and groups X
(@ Try changing or adding filters if you don't see what you're looking for. Selected (0)
) Reset
Search
el No items selected
9 results found
Al Users  Groups
-
Name Type Details
D m Diego Test Lab Group DiegoTestLab@diegolabversa.onmicrosoft.c
D A vip User vip@diegolabversa.onmicrosoft.com
[ “ Group for Answers in Viva Engag...  Group groupfc invivaengagedonotdelete’
O & vIP User vip1@diegolabversa.onmicrosoft.com
| [ “ VIP_Group I Group
v
4 » 4
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Then click Assign, This ensures all members of the assigned group inherit SAML access to the application without
needing individual assignments.

- > ACME-ONE-SAML | Users and groups > Enterprise applications | All applications > ACME-ONE-SAML | Users and groups >

Add Assignment - X

Diego Test Lab

A\ When you assign a group to an application, only users directly in the group will have access. The assignment
does not cascade to nested groups.

Users and groups
1 group selected.

Select a role

Concerto configuration for ENTRA-ID SAML Authentication Profiles Navigate to User and Device Authentication Pro-
files, then Go to: Configure > Security Service Edge > Users and Device Authentication > Profiles then “+ Add”

-~ = . Administrator
W VERSA ACME-ONE CONFIGURATION o) AmericaBorots 7= W Engisn v | @) QIR ™

|

+ Add & Refresh Select Columns v
Type Description Tags Last Modified
LDAP 712872025, 4:54:47 PM
Administrator
Showing1-1of Lresults 10 = Rows per Page Gotopage 1~ 1

Select SAML, Click Get Started
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Select which user / device authentication profile you would like to configure.

LDAP

LDAP is a client-server protocol that enables a
network device to access an LDAP server, which

©
SAML

SAML s for

RADIUS

so that they can access multiple services and

attribute-based information.

Versa Directory

of users and groups for authentication purposes, as
‘weell as add individual users and user groups.

Note: Only one Versa Directory authentication profile
canbe added.

Select ENTRA-ID

browser-based single sign-on (SSO).

User Certificate Based

Certify

ovides
" before allow

them to access a network, a device, or related
services.

Device Certificate Based

to validate the identity of users. When you enable

ey

Certifi i
to validate the identity of devices. When you enable

initiat t lient for users to

P
registration and gateway connection.

Cancel Get Started

or portal
registration and gateway connection.

To configure the settings, use the information collected in Step 8 from the Microsoft ENTRA ID. Go to Entra ID > En-
terprise apps > All applications > ACME-ONE-SAML > Single sign-on (SAML).

From this page, copy/download the values required :

e Certificate (Base64) — Download.

e Login URL - Copy.

e Microsoft Entra Identifier (Entity ID) — Copy.

e Logout URL - Copy.
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Home > App registrations > Enterprise applications | All applications > ACME-ONE-SAML >

ACME-ONE-SAML | SAML-based Sign-on - %

Enterprise Application

& T Upload metadata file 2 Change single sign-on mode Test this application 27 Got feedback?
a - .

B Overview
[ Deployment Plan
e SAML Certificates

X Diagnose and salve problems

Manage Token signing certificate 2 dit
Status Active

:lﬁ Properties Thumbprint 0382CE53329AACFO16A20F1C7419EBFOE150D786
Expiration 9/4/2028, 10:34:51 AM

&r Owners Notification Email diegochaves@diegolabversa.onmicrosoft.com

&, Roles and administrators App Federation Metadata Url \ https://login.microsoftonline.com/a08ab2d2-a5df-... [y

= . ICemf\cate (Base64) Download ||

sers and groups Certificate (Raw) Download

2 single sign-on Federation Metadata XML Download

@ Provisioning
Verification certificates (optional) £ kit

£ Application proxy Required No

€ Self-service ACU.VE 0
Expired 0

| Custom security attributes
Security (4] Set up ACME-ONE-SAML

® Conditional Access

You'll need to configure the application to link with Microsoft Entra ID.

P o

asw Permissions Login URL ‘ https://login.microsoftonline.com/a08ab2d2-a5df-... D|

@ Token encryption Microsoft Entra Identifier \ https://sts.windows.net/a08ab2d2-a5df-481b-9ffa... ﬁh|
Logout URL [ htps/oginmicrosoftonline.com/a08abad2-asdf-... [ |

Activity

3 Ssign-in logs v _

Single Sign-on URL, Service Provider Entity ID and Identity Provider Entity ID are mandatory fields to be configured,
and you must upload certificate issued by Microsoft Entra ID.

Add SAML Authentication Profile x
)
s (P —
Select SAML Type
°
okta WPingidentity. 1] Office 365 > (o) =us
OKTA Ping Identity Office 365 Microsoft Entra ID Google |AM CiscoDuo Other

Single Sign-out URL

Single Sign-on URL
Service Provider Entity ID* 7 Service Provider Certificate

select v addNew
Identity Provider Entity 10" » Identity Provider Certificate *
~Select- - 4 AddNew
PrefixID Cache Expiry Time (mins)
10
Group Attribute Concurrent Logins

Reply URL [Assertion Consumer Reply URL)

. b consumer

- § -

Complete the parameters using the values from the Microsoft Entra id
Example:
Single Sign-on an out URL: https://login.microsoftonline.com/a08ab2d2-a5df-481b-9ffa-bfb7a50a22c4/saml2

Service Provider Entity ID: https://acme-one-sasegwdiegos-lab.versanow.net/metadata
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Identity Provider Issuer: https://sts.windows.net/a08ab2d2-a5df-481b-9ffa-bfb7a50a22c4/

Edit SAML Authentication Profile: ENTRA-ID-SAML

Select SAML Type
okta W Pingldentity.
OKTA Ping Identity
Sk

‘Servica Provider Entity1D" 7

| s tomeone ssegusiepus dsboersanomnetmetadata |

Identity Provider Entity ID* +

Pref|D

GroupAttribute

1] Office 365 > (o] =Us

Office 365 Microsoft Entra ID Google 1AM Clseo Duo

Single Sign-out URL

Service Provider Certificate
sl * 4 AddNew
Identity Provider Certificate *

ACMEONE SAML = |+ AddNew

Details
Hame: ACME-ONE-SAML
FleMame:  ACME-ONE SAMLcer

Cache Expiry Time (mins) () Cache Expiration Mode

©

Cockle Expiry Time mirs) Concurrent Logins

Then Upload the Identity Provider Certificate by clicking on the Add New button.

Add SAML Authentication Profile

Selact SAML Type
oktu W Pingldentity.
OKTA Ping Identity
Single Sigon URL*

 cmaonesam
Service Provider Entity ID”
hitps:scme-cre sasegvaliegos {ab versanow ret/metadta
Identity Provider Entity ID* »
ipforwchta comekp 71N g 57
PrefixID
oxTA

Group Attribute

Reply URL (Assertion Consumer Reply URL)

1) Office 365 > o |

Office 365 Microsoft Entra 1D Gocgle 1AM ClscoDun

Single Sign-out URL

Service Provider Certificate.
~Select- = 4 AddNew
Identity Provider Certificate *

Cache Expiry Time (mins)

0

Concurrent Logins

Name to CA-Chain Name upload certificate issue by clicking on the Upload File.

Other

) VERSA
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Add Certificate/CA-Chain/Private Key

Certificate Type () CA Chain

Allowed file formats are .crt, .cer or .pem

CA-Chain Name ™

ACME-ONE-SAML

I Upload File I

Then Add

Add Certificate/CA-Chain/Private Key

Certificate Type (8 CA Chain

Allowed file formats are .crt, .cer or .pem

CA-Chain Name *

ACME-ONE-SAML

Upload File
ACME-ONE-SAML.cer %

If certificate was uploaded successful, the certificate details will be displayed

Edit SAML Authentication Profile: ENTRA-ID-SAML x

Setgs Users o e G R St

—
okta WPingidenry 0 Offce 365 oY o
o . - el o -
S S
. .
Service Provider Entity 1D+ Serviee Provider Certificate
[ —— - )« e
[
R — ) aien
o
e R
.
Group Atiribute Cookle Exgiry Time (mins] Comourrent Logins.

m 1

Reply URL (Assertion Consumes Reody URL

Then Next

On the Users and User Groups page, you can add individual users or entire groups. Click User Groups and add the
VIP1_Group created in the Okta app. Click Add, then click Next to continue.
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On the Review & Submit page, enter a Name and Description for the profile, then review all configuration details
including general information, SAML settings, and assigned users or groups. Once confirmed, click Save to complete
the profile creation.

Add SAML Authentication Profile

° ° ®
S S—/—8 =

-

‘General

Name. Description
e
g

Settings  # £t

e .
Single Sgn-an URL Vimdi 71
Tame
Service Provider Entity ID hitps:/iacme-one-sasegwelieos-|atersanow net/ metadats
‘Service Provider Certificate

" o

Prefoc 1D OKTA
Cache Expiry Time (mire) °
Pt :
Group Attribute

i o

Users & User Groups ~ # ot

Usrs(o ‘Usar Groupat1)

e .

= w

After creating and Publishing the Authentication Profile, you must apply them to the Secure Access Client policy to
enforce authentication and apply the corresponding security policies. Navigate to: Configure > Security Service
Edge > Secure Access > Client-based Access > Rules.

Click “+ Add" to create a new Secure Access Client rule or edit an existing rule.

In the Match Criteria configuration, navigate to the Users & Groups section. Under the Users & Groups panel, click
on Customize to begin specifying user-based access rules using the authentication profile you previously created.
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S R, Advrinks
W VERSA ACME-ONE CONFIGURATION ®) AvericalBogcts 3= SErgh ~ @ porne Y
i Edit Crient-based Access Rule: Secure_Access Windows_Profile
view
!
Conbprn Operating Systeme. Users & Groups. Endocint Posture Soucr (eo Loction & Vet Action Goowans. Cront Confeparstion Agent Profs Frem EIP Rentew & Confaur s
Sourco P Adcress

By default we have chosen all users and groups to apply your security enforcements

I s Prefoe, you Can select (e SO sers o groups for e securily pesturs

~  Users&Groups

[0)©®,
COED v Knoantuers @

Com ) o) S

In the Users & Groups customization panel, select Selected Users as the user type. Then, under Enable Rule for the
following matched users or user groups, choose the appropriate authentication profile (Example., ENTRA-ID-SAML).
This allows the policy to enforce access control based on Active Directory user group membership.

. . g R B Administrator .
W VERSA ACME-ONE CONFIGURATION ) Amerkaborots ~ 2 Wengsn v @ JUTTEEL
ko Edit Client-based Access Rule: Secure_focess Windows_Profile
By default we have chosen all users and groups toe apply your security enforcements
B It you preter, you can seloct the specf Lsers of Groups for the security pasture,
Conngure

& Back Users & Groups

o o @ SolectedUsars] O Known Usars

Eraabis: Rube for (P following melched s cr

. @W\M}Sﬂ\\\ - I

Users

( vie1@diogaiabuersa.onmicrsottoom ) Search for User

Usersil)
User Name First Name Last Mame
B Vel saonmicnosolloom WIFL wIP

=) (=) T

In this step, you can choose to add specific users or groups to enforce security policies. Use the User Groups or Us-
ers tabs to select the desired entries.
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W VERSA ACME-ONE CONFIGURATION ) America/Bogota ~ 75 | WA Engish | (@ | Adminstrator

& Service Provider Administrator

Edit Client-based Access Rule: Secure_Access_Windows_Profile

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture:

€ Back Users & Groups
UserType (@ SelectedUsers () KnownUsers

Enable Rule for the following matched users or user groups

ENTRAAD-SAML

Users

( vip1@diegolabversa.onmicrosoft.com

First Name Last Name

VIPL vIP

C= ) ) e .

After reviewing all configuration sections, click Save to apply the settings to the current Secure Access Profile. Then go
to the Publish section at the top-right corner of the screen and click Publish.

VERIFICATION

When a user connects to the Gateway and SAML is enabled, the Gateway redirects the login to the configured IdP (Ex-
ample., Okta or Entra ID). After the user completes credentials/MFA, the IdP returns a signed SAML assertion to the
Gateway. The Gateway validates the signature and audience, extracts the NamelD and any mapped attributes (email,
groups/roles), and—if successful—establishes the session and applies the matching Secure Access policy. Authentica-
tion events can be verified in Concerto under View > Dashboard > Secure Access > Users > Event, where successful
and failed attempts are logged with details such as username, tunnel IP, and applied profile.

W VERSA ACME-ONE VIEW o) pmericaBosota v =S prgn o Q) | At

= = Service Provider Administrator
a | |
View
Summary  Usage Registy  LiveUsers

]
Configure Events per user Events per type
Lt Tap Ll
. egol L] L] i i ® ceate @ delete @ faire

Events

Click to Set or Clear Filt ©  Show 10 v Entries |jj
Receive Time ~_Appliance User Device RAC Access T RAC Event RACTunnel IP___RACIP VPN Profile Routing Instance Sechcc Rule Name

Applarce = =

Sep 4th 2025, 2:04:45 PM-05 SaseGWDiegos-lab D 20LR  ipsec oreate 192.168.22417 107310635 Secure Access Windows_Profile  ACME-ONE-Enterprise  Secure_Access_Windows_Pr

You would see the method used and the authenticated user in the Authentication Logs under View > Dashboard >
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Secure Access > Logs > Authentication > Events.

Event Policies  Charts

Authentication events

C Show 10 v | Entries )|
Receive Time ~ Appliance Auth Profile Method Status Status Message Time Taken User Source Address Destination Address Source Port Dest
@ Sep4th2025,2:04:18PM-05  SaseGWDiegos-lab Default-Auth-Profile  ENTRA-ID-SAML success  VSA:SAML: Authenticated successfully.  Oms vip2@diegolabversa.onmicrosoftcom  10.73.106.35 1073.106.18 59925 443 I
B LOVAR (% S (VAE (2% vy T

Additionally, administrators can confirm active sessions and mapped users via CLI commands on SaseGateway typing
command show orgs org-services <ORG-NAME> user-identification live-users list brief.

admin@SaseGWD tegos-lab-cl1> show orgs org-services ACME-ONE user-identification live-users list

: incomplete path
1[2025-09-04 12:11:46]
admin@SaseGWDiegos-lab-cli> show orgs org-services ACME-ONE user-identification live-users list brief
TIME
SESSION TO EXPIRATION
IP ADDRESS NAME STATUS HITS EXPIRY MODE

vip2@diegolabversa.onmicrosoft.com Live

[0k][2025-09-04 12:11:50]
admin@SaseGWDiegos-lab-cli>

Versa Directory

Versa Directory is a Versa-hosted IDP service based on LDAP, available for Versa-hosted SSE Services. The prerequisite
to use this service for you tenant is that enabled on Headend at infrastructure level by Versa or MSP(if using third-
party hosted headend): https://docs.versa-networks.com/Security Service Edge (SSE)/Configuration from Con-
certo/Configure User and Device Authentication#Configure Versa Directory Authentication Using an IAM Server

Now to use Versa Directory and create users refer the following document: https://docs.versa-networks.com/Secu-
rity Service Edge (SSE)/Configuration from Concerto/002 Versa SSE Quick Start Guide#Step 3: Configure User Au-
thentication
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About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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