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About This Document

This guide provides a clear, step-by-step configuration for integrating Microsoft Intune MDM with the Versa
SASE UEM profile. It explains how to enable Intune device compliance checks and apply Secure Access
rules based on compliance state for both Windows and macOS devices.

Document Information

Step-By-Step Configuration Guide for MDM Integration

Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.

Before you begin

Before you proceed with the steps outlined in this document, please ensure you've met the following
prerequisites.

e The provider administrator must complete your tenant configuration. If you haven't received this
information, please contact your Managed Service Provider or Account Manager for assistance.

e You have the Enterprise Administrator (Tenant Admin) credentials for the Versa SASE portal, also
called the Concerto User Interface.

e You have administrative access to the Microsoft Azure Portal, specifically App registrations,
Enterprise applications, and Intune configuration pages
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Unified Endpoint Management (UEM)

Unified Endpoint Management (UEM) refers to third-party platforms such as Microsoft Intune or
Ivanti Neurons that centrally manage and validate endpoints. Versa does not provide its own UEM
system; instead, the Versa UEM Profile integrates with external services to obtain device
information such as device ID, enroliment status, operating system, and compliance state. This
information is used by Versa gateways and portals to enforce access policies based on whether a
device is managed and compliant, ensuring that only devices that meet corporate security

requirements can access protected resources.

By leveraging UEM profiles (as defined in the Versa Concerto Ul), SASE gateways can enforce
device-based access policies during user registration and throughout client sessions. When a device
connects to a SASE gateway via the SASE Client, the UEM integration queries the Intune Graph API to
verify whether the device is enrolled and compliant with the security policies configured on the

customer’'s MDM/UEM server.

Common Use Case

Users should be able to connect to and access internal applications only when using a managed, compliant
corporate device. Personal, unmanaged, or non-compliant devices must not be allowed to reach protected resources.
How Intune Helps
Microsoft Intune evaluates each enrolled device and assigns a compliance state, for example:

e Compliant

e Non-compliant

e Unknown / not evaluated

This compliance value is what Versa SASE Gateway reads and uses for access decisions.

How UEM Works in Versa Secure Access

This section explains what happens behind the scenes inside Versa:
Portal Registration
1. SASE Client collects device identifiers.
2. The gateway and portal receive the registration request.
3. SSE Gateway triggers a Graph API query using:
o Device ID
o Tenant + Client ID + Secret

4. Microsoft Graph responds with:
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o Management state

o Operating system details
o Compliance status
If the device is compliant — registration succeeds.
Gateway Authentication
Each time the device forms a tunnel:
1. Gateway triggers a new UEM query.
2. Device posture is rechecked in real-time.
3. Compliance must remain intact.

This ensures continuous posture validation throughout the session, enforcing a Zero Trust model.

Microsoft Intune Requirements

To integrate Microsoft UEM (Intune) with Versa SASE Gateway, the following prerequisites must be fulfilled:
Licensing Requirements
Ensure your Microsoft tenant includes one of the following subscriptions:

e Enterprise Mobility + Security E3 (includes Intune). or

e Enterprise Mobility + Security E5

How to Verify Licenses

1. Log in to the Microsoft 365 Admin Centre: https://admin.microsoft.com

2. Navigate to Billing > Licenses.

3. Confirm that Intune licenses are available.

Sign in to the Microsoft 365 Admin Center at https://admin.microsoft.com and navigate to Billing

> Licenses to verify that your organization has either Enterprise Mobility + Security (EMS) E3 or

Enterprise Mobility + Security (EMS) E5, both of which include Microsoft Intune.


https://admin.microsoft.com/
https://admin.microsoft.com/
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Microsoft 365 admin center L Search
= 0O o e 2 Enable Dark mode
r Home .
Licenses
D Copilot ~
Q users o Subscriptions Requests Auto-claim policy
£3  Devices v
Select a product to view and assign licenses. Each product below may contain licenses from
"' Teams & groups ~ multiple subscriptions. Learn more about assigning licenses
A Roles > Manage billing or buy more licenses in Your products,
B Resources v
L ExporttoCsv () Refresh 2 items | O Search =
ﬁ Marketplace = B
Filters:  Account type: Organization, Self-service
| & siliing v
' Support ~ Name T Available licenses  Assigned licenses Account type
Help & support o l ° Enterprise Mobility + Security E5 23 N s Organization 0
View service requests
Microsoft 365 Business Premium 23 W /25 Organization
Microsoft Surface support o =
) Settings V

These licenses must be assigned to the users who will enroll and manage devices through Intune.
Verifying this licensing requirement ensures that Intune can act as the MDM authority and that Versa
can retrieve device compliance and management attributes through the Graph APl during UEM

queries.

Assigning Intune Licenses to Users or Groups
1. Go to Users > Active Users.

2. Select the user.
Under Licenses and Apps, assign the required Intune subscription.

Note: You may optionally use a Microsoft 365 Business Premium trial for lab/testing purposes.

Configure Microsoft ENTRA
Validate Licenses

Before integrating Microsoft Intune with the Versa SASE Gateway, ensure the required Intune-eligible

licenses are available in your Microsoft tenant.
Create Users and Groups in Microsoft 365 Admin Centre

After validating that the required EMS E3/E5 (or Business Premium) licenses exist, continue in the

Microsoft 365 Admin Center to create the user and assign the Intune license.
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From the left navigation panel, the following options allow you to create and manage identities:
1. Creating a New User

Navigate to Users — Active users inside the Admin Center.
This page displays all users currently registered in your Microsoft tenant.
From here you can add new users who will be managed through Intune and later evaluated by Versa

SASE Gateway.

When creating a user, ensure that the account is assigned an appropriate usage location, as licensing

availability depends on this attribute.

P search

2 bl Dk e

Microsoft 365 admin center

@ Home .
Active users
o Copilot b
2 Users ~ A Addauser |[E Usertemplates &% Add multiple users (3 Multi-factor authentication | O Search active users list
I Active users
Contacts Filter sett Commonly used Licenses Sign-in status Domain Location
Guest users
Deleted users [[]  pisplay name 1 Username Licenses
6 Devices v ] Diego Chaves . diego@acmeonelab.onmicrosoft.com Enterprise Mobility + Security E5, Microsoft |
: Premium
" Teams & groups ~
[ mactest : mactest@acmeonclabonmicrosoft.com Microsoft 365 Business Premium, Enterprise,
Active teams & groups. Security E5
Policies [0 test B test@acmeonelab.onmicrosoft.com Microsoft 365 Business Premium, Enterprise
N Security ES
Deleted groups
Shared mailboxes
r:l Marketplace
5 Billing ~
Microsoft 365 admin center £ search

Add a user
To get started, fill out some basic information about who you're adding as a user.
@ Basics
| First name Last name
O Product licenses
User1 ‘ ‘ versa l

O Optional settings Display name *

User1-acme-one l

O Finish

Username * Domains

User1-acme-one ‘ @ ‘ acmeonelab.onmicrosoft.com v

__| Automatically create a password

Passwords must be between 8 and 256 characters and use a combination of at least
three of the following: uppercase letters, lowercase letters, numbers, and symbols.

Password *

eseccccces strong %

This password is strong.

Then select location and assign the specific license.
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T 3 o p o] _

. Addauser

Next to other options, you would select No admin centre access or yes to choose the correct

© bssics Assign product licenses

® Product licenses Assign the licenses you'd like this user o have.

O Optional settings

Select location *

O Finish

| cotombia
Licenses (0) * L

®) Assign user a product license

Enterprise Mobility + Security E5
These licenses do not need to be individually assigned

Microsoft 365 Business Premium
You're out of licenses. If you turn this on, we'l try to buy an additional
ficense for you

Microsoft Entra Private Access
25 of 25 ficenses available

Back Next Cancel

privileges.

icrosoft 365 admin center £ search

Add a user
0| Basics Optional settings
© Product licenses You can choose what role you'd fike to assign for this user, and fill in additional profile
@ optional settings
O Finish Roles (User: no administration access) ~
‘Admin roles give users permission to view data and complete tasks in admin centers. Give users
only the access they need by assigning the least- permissive role,
Learn more about admin roles
(®) User (no admin center access)
() Admin center access
Global readers have read-only access Lo admin centers, while Global admins have unlimited
access to edit all settings. Users assigned other roles are more fimited in what they can see and
o,
. )

Then Review user parameters and save it.

2. Creating a Group

To create a group that can be used for Intune policy targeting or license assignment, go to:

Teams & groups — Active teams & groups

This section allows you to view and create Microsoft 365 groups, security groups, and distribution
lists. Groups may be used to organize users for easier license assignment or compliance policy

targeting.

Your screenshot shows the available groups (ACME-ONE, All Company), and the action bar offering
options such as Add a Microsoft 365 group and Add a team. These options may differ slightly

depending on the tenant type and enabled services.
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Microsoft 365 admi B search
= ([ome > Active teams & groups ) ) Enable Dark mocke
@ Home .
Active teams and groups
o Copilot v
8 users ~ Q@ About Groups B Using Teams And SharePoint %> Where to store files
Active users
Contacts
e Teams & Microsoft 365 groups Distribution list Security groups 2 search all teams and groups
uest users
Deleted users
6 Devices ~ -+ Add ateam | + Add a Microsoft 365 group & Export () Refresh 2items Y Filter =
Teams & groups ~
1 Active teams & groups ‘ Name 1 Email Syncstatus Teamsstatus  Membership type  Privacy Createg
Policies ) ACME-ONE : ACME- = [ Assigned Public Septem
N ONE@acmeonelab.onmicrosoft.com 224 PN
Deleted groups
Tl T 1 Al company : allcompany@acmeanelab.onmicrosaftco < Assigned Public Septem
: m 2:30 PN

(%) Marketplace

B Billing ~

Your products

Licenses

£ Search

) Enable Dark mode

@
o ® Busis Set up the basics
A I
O Owners
= | A team provides a place to chat and collaborate on files in Microsoft Teams. It includes an emall address for
<contacting everyone on the team, and a SharePoint site for publishing information. To get started fill out some
A O Members basic info about this new team
| Learn more about Microsoft Teams
]
O settings
(=] | Name of team *
2 © Finish I
yd Describe this team

Enter a description for your new team

] -

Assing at least on owner to the Group

Diego Chaves X

P search
= Home > Active teams and groups > Add a team 2 Enable Dark mode
@
o © basics Add owners
a
Owners
= Team owners can add or delete members, edit team details, and delete conversations.
k O Members
(D) Vou have 10 have at least one awner, We recommend adding two, se ane can help outin the ather’s sbsence. All awners
must have a license that includes Teams. Learn more sbout whe can access Teams
m]
O Settings
8 Owners *
2 O Finish |
&

10
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You can add members to the group now or add them later.

oft 365 admin cente: £ search
= Home > Active teams and groups > Add a team D Enable Dark mode
]
L © s Add members
8 |
@ Owners
e | Members have access to everything in the team, including chats, channels, and files. Team members can invite
quests to join your team, but they can't edit any team detals.
L @ Members.
] | Members
O Settings
= | I
@ Diego chaves x
& O Finish
&

Cancel

Choose an email to all team members.

Microsoft 365 admin center P search

(D Poophs ousséls your orgaretion won b pble o emad thisthem at st bt you can chene
and other settings afte th team s created

— Home > Active teams and groups > Add a team 2 Enable Dark mode
@
o © bisis Edit settings
=3
© Ouvmners
L= Email all team members using this email address, and choose a privacy setting to control who can join the team
and see its content in Teams search results,
At @ Members
a Team email address *
@ settings
=] it @acmeonelab.onmicrosoft.com
2 O Finish
7

Privacy

Public - Peaple can join without appraval from an owner. Shown in search results and.

. | o=

Then Review and Add Team

11
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Microsoft 365 admin center L Search
= Home > Active teams and groups > Add a team ) Enable Dark mode
@
o © bosics Review and finish adding team
A |
© Owners
=] | You're almast there - make sure everything looks right before creating your new team
L' @ Members Basics
| Name: T
[} Description: None provided
o T Settings Edit
rd @ Finish Owners
Diego Chaves
Edit
Z
Members
None added
Edit
Settings

Email: it@acmeenelab.onmicrosoft.com
Privacy: Public - People can join without approval from an owner. Shown in search results and the list of available
teams to join.

Edit o

ok conee

3. Assigning Licenses to Users or Groups
Once the required user or group exists, licenses can be assigned to enable Intune functionality.

To assign a license to a user, go to:

Users — Active users — Select the user — Licenses and Apps

2t —

Microsoft 365 admin center

= Home > Active users [SI4
® Home Acti .
ve users Diego Chaves
D Copilot ~
, ) Reset password
A users ~ A addauser £ Multi-factor authentication
Change photo
1 Active users
Contacts Filter set. Commonly used *~  Licenses
Account  Devices  [Licensesand apps |Mail  OneDrive
Guest users
Deleted users. [} Display name T
© 2 subscripions x
& Devices ~ B Diegochaves q Manage your
A Teams & groups ~ Selectlocation *
O mactest
Active teams & groups Colombia v
Policies O et
Deleted groups. Licenses (2) ~
Shared mailboxes O usert-acme-one
] Marketplace B enterprise Mobility + Security €5
0 of O licenses available
=) - B microsoft 365 Business Premium
——— 0of 1 licenses available
Microsoft Entra Private Access
Licenses

24 of 25 licenses availabla
Bills & payments

Billing accounts

Payment methods -

Assigning Intune Under Mobility MDM and WIP

To add the user to the Microsoft Intune application under Mobility (MDM and WIP), follow the

navigation inside the Microsoft Entra Admin Centre.
Access Microsoft Entra

e Log in to the Microsoft Entra admin portal:

12
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https://entra.microsoft.com

Navigate to Mobility (MDM and WIP)
e In the left navigation panel, go to Home.
e Select Mobility (MDM and WIP).

e Open the Microsoft Intune application.

#2 1 Microsoft Entra admin cent.. L Search resources, services, and docs (G+/) I ¥ Copilot

Password reset °[Home > Mobility (MDM and WIP) > ]

Custom security attributes MObility (M DM and WIP) o x

=

2

% Certificate authorities
-+ Add application () Refresh 53 Manage view 27 Got feedback?

L

External Identities
n% Cross-tenant synchronization

<&@  Entra Connect

B Dpomain names

A Custom branding

| Mobiiy
@ Monitoring & health ~
& 1D Protection v
& ID Governance v
B Verified ID N

Inside the Microsoft Intune page under Mobility (MDM and WIP), validate or modify the MDM user
scope.

By default, All is selected, which allows all users in the directory to enroll devices into Intune.

If your environment requires stricter control or you have limited licenses, change the scope to Some

and select a specific group. Leave the default All if every user should be allowed to enroll.

13
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Microsoft Entra admin cel P Search resources, services, and docs (G+/)
& Password reset 0[ Home > Mobility (MDM and WIP) >
©  Custom securty attributes Microsoft Intune - X
§) Certificate authorities
MDM user scope (@ o
i External Identities
C\.' None O Semem
Cross-tenant synchronization
,u% i MDM terms of use URL @
<8  Entra Connect https://portal manage.microsoft.com/TermsofUse.aspx
MDM discovery URL
B  Domain names v o
https://enrollment manage microsoft com/enrollmentserver/discovery suc
FZ, Custom branding MDM compliance URL (@
& Mobility https://portal. manage.microsoft.com/?portalAction=Compliance
Restore default MDM URLs
& Monitoring & health v
Windows Information Protection (WIP) user scope (@
5 f ) e
£ 1D Protection v (@ none O some O al
WIP terms of use URL @
&) 1D Governance v
WIP discovery URL @
B Verified ID v

Save Discard Delete

Configure App Registration

To create the application required for communication between Versa SASE Gateway and the

Microsoft Graph API, follow the steps below inside the Microsoft Entra Admin Center.
1. Navigate to App Registrations

Inside the Microsoft Entra Admin Center, go to:

Home > Mobility (MDM and WIP) > Microsoft Intune > App registrations

This page displays all existing applications registered in the tenant.
2. Create a New Application

Select New registration to start creating the application that will be used by Versa for UEM (MDM)

integration.

14



P Search resources, services, and docs (G+/) l O Copilot
@ overview Heme > Mobility (MDM and WIP) > Microsoft Intune >
2 Users App registrations X
. Groups o @ Endpoints X Troubleshoot () Refresh L Download [ Preview features | &7 Got feedback?
& Devices
Enterprise apps. @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication llhmry [ADAL) and Azure Active Directory Graph. We will

continue to provide technical support and security updates but we will na longer provide P lications will need to be upgraded to Microsoft

I Authentication Library (MSAL) and Microsoft Graph. Leam more

Roles & admins.
All ‘Owned licati Deleted

Delegated admin partners
O Start typing a display name or application iclient) D to filter these r... ¥ Add filters
Domain services

D View all applications in the directory

Identity Secure Score

B
CY
=3
(]
) e b This account isn'tlisted as an owner of any applications in this directory.
@
g
4§ Authentication methods

=]

Password reset

Provide Application Details
In the Register an application page:
e Enter a Name for the application (for example: ACME-ONE).

e Under Supported account types, select:

Accounts in this organizational directory only (Single-tenant)

This option restricts usage to your Entra tenant, which is required for Versa integrations.

Register the Application

Select Register to finalize creation of the application.

+J VERSA

Once registered, the app will generate identifiers (Tenant ID, Client ID, and Client Secret later) that

are required for configuration in Versa Concerto.

15



Home > Mobility (MDM and WIP) > Microsoft Intune > Enterprise applications | All applications > App registrations >

Register an application

*Name

The user-facing display name for this application (this can be changed later).

QACME{)NE ) v
Supported account types

ho can use this application or access this API?
Accounts in this organizational directory only (ACME-ONE only - Single tenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

proceeding, you agree to the Microsoft Platform Policies !
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After registering application go to App registrations >All applications and Click your previously

created app (Example ACME-ONE).

: Microsoft Entra admin center P Search resources, services, and docs (G+/) I o Copilot

Home
A Home 5 .
App registrations =
& Entraagents
{ New registration & Endpoints X Troubleshoot () Refresh  Download [ Preview features = 2 Got feedback?
% Favorites v
& Entrald T~ @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide
technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft
Graph. Learn more
@ Overview
R Users e All applications | Owned applications Deleted applications
& Groups =
% O Start typing a display name or application (dlient) ID to fifter these r +g Add filters
& Devices
2 applications found
B Agent ID (Preview)

- P2P Server 8b1b2ec7-e071-4781-8582-11dea078799  9/10/2025

P erpis apps . 18bea91a-611e-4108-b446-40a0902b764e  9/8/2025 @ Current
I2

& Roles & admins
& Delegated admin partners.

B Domain services

3. Retrieve Required ldentifiers
Inside the App Registration Overview page, copy the following values:

e Application (Client) ID

Display name T Application (client) ID Createdon Ty  Certificates & secrets

16
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e Directory (Tenant) ID

These two values will be required when configuring the Intune MDM profile in Versa Concerto.

Home > Mobility (MDM and WIP) > Microsoft Intune > Enterprise applications | All applications > App registrations >

i Concert-Intune-acmeone < - X

‘/O Search ‘ « ]E Delete @ Endpoints Preview features

i Overview o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

&4 Quickstart

#" Integration assistant  Essentials

# Diagnose and solve problems Display name Client credentials
Concert-Intune-acmeone 0 certificate, 1 secret

Manage Application (client) ID Redirect URIs

. . 18bead1a-611e-4108-b446-40a0902b764e Add a Redirect URI

&2 Branding & properties
Object ID Application ID URI

D Authentication 1b1cac51-00cc-4502-8646-bebece7152¢ [ Add an Application ID URI

Certificates & secrets Directory (tenant) ID Managed application in local directory

92896a25-7228-4f74-9bf4-fc31c21284be Concert-Intune-acmeone

1

' .
Il Token configuration Supported account types

- APl permissions My organization only

& Expose an API ) i R i
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication

Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security
updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft
Authentication Library (MSAL) and Microsoft Graph. Learn more

f5 App roles
Ja Owners

4. Roles and administrators .
Get Started  Documentation

4. Generating a Client Secret
From the same application:
e Go to Certificates & secrets.
e Under Client secrets, select New client secret.
e Provide a description, choose an expiration option, and create the secret.
e Copy the Value of the secret immediately (it will not be shown again).

This Client Secret is required for Versa to authenticate against Microsoft Graph when retrieving

device information.

17
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Home > Mobility (MDM and WIP) > Microsoft Intune > Enterprise applications | All applications > App registrations > Concert-Intune-acmeone

o Concert-Intune-acmeone | Certificates & secrets = - X

|/D Search ‘ « ,'C\j Got feedback?

i Overview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at

& Quickstart ¢ s ¢ ¢ ",
a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate
# " Integration assistant (instead of a client secret) as a credential.

# Diagnose and solve problems

Manage o Application registration certificates, secrets and federated credentials can be found in the tabs below. s
T Branding & properties
5 Authentication Certificates (0) Client secrets (1) Federated credentials (0)
Certificates & secrets A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as
application password.
1I!' Token configuration
= APl permissions
& Expose an API Description Expires Value O Secret ID
i App roles ACME-ONE 3/1/2026 fmUsss ks sk e10cad46-aca5-4b02-a... [ [il]
Za Owners

&l Roles and administrators

5. Configure APl Permissions

To allow Sase gateway to read device compliance data from Microsoft Intune, configure the required

API permissions on the Azure App Registration.
Navigate to the APl Permissions Page

e In the Microsoft Entra admin center, go to:

App registrations > All applications > Select the application you created earlier
e In the left menu, select APl permissions.
Add Required Permissions
e Click Add a permission.

e Select at least all permissions shown in the next image, which include the required Intune and

Microsoft Graph application permissions:
o Intune
= get_device_compliance
= update_device_attributes
o Microsoft Graph
= Device.Read.All

= User.Read.All
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Grant Tenant-Wide Consent

e After adding the permissions, click Grant admin consent for <TenantName> (Example

ACME-ONE).
e Verify that the permissions show Admin consent = Yes.

These permissions ensure that the UEM integration in Versa Concerto can retrieve device posture

and compliance attributes from Intune.

Home > App registrations > Concert-Intune-acmeone

= Concert-Intune-acmeone | APl permissions = - X

‘ R Search ‘ & O Refresh ,’RQ Got feedback?

i Overview |+ Add a permission | v/ [Grant admin consent for ACME—ONE]

& Quickstart API / Permissions name Type Description Admin conse
F Integration assistant v Intune (2)

X Diagnose and solve problems get_device_compliance Application  Get device state and compliance information from Mi...  Yes

Manage update_device_attributes  Application Send device attributes to Microsoft Intune Yes

: . \/ Microsoft Graph (8)
= Branding & properties

o Device.Read Delegated  Read user devices No
3 Authentication

. Device.ReadAll Application  Read all devices Yes
Certificates & secrets

" i DeviceManagementConfig Delegated  Read Microsoft Intune Device Configuration and Polici... Yes
Ill Token configuration

-2~ API permissions

DeviceManagementConfig Application Read Microsoft Intune device configuration and policies Yes

DeviceManagementManag Delegated ~ Read Microsoft Intune devices Yes
& Expose an API
. DeviceManagementManag Application Read Microsoft Intune devices Yes
T4 App roles

User.Read Delegated  Sign in and read user profile No
48 Owners

User.Read.All Application Read all users full profiles Yes

as, Roles and administrators

6. Assign Users and Groups

To authorize which identities are allowed to use the registered Intune application for this integration,

assign the appropriate users or groups inside Enterprise Applications.

From the Microsoft Entra admin center:

Enterprise applications > All applications > Select your Intune app > Users and groups
Once inside the Users and Groups panel:
e Select Add user/group.

e Choose the user(s) or group(s) that will be permitted to use this application for the UEM
(MDM) integration.

e Confirm the assignment.
This ensures only the selected identities are allowed to authenticate against the registered Intune
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application used by Versa SASE Gateway

[Home > Enterprise applications | All applications > Concert-Intune-acmeone I

Concert-Intune-acmeone | Users and groups

Enterprise Application

ii2 Overview
Deployment Plan

K Diagnose and solve problems

Manage

Properties

ke

Owners

4L, Roles and administrators

[&\ Users and groups ]

9 Single sign-on
@ Provisioning
B Application proxy

C  Self-service

—~+ Add user/group| &7 Editassignment [i] Remove assignment © Update credential () Re

@ The application will not appear for assigned users within My Apps. Set ‘visible to users?" to yes in properties
this.

Assign users and groups to app-roles for your application here. To create new app-roles for this applicatio
application registration

I O First 200 shown, search all users & groups

Display name

D @ Diego Chaves
D . test

Configuration in Concerto

Integration with Accessing Unified Endpoint Management

To begin the Intune MDM setup and integrate it with Concerto 12.2.x, go to:

Configure > Security Service Edge (SSE) > Partner Integration > Unified Endpoint Management

) VERSA

20



) VERSA

Security Service Edge Secure SD-WAN

> Real-Time Protection

» Advanced Security

> Secure Access

> Digital Experience Monitoring (DEM)
» TLS Decryption

WELUAN 5 Bandwidth Limits

> Profiles and Connectors

Analytics ~ Partner Integration

Microsoft Cloud App Security

Endpoint Detection & Response
Inventory

Unified Endpeoint Management

» User and Device Authentication

» User-Defined Objects

» Settings

In the Unified Endpoint Management screen, select Microsoft Intune, and then click Get Started

to begin configuring the Intune MDM integration.

Unified Endpoint Management

Select which type of Unified Endpoint Management
(UEM) you would like to configure

With UEM, e

phones, tablets, and laptops.

ivanti

Microsaft Intune heanti Neurans

To continue the Intune MDM configuration inside Versa Concerto, fill in the fields shown in the

Microsoft Intune for UEM screen.
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. Microsoft Intune for UEM

Description
Y
Tags
Directory ID™
ClientID”
Client Secret®
A

Authentication Domain ™

API Domain™ (@

The following table provides a short description for each field that appears in the form.

Field Description

Name (Required) Enter a name for the UEM profile.
Description Enter a text description for the UEM profile.
Tags Enter tags to associate with the UEM profile.

Enter the tenant or directory ID registered on the graph (Intune)

Directory ID (Required) Server.

Enter the client identifier provided by the graph (Intune) server,

Client ID (Required) in string format.
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Enter the client secret provided by the graph (Intune) server, in

Client Secret (Required) string format.

Authentication Domain Enter the domain name to use for authentication.

(Required) login.microsoftonline.com

APl Domain (Required) Enter the domain name to use for APls.

graph.microsoft.com

In the previous section Configure App Registration, you obtained the values required here:
e Directory (Tenant) ID

e Application (Client) ID

e C(lient Secret

Note: The Authentication Domain and APl Domain values shown on table represent the standard
default values used in most Microsoft Intune integrations. These values apply to regular
commercial tenants. Environments using sovereign clouds or specialised infrastructure may require

different domain values.

These are the same values that must be entered into the corresponding fields in Concerto.
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Microsoft Intune for UEM

Narme ™

MDM_intune_ACME_ONE

Description

MRN intune ACME_ONE %

Tags

Directory ID*

92896a25-7228-474-9bf4-fc31c21284be

Client D™

18bea?1a-611e-£105-b444-20a0902b7 542

Client Secret*

FMUBQ~ZXWLSAHAUTgrb_ISNrAZGrCusUHZOrPdy) %

Authentication Domain™

loginmicrosoftonline. com

API Domain® @

loginmicrosoftonline.com

Windows OS Enroliment

To ensure that Microsoft Intune can evaluate the device posture (compliant or non-compliant) and
allow Versa SASE Gateway to retrieve this information during Secure Access validation, each

Windows device must be enrolled into Intune.

) VERSA
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] C_Ilent Start Enrollment Authenticate Restart & Sign In Verify Enrollment
Machine

Example: Open in Edge or
) Chrome: .

test devices Enter email + Reboot PC. Check that the

o Paste ms-device- password. Intune MDM
(one with Firewall enrollment:?mod . ) select Other user certificate is
dlsablgd >non- e=aadj Select Join > click —> sign in with present in the
compliant) ) Done. same er?rollment Computer

Or Go to Settings credentials. certificate store.

> Accounts >
Access work or
school then
Connect

Configuration in Microsoft Intune - Create Windows Compliance Policies
1. create a compliance policy

To define the compliance criteria that Versa will read from Intune during access checks, create a

compliance policy in Microsoft Intune.
Navigation

Go to:

https://endpoint.microsoft.com

Inside the Intune admin center for Windows devices, go to:
Devices > Windows > Compliance > Create policy
Description

Use this section to configure the compliance posture that Windows devices must satisfy (Example,
OS version, security settings, encryption, TPM, antivirus). The compliance state generated from this

policy is what Versa retrieves during Secure Access registration and gateway authentication.

+J VERSA
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https://endpoint.microsoft.com/

une admin center

% [Hame > Devices | Windows > Windows ]

ﬁ Home

Dashboard

g Windows | Compliance %

= All services 2 Search | o«

e — —+ Create policy | () Refresh L Export E= Columns v 1 policy
© Explorer ) Windows devices

§ Monitor | O search [0}

Apps ~ Device onboarding
. . Platform or OS: Wind 10 and later, Wind 8.1 and later, Win... % Add filters
‘, Endpoint security B Windows 365
=
(2#] Raports &} Enroliment Policy name Platform or 05 7 Policy type Last modifiec
& Users ~ Manage devices i i ‘
Windows_Setting Windows 10 and later Windows 10/11 compliance p..  09/10/2025,

&2 Groups

=] Configuration
£} Tenant administration |

X Troubleshooting + support W Scripts and remediations
[E=] Group Policy analytics

= eSIM cellular profiles
— (preview)

v Manage updates

28 Windows updates

o Pemmmien devicas

Add or remove favorites by pressing Ctri +Shift+F

Example Compliance Policy

As an example in policy, the requirement is set for the Firewall to be enabled, and the policy is
assigned to the All Users group. The slide illustrates how a basic Windows compliance rule appears

once created.

Home > Devices | Windows > Windows | Compliance >

Windows_Setting - X

Compliance policy -Windows 10 and later

[il Delete

Monitor  Properties

Basics Edit
[ Name w\nduws,sening]
Description
( Patform Windows 10 and later |
Profile type Windows 10/11 compliance policy

Compliance settings

System Security

Edit

Firewall

Required )

Actions for noncompliance

Action Schedule

Mark device noncompliant Immediately

Scope tags
Default
Assignments

Included groups

Group Filter

- tone

Excluded groups

Edit

Message template Additional recipients (via email)

Nore selected

Edit

Edit

Filter mode

None

2. Review Compliance Policy Example

Device Enrollment (Compliance Policy Example)
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This example shows how a Windows compliance policy appears once configured in Microsoft Intune.
The policy named Windows_Setting is applied to Windows 10 and later devices and includes a
requirement for the Firewall to remain enabled. The policy is assigned to All Users, ensuring that
every user targeted by the policy must meet these compliance conditions before their device is

considered compliant by Intune.

Home > Devices | Windows > Windows | Compliance >

Windows_Sef

Compliance policy Windows 10 3nd ater

@ Delete

Monitor  Properties

Basics Edit

(e Vindow: Setig )
Desrpion a

(ptatiom Windows 10 and later ]

Profile type Windows 10/11 compliance policy

Compliance settings edit

‘System Security

(Firewall Required)

‘Actions for noncompliance dit

Action Schedule

Mark device noncompliant Immediately None selected

Scope tags. edit
Default

Assignments edit

Included groups

Group Fitter Fiter mode

Al Users None None

Excluded groups

On a Windows device, once it is successfully joined to Microsoft Entra ID via a work or school

account, it appears as Connected.
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< (sexting)

test test
test@acmeonelab.onmicrosoft.com

- (m] X

Q  Find a setting

Accounts > Access work or school

Get access to resources like email, apps, and the network. Your work or
school might control some things on this device when connected.

/} Home
Add a work or school account
B System
9 Bluetooth & devices )
BMm Connected by test@acmeonelab.onmicrosoft.com O
: | (« ted to ACME-ONE's Entra ID
@ Network & internet onnectedte s
/ Personalization
Related settings
B Aops
Export your management log files
: Accounts Your log files will be exported to: C:\Users\Public Export
\Documents\MDMDiagnostics
‘L’ Time & language
- Create a test-taking account N
“w Gammg Choose an account for the test taker and enter the address
) “y g
K Accessibility
) ) Add or remove a provisioning package >
\) Privacy & security
@ Windows Update
Related support o

+J VERSA

Once enrollment is complete, Intune issues the Microsoft Intune MDM Device CA certificate, which

appears in the local computer certificate store. This certificate confirms that the Windows device is

successfully enrolled and ready to report compliance status to Intune.

a certlm - [Certificates - Local Computer\Personalt Certificates]

File Action View Help

e 2E EH dBE HE

(5 Certificates - Local Computer A
v || Personal
| Certificates
5[] Trusted Root Certification
> [ Enterprise Trust
> || Intermediate Certification
5 || Trusted Publishers
5[] Untrusted Certificates
» [ Third-Party Root Certifical
» [ Trusted People

-

Issued To Issued By Expiration Date  Intended Purposes
@i 62fcdBe3-0b5d-443d-8462- 5d0340d688F Microsoft Intune MDM Device CA | 8/23/2023 Client Authentication

80falde3-1551-4939-98a3-eb%14bBeTTac M5-Organization-P2P-Access [20..  8/26/2022 Server Authenticati...
@ﬂ&@fﬂ de3-1551-4939-98a3-eb%14bBeTTac M5-Organization-Access 8/23/2032 Client Authentication
@ﬁ localhost Versa Metworks Localhost CA 7723/2032 Server Authenticati...
EWmdows Azure CRP Certificate Generator Windows Azure CRP Certificate G...  8/19/2023 <All>

3. confirm Windows device has synchronized on Intune

Friendly Name
<None»
<None=
<None»
<None»

TenantEncryptior

To confirm that your enrolled Windows device has synchronized with Intune and is reporting its

compliance posture, check the device list inside the Microsoft Intune admin center.

Inside the Intune admin center go to:

Devices > Windows > Windows devices

Description
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After enroliment, Windows devices may take 10—-15 minutes to appear in the Microsoft Endpoint

Manager portal.

((Home > Devices | Overview > |

| Windows | Windows devices - X

|}3 Eearch I X «

O Refresh i Export §= Columns “ 4 Bulk device actions 1 devices
| [} Windows devices

& Monitor ’ O search ®

v Device onboarding

0OS: Windows, Windows Mobile, Windows Holographic . Add filters
(P Windows 365

k] Enroliment Device na... Managed by ~ Ownership Compliance  0S s version Primary us...  Last che
v Manage devices N .
W-ACME: Intune Corporate Windows 10.0.26100.6584  test@acm...  09/29/2

Configuration

5] Compliance

Scripts and remediations
Group Policy analytics

— eSIM cellular profiles

T (preview)
v Manage updates

2= Windows updates

4 Armaniza davican

Add or remove favorites bv pressing CtrL+Shift+F

Once the device is listed, the Compliance column will indicate whether the device is Compliant or

Non-compliant, based on the compliance policy previously configured.

This allows you to verify that the device enrollment was successful and that Intune is evaluating the

device correctly.
Apply Secure Access Rules for Intune-Managed Devices

In Concerto, go to:
Configure > Security Service Edge (SSE) > Secure Access > Client-based Access > Policy Rules
1. Configure Policy Rule Criteria

On the Policy Rules page, click + Add to create a new Secure Client Access rule, or choose an
existing rule from the list that you want to apply.

This rule will control access for compliant and non-compliant devices.
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W VERSA ACME-ONE CONFIGURATION o) America/Bogota
Client-based Access Rules
Below are all the rules for your Secure Client-based Access .
Configure Q, Search by keyword or Y Filter .
Endpoint Posture
. Rule Name Users & Device Cc Traffic Action
Deploy
_Windows_f V' Windows W AD_Server_Acme_ Endpoint Information Profile V' Managed Status of Action
Wi 1D One tsl:lw - Send Apps to Versa Cloud
Windows 10Mobile Users AllDevices No Client Appiications selected
o Windows 11 Diego Chaves EIP. Profie Wicoms fa. V Exclude PreDefined
Monitor lego- gistry Applications
More Details lab@diegolab- Entity Risk Bands
versanet All risk bands Facebook
VIP1 vip1@acme:
onecom
Secure_Access_Windows_Profile v Windows e Endpoint v of Action
Windows 10 Users (;fI\PJ, . Devices Breakout to the Internet
Windows 10 Mobile vip2@diegolabvars T All Devices No Client Appfications selected
Windows 11 i 050ftcom iy Risk Bands No Predefined Applications
vip3@diegolabvers i risk bands selach
More Details. aonmicrosoft.com
vipd@diegoiabvers
a.onmicrosoft.com
More Details.
Secure_Access Windows MDM v Windows W AD Server Acme.  Endpoint v ion
Wi One (EIP) Devices Breakout to the Internet
findows 10 N devices
Windows 10 Mobile Users bk Managed Devices No Client Applications selected
Rl Windows 11 Diego Chaves :\T‘lilvk:sk il«wﬂ  Device Conptarce NoPredetoad Acocators
risk bands a
[ lab@diegolab-
versanet compliance

a2

Showing 1-4of 4resuits 10 = Rows per Page

In the Client-based Access Rule wizard, complete the following steps:

Step 1 — Operating System

= W Engish v

) VERSA

o Administrator v
Service Provider Administrator

BT T

VPN & Gateway Groups.

lame
ACME-ONE-Enterprise

W Gateway Groups
Default

V Gateways
SaseGWDiegos-lab

& Refresh

Select Columns. v
Status Last Modified By & Date
© Erabled  11/21/2025,11:53:34 AM

Administrator

lame © Ensbled  11/21/2025, 11:5%34 AM
ACME-ONE-Enterprise Administrator
 Gateway Groups
Defauit
v Gateways
SaseGWDiegos-iab
VPN Name © Ensbled  9/25/2025,3:21:21PM
ACME-ONE-Enterprise Administrator
V Gateway Groups
Default
~ Gateways
Gotopage 1~ 1

Select the operating system platforms that this rule will apply to (Windows, macQOS, iOS, Android,

Linux).

Create Client-based Access Rule

©

Tratfc Action

Source P Address

Gatewsys

Choose the operating system for this rule below.

1 you prefer,

W Windows ‘ Apple
[T] All Windows Operating Systems
(] User Defined

() Windows Server 2012

(] All Apple Operating Systems

] User Defined
) Oper-1 ) testGo
j testGoWindows ) Predefined
test-yin-ok ] MacOSX Server
) testyinpa ] 05X
[C] Predefined ] MacOS
Windows 10 (] Al Aple Mobile
| Windows 10 Mobile ] User Defined
Windows 11 7] testGolpad
Windowes 7 "] Predefined
] Windows 8 0§
() Windows 8.1 1PadOS

you would fike to

£ Android

__| All Android Operating Systems.
[ user Defined
[ testGoAndroid
[ testGoAndroid01
[ Predefined
[T] Android

rule

TR

Lo Linux

[7] Al Linux Operating Systems
(] User Defined
) testGolinux
(] testGoNew
(] Predefined
") Fedora

1 Linux
| Red Hat Enterprise Linux
"] Ubunty

Step 2 — Users and Groups

Choose the users or groups that should be included in this access rule.
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Create Client-based Access Rule

Source IP Address

By default we have chosen all users and groups to apply your security enforcements

I you prefer, you can select the specific users or groups for the security posture

Users & Groups ©
CQQ + Known Users

Customize

C= ) (=) S

Endpoint Posture
In the Device Compliance Status section, select:
e Managed Devices

e Compliant (to allow devices that pass Intune policies)

Edit Client-based Access Rule: Secure_Access_ Windows_MDM

O & Traffic Action Gateways Cllent Configuration Agent Profile From EIP Review & Configura
Sourc IP Address

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

¥ you'd ke, you can customize your options by choosing what to include or exclude below.

€ Back Device Compliance Status
If 3rd party UEM iswsed select one or more device compliance status below
) AliDevices | ®) Managed Devices | O Unmanaged Devices

[ Non-Compliant [_] Config-Manager [_] Conflict [) In-Grace-Period (] Error (] Unknown

Steps 4-6 — Configure Source IP/Geo, Traffic Action, and Gateways as needed.

Client Configuration
e Step 7 — Client Configuration — Click Customize to adjust client options.

Important Note:

Traffic Action Gateways. Client Configuration Agent Profile From EIP Review & Configure

) VERSA
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Specify the Certificate Issuer (Microsoft Intune MDM Device CA) to validate enrolled devices.
If the Certificate Issuer is not set, the SASE Client will not send the device ID when connecting to

gateways, causing the policy match to fail.

it Client-based Access Rule: Secure, Access Windows, MOM

« Back Configure Client Controls

User's View of Client

reyw———

W VERSA

[ ]

73.106.17/app/ACME-ONE/confia/sase/secure-access-client/rule#

Verification - How to Validate the Integration with Windows

Validation & Debugging > Once the configuration is pushed, the MDM/UEM module triggers API
requests to login.microsoftonline.com and graph.microsoftonline.com using the Directory ID,
Client ID, and Client Secret to fetch access tokens. You can also verify that the Microsoft Intune

MDM Device CA certificate issuer parameter is present, ensuring correct device validation.
e Ensure that DNS servers are correctly configured to resolve the Microsoft APl domains.

e You can run Gateway debug commands on the Sase Gateway to verify that Intune queries

are being sent.
set debug captive-portal
set debug captive-portal level all
set debug captive-portal all-flags
set debug saccess
set debug saccess level all
set debug saccess all-flags

set debug dynamic-scale

) VERSA
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set debug dynamic-scale level all

set debug dynamic-scale flags general
set debug mdm
set debug mdm level all
set debug mdm all-flags
After enabling the debug flags, review the logs:
Go to Logs then run
tail -f versa-service.log
When the configuration is applied and the device begins registration, the logs should show:

e The presence of Microsoft Intune MDM Device CA as the certificate issuer, confirming that
the device certificate was detected and that the endpoint is presenting an Intune-issued cer-
tificate during registration. This indicates that VOS successfully extracted the device identity

and can proceed with validating the device against Intune.

2025-09-29 20:28:52.128 DEBUG [0x101] saccess_service_process_response: resp_xml:

<?xml version="1.0" encodi 'UTF-8"7>

<versa-secure-access versl '2"><preregister><code>200</code><message>success</message><method>ldap</method></preregister><ca
pabilities><actions><autopreregister>autopreregister</autopreregister><preregister>preregister</preregister><register>register

</register><otp-gen>register_otp_gen</otp-gen><otp-verify>register_otp_verify</otp-verify></actions><api-version>2</api-versio
n></capabilities><device-id-request><certificate-issuer>Microsoft Intune MDM Device CA</certificate-issuer><uuid>4a73a59efb0Odc
8b2</uuid></device-1d-request></versa-secure-access>

e APl authentication requests login.microsoftonline.com. confirming that VOS is reaching Mi-
crosoft’'s OAuth endpoint to obtain an access token. This shows that the initial Intune authen-

tication flow has been triggered correctly.

e The presence of Client ID, Client Secret, and scope referencing graph.microsoft.com, in the
request payload confirms that the system is performing the token request using the configured
Intune application credentials. This indicates that VOS is preparing to call Microsoft Graph and

validate device compliance.

2025-09-29 20:28:52.326 DEBUG [0x101] mdm_get_access_token_request_data:158 form_data data len = 174
2025-09-29 20:28:52.326 DEBUG [0x101] mdm_get_access_token_request_data:159 out data len = 390
2025-09-29 20:28:52.326 DEBUG [0x101] mdm_get_access_token_request_data:171 Request query: POST https:
com/92896a25-7228-4F74-9bf4-fc31c21284be/oauth2/v2.0/token HTTP/1.1

Host: login.microsoftonline.com

Accept: */*

Content-Type: application/x-www-form-urlencoded

Content-Length: 174

client_id=18bea91a-611e-4108-b446-40a0902b764eSscope=https://graph.microsoft.com/.default&client secret=fmUBQ~2XWLSAHAU7grb Is
N t_type=client_credentials

2025-09-29 20:28:52.326 DEBUG [0x101] mdm_request_access_token:1352 len of data = 390

2025-09-29 20:28:52.511 DEBUG [0x101] mdm_access_token_cb:1252 resp_len = 3483
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e Verification — Token Response Validation
A successful query to Microsoft should return:

e HTTP/1.1 200 OK, confirming that Microsoft's OAuth service accepted the request and

returned a valid response.

e An access_token value in the response payload, showing that Intune authentication suc-
ceeded and VOS now has the token required to query Microsoft Graph for device compli-

ance.

Important Note: VOS stores this token internally. Any further APl communications to fetch the

compliance details are generated using the saved access tokens.

2025-09-29 20:28:52.511 DEBUG [0x101] mdm_access_token_cb:1252 resp_len = 3483

2025-09-29 20:28:52.511 DEBUG [0x101] mdm_access_token_cb:1254 response = HTTP/1.1 200 OK

Cache-Control o-store, no-cache

Pragma: no-cache

Content-Type: application/json; charset=utf-8

Expires: -1

Strict-Transport-Security: max-age=31536000; includeSubDomains

X-Content-Type-Options: nosniff

P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"

x-ms-request-id: dcb366bc-0397-481d-b798-529df751e500

x-ms-ests-server: 950.4 - WUS3 ProdSlices

x-ms-srs: 1.P

Content-Security-Policy-Report-Only: object-src 'none'; base-uri 'self'; script-src 'self' 'nonce-jleJelQuYWHwpZNg7SORCg' ‘uns
afe-inline' 'unsafe-eval' https://*.msauth.net https://*.msftauth.net https://x.msftauthimages.net https://*.msauthimages.net

https://*.msidentity.com https://*.microsoftonline-p.com https://*.microsoftazuread-sso.com https://*.azureedge.net https://*.
outlook.com https://*.office.com https://*.office365.com https://*.microsoft.com https://*.bing.com 'report-sample'; report-ur
i1 https://csp.microsoft.com/report/ESTS-UX-A11l

Cross-0rigin-Opener-Policy-Report-Only: same-origin; report-to="coop-endpoint”

Reporting-Endpoints: coop-endpoint="https://idux.azurewebsites.net/api/coopReport”

X-XSS-Protection: 0

Set-Cookie: stsservicecookie=estsfd; path=/; secure; httponly
Date: Mon, 29 Sep 2025 20:28:52 GMT
Content-Length: 2028

{"token_type":"Bearer","expires_in":3599, "ext_expires_in":3599,"access token":"=2yJ0eXA101JKV1Q1LCIub25jZSI6IkIQRUctTkxMeHNhdmZ
TRzNuUkJYY 1hDNm9xOWEwVVIGX1BqeG1WLWhMYKE 1LCIhbGc 101JSUzIIN1IsIng1dCI6IKkhTMN1NORVNIR]YVUXUmIMSHAWSXEYNFZZZyIsImtpZCI6IKhTMjNiN
ORVN1R]YVUxUmOMSHdwSXEYNFZZZy]9 . eyJhdWQ10iJodHRwczovL2dyYXBolLm1pY3Jvc29mdC5jb201LCIpc3M10i1JodHRweczovL3NOcy53aW5kb3dzLm51dC85M)

] X x4 1w 1 I mY 104 K (I Il 0 1w 101

i ul M1g0Ym N MIM=zM W

All these log entries indicate that Secure Access Gateway is requesting Intune tokens and validating

the enrolled device as expected.

Additionally in the debug logs, you should verify key fields returned by Microsoft Graph, such as:
o Device ID / Device Name (for example, W-ACME-ONE-MDM)
o Management State (e.g., managed)
o Operating System & OS Version

o Compliance State (e.g., compliant or non-compliant)

vJ VERSA
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2025-09-29 20:28:52.970 DEBUG [0x101] mdm_request_resource_cb:1102 resp_len = 2494

2025-09-29 20:28:52.970 DEBUG [0x101] mdm_request_resource_cb:1105 response = HTTP/1.1 200 OK

Transfer-Encoding: chunked

Content-Type: application/json;odata.metadata=minimal;odata.streaming=true;IEEE754Compatible= ;charset=utf-8
Strict-Transport-Security: max-age=31536000

request-id: 2a542dfb-da93-4e77-a520-6d35ee5b0e5b

client-request-id: 2a542dfb-da93-4e77-a520-6d35ee5b0e5b

x-ms-ags-diagnostic: {"ServerInfo":{"DataCent :"West US","Slice":"E","Ring":"4","ScaleUnit":"004","Rolelnstance":"BY3PEPF000
799EF"}}

OData-Version: 4.0

Date: Mon, 29 Sep 2025 20:28:51 GMT

7BD
{"@odata.context":"https://graph.microsoft.com/v1l.0/$metadata#deviceManagement/managedDevices/$entity","1d":"5d7d35de-53c9-435

8-2e39-6d9dd8866254" , "use ":"47990e2c-d1e9-40a4-a132-4b2ec4785417" , "deviceName" : "W-ACME-ONE-MDM" , "managedDeviceOwnerType":"c
ompany", "managementState": "managed" , "enrolledDateT ime 2025-09-10T2 2:20.3289877Z","lastSyncDateTime" 5-09-29T720:2 i,

2810447" ,"operatingSystem": "Windows", "complianceState":"compliant", Unknown" , "managementAgent": "mdm", "osVersion":
"10.0.261 4", "easActivated”: , "easDeviceId":null, "easActivationDateTime":"0001-01-01T00:00:00Z", "azureADRegistered”:t

deviceEnrollmentType": "windowsAzureADJoin", "activationLockBypassCode":null, "emailAddress": "test@cmeonelab.onmicrosoft.co
m", "azureADDeviceId":"70d25038-8193-4238-8b52-7a394482108b", "deviceRegistrationState":"registered", "deviceCategoryDisplayName"

, "i1sSupervised" , "exchangelastSuccessfulSyncDateTime":"0001-01-01T00:00:00Z", "exchangeAccessState": "none", "exchangeAcc
essStateReason": "none", "remoteAssistanceSessionUrl":"","remoteAssistanceSessionErrorDetails":"","isEncrypted":true, "userPrinci
palName":"test@acmeonelab.onmicrosoft.com", "model":"Standard PC (Q35 + ICH9, 2009)","manufacturer":"QEMU","1 :null, "complia
nceGracePeriodExpirationDateTime":"9999-12-31T23:59:59.9999999Z", "serialNumber":n , "phoneNumber™” :null, roidSecurityPatchL
evel":null,"userDisplayName": "test","configurationManagerClientEnabledFeatures":n ,"wiFiMacAddress":null, "deviceHealthAttest
ationState": 1,"subscriberCarr i M "meid": ,"totalStorageSpaceInBytes":160171032576, "freeStorageSpacelnBytes": 11023050
3424, "managedDeviceName": "test_Windows_9/10/2025_9:12 PM","partnerReportedThreatState": "unknown equireUserEnrollmentApprova
1" :null, "m: mentCertificateExpirationDate": , i , ull,"ethernetMacAddress":"B
C2411A9E3D0O", "physicalMemoryInBytes"”:0, "enrollmentProfileName ' (3
sI1VzZXIuUmVhZC5BbGwiLCIEZXZpY2VNYW5hZ2VtZW50Q29uZmlndXIhdGlvb 155ZWFKLkFsbCIdLCIzdWI 10112ZmY 1YmVmNS@O2YjM3LTRKZj ItYTY5MyOyNzF iM
GExXNmYwN2E 1LCJOZW5hbnRfcmVnaW9uX3Njb3B1lIjoUOE1LCI0aWQ101I5M] g5NmEYNSO3Mj I4LTRmNzQtOWImNC 1mYzMxYzIxMjgOYmU1LCI1dGk 101I2R2F6MOP
JREhVaTNtRktkOTFILEFBI iwidmVyIjoiMS4wI iwid21kcyI6WyIwOTk3YTFKMCOWZDFKLTRhY2ItY jQwOC1kNWNhNzMxMjFLOTA1XSwieG1zX2Z0ZCI6InBXNOX2W
EMwTTJIqV1VUaExkUGYxcFFOaEhtWFg3eUJVT1B2aVg2M29rbzhCZFhOM1pYTjBNeTFrYzIxeiIsInhtc19pZHI1bCI6IjcgMzA1LCI4bXNTemQi01Iwl jQyTGpZQkp
pZXM4aOpNTEIMaVRndGIUb jRKSTFUT] dyanR6eGVWUHdkVDVRBEZOSVL1CVjNuX3VYTy13TzgtN2VrMmYtZFONZVVKUKRTSUNaQVFIT1FHaOE1LCI4bXNfdGNkdCI6M
Tc1NzM10TIx0X0.QyrdIKTAC55PSB1duk98eSNSFPMNG3nE8y 1by7XdoMj yQliwy9cRBLhUnP5y7hLgQbqQusb9uuk9kwRUt803pMaiakDnkdidC8cTOULZCVsxudK
zbOPLuaSOwYrmpnEfW62C9GV1Y2CXB7 1k iXUzSxyupGkDX1e fH1UxDo9yTNmEbqv3eh2 1INcb6ZDwSBPsB3bZZ5peY0QgmjP24C8816x0pgeul 9gnnXxKp-jn0ELJ
FGxpHzq6WTUpy16Ht8XgwUbu16MrRkvWEb7ttK7TrovliwzI ioh7HAKknR32HIxOmY 1VrxZ70YmdhLxe6YKgBO6qRA2IPxmy82jdNEAIA"} end_flow = @
2025-09-29 20:28:52.970 DEBUG [0x101] mdm parse cloud_response:719 sess_cfg->data_len = 0, sess_cfg->con_len = 0
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These fields confirm that VOS successfully retrieved the device record and is receiving the correct

compliance information from Intune.

All these logs are saved in the pre-register session logs, which are then used by the secure access

policies to validate based on the different compliance states of a managed device.

To check the secure-access session logs, login to the vsmd and use the following commands:

e vsh connect vsmd
e show saccess session history all br

e show saccess session history all br | grep <<user>>

show saccess session history id <<no>>

MACOS Enrollment

This walkthrough shows how to enroll a macOS device in Microsoft Intune and how its compliance

state appears in VOS. It validates that the Intune integration behaves consistently across operating

systems.

Generate the Apple MDM Push Certificate
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To start macOS enrollment, you first need the Apple MDM Push certificate in Intune.
1. Download Apple MDM Push certificate in Intune for Mac enrollment

e Sign in to the Intune Admin Center:

https://endpoint.microsoft.com

e In the Intune Admin Center for Apple devices, go to:

Devices > Enroll devices > Apple enrollment > Apple MDM Push certificate

Devices | Enrollment - X

2 Search X«
‘ Windows Android Corporate device identifiers Device enrollment managers Monitor

~ Device onboarding

& Windows 365 Intune requires an Apple MDM Push certificate to manage Apple devices, and supports multiple enrollment methods. Set
indows up the MDM push certificate to begin. Learn more.

| L) Enrollment
| O Ssearch ‘

v Manage devices

) Configuration Prerequisites

E] Compliance l =) Apple MDM Push Certificate l Certificate required to manage Apple devices

0 Conditional access

Scripts and remediations
Bulk Enroliment Methods
Group Policy analytics

U Apple Configurator Manage Apple Configurator enrollment
= eSIM cellular profiles =
T (preview)
. P Enrollment program tokens Manage Automated Device Enrollment with Apple Business Manager and
(5] Policy sets Apple School Manager

[ Device categories
/' Partrer portals Enrollment Options

Manage User Enroliment and Device Enrollment options
Add or remove favorites by pressing CrL+Shift+F = Enrollment types £

e In the Apple MDM Push Certificate area, review the permissions and select | agree to

allow Microsoft to send device information to Apple.
e Click Download your CSR to download the Microsoft-signed .csr file.

o Save this .csr file locally; you will use it later in Apple’s portal when creating the

actual Apple MDM Push certificate.
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Home > Devices Configure MDM Push Certificate .
Devices | Enr¢

[il Delete

R Search B | @ Not setup Not available
‘ ; Last updated Expiration
* Device onboarding Not available Not available
P Windows 365 Apple ID Subject ID
Not set up Not set up
| Bl Serial number
~ Manage devices Not set up
[ Configuration You need an Apple MDM push certificate to manage Apple devices with Intune.
Steps:

£ Compliance

@ Conditional access 1. 1 grant Microsoft permission to send both user and device information to Apple. More infermation on Microsoft permission.

I Scripts and diati ! | agree. *

5] Group Policy analytics

_ eSIM cellular profiles
 (preview) 2 Download the Intune certificate signing request required to create an Apple MDM push certificate.

[ Device categories

(4 Partner portals

3. Create an Apple MDM push certificate. More information on Apple MDM push certificate.
Add or remave favorites by pressing Ctri

2. Upload the CSR File in the Apple Push Certificates Portal

After downloading the Intune CSR file, use your Apple ID to request the MDM push certificate in

the Apple portal.

e Go to the Apple Push Certificates Portal:

https://identity.apple.com/pushcert
e Sign in with your Apple ID.

e Click Create a Certificate, then accept the terms.

« rmo 0:

B8 | ookmeds @ CC|Topology @ Redesprbctiom-1S. [3 OISO @ YouTube @ Maps @ Gl @ Ui @ Tine@IBM-Sewch @ (1] Networking 51, @ VMWwre NSX-DM- () CW-OVCTWA- AD.. @ ADO-8M Clowd Lo~ () ADO-Mestefie Fin » | 3 AvBookmads

Apple Push Certificates Portal -~ ]
Certificates for Third-Party Servers e s Gt
Service: Vendor Expiration Date* Status.
Mobil Device Management  Mcrosoh Corporation jon 26, 2026 re O =

*Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate

About Apple Push Certificates Portal

Create and manage push cernificates that enable your third-party server 10 work with the
Apple Push Notification Service and your Apple devices.
Learn more about Mobile Device Management

MDM push certificates created in the 105 Developer Enterprise Frogram have been
migrated to the Apple Push Ceruficate Portal,
Learn more about MOM push certficate migration

Contact Apple for assistance with the Apple Push Cartficates Portal
Enterprise-level customers with an AppleCare 05

General Inquiries and requests for assistance are
Support.

pport plan: 1864
dled by Deployn
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On the Apple Push Certificates Portal, select the correct .csr file you previously downloaded from

Intune (locate it on your laptop).

e After selecting the file, click Upload to submit the certificate signing request.
" Store Mac iPod iPhone iPad iTunes Support Q

Apple Push Certificates Portal dechgaegmai.con (@ECTIID

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Notes

Vendor-Signed Certificate Signing Request

Choose File llntuneCSRﬁ) csr l

e

Shop the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a reseller. Apple Info Site Map Hot News RSS Feeds Contact Us é

When the upload is completed, the portal will show a confirmation screen.

e Click Download to obtain the new MDM Push Certificate (.pem).

iPhone iTunes Support

Apple Push Certificates Portal xcngegman con (T

Confirmation 0

You have successfully created a new push certificate with the following information:

Service  Mabile Device Management
Vendor  Microsoft Corporation

Expiration Date Sep 30, 2026

Manage Cerfificates

"

Shap the Apple Online Store (1-800-MY-APPLE), visit an Apple Retail Store, or find a resellar. Apple Info Site Map Hot News RSS Feeds Contact Us

Copyright @ 2021 Apple Inc. All rights reserved.  Terms of Use Privacy Policy
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3. Upload the New Apple MDM Push Certificate in Microsoft Intune

Return to the Intune Admin Center.

e Navigate to:

Devices > Enroll devices > Apple enrollment > Apple MDM Push certificate

e Click Upload your APNs certificate, then browse and select the .pem file you downloaded

from the Apple Push Certificates Portal.
e Enter the Apple ID used to generate the certificate.

e Save the changes.

Configure MDM Push Certificate %
§ Devices | Enrollment -

il Delete
[0 searen | x 3 Mot setup
— Windows | Apple | Android  Corporate device identifiers Dt
You need an Apple MDM push certificate to manage Apple devices with Intune.

 Device onboarding Steps:

P 5 incons 365 Intune requires an Apple MDM Push certificate to manage Apple devices, ¢

I grant Microsoft permission to send both user and device information to Apple. More information on Microsoft permission.
[ Enroliment I A Search l

' Manage devices

Py uisites
Configuration
X B (Apple MDM Push Certificatq
= Compliance ® 2

@ Conditional access Download your CSR

Download the Intune certificate signing request required to create an Apple MDM push certificate.

™ Scripts and remediations Bulk Enrollment Methods

Group Policy analytics #)  Apple Configurator

S colllar profil 3. Createan Apple MDM push certificate. More information on Apple MDM push certificate.
.— eSIM cellular profiles
= (preview) Ps) Enrollment program tokens Create your MDM push Certificate
() Policy sets
| Device cate .
B \ce categories Enrollment Options
Enter the Apple ID used to create your Apple MDM push certificate.
7 Partner portals o, Enrollment types e
' Manage updates Apple ID
[ dachga@gmailcom | -
22 Windows updates E‘ Device platform restrictions
o
W1 Apple updates
) Device limit restrictions
-] d"""""‘d ;C";" 5. Browse to your Apple MDM push certificate to upload
eploym
 Organize devices [ Enoliment notiications Apple MDM push certificate *
| *MDM_ Microsoft Corporation_Certificate (2)-pem” |
[y Device dean-up rules

E Assignment filters
~ Help and support Upload

Add or remove favorites by pressing Ctri+shiftsF

Note: Although this procedure was completed using a regular Apple ID, corporate environments use
a company-managed Apple ID. The process for generating the MDM Push Certificate is the same in

both cases.
Install Company Portal on macOS

To begin enrollment on macOS, download and install the Microsoft Intune Company Portal
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application.

1. Install and sign in Microsoft Company Portal

Open the App Store search for Microsoft Company Portal and click Get to install (you may also

download it from Microsoft’'s official site).

Company Portal

Get access to work or school resources and keep them secure.

Microsoft privacy & cookies
Consistent with Microsoft and Apple policy, we do not sell any data collected by
our service to any third parties for any reason.

After installation, sign in using your Intune corporate account with your work or school email and

password to start the enrollment process.

Once logged in to Company Portal on macOS, click Begin to start the setup process.
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ACME-ONE

() Review privacy
| information

(@ Install management

| profile

S Set up ACME-ONE access
ecking device

settings Set up your device to access your email, devices, Wi-Fi, and apps for work.

Postpone

A

macOS will then display the privacy information, showing what your organization can and cannot

see on the device.

e Review the details and click Continue to proceed with installing the management pro-

file.

11



ACME-ONE

!
i
©}

Review privacy
information

Install management
profile

Checking device
settings

What can ACME-ONE see?
Your organization can't: Your organization can:
- View browsing history on this device - View the model, serial number, and

operating system

Open your emails, contacts, or calendar
- See the names of apps you've installed

Access your passwords

Identify your device by name

Review your documents
- Reset lost or stolen device to factory
settings

Learn more

+J VERSA

Install the management profile > Click Download profile, open the downloaded file, select Install,

and follow the on-screen instructions.

ACME-ONE

@—0—0

Review privacy
information

Install management
profile

Checking device
settings

Install management profile

2. Select Install and follow the on-screen instructions to complete the installation.

3. Come back to Company Portal.

Learn more
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2. Install the downloaded profile in macOS

Open System Settings > Privacy & Security > Profiles.

e Select the Management Profile that was downloaded from the Company Portal.

o0 Profiles

Q Search Downloaded

4 (>3 Management Profile
Diego Chaves L4 Profile not installed. Double-click to review.
Apple ID o

& wi-ri ”
Bluetooth -
Network

Lie) VPN

B Notifications

Sound
Focus

8 Screen Time

|Z] General

@ Appearance
Accessibility

E:.] Control Center
© siri & spotiight
m Privacy & Security

Desktop & Dock

€3 pisplays
\iis) Wallpaper

| Screen Saver

n Battery
e Click Install and follow the on-screen instructions to complete the profile installation.

Once the profile installation is complete, return to the Company Portal to continue the enrollment

process.

Complete Enrollment > After the management profile is installed, Intune validates the device and
updates its status.

If everything is successful, the Mac will appear as “In compliance” in the Company Portal.
Note

Since no macOS-specific compliance policy was created, the device is evaluated using Intune’s
default compliance policy. Administrators may later define a dedicated macOS compliance policy,

as we did for Windows in the previous section..
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Q diego-Mac e

(@ This is the device you are currently using.

Status
In compliance
Last checked: 1/10/2025, 9:46 AM

This device meets company compliance and security policies. You can access resources like company
email with this device.

Original name
diego-Mac

Manufacturer
Apple

Model
MacBook Pro

Operating system
macOS

Click Done to finish the setup and gain access to corporate apps, email, and resources.

®
ACME-ONE

@ Review privacy
| information

@ |Install management
profile

@ Checking device
settings

You're all set!

You should now have access to your email, devices, Wi-Fi, and apps for work.

Done

3. Review Device Visibility in Intune

After enrollment, the Mac may take 10-15 minutes to appear in the Microsoft Endpoint Manager
portal.
Once it appears, check the Compliance column to confirm whether the device is Compliant or Non-

compliant.

44



+J VERSA

Go to Microsoft Intune admin center.

Inside the Intune admin center go to:

Devices > macOS> macOS devices

Home > Devices | Overview >

- macOS | macOS devices - X
O Refresh £ Export #= Columns ~ & Bulk device actions 1 devices
& Monitor .
0O search ®© 0S: macOs ¥ Add filters

v Device onboarding

L Enrollment Device name Managed by ~ Ownership Compliance 0s Y OS version Y Primary use...  Last check-in

v Manage devices [ diego-Mac Intune Personal @ Compliant  macos 13.7.8 (22H730) mac-test@...  10/01/2025, 10:...

Configuration
E] Compliance
Scripts

v Manage updates

B macOS updates

\~ Organize devices
E Device clean-up rules

P Custom attributes for
macOS

B Assignment filters

Apply Secure Access Rules for Intune-Managed Devices

In Concerto, go to:
Configure > Security Service Edge (SSE) > Secure Access > Client-based Access > Policy Rules
1. Configure Policy Rule Criteria

On the Policy Rules page, click + Add to create a new Secure Client Access rule, or choose an
existing rule from the list that you want to apply.

This rule will control access for compliant and non-compliant devices.
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o Administrator v
Service Provider Administrator

( )
Client-based Access Rules

Below are all the rules for your Secure Client-based Access .

W VERSA ACME-ONE CONFIGURATION D America/Bogota ~ = | W Englsh v

Q Search by keyword or Y Fiiter . o & Refresh Select Columns v
Endpoint Posture.
RuleName Users & Device C Traffic Action VPN Gateway Groups Status. Last Modified By & Date
Deploy
Secure_Access_Windows_Profie LDAP_Us ¥ Windows ¥ AD_Server Acme_  Endpoint i v Action VPN Namo © Erabled 117212025, 11:5334AM
er_Certficate A One (EIP) Devices Send Apps to Versa Cloud ACME-ONE-Enterprize Administrator
¥ User
Windows 10Mabile Users Dafined All Devices NoClient Applications selected v Gateway Groups
ks Windows 11 Diego Chaves ER: Frofte Winont e V Exclude PreDefined Default
Monitor 3 gatry Applications
More Detaits lab@diegolab- Entity Risk Bands oa
versanet All risk bands Facebook A
4 SaseGWDiegos-iab
VIP1 vipl @ace:
onecom
Secure Access Windows_Profile ¥ Windows v Endpoint i v of Action ame © Erabled 11212025, 11:5334AM
W 4 (©P) Devices Breakout to the Internet ACME-ONE-Enterprise Admiristrstor
‘Windows 10 Mobile Vip2@diegoabvers 1) SEVICES Al Devices No Client Applications selected v Gateway Groups
B Windows 11 aonmicrosoftcom £ b b No Predefined Applications Defauit
Ivant vip3@diegolabvers Al risk bands seleced
RUAPREY: More Details aonmicrosoft.com V Gateways
vipt@diegoiabvers SaseGWDiegos-lab
a.onmicrosoft.com
More Details
Secure Access_ Windows_ MDM ~ Windows  AD Server Acme_  Endpoint v ion © Ensbled  9/25/2025,3:2121PM
R One () Devices Breakout to the Internet ACME-ONE-Enterprise Administrator
Windows 10 Mobile Users Alldevices Managed Devices NoClient Applications selected v Gateway Groups
Windows 11 Diego Chaves Entity Risk Bands. + Device Compliance No Predefined Applications Default
e, Al risk bands Status. sgleched
More Details ab@diesolab- V Gateways
versanet compliance

Showing 1-40f 4results 10 = Rows per Page

In the Client-based Access Rule wizard, complete the following steps:

Step 1 — Operating System

Select the macOs operating system platforms that this rule will apply.

Create Client-based Access Rule

©

Tratfc Action Gatewsys

SourceIP Address

Choose the operating system for this rule below.

#you prefer, Id ke o rule
W Windows ‘ Apple A5 Android Lo Linux
= . s ) Al Android Operating Systems =
(] All Windows Operating Systems (] All Apple Operating Systems [ User Defined [Z] Al Linux Operating Systems
(23, e Dt ] User Defined T O sestGoAndraid O3 UserDefined
) Oper1 y ‘
o : Do i ——— ) testGotinux
0 testGowindows () Predefined i [ testGoNew
test-yin-ok [] Mac OS X Server s (] Predefined
O testyions ] osx ) Fedora
] Predefed ) Macos ] Linux
Windows 10 [ Al Apple Mobile ) Red Hat Enterprise Linux
) Windows 10 Mabie ] User Defined L) Wesnts
£ Windows 11 [ testGolpad
Windowes 7 (] Predefined
Windows 8 Tios
(] Windows 8.1 ] PadOS

(] Windows Server 2012

Ce= 0 e e

Step 2 — Users and Groups

Choose the users or groups that should be included in this access rule.
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Source IP Address

By default we have chosen all users and groups to apply your security enforcements

I you prefer, you can select the specific users or groups for the security posture

Users & Groups ©
CQQ + Known Users

Customize

C= ) (=) S

Endpoint Posture
In the Device Compliance Status section, select:
e Managed Devices

e Compliant (to allow devices that pass Intune policies)

Edit Client-based Access Rule: Secure_Access_ Windows_MDM

O & Traffic Action Gateways Cllent Configuration Agent Profile From EIP Review & Configura
Sourc IP Address

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

¥ you'd ke, you can customize your options by choosing what to include or exclude below.

€ Back Device Compliance Status
If 3rd party UEM iswsed select one or more device compliance status below
) AliDevices | ®) Managed Devices | O Unmanaged Devices

[ Non-Compliant [_] Config-Manager [_] Conflict [) In-Grace-Period (] Error (] Unknown

Steps 4-6 — Configure Source IP/Geo, Traffic Action, and Gateways as needed.

Client Configuration
e Step 7 — Client Configuration — Click Customize to adjust client options.

Important Note:

Traffic Action Gateways. Client Configuration Agent Profile From EIP Review & Configure

) VERSA
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Specify the Certificate Issuer (Microsoft Intune MDM Device CA) to validate enrolled devices.
If the Certificate Issuer is not set, the SASE Client will not send the device ID when connecting to

gateways, causing the policy match to fail.

it Client-based Access Rule: Secure, Access Windows, MOM

Based on the most common secure enterprise settings, we have defined your client configuration.
 Back Configure Client Controls

[T ———

@ Alowcs

(G Remember Credentials

et
Chentom L
[——
o
73.106.17/app/ACME-ONE/confia/sase/secure-access-client/rule# ==

Verification — How to validate the integration with macOS Compliance

After logging in with the SASE Client, In Concerto navigate to:

View > Dashboard > Secure Access > Users > > Events.

Select anappliance. - Last 12hours
Summary  Usage  Events  Registy  LiveUsers
Events per user Events per type.
(™ ™
® test2guerishoon ® e
Events
C  Sww 10 - Entries I
Applisnce User e RACAccmaType  RACEwntTpe  RACTmnel P RACI ven profle don  AuhProble  FolircRemon  UpTime  MOMDedcelype MM Complisnoe state
SEBLRLABGWA  testduersalabeom  diego-idac  ipsec create 0023139 1011084928 Secure Atcess Mac Profle  DEMO-ORG-23Enterprise  Secure_Arcess Mac_Profie  allaw ukresn Omin,Osec. managed compiare
Shoing 1101 of L entries a

In the event logs, verify that the Mac device appears with MDM Device Type: managed and MDM
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Compliance State: compliant

You can apply the same debug and log validation steps described in the earlier “Verification -
How to Validate the Integration with windows"” section to confirm that macOS devices are
correctly registered with Intune. This includes checking the versa-service.log on the SASE Gateway
(with UEM debug enabled) to verify Intune API requests, observing the Microsoft Intune MDM
Device CA certificate issuer, token requests to login.microsoftonline.com and
graph.microsoft.com, and validating returned fields such as device name, management state, OS
version, and compliance state. These checks confirm that VOS is successfully retrieving the macOS

compliance status from Intune.
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About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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