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About This Document

This guide provides a comprehensive, use case based step-by-step configuration for setting up Versa SSE
Secure Access policies and Protection Rules to use EIP for compliance and access control.

Endpoint Identity Profile (EIP) is an advanced security feature in Versa’'s SASE architecture that enables
dynamic, context-aware access control based on the user device's posture and identity. EIP collects rich
telemetry from endpoints—including device type, OS, patch level, running processes, security posture, and
more—and uses this data to enforce Zero Trust policies in real time.

EIP ensures that access to sensitive applications and resources is granted only to trusted, compliant, and
authenticated devices. Whether managed or unmanaged, each endpoint is evaluated against customizable
policy criteria before access is allowed.

As part of the Versa Secure Access Service Edge (SASE) framework, EIP enhances identity- and posture-
based access by seamlessly integrating with the Versa Secure Private Access (VSPA) solution. This
empowers organizations to enforce least-privilege access, reduce their attack surface, and enable secure
remote work with confidence.

EIP combines endpoint telemetry, identity management, and security intelligence to deliver continuous,
adaptive access control across distributed environments, simplifying Zero Trust enforcement for enterprise
users and devices.

Document Information

Step-By-Step Guide for Endpoint Identity Profile (EIP) Configuration

Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.

Before you begin

Before you proceed with the steps outlined in this document, please ensure you've met the following
prerequisites.

e The provider administrator must complete your tenant configuration. If you haven't received this
information, please contact your Managed Service Provider or Account Manager for assistance.

e You have the Enterprise Administrator (Tenant Admin) credentials for the Versa SASE portal, also
called the Concerto User Interface.

e You have administrative access to the Microsoft Azure Portal, specifically App registrations,
Enterprise applications, and Intune configuration pages
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Introduction

Endpoint Information Profiles (EIPs) protect the enterprise network and resources by ensuring that

endpoint devices accessing the network maintain and adhere to enterprise security standards.
Versa EIP Building Blocks

EIP Objects: Define the match criteria for an EIP profile. The match criteria filter the raw data

reported by endpoint devices (fetched by the SASE client and matched on SSE gateways).

EIP Profiles: Groups a collection of EIP objects as match criteria within the Secure Access Rules and
Security Policy, which are evaluated when a user attempts to connect to SASE portals and gateways,

or when permitting user traffic through Protection rules.

EIP Agent: Define the conditions that the SASE client uses to filter information from endpoint
devices for continuous evaluation. When you configure a SASE portal policy, you associate the agent

profile with an enforcement action.

General Configuration Steps for EIP

Now that we have covered the concepts of EIP Object, Profile, and Agent, let's move on to the configuration process.

Configure EIP Objects

Endpoint Information Profile (EIP) objects in Versa SASE define the criteria for evaluating endpoint
device posture. These objects enable the system to collect and validate endpoint attributes such as

antivirus status, firewall settings, and browser presence.

Each EIP object operates according to strict logic, meaning that all configured conditions must be
met for the object to register a successful match. As referenced in the Versa documentation, “all

elements in [a rule] must match for entities to be associated with the... EIP profile.

There are two types of EIP objects available:

e Predefined Objects: Delivered by Versa and ready to use on EIP Objects, there are already 156 EIP

objects created under different categories.

EIP Categories — Description Table (Versa SSE)

Category Description
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Identifies and categorises endpoint applications that detect, block, or remove malware

Antimalware

such as viruses, trojans, ransomware, and similar threats.

Covers endpoint components designed to detect or prevent phishing attempts,
AntiPhishing

including URL reputation checks and suspicious-link filtering.

Includes backup agents and utilities responsible for local or cloud-based data backup
Disk Backup

and recovery operations on endpoints.

Classifies browser applications or browser extensions that can influence web access,
Browser

security posture, or data handling.

Identifies applications used for cloud-based file synchronisation and storage (e.g,
Cloud Storage
OneDrive, Dropbox, Google Drive, iCloud).

A flexible category intended for user-defined classifications that do not fall under
Custom
standard EIP categories.

Data Loss Prevention | Categorises endpoint tools that monitor, detect, or block unauthorised handling or

(DLP) movement of sensitive data.

Covers encryption agents that secure data at rest on endpoint storage devices (e.g.,
Disk Encryption
Bitdefender, Versacrypt).

Represents comprehensive endpoint security suites that include multiple protection
Endpoint Security
capabilities (AV, behavioural analysis, etc.).

Identifies local host-based firewall components that control inbound and outbound
Firewall
network traffic on the endpoint.

A broad category for benign or standard applications that do not pose significant
General
security or data-handling implications.

Includes security posture, compliance, or device-health monitoring agents used for
Health Agent
enterprise policy enforcement.

Covers remote monitoring and management (RMM) or device-management agents that
Management Status
handle configuration, updates, and inventory.

Classifies messaging and collaboration applications used for real-time chat,
Messenger
communication, or file exchange.

Identifies agents responsible for OS and application updates, vulnerability remediation,
Patch Management
and patch deployment.

Includes applications designed to share files publicly or peer-to-peer, often requiring
Public File Sharing
strict control in secure environments.

Remote Control Covers remote desktop and remote-assistance applications that enable remote access
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Virtual Machine
isolated computing environments.

Identifies hypervisors, virtualization platforms, or VM management tools used to run

To demonstrate how to configure a user-defined EIP object,

firewall is both installed and running on an endpoint:

User-Defined Objects: Customizable by administrators to fit specific endpoint requirements.

create an object that verifies whether a

Navigate to the EIP Object Configuration. Go To: Configure > Security Service Edge > Profile and

Connectors > Endpoint Information Profile (EIP) > EIP Objects

~ A A % Diego
ORG- 5 : av = |m
W VERSA DEMO-ORG-23 CONFIGURATION _Zl) America/Bogota V= Engish ¥ | @ | Ergerprice Admiistrator ¥
ol | | TN
View
B
Confsure EIP Objects
User Defined Predefined
Q  Search by keyword or name Y Filter + Add & Refresh Select Columns. v
Object Name Description Category Object Details
EIP_Antimalware AntiMalware Installed: True

Settings

EIP_Browser

EIP_Firewall

Step 1 Add EIP Object

Click on User-defined. Click the + Add button to open the

Browser

Firewall

Configured: Disabled
Running: True
Realtime: Disabled

Category: Browser
Installed: Disabled
Configured: True

Running: Disabled

Vendor: Mozllla Corporation
Product: Firefox

Category: Firewall

Installed: True

Configured: Disabled

Running: True

Vendor: Apple Inc.

Product: Mac 05 X Builtin Firewall

"Add EIP Object" window.



WVERSA  DEMO-ORG-23 CONFIGURATION @ AmericaBorota 7= | W Englsh v @) | el L
f f EIP Objects
Q Search by keyv r Y Filter , & Refresh Select Columns v
Object Name Description Category Object Details

EIP_Antimalware

AntiMalware

Installed: True
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Configured: Disabled
Running: True
Realtime: Disabled

Settings

EIP_Browser Browser Category: Browser
Installed: Disabled
Configured: True

Running: Disabled

Vendor: Mozilla Corporation
Product: Firefox
EIP_Firewall Firewall Category: Firewall
Installed: True

Configured: Disabled

Running: True

Vendor: Apple Inc.

Product: Mac OS X Bulltin Firewall

Step 2 Fill in the EIP Object Settings
o Name: Enter a meaningful name (e.g., EIP_Firewall_Check).
o Category: Select Firewall from the drop-down.
o Installed: Set to True.
o Running: Set to True.
o (Optional) Add other parameters such as:
= Vendor (e.g., Microsoft Corporation)
=  Product (e.g., Windows Firewall)

= Version fields: Specify ranges or values for Major, Minor, Patch, or Service if

needed.

= Realtime, Configured, or Scan Times can also be configured based on the

endpoint posture you want to evaluate.

Note:
For the True, False, and Disabled parameters, you can define how each posture attribute is

interpreted during compliance checks:
e True: the condition must be met for the object to match the posture criteria.
e False: the condition must not be met for the object to match.

e Disabled: the condition is ignored and not evaluated.



) VERSA

These settings determine how the EIP Profile applies its match criteria when validating endpoint

posture.

Add EIP Object

Name*

EIP_Firawall Chack

Description

== ) SN

Drop-down category to firewall option

Add FIP Ohlect
Data Lass Prevention
Disk Backup
Disk Encryption
Endpoint Security
General
Heslth Agent

Managemant Status

Select

Cancel




Add EIP Object x
Name*
Description
Category

Firewall

Installed Configured Running

O Disabled @ True (O False ) Disabled ® True (O False () Disabled ® True O False
Vendor Product

bt

Major Minor
Service Patch

Step 3 Save EIP object

Click Add to create the EIP object.

AddEIP Object

Runving

@ Disbied ) Te ) Fabe

EIP objects created can now be included in any EIP Profile to enforce policy based on the presence
and status of endpoint firewalls. Similarly, other categories like Anti-Malware, Browser, or others can

be configured using the same procedure to strengthen your Zero Trust enforcement.

Configure EIP Profiles.

An Endpoint Information Profile (EIP) defines the logic for evaluating endpoint posture to enforce

) VERSA
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access policies. Unlike EIP Agent Profiles, which specify what data is collected from the endpoint, an
EIP Profile determines how that data is matched against predefined or user-defined posture objects

to decide whether an endpoint is compliant.

Each EIP Profile is composed of one or more rules, and each rule includes:
e A category (e.g., Antimalware, Firewall, Browser, etc.)
o Alist of EIP Objects (posture definitions).

e Within each rule (Inside same category):
Matching is based on an OR operation — the rule is satisfied if any one of the selected EIP

Objects matches the collected posture data.

e Across rules in the profile (different categories):
Matching is based on an AND operation — the entire EIP Profile is considered a match only

if all rules are satisfied.

Example:

If a profile contains:
e Rule 1: AntiMalware (Bitdefender or Defender installed and running)
e Rule 2: Browser (Chrome or Firefox present)
e Rule 3: Firewall (Windows Firewall running)

Then, for the profile to match, the endpoint must satisfy at least one object in each rule. All three

rules must match — one from each category.

To demonstrate how to review an EIP profile, the example eip-profile-antiphishing-popular is used.

This profile gathers details about anti-phishing software.

So, Navigate to Configure > SASE > Settings > Endpoint Information Profile (EIP) > EIP Profiles

11
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W VERSA DEMO-ORG-23 CONFIGURATION :j America/Bogota ~ = | W8 Engish v | @ | D°F°

v
Enterprise Administrator

View

Configure EIP Profiles P Objects e

User Defined Predefined

Analytics
Q, Search by keyword or name T Filter + Add & Refresh Select Columns v
& Profile Name Description Rules
Vsers > EIP_Hostname 1
%  EIP_Managed_Laptop_User 1
o > EIP.Unmanaged_Laptop_User 1
Settings
Showing 1-3of 3results 10 = Rows per Page Gotopage 1~ 1
W VERSA DEMO-ORG-23 CONFIGURATION ) America/Bogota ~ = | W English v | @ | D v
RSA 3 N = Enterprise Administrator

! | T
Z

Configure

Q Search by keyword or nam Y Filter & Refresh & Select Columns v
[
Analytics Bafilelam Description Rules
> eip-profile-browser-popular eip-profile-browser-popular 1
> eip-profile-cloudstorage-any eip-profile-cloudstorage-any 1
> eip-profile-cloudstorage-popular eip-profile-cloudstorage-popular 1
> eip-profile-custom-desktop-ini eip-profile-custom-desktop-ini 1
> eip-profile-custom-windows-registry elp-profile-custom-windows-registry 1
> eipprofile-diskbackup-any eip-profile-diskbackup-any 1
> eip-profile-diskbackup-popular eip-profile-diskbackup-popular 1
> elp-profile-diskencryption-any eip-profile-diskencryption-any 1
> eip-profilediskencryption-popular eip-profle-diskencryption-popular 1
Showing 11-200f 38 results 10 ~ Rows per Page Gotopage 2 ~ < Previous 1 2 .. Next >

To create a user-defined following the next steps: navigate to Configure > SASE > Settings >

Endpoint Information Profile (EIP) > EIP Profiles, then User defined, and click + Add.
e Step 1: Navigate to EIP Profile Configuration

e Go to:
Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile

(EIP) > EIP Profiles

e Click + Add to begin creating a new EIP profile.

12
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WVERSA  DEMO-ORG-23 CONFIGURATION o) AmericalBoota v = | W English v | @ | D°

v
Enterprise Administrator

~ m
mw
View

Configure EP Profles
User Defined Predefined

Q_ Search by keyv " narm Y Filter + Add ] & Refresh i Select Columns v
Profile Name Description Rules
> EIP_Hostname 1
> EIP_Managed_Laptop_User 1
> EIP_Unmanaged_Laptop_User 1
Showing 1-3of 3results 10 ~ Rows per Page Gotopage 1~ 1

e Step 2: Add Rules to the EIP Profile

e C(Click + Add under the Rules section.

e Enter a Name and Description for the rule (e.g., Rule1).

e In the Category dropdown, select a posture category such as:
o AntiMalware
o AntiPhishing
o Browser
o Cloud Storage
o Data Loss Prevention
o ...or others available.

These categories determine the type of endpoint information that will be collected.

13
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Create EIP Profile

Name

Add EIP Object
Category

- Select -
AntiMalware
AntiPhishing
Browser
Cloud Storage
Custom

Data Loss Prevention

CONFIGURATION

Description

Review & Submit

NoData

NoData

User Defined Objects

America/Bogota v

Match Categories

Select Columns

Predefined Objects

= engish v | @ | D0

Enterprise Administrator X

Select Columns v

) VERSA
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Step 3: Add User-Defined and Predefined EIP Objects
e Once a category is selected, you can choose:

o Predefined EIP Objects: Preconfigured objects provided by Versa (e.g., eip-object-

browser-chrome)

o User Defined EIP Objects: Custom objects created by the administrator (e.g.,

EIP_Browser)
e Select the objects relevant to the Profile, then click Add.

Note: You can add multiple objects under the same profile by repeating this process.

Add EIP Object

Category

Predefined EIP Objects

Add EIP Object

Category

Browser

User Defined EIP Objects

Predefined EIP Objects

15
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Add EIP Object
Category

Browser

User Defined EIP Objects

EIP_Browser * )

Predefined EIP Objects

(‘elp-object-browser-firefox % )

Description

+Add @ t Select Columns
User Defined Objects Predefined Objects
¥ EIP_Browser w eip-object-browser-firefox
Category: Browser
Vendor: Mozilla Corporation
Product: Mozilla Firefox

Showing 1-1of 1results 10 = Rows per Page

+ Add if it requires more than one.

16
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Rule1

Description

+Add | Select Columns

User Defined Objects Predefined Objects

> EIP_Browser  eip-object-browser-firefox
Category: Browser
Vendor: Mozilla Corporation
Product: Mozilla Firefox

Showing 1-1 of 1 results . .

Review and Save
After adding all necessary rules, click “Next” or “Skip to Review"”.
On the Review & Submit screen, verify the name, description, and categories.

Click Save to create the profile.

DEMO-ORG-23 CONFIGURATION @ America/Bogota v = | W8 Engish v | @ | D°F°

Enterprise Administrator

Create EIP Profile

Configure

Rules Review & Submit
+ Add 3 [i Select Columns v
Name Description Match Categories
Rulel Browser
Showing 1-10of 1results 10 ~  Rowsper Page Gotopage 1~ < 1 Next >

) VERSA
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WP VERSA DEMO-ORG-23 CONFIGURATION D) America/Bogota v 3= | 8 Englsh v | @ |

arr Enterprise Administrator

i Create EIP Profile
W

General

Confiure Name* © bescription

EIP_Browsers Defined

“lags

Rules & Edit

Name Catagory Objects User Defined Objects Pradefined Objects

Rulel Browser 2 > EIP_Browser > eip-object-browser-firefox

Cancel J [ Back ] Save J

Configure EIP Agent Profiles

An EIP Agent Profile defines the conditions and categories that the SASE client uses to extract

security and posture information from an endpoint device for continuous evaluation.

To collect endpoint posture information, you must associate an EIP Agent Profile with a Secure

Access Rule.

As a best practice, the EIP Agent Profile and the EIP profile attached to the same Secure Access

Policy should be the same.
The process flows as follows:

1. An EIP Agent Profile is associated with a policy to trigger the collection of endpoint data.
a. For a Secure Client Access (SCA) policy, you associate the EIP Agent Profile with an SCA rule.
b. For a SASE Portal policy, when you configure a SASE Portal policy, you associate the agent profile
with the enforcement action in the policy.
c. (Example, versa recommended) to associate with the rule.
2. Data Collection and Enforcement:
a. After an endpoint device registers and matches a policy rule with an associated EIP Agent Profile,
the Versa SASE Client receives the profile.

b. The client then collects information according to the conditions defined in the EIP Agent Profile.

18



c. This information is reported on the SASE gateway.
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d. The gateway evaluates the information and enforces the security policy. For example, if the profile

checks for mandatory antivirus software and the client reports it is missing, the gateway can deny

the connection and display a message to the user.

Note: If you make changes to an EIP Agent Profile, the Versa SASE client must be reregistered for the

changes to take effect

Navigate to Configure > SASE > Settings > Endpoint Information Profile (EIP) > EIP Agent Profiles

W VERSA DEMO-ORG-23

CONFIGURATION o)

~ I

EIP Agents
User Defined Predefined

Q Search by keyword or name Y Filter

Profile Name

> EIP_Agent_Test_Company_Portal

Showing1-10f 1results 10 = Rows per Page

Settings

+ Add

Description

America/Bogota v 7= | ™ English v @

& Refresh

Gotopage 1~

Diego 5
Enterprise Administrator

Select Columns v

To demonstrate how to review an EIP agent profile, the example Antiphishing_category_product is

used. This profile gathers details about anti-phishing software, including its installation status,

configuration, and running state.

W VERSA DEMO-ORG-23

~
mw
View
E d P Ob EIP Agents

. s Detres

Configure

Q_ Search by keyword or name Y Filter
i

Analytics Profile Name

AntiMalware category_all
AntiMalware_category_product
AntiMalware_category_software
AntiMalware_category_vendor
Antimalware_category_vendor_and_product

Settings
Antiphishing category_all

Antiphishing category_product

Antiphishing_category_vendor

Antiphishing category_vendor_and_product

viv iv| v iv v iv|v|v|wv

Browser_category_all

Showing 1-10of 74 results 10 ~ Rows per Page

CONFIGURATION @)

AC

Description
AntiMalware_category_all
AntiMalware_category_product
AntiMalware_category_software
AntiMalware_category_vendor
Antimalware_category_vendor_and_product
Antiphishing category_all
Antiphishing_category_product
Antiphishing_category_vendor

Antiphishing category_vendor_and_product

Browser_category_all

America/Bogota v 7=

& Refresh

Gotopage 1~

Diego ”
Enterprise Administrator

Select Columns v

19
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EMO-ORG-23 . - . Do .
W versa DEMO-ORG-23 CONFIGURATION ) Amefcaos v = WiEngsh v @ (gL
W
® . -

rDetnas Frdetead

Gatape 1+ R

To create User defined following the next steps: navigate to Configure > SASE > Settings >

Endpoint Information Profile (EIP) > EIP Agent Profiles then User defined and click + Add.

L o o . Diego

W VERSA DEMO-ORG-23 CONFIGURATION ;') America/Bogota = | W& English v @ | £ocice agministrator ¥
"
[y
View
B

d Predefined

Profile Name Description Rules

> EIP_Agent_Test_Company_Portal 1

Showing 1-10f 1results 10 ~ Rows per Page Gotopage 1~ 1

Settings

for creating a Versa EIP Agent Profile using the AntiMalware, Browser, and Firewall categories as

examples.
Step 2: Add Rule — AntiMalware Category
1. In the Rules section, click + Add.
2. From the Category dropdown, select AntiMalware.

3. Configure the following options:

20



o Installed: True
o Running: True

o Realtime: True (optional but recommended)

o (Otherfields like Vendor, Product, or version can be left as Disabled unless required)

4. Click Add to save the AntiMalware rule.

W) VERSA DEMO-ORG-23 CONFIGURATION () America/Bogota
m Create EIP Agent Profile
View
B O
Configure Rules Review & Submit

Analytics
4+ Add -

Category Match Categories

NoData

Settings

Add Rules
[Category

AntiMalware

Diego

= - i b k4
= English © | Erierprise Administrator

Select Columns v

C= 0 - s S

@ Disabled O True O (O Disabled @ True (O

Configured Installed Running
_) Disabled

Realtime

(0 Disabled (® True (O False

Last Definition Update Time(in hours) Last Scan Time(in minutes)

(») Disabled (0 True (O False (@ Disabled (O True O

Software Details

Vendor Product
@ Disabled (0 True (O False @ Disabled

Major Minor Service

@ Disabled O True O @) Disabled O (@) Disabled (O True

Step 3: Add Rule — Browser Category
1. Again, click + Add in the Rules section.
2. From the Category dropdown, select Browser.

3. Configure the following options:

Patch

(®) Disabled () True (O False

) VERSA
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Create EIP Agent Profile
w
B

Configure

Analytics

Settings

o Installed: True
o Running: (optional, set to True if you want to detect currently running browsers)
o Leave other fields as Disabled unless you want to target a specific browser.

Click Add to save the Browser rule.

Diego -
Enterprise Administrator

DEMO-ORG-23 CONFIGURATION ;:; America/Bopota ~ = | W Englsh v | @

Rules. Review & Submit

+ Add Select Columns v
Category Match Categories
Installed :True

Configured : Disabled

Running : True

Realtime :True

Last Definition Update Time(in hours) : Disabled
Show More

AntiMalware

Showing 1-1of 1 results 10 *  Rowsper Page Gotopage 1 = 1

Co 0 e | T

Add Rules

Category

Browser

Configured Installed Running

(®) Disabled Q (0 Disabled @® Tive O (®) Disabled (O True (O False

Software Details

Vendor

(=) Di

Maior
@®) Di

Product
sabled () 8] (® Disabled

Minor Service Patch
sabled () O @ Disabled O C (®) Disabled (O True (O False @ Disabled (O True (O False

Cancel

Add Rule — Firewall Category
Click + Add again.
Select Firewall from the Category dropdown.

Configure the following:

) VERSA
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o Installed: True
o Running: True

o Optionally, configure Vendor/Product/version fields if you want to match a specific fire-

wall.

4. Click Add to save the Firewall rule.

Configured Installed Running
(@) Disabled O Q ) Disabled ® True O _) Disabled (® True O

Software Details

Vendor Product

@ Disabled o] @ Disabled

Major Minor Patch
® Disabled () O (®) Disabled (o] @] (®) Disabled () True (O False

Cancel

Step 5: Review and Submit the Profile
1. After adding all three rules (AntiMalware, Browser, Firewall), click Next or Skip to Review.
2. On the Review and Submit screen:
o Enter the Profile Name (e.g., EIP_Agent_Test_Company_Portal).
o (Optional) Add a Description for the profile.

3. Click Submit to save the profile.
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Diego

W VERSA DEMO-ORG-23 CONFIGURATION mengion v @ ol amstrator

i

America/Borota v 2

ol Create EIP Agent Profile

Rules Redew i Subrmit

Review your EIP Agents configuration below

Description

Configure EIP on Secure Client Access Rules

In Versa SASE, Secure Access policy rules enable administrators to enforce access controls based
on the endpoint's security posture. This is achieved by associating two key components within the

rule:

1. EIP Profile — A match condition defines how the collected data is evaluated against a set of

predefined or user-defined posture conditions in the attached profiles.

2. EIP Agent Profile — Defines what posture information the SASE client should collect from

the endpoint post registration (e.g., Antimalware status, Firewall state, installed browsers).
When a Secure Client-based Access rule is triggered, the following flow occurs:

e On the first connection, the EIP Profile is required to validate compliance before access is

granted.

e If the EIP Agent Profile is configured in the Secure Access match rule, it is then pushed to the

client for continuous posture evaluation during subsequent sessions.
e The client collects posture data based on the categories defined in the EIP Agent Profile.

e The collected data is then evaluated at the SSE Gateway using the logic defined in the associ-

ated EIP Profile.

e The EIP Profile enforces compliance: if the endpoint posture satisfies the conditions, access

24



+J VERSA

is granted; if not, access is denied regardless of the rest of the rule’s configuration.

This approach ensures that only endpoints with compliant posture—such as running antivirus,

enabled firewall, or verified software—can connect and then access protected resources.

To configure a secure client access rule, navigate to Configure > Security Service Edge > Secure

Access > Client-based Access > Rules and click on +Add.

acmeone_admin
v
Enterprise Administrator

Below are all the rules for your Secure Client-based Access .

WVERSA  ACME-ONE CONFIGURATION @ Asia/Caleutta ~ = | W8 Englsh v | @)

Security Service Edge

> Real-Time Protection

T Filter + Add & Refresh Select Columns v
> Advanced Security

e
- ure Access
o Versions  Users &Group: EP& re  Device Ct Status | Traffic Action VPN & Gateway Groups
 Client-based Access ' Windows “IDAPSERVER  EIP Information Profile « ManagedStatusof  Action VPN Name
Windows 10 Users All devices Devices Send Apps to Versa ACME-ONE-Enterprise
Policy Rules i All Devices Cloud v Gateway Groups
Plindows 10Mablle  adwerd. Device/Endpoint Risk Score No Client Applications e
Windows 11 aduser l@versa.co INDIA
Profiles - All risk scores selected
More Details aduser2 No Predefined Applications Global
selected
Settings ra“duserz@versa.m v Gateways
SASE-GW
> Clientless Application Access |
PAC Files ir Page Gotopage 1~ 1

Terminal Server Agent (TSA)

> Digital Experience Monitoring (DEM)

In the rule editor, go to the Endpoint Posture step and locate the Endpoint Information Profile

(EIP) tile. Click Customize.

Edit Client-based Access Rule: Secure_Access_ Windows. Profile_LDAP_User_Certificate

L I

Operating System Users &Groups Endpoint Posture i i Gateways Client Configuration ‘Agent Profile FromEIP Review &Configure
Source IP Address

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

If you'd like, you can customize your options by choosing what to include or exclude below.
E I Endpoint Information Profile (EIP) I Device Compliance Status Entity Risk Bands
g‘D + Alldevices + Managed Status of Devices Q + Allrisk bands
o All Devices
Customize Customize Customize

=) ) T

Note: In a Secure Access rule, all Match Criteria are evaluated using AND logic.

Inside the Endpoint Posture tab, multiple EIP Profiles follow OR logic — the endpoint needs to
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match only one of the selected EIP Profiles for this tab to pass.

In the Endpoint Information Profile (EIP) window:
e Select User Defined if you want to use one of your custom EIP profiles, or

e Select Predefined to use a Versa-provided profile.

Then click Add Existing EIP Profile.

Configure > Security Service Edge > Secure. fent-based Access > Policy Rules

Edit Client-based Access Rule: Secure_Access_ Windows_Profile_LDAP_User_Certificate

©®

Operating System Users & Groups. Endpoint Posture i i Gateways Client Configuration Agent Profile From EIP Review &Configure
Source IP Address

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

Ifyou'd like, you can customize your options by choosing what to include or exclude below.

€ Back Endpoint Information Profile (EIP)
Select an existing profile or create p ith the values for the different EIP attributes the Versa Client. This can be used by the Versa Cloud Gateways for granular policy enforcement based on the end user’s entity risk.
a User Defined| Predefined

+ Create New EIP Profile

g EIP Profile | @ Delete Select Columns v

| Name Description Rules

No User Defined EIP Profiles Added

= ) (= ) o

Add User Defined EIP Profiles

|- Select -
EIP_Antimalware Avast
EIP_Pro Antimalware_all
EIP_Pro Crowdstrike

EIP_Profile Windows_Registry

EIP_Prof Windows Domain

EIP_Pro_Host_ID

EIP_Windows_Domain_Profile
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After selecting the EIP Profile, the next step in the Secure Access rule is to optionally apply an EIP
Agent Profile. This step is not mandatory — the EIP Agent Profile is only required if you want the
SASE client to perform continuous posture evaluation.

When configured, the EIP Agent Profile defines which posture attributes the SASE client must collect

after registration, ensuring that ongoing posture updates are sent to the gateway for evaluation.

In the rule editor, go to the Agent Profile From EIP section under Action. This is where you can

optionally attach an EIP Agent Profile for continuous posture evaluation.

Edit Client-based Access Rule: Secure_Access_ Windows.Profile LDAP_User_Certificate

Operating System Users & Groups Endpoint Posture i i Gateways Client Configuration Agent Profile From EIP Review &Configure
Source IP Address

EIP Agent Profile

Type EIP Agent Profiles

= (=) .

Select the profile type Open the Type dropdown and choose User Defined or Predefined,

depending on if want to uses predefined Versa the Agent Profile or it was created.

Choose the EIP Agent Profile From the EIP Agent Profiles dropdown, select the profile you want

to apply to this Secure Access rule.
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Edit Client-based Access Rule: Secure_Access_Windows_Profile_LDAP_User_Certificate

Operating System Users & Groups Endpoint Posture i i Gateways Client Configuration Agent Profile From EIP Review & Configure
Source IP Address

EIP Agent Profile

Type EIP Agent Profiles

— ] = | ceren
—Select -
EIP_Agent_Antimalware
EIP_Agent_Host_ID'

EIP_Agent Windows_Domain

= (=) T

Continue with the rule configuration Click Next to move to the final review and complete the

Secure Access rule.

Configure EIP on Real-Time Protection Rules

In Versa SSE, Real-Time Protection Rules use EIP Profiles as match conditions to evaluate endpoint
posture attributes (AV, firewall, disk encryption, etc.) reported by the SASE client. The SSE Gateway
continuously validates this telemetry against the EIP Profile associated with the Internet Protection
rule. If the device falls out of compliance, the rule will allow access that does not match, triggering

the blocking of all new access requests from that endpoint until posture is restored.

To configure a secure client access rule, navigate to Configure > Security Service Edge > Real-
Time Protection > Internet Protection and click on +Add or from the list of Internet Protection

rules, select the rule you want to edit, then Edit.

+J VERSA
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W VERSA ACME-ONE CONFIGURATION @ |Adminkstrator

Security Service Edge

America/Bogota W English v

Below are all the rules for your Internet Protection Policy.

Real-Time Protection

er  AllRuleTypes v +Add @ 2 Refresh  Select Columns v
Intemet Protection
Network Layer 34 Geo Locations.
Private App Protection
Services Schedule Source Destination
Profiles =
1 Applications AllUsers Endpoint Information ™ Services Not Available All Geolocations are selected AllGeolocations areselected
User Risk Bands Profle (EIP) T o,
Safe Search Al risk bands Tk QUIGUDE:A43
" lisk Bands
Network Obfuscation i""f“"“,‘ﬂ o
Settings 1Appiications AlUsers Endpoint Information  Destination Zone Al Layer 4 Services Not Avallable Al Geolocations are selected AllGeolocations are selected
User Risk Bands Profile (EIP) ket
Al risk bands Al devices oedind
Advanced Security
Entity Risk Bands
Email Protection All risk bands
“ * URL Categories Al Users Endpoint Information Layer 4 Services are not Enabled Not Available  All Geo locations are selected All Geo locations are selected
Remote Browser Isolation 25 User Risk Bands Profie (EIP)
Versa GenAl Referred ko fbpn s
s generative sl
Entity Risk Bands
Al isk band
“ Secure Access
I Applications. All Users. Endpoint Information WV Services Not Available G e selected All Geo locat] are selected
Client-based Access Aoc ik Bands Sradletor) domain
Al risk bands Al devices
Policy Rules Entity Risk Bands.
Allrisk bands
Profiles = = . ) ) :
All Users. Endpoint Information Layer 4 Services are not Enabled Not Available  All Geo locatior Al Geo locations are selected
User Risk Bands Profile (EIP)
Settings o as— Jop—
> Clientiess Application Access Page Gotopage 1+ 1
OAC Eitac

Service Provider Administrator

stection > Internet Protection
Secure SD-WAN Publish (0)

Securlt

Action

URLFi
DLP P

Action

Action

) VERSA

In the Match Criteria go to Endpoint posture then click Customize on the Endpoint Information

Profile (EIP).

Edit Internet Protection Rule: Allow_All

O

Agplications & URLS Users & Groups o Endpoint Posture GEOLacations 34

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

If you'd ke, you can customize your options by choosing what toinclude or exclude below.

Endpoint Information Profile (EIP)

g\D + Al devices

Entity Risk Bands

+ Al risk bands

Customize

Cem ) o) s ST

The Endpoint Information Profile (EIP) window appears.

o Choose User Defined to select a custom EIP profile (for

EIP_Pro_Crowdstrike), or Predefined to use a Versa default profile.
o Select the desired profile and click Add.

o Click Next.

example,
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Edit Internet Protection Rule: Allow_All

) @ L L4

Agplications & URLs Users & Groups Endpalnt Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deplay

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

If you'd like, you can customize your options by choasing what to include or exclude below.

Endpoint Information Profile (EIP)

Client. This can be used b granular policy enforcement based on the end user’s entity risk

new profile with the values for the different EIP attributes collected by the Ve

+ Create New EIP Profile

# Add Existing EIP Profile Select Columns ~

Narme Deseription Rules

Showing 1-1 of 1 results 10 *  Rowsper Page Gotopege 1 - 1

Click Save, then Publish to apply the policy.

Key points

e EIP Posture Update Frequency:
o By default, the SASE client sends posture data to gateways every 10 minutes.
o The interval determines how often EIP data is transmitted to the gateway.
e Full Data Updates:

EIP posture updates are always sent as complete datasets—not incremental—because gateways

do not cache previous posture information.
e Posture Change Detection:
o If the device's posture remains unchanged, no update is sent.

o However, the SASE client continues collecting data and detecting changes by com-

paring data hash values.

o Only upon detecting a change does the client transmit a new posture update to the

gateway.
e Real-Time Detection (Selective Categories):

For specific categories like Anti-Malware, real-time posture monitoring can be enabled. In this

+J VERSA
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mode, the SASE client collects and sends updates to the gateway every 10 minutes when changes

are detected.
e Pre-Registration Posture Collection:

The "Versa Recommended" EIP agent profile is embedded in the SASE client. It begins collecting
all specified endpoint posture information prior to portal registration, ensuring enforcement

policies are applied from the moment the client connects.

EIP Scenario-Based Use Cases for Windows

The following provides some use cases for configuring EIP validation on Windows Hosts.

Windows Registry Path and Key

Leveraging Windows registry paths and keys within an EIP Profile allows administrators to validate
the presence or configuration of specific applications on endpoints. This is useful when enforcing
access policies based on critical software installations, such as VPN clients or endpoint protection

tools not in the Versa EIP object list.

For example, Versa can check a registry path or key to confirm whether an antivirus application (E.g.,
Avast) is installed. If the key is missing or the value does not match the expected configuration, the

endpoint is flagged as non-compliant, and access to corporate resources may be restricted-

Step 1: Create an EIP Object with Windows Registry Path
Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Objects
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W VERSA ACME-ONE

) VERSA

CONFIGURATION ) et v B WEgeh v @ gt L

| hasn )

2[z=]
[ R Prodetwed
Yr + [+ = Setect Cokmre v
Ot Namves Deser pton Cotmpory Otiect Ovtais.
Click on "+ Add" to create a new EIP Object.

« 5 C O & 10.73.106.17/app/ACME-ONE/config/sase/global-settings/eip/eip-object L T @& H =

@ CAC | Topology @3 Redes practicas - 15-L.. [JCSC0 @ YouTube @ Maps @5 Gmail &5 Usa @D Time@IBM - Search @ (1) Metworking IS | Po... 5 VMWare NSX - DMZ ..

W versa

ACME-ONE CONFIGURATION
EIPOtjects
UserDetined  Prncefned
Q, s S — T Filter
Ctfoct Mo Ovecription

¥ [ Other Bookmarks

Addeministrator .
Service Provider Admiristrator

= v B EgEh v
\3 AmericaBogota Erg: 0

P Dats

Enter a descriptive name for your EIP object. Example: EIP_Registry_Windows_Avast_Free. And Select Custom from

the dropdown.
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Add EIP Object x

Mame*

1P Reghatry Windows, Avast Free

Drescription

Pratiss Marm Runeing

Windows Files

Absolute Path Of The File

Windows Registry

Registry Path (inchuding Key] Exists Wiallse:

BEY LOCAL MACHINDSOFTWARD fuvast Softwar vt e ©
[ ]

Go to Windows Registry Validation and enter the full path of the registry key you want to check Example:
HKEY LOCAL MACHINE\SOFTWARE\Avast Software\Avast

Steps to Find Registry Path
To find the correct registry path for other applications, open the Windows Registry Editor (regedit) and navigate under
one of the following common locations:
e HKEY LOCAL MACHINE\SOFTWARE\ [Vendor]\ [Product]
e HKEY CURRENT USER\SOFTWARE\ [Vendor]\ [Product]
You can also search for an application name using Ctrl+F in Registry Editor. As shown below, you would obtain the path

for Firefox as an example. Once identified, copy the full registry path and enter it exactly in the EIP configuration field.

B Registry Editor = [m] X
File Edit View Favorites Help
Ccmpulé\HKEV LOCAL MACHINE\SOFTWARE\Mozilla\Firefox
SECURITY Name Type Data
~ [ SOFTWARE 35)(Default) REG_SZ (value not set)
27a75bf3-bed8-5¢35-92
» Adobe
> AMD
AMDLOG
> Classes
> Clients
DefaultUserEnvironment
> 77 Dolby
» dotnet
> Google
> IM Providers
>
>

Intel
JavaSoft
JreMetrics

> Lenovo

> T2 Martin Prikryl

> Microsoft

> MaintenanceService
be Mozilla Firefox
> Moszilla Firefox 144.0

“Exists” Checkbox: If checked, it verifies that the key exists and, if you enter a value in the Value field, it will also validate
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that the registry key's data matches that specific value. If the Value field is left empty, the gateway will validate only that

the registry key exists. If “Exists” is unchecked, the registry key is not evaluated at all, and no validation is

performed.
x
EIP_Windows_Registry_Avast_Free
Description
Category
Custom
Process Name Running
0O e o
Windows Files
Absolute Path Of The File
e o
Windows Registry
Registry Path (Including Key) Exists Value
HKEY_LOCAL MACHINE\SOF TWARE\Avast Software\Avast\Version | e o

Step 2: Create an EIP Profile Using Windows Registry Keys

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles, then go to EIP Profiles.

W VERSA ACME-ONE CONFIGURATION ‘D Avescationots v T2 W gy v @ Aomenvee

raten
m
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Click on "+ Add" to start creating a new profile.

W VERSA ACME-ONE CONFIGURATION
b
View
Usor Dofwwnd  Prodefined
q T Fow
Protie Mame Dcription

In the Create EIP Profile window, Click on “+ Add" to define

W VERSA ACME-ONE CONFIGURATION
Wi Creaie EIP Profile
View
@ ©
Confipas L) R i Subrit.
Hasres Deserigtion
o Dats

) VERSA

i ) . aadinisiratos
(o) Americaunots B WEngih v @ TR
e O Refresh Select Colurrv w
Rades.
a new rule.
= Americaiogeta v T | W Englen | () | Admiistiatee v
2 = Service Priwider Administrator

+ Add Sebect Columees.

Enter a Name for your rule, for Example, EIP_Profile_Windows_Registry.

You would (Optional) Add a description for clarity.
Click “+ Add" to attach an EIP Object.
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Add Rules x

Name*

EIP_Profile_Windows_Registry

Description

+Add Select Columns w

Category Objects User Defined Objects Predefined Objects

Mo Data

cance' “

In Add EIP Object dialog, choose the Category. Example Custom.
Select an existing EIP Object or create a new one. For example, an object was created to verify if Avast Free Antivirus in

the previous section.

Add EIP Object x

Category

Custom

User Defined EIP Objects

(EIP_Windows._Registry_Avast_Free % ) |

Mo results found. I
Predefined ETP Objects

Cancel “

Click Next and then Enter a descriptive name for your EIP object. Example: EIP_Profile_Windows_Registry.

Review and Save the Profile creation
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Create EIP Profile
Bisles Rwiew & Submit
Review your EIP Profiles configuration below
General
Name® (@ Drescription
Tags
Rules  # Eqit
Harres Category Objects User Dibrred Otcss

FIP_ Profsbe Windows, Rigistry Custom 1 ¥ EIP_ Windows Registry_Avast Fres
Reghitry Path Onchuding Koyl

HICEY_LOCAL MACHINE\SOF TWARE  Auist Sorltweaee’ fmst: - Existaz fal

) VERSA

Note: After creating the EIP Object and configuring the EIP Profile and Agent Profile, you must apply them to the Secure

Access Client policy to enforce device posture validation and continue evaluation.

Step 3: Navigate to the EIP Agent Section

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Agents

1| |

2]

]
Contigan

Protbe Name [

v vv v v v

its 10 ~ Rows per Page

Sedext Columen v

Gotopege 1 -

37



Step 4: Create an EIP Agent Profile

Click on Add to create a new Agent profile.

W VERSA SSeFabric CONFIGURATION

User Defined  Predefined

Q Searchby

Y Filter

Profile Name Description
Check FW

EIP_Agent Registry_fvast_Free

EIP_Agent Rglstry MS Teams

EIP_Agent Windows_Registry

Firefox:

Vv v v v v

managed-lapto-fw-av

Showing 1-60f 6results 10 = Rows per Page

A

Click on “+Add" to create a new rule. Then choose Custom

W VERSA SSeFabric CONFIGURATION

Configure

User Defined Predefined
-]
Deploy
Q Searchbykeywordorname Y Filter ]
(8 ProfileName. Description
Check FW

EIP_Agent Registry Avast Free
EIP_Agent Rglstry_MS Teams

EIP_Agent Windows_Registry

Firefox

B

Vv v v v v

Showing 1-60f 6results 10 = Rows per Page

America/Bogota ¥ =

& Refresh

America/Bogota ¥ 7=

& Refresh

= Englsh -

Gotopage 1%

= Englsh -

Gotopage 1+

o Administrator

Service Provider Administrator

Sedect Columns. v

o Administrator

Service Provider Administrator

Select Columns ~

) VERSA
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Edit Rules

Category

Process Name

‘ - ®

‘Windows Files
Absolute Path Of The File

©®

Windows Registry
Registry Path (Including Key)

[ HKEY_LOCAL MACHINE\SOFTWARE\Avast Software\Avast\Version l @ @

Cancel

Click on "next” to enter a descriptive Profile Name (e.g., EIP_Agent_Windows_Registry).

Edit EIP Agent Profile: Windows_Registry_Avast_Free

Rules Review & Submit
+ Add
Category Match Categories
[] Custem Registry Path (Including Key):
HKEY_LOCAL_ MACHINE\SOFTWARE\Avast Softward\AvastiVersion
Showing 1-1 of 1 results 10 - Rows per Page Gotopage 1

Cee 0 ) T

Select Columns

) VERSA
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Create EIP Agent Profile

®

Rk Rt & Subsit

Review your EIP Agents configuration below

Name* ) Deseription

Category Mtk Cabegories

Registry Puth (including Keyl:
HKEY_ LOCAL MACHINESOF TWARE Sunst Software fast

Step 5: Configure Secure Client Access Rule

Navigate to:

Configure > Security Service Edge > Secure Access > Client-based Access > Rules.

Click “+ Add" to create a new Secure Access Client rule or edit an existing rule.

In the Match Criteria configuration, go to the Endpoint Posture section. Under the Endpoint Information Profile (EIP)

panel, select the desired profile by navigating to the User Defined tab and clicking on Add Existing EIP Profile. Then,

choose the EIP profile you previously created. Example EIP_Profile_Windows_Registry).
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©

4G 1 Trafh Gatewers Review & Cosfigure

By default, we have chosen all endpoint devices under endpoint information profile and device/endpoint risk score to apply to your security enforcements.

I you'd like, you ca e your gtions by dhooning what 10 Inctude or exchude below

€ Back Zl Endpoint Information Profile (EIP) ]

+ Create New E1? Profie

4| + nso > Profue Sedect Columes v

Duseription Rutes.

10 - RowsperPage Gotopege 1+

=) (o) s .

In action configuration, under the Agent Profile From EIP section, set the Type to User Defined and select the EIP
Agent Profile you previously created. Example EIP_Agent_Windows_Registry. The Match Categories panel displays the
defined validation criteria, such as registry paths or process checks, ensuring that the selected EIP Agent Profile is applied

during endpoint posture verification.

Edit Client-based Access Rule: Secure_Access Windows_Profile_LDAP_User_Certificate

Operatie L Endpoint Posture Source Geo Location & Traffic Action Gateways Client Configuration Agent Profile From EIP. Review & Configure
Source IP Address

EIP Agent Profile

EIP Agent Profiles

Type
User Defined - EIP_Windows_Registry_Avast_Free - +Create New
Category Match Categories
Cust
ustem Registry Path (Including Key}:
HKEY_LOCAL MACHINE\SOFTWARE\Avast Software\Avast\Version
=) =] -
Verification

After a re-registered is not allowed to connect. This is due to the Avast Free antivirus Registry Path is

not present.
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# SASE Client — 5%

¥ VERSA

diego-lab@diegolab-versa.net

acme-one

Gateway

SaseGWDiegos-lab-004 v

O

You are not allowed to connect to the
enterprise VPN, please contact administrator

Validate EIP profile applied on Secure Client Access Rule. Navigate to Configure > Security Service
Edge > Secure Access > Client-based Access > Choose appropriate Secure Access Profile click on

“Name” go to EIP profile

it Client-based . AD

Operating System Users & Growgs 1 | ndooiet Posture Source Geo Location & Traffic Action Gateways Cliont Confguration Agers Protie From £1P Review & Cosfigure

fault, we have osen all endpoint devices under endpoint information profile and device/endpoint risk score to apply to your security enforcements.

€ Back 2[ Endpoint Information Profile (EIP) l

Nare Duseription Rusbes

Rows per Page Gotopage 1 =

=) T

Review on json file “EIPCollectedData.json” In the Path C:\ProgramData\Versa Secure Access\config
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Go to custom windows registry and check entries. There is Avast free entry however value is empty.

C QO [ filey///C:/ProgramData/Versa Secure Access/config/EIPCollectedData json B 9% % @ sSignin - &)

JSON Raw Data Headers

Save Copy Collapse All Expand All  Filter JSON

v endpoint-security:
¥ softwares:
softuare: 1
management-status: false
v custom:
v windows:
v registry:
v entries:
v entry:

vo:

registry_path: “"HKEY_LOCAL_MACHINE\\SOFTWARE\\Avast Software\\Avast\\Version"

value:
Files: null
process: null
¥ certificate:
v entries:
entry: 11
v general:
user-name: “admin”
hostname: “TEST-WI-VERSA-LAB"
windows -domain: “WORKGROUP™
os-major: 10
os-minor: o
os-service: 26100
os-patch: ]

os-product:
os-vendor:

host-id:

"Microsoft Windows 11 Pro”
“Microsoft Corporation”

“FBALFD840B114336A10DF6C2FC7F6346™

tpm-enabled: "true”

w context:

Additionally, you can verify posture and access events directly from the SASE Portal.

Navigate to: View > Dashboard > Secure Access > Users > Events

Summary  Usage  Events  Registry  LiveUsers
Events per user Events per type
Tops ~ Lot Tops ~ Lt
® dicgo-lab@diegolab-versanct @ delete @ ceate @ failure

Events

Click to Set or Clear Filter(s) C  Show (10 | Entries I
*_Appliance User Device RACAccessType __RACEventType  RACTunnellP___RACIP VEN Profile AuthProfile
5 | SaseGWDiegos-iab  diego-lab@diegolab-versanet  TESTWI-VERSAL  ipsec tailure 107310635 Secure_Access Windows_Profile LDAP. User Certificate ACME-ONE-Enterprise  Implicit-Deny-All deny Default-Auth-Pr
5 SascGWDiegos-lab  diego-lab@diegolabversanct  TESTWIVERSAL  ipsec delete 15216822429 107310635 Secure Access Windows_Profile LDAP User Certificate  ACME-ONE-Enterprise unknown
5 SaseGWDiegos-iab  diego-lab@diegolab-versanet TESTWIVERSAL  ipsec create 19216622429 107310633 Secure Access Windows Profile LDAP User Certificate  ACME-ONE-Enterprise  Secure Access Windows_Profile LDAP User Certificate  allow unknown
5 SaseGWDiegos-lab | diego-labi@diegolabversanct  TESFWIVERSAL  ipsec delete 19216829428 107310635 Secure Access Windows Profile LDAP User Certificate  ACME-ONE-Enterprise unknown

Shoving 1o 4o dentries

As you can see, the device is falling into the implicit Deny-All Rule

After Avast Free was installed again. In the Sase Client go to Reregister.
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¥ SASE Client

WV VERSA

SSeFabric

Account Details
Gateways
Digital Experience Monitoring

Data Loss Prevention @

Reregister

Sync Account @
Reset Password

Collect EIP

Review on json file "EIPCollectedData.json” In the Path C:\ProgramData\Versa Secure Access\config
Go to Custom Section. Now Avast free Registry is attached.

C oD file:///C:/ProgramData/Versa Secure Access/config/EIPCollectedDatajson B % ® ¢

| @ Open previous tabs? You can restore your previous session from the Firefox application menu =, under History.

JSON  RawData  Headers

Save Copy Collapse All Expand All 7 Filter JSON

is-configured: true
is-installed: true
v endpoint-security:

v softwares

softuare: 8l
management-status : false
v custom:

¥ windows:

¥ registry:

v entries:
v entry:
v o
registry_path: "HKEY_LOCAL_MACHINE\\SOFTWARE\\Avast Software\\Avast\\Version”
value: "25.11"
files: null
process: null

w certificate:
v entries:

entry: [1

Now authentication is allowed.
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¥V VERSA

Enterprise: acme-one
Gateway: SaseGWDiegos-lab-004

User: diego-lab@diegolab-versa.net

Connection Status

Welcome to ACME-ONE

vJ VERSA

Additionally, you can check the EIP matching rule by going to View > Dashboard > Secure Access >

Logs > Endpoint Information Profile > Logs and then selecting Endpoint Information Profile.

Select an appliance - Last 12 hours
Charts

EIP User Profile Logs

€ Show 10 | Entries i

Recaive Time - Agpliance User User IP EIPProfile EIPRule EIPHost Friandly User Name
Nov 215t 2025, 11:30:57 AM -05 = 19216822485  EIP_Profile Windows_Registry EIP_Profile Windows Registry = = net

Domain Validation

45



+J VERSA

Domain validation in an Endpoint Identity Profile (EIP) verifies whether an endpoint is joined to the
expected corporate Active Directory (AD) domain. This check ensures that devices are managed in

accordance with enterprise policies and controls.

Scenario:
An organisation requires all Windows laptops accessing internal applications to be joined to acme-
one.com. In the EIP Profile, the administrator configures a domain validation check for that domain.

When a user connects:
e If the laptop is joined to acme-one.com, the device is compliant and access is allowed.

e [Ifitis part of another domain or not domain-joined, the device is non-compliant and access is

denied.

Step 1: Create an EIP Object with Windows domain

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Objects

W VERSA ACME-ONE CONFIGURATION ) Areilatomts v B WEgah v @ e
i ] T
@
-}
Hze=]

Y fomee +* N 2 Rt c Sedect Cohame ~

Otfoct Nowe Deserlption Catmpory Otict Ot

Click on "+ Add" to create a new EIP Object.
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(= =2 (T O & 10.73.106.17/app/ACME-ONE/config/sase/global-settings/eip/eip-object 0% VY g a =
@ CAC | Topology &P Redes practicas - 15-L.. [JCSC0 @ YouTube @ Maps € Gmal §BUsa @B Time@IBM - Search @ (1) Networking IS | Po... 5 VMWare NSX - DMZ ... 3 [0 Other Bookmarks:
W VERSA ACME-ONE CONFIGURATION o) ArericaBonots i S Engn v D) e e

EIFCbjects

Q, susech by keyword T e . CrRetesh B Select Columens -

Mo Dats

Enter a descriptive name for your EIP object. Example: EIP_Windows_Domain. And Select general from the dropdown.

Add EIP Object x

Name*

£1_Windows_Domain

Description

Category

Hast Name

Windows Domain

08 Vendor

05 Major

@® Disabled () Value () Range

Go to Windows Domain and enter the domain name to check Example: acme-one.com

Haost 1D

User Name

08 Product

‘05 Minor

(®) Disabled (O Value () Range

47



) VERSA

Add EIP Object x

Name

EIP Windows_ Domaln
Description
Category

General

Host Name Host 1D

Windows Domain User Name

acime-0nE.com

05 Vendor 08 Product

05 Major O Minor

@ Disabled ) Value ) Range ® Disabled () Value () Range

Step 2: Create an EIP Profile Using Windows Domain
Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) >

EIP Profiles then go EIP Profiles
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Click on "+ Add” to start creating a new profile.

W VERSA ACME-ONE CONFIGURATION
. P Proh
Confugy .
Lhor Defrwd Prodefined
Q T Fine
Protie Mame Dcription

)

@

AmericaBonots T

@ Nnfresn

AmericaBogota ~ 8

& Retresh

In the Create EIP Profile window, Click on “+ Add” to define a new rule.

- Coght

o Aderielstyatoe i
Service Provider Acministratos

Pt (1)

Selext Cohumvs M

- Egh ~ O Ademinkstraton

Service Pronides Administrates

Select Colume. -

) VERSA
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WVERSA  ACME-ONE CONFIGURATION ) Amercaossts T W Erglth v ) Do e

®
Select Coluvs “
Lo Deesecrigtion Manch Cateperies.
BTN e
Enter a Name for this rule, Example, EIP_Prof_Windows_Domain.
You would (Optional) Add a description for clarity.
Click "+ Add" to attach an EIP Object.
Add Rules *®
Name*
I EIP_Prof Windows_Domain I
Description
EIP_Prof Windows_Domain
+Add Select Columns v
Category Objects User Defined Objects Predefined Objects

No Data

cance' “

In Add EIP Object dialog, choose the Category. Example general.

Select an existing EIP Object or create a new one. For example, an object was created to verify if windows domain in the

previous section.
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Add EIP Object

Category

General

User Defined EIP Objects
EIP_Windows_Domain

Predefined EIP Objects

cance' “

Click Next and then Enter a descriptive name for your EIP object. Example: EIP_Prof_Windows_Domain.

Review and Save the Profile creation

Create EIP Profile

0,

Rules. Review & Submit

Review your EIP Profiles configuration below

General

Name® Description

EIP_Prof Windows Domain

Tags

Rules  # Edit

Name. Categary Objects User Dafined Objects Predafined Objects.

EIP_Prof Windows_Domain General 1 > EIP_Windows_Domain

Note: After creating the EIP Object and configuring the EIP Profile and Agent Profile, you must apply them to the Secure

Access Client policy to enforce device posture validation and continue evaluation.

Step 3: Navigate to the EIP Agent Section

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Agents
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Y Fitter +r0 B hdeh 8 Sedext Columen v

Profbe Name O otrom Paber

vV vv v v

#Gresults 10 =  Rows per Page Gotopege 1 -

Step 4: Create an EIP Agent Profile

Important Note: Instead of creating a new agent manually, you can also use a predefined Versa Windows Domain
agent. In the Predefined tab, search for the domain and select General_category_windomain, which already includes

the rule Windows Domain: True.

1
EIP Profiles EIP Objects EIP Agents

UserDefined | Predefined

3
( domain ) ® Y Filter & Refresh Select Columns v
PR ProfleName Description Rules
[[1  >7| General_category_ windomain General_category_windomain 1
[1 >  VersaRecommended Versa_Recommended 18
[1 >  General_category_all General_category_all 1
Showing 1-30f 3results 10 = Rows per Page Gotopage 1 * 1

Click on Add to create a new Agent profile.
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Service Provider Administrator

Publish [0)
»

fin

W VERSA SSeFabric CONFIGURATION (o) America/Borota ~ 7= M Engish @) | AdmnStolor

UsarDefined  Predefined

Q. Searchbykeywordorname | T Filter + Add & Refresh Select Columns ~

Profile Nama. Deseription Rulas
¥ Check FW 1
> EIP.Agent Resistry Avast Frae 1
> EIP.Agent Rgistry MS Teams 1
¥ EIP_Agent Windows_Registry 1
> Firefox 1
> 4

Showing 1-60f 6results 10 = Rows per Page Gotopage 1+ 1

Click on "+Add" to create a new rule. Then choose general
Administrator

W VERSA ACME-ONE CONFIGURATION D AmericaBorcta v = W Eghn v @ B Y

Create EIP Agent Profile

H0O]

+ Add Select Columns v

Categary Match Categories

NoData

In the general section, locate click Windows Domain by default is set to Disable change to true, then Click Add.
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Add Rules x
Category
Ganeral .
Hast Name: Host 1D ‘Windows Domain Username
@ Disabled (O True (O Fakse @ Disabled O True O False ) Disabled @ True (O False @ Disabled O True O False
S Vendor 0S Product
® Disabled O True O False Dissbled O True () False
Major Minor Service 05 Patch
@ Disabled (O True O False @® Disabled O True False @® Disabled O True () False ® Disabled ) True (O False

Click on "next” to enter a descriptive Profile Name (Example., EIP_Agent_Windows_Domain).

. . . Administrator .
ACME-ONE CONFIGURATION America/Bogota v F= S English O | corice provicer Adrinistrator
Create EIP Agent Profile
Rules Review & Submit
+ Add Select Columns v
Category Match Categories
Host Name : Disablad
HostID : Disabled
Windows Domain : True
General Username : Disabled
OS5 Vendor : Disabled
Show More
Showing1-1of1results 10~  Rowsper Page Gotopage 1 = 1

Inventory

Tenants Cancel

Create EIP Agent Profile
Review your EIP Agents configuration below
General
Name* ) Description

Rules  # Edit

Category Match Categories
General Hest Name: Disabled
Host ID: Disabled

Windews Demain: True
Username: Disabled
OS Vendor: Disabled
Show More

Ce= ==
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T
C\ X Y Filter & Refresh Select Columns v
Rules
> VersaRec nded 18
Showing 1-3of 3results 10+ Rows per Page Gotopage 1~ 1
Step 5: Configure Secure Client Access Rule
Navigate to:

Configure > Security Service Edge > Secure Access > Client-based Access > Rules.

Click “+ Add" to create a new Secure Access Client rule or edit an existing rule.

In the Match Criteria configuration, go to the Endpoint Posture section. Under the Endpoint Information Profile (EIP)

panel, select the desired profile by navigating to the User Defined tab and clicking on Add Existing EIP Profile. Then,

choose the EIP profile you previously created. Example EIP_Prof Windows_Domain).
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Edit Client-based Access Rule: Secure_Access Windows_Profile

©]

Operating System Usess & Grougs Endgoint Posture Source Ges Location & Traffic Action Gateways Client Configuration Agent Prfile From EIP Review & Configure.
‘Source IP Address

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

f you'd like, you can customize your aptions by choasing what to include or exclude below,

€ Back 2 I Endpoint Information Profile (EIP)

gl or create anew profile with the values for the different EIP attributes collected by the Viersa Client. This can be used by the Versa Cloud Gateways for granular policy enforcement based on the end user's entity risk

User Defined (1)

+ Create New EIP Profile

4 | # Add Existing EIP Profile Select Columns ~

Name Description Rules
Showing1-lofiresults 10 -  RowsperPage Gotopage 1 = 1

=) ) T T

In action configuration, under the Agent Profile From EIP section, set the Type to User Defined and select the EIP
Agent Profile you previously created. Example EIP_Agent_Windows_Domain. The Match Categories panel will display
the defined validation criteria, such as registry paths or process checks, ensuring that the selected EIP Agent Profile is

applied for endpoint posture verification.

Edit Client-based Access Rule: Secure_Access_Windows_Profile

®

Operating System Users & Groups Endpoint Posture Source Geo Location & Traffic Action Gatoways Client Configuration Agent Profile From EIP Review & Configure
Source IP Address

ey

EIP Agent Profile

Tpe EIP Agent Profiles
ZI User Defined - I3I\ EIP_Agent_Windows_Domain I +Create New
Category Mateh Categories
General HostName _:Disabled

HostID : Disabled
Windows Domain : True
Username : Disabled
OSVendor :Disabled
Show More

Ce ) (=) e s
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Host ID or System UUID

Host ID validation in an Endpoint Identity Profile (EIP) uniquely identifies endpoints using their
hardware-based System UUID. Unlike MAC addresses, the UUID is tied to the motherboard and

remains consistent throughout the device’s lifecycle.

Scenario:
An organisation requires all corporate laptops accessing internal applications to be validated by their
UUIDs. The administrator configures Host ID validation in the EIP Profile with the authorized UUID

list. When a user connects:
e If the UUID matches, the device is compliant and access is allowed.
e If not, the device is non-compliant and access is denied.

To retrieve the UUID in Windows PowerShell:

Get-Cimlnstance -ClassName Win32_ComputerSystemProduct | Select-Object UUID

Step 1: Create an EIP Object with a Windows domain

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Objects

W VERSA ACME-ONE CONFIGURATION ) ArelcaBomts v B Wik v @ fameene
i ] [ o]
W
View
-}
=]

A +* N ZF L Sedect Cohumne ~

Otfoct Now Descstpticn Cotmpory Otict Ot
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Click on "+ Add" to create a new EIP Object.

== O & 10.73.106.17/app/ACME-ONE/config/sase/global-settings/eip/eip-object 0% VY @ O =
P C4C | Topology @ Redes pricticas - 15-L.. [JCSC0 @ YouTube ) Maps @5 Gmail &5 Usa €D Time@IBM - Search @ (1) Metworking IS | Po... 5 VMWare NSX = DMZ ... ¥ [0 Other Bookmarks.
W veRsA ACME-ONE CONFIGURATION &) ArericaBonots 55 M Engn v @) e e

- Se—" T e . CrRetesh B Select Columens -

Mo Data

Enter a descriptive name for your EIP object. Example: EIP_Host_ID. And Select general from the dropdown.

Add EIP Object x

Name*
EIP_Hest ID

Description
Category
Host Name HostID

Windows Domain User Name:

OS Vendor OS Product

08 Major OS Minor

® Disabled ) Value ) Range ® Disabled () Value () Range

(e ) D

Go to Host ID and Enter the System uuDlI to check Example:
08C60E4C-23BE-00FE-A85C-EE77570DFFFF

58



) VERSA

Add EIP Object x
Name*
EIP_Host ID
Description
Category
General
Host Name Host 1D
I 08CA0EAC-23BE-D0FE-ABSC-EE77S70DFFFF I

Windows Domain User Name
0S Vendor OS Product
05 Major 05 Minor

(®) Disabled ) Value () Range (@) Disabled () Value (7 Range

o= ) S

Step 2: Create an EIP Profile Using Host ID

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Profiles

Q oo
Service Provider Administatos

| ] T
=

W VERSA ACME-ONE CONFIGURATION D Amercationots v TE W Dnghh v

Y Fiter *r01 B S wateesn B Select Cohumis M

Click on "+ Add" to start creating a new profile.
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WP VERSA ACME-ONE CONFIGURATION o) AmericaBoots ¥ B WEngsh v Q) e e ™
T
.
User Dot Prodefired
Qs by T Foer +had |8 & Refresh a Select Columm. -
Protie Mame Dcription Rades.
In the Create EIP Profile window, Click on "+ Add" to define a new rule.
WVERSA  ACME-ONE CONFIGURATION )] meaman v Em wewn « @ S ™

O]

Rview B Sebmit
o+ i Sebect Colume -
et Descrigtion Munch Categerien.
Pio Data

Create a General Rule for Windows Domain

Enter a Name for your rule, Example, EIP_Prof Host_ID.
You would (Optional) Add a description for clarity.
Click “+ Add" to attach an EIP Object.
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Add Rules x
Name*
EIP_Prof_Host_ID
Description
+Add Select Columns v
Category Objects User Defined Objects Predefined Objects

No Data
.

In Add EIP Object dialog, choose the Category. Example general.
Select an existing EIP Object or create a new one. For example, an object was created to verify if windows host ID in the

previous section.

Add EIP Object x

Category

General

User Defined EIP Objects

EIP_Host_ID

Predefined EIP Objects

cancel “

Click Next and then Enter a descriptive name for your EIP object. Example: EIP_Prof_Host_ID.

Review and Save the Profile creation
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Create EIP Profile

@

Rules Review & Submit

Review your EIP Profiles configuration below

General

Name® () Description

Tags

Rules # Edit

Narne: Category Objects User Defined Objects Predefined Objects

EIP_Prof_Host ID General 1 > EIP_Host ID

C=J ==

Note: After creating the EIP Object and configuring the EIP Profile and Agent Profile, you must apply them to the Secure

Access Client policy to enforce device posture validation and continue evaluation.

Step 3: Navigate to the EIP Agent Section

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Agents

Prohde Name O otrom s

vV vV v v v

its 10 * - Rows per Page Cotopege 1+

Step 4: Create an EIP Agent Profile

Important Note: Instead of creating a new agent manually, you can also use a predefined Versa Host Id agent. In the
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Predefined tab, search for domain and select General_category_hostid, which already includes the rule Windows Domain:

True.

Publish (1)

EIP Profile EIP Obie EIP Agents

s

* Y Filter & Refresh Select Columns v

Profile Name Description Rules
~  General_category_hostid General_category_hastid 1
Category Match Criteria
General bled
Win: Disabled
User bled
OS Vandor: Disabled
Show More
> General_category_all General_category_all 1
> Versa Recommended Versa Recommended 18
Showing 1-3of 3results 10 * Rows per Page Gotopage 1+ 1

Click on Add to create a new Agent profile.

Administrator o
Service Provider Administrator

Publish [0)
»

W VERSA SSeFabric CONFIGURATION (o) America/Bogota ~ = 8 Engish ~ | @)

UsarDefined  Predefined

Q. Searchbykeywordorname | T Filter + Add & Refresh Select Columns ~

Profile Nama. Deseription Rulas
Check FW

EIP_Agent Registry Avast Free
EIP_Agent Rglstry_MS Teams
EIP_Agent Windows_Registry

Firefox

Vv v v v v

Showing 1-60f 6results 10 = Rows per Page Gotopage 1+ 1

Click on "+Add" to create a new rule. Then choose general
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W VERSA ACME-ONE CONFIGURATION j America/Bogota ~ | W Enghn | @) | Mmoo

Create EIP Agent Profile

+ Add Select Columns ~

NoData

Inventory

s

In the general section, locate click Host ID by default is set to Disable change to true, then Click Add.

Add Rules x
Category
General
Hast Name: Host 1D Windaws Domain Username
® Disabled (O True (O False ) Disabled ® Twe (O False @ Disabled O Te (O False ® Disabled O True O False
O Vendor 05 Product
® Disabled (O True () False (@ Disabled O True (O False
Major Minor Service 05 Patch
® Disabled O True O False @® Disabled O True O False @® Disabled O True O False ® Disabled O True O False

Click on "next” to enter a descriptive Profile Name (Example., EIP_Agent_Host_ID).
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W VERSA ACME-ONE CONFIGURATION ) AmericafBogota 7= W Englsh v () | Administrator

Service Provider Administrator

Create EIP Agent Profile

Raview & Submit

+ Add Select Columns ~

Catagory Match Categories.

HostName : Disabled
HostID :True

Show More

Showing1-1of 1results 10 =  RowsperPoge Gotopage 1 = 1

Create EIP Agent Profile

®

Rules Review & Submit

Review your EIP Agents configuration below

General

Nome* ¢ Description

EIP_Agent Host ID

Tags

Rules  # Edit

Category Match Categories

General Hest Name: Disabled
Host I True
Windows Domain: Disabled
Username: Disabled
OS Vendor: Disabled
Show More

Step 5: Configure Secure Client Access Rule

Navigate to: Configure > Security Service Edge > Secure Access > Client-based Access > Rules.

Click "+ Add" to create a new Secure Access Client rule or edit an existing rule.

In the Match Criteria configuration, go to the Endpoint Posture section. Under the Endpoint Information Profile (EIP)

panel, select the desired profile by navigating to the User Defined tab and clicking on Add Existing EIP Profile. Then,
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choose the EIP profile you previously created. Example EIP_Prof_Host_ID).

Edit Client-based Access Rule: Secure_Access_Windows_Profile

®

Operating System Users & Groups Endpoint Posture Source Geo Location & Traffic Action Gateways Client Configuration Agent Profile From EIP Review & Configure

[y

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

f you'd like, you can customize your options by choosing what toinclude or exclude below,

« Back 2 | Endpoint Information Profile (EIP) |

profile or create a new profile with the values for the different EIP attributes collected by the Versa Client. This can be used by the Versa Cloud Gateways for granular policy enforcement based on the end user’s entity risk

# Create New EIP Profile

4 | + Add Existing EIP Profile Select Columns -

Name. Description Rules.
’ 5 ’
Showing 1-1of 1resuits 10 = Rows per Page Gotopage 1 = 1

Cancel ] [ Back ]

)

In action configuration, under the Agent Profile From EIP section, set the Type to User Defined and select the EIP
Agent Profile you previously created. Example EIP_Agent_Host_ID. The Match Categories panel will display the defined
validation criteria, such as registry paths or process checks, ensuring that the selected EIP Agent Profile is applied for

endpoint posture verification.

Edit Client-based Access Rule: Secure_Access Windows_Profile

° T

Endpoint Post i Gateways Client Configuration | Agent Profile From EIP| Review & Configure
Source IPAddress

EIP Agent Profile

Type EIP Agent Profiles

Category Match Categories
General HostName_: Disabled
HostID :True

Windows Domain :Disabled
Username :Disabled
OSVendor :Disabled
OSProduct :Disabled
Major : Disabled

Minor :Disabled

Service :Disabled

Patch :Disabled
ShowLess

= (=) .

Use Cases for MacOS

Endpoint Information Profiles (EIP) classify endpoints based on their posture information, enabling
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organizations to enforce security policies that ensure devices adhere to enterprise standards before
accessing network resources. This is a core capability within a Zero Trust framework, which eliminates

implicit trust for users or devices.

For macOS devices, EIP can be leveraged to validate multiple attributes and determine compliance

before granting access. Common criteria for EIP selection include:

e Operating System: macOS major/minor version and the presence of required security updates

(patch level).

e Antivirus / Endpoint Protection: Status and version of the installed macOS endpoint security
agent — for example, CrowdStrike Falcon, SentinelOne, Jamf Protect, Malwarebytes, or Mi-

crosoft Defender for Endpoint (the latter is available but less commonly used on macOS).

e Disk Encryption: FileVault status (enabled/disabled) and encryption compliance for the system

drive.

e Firewall & Network Controls: Built-in macOS firewall state and whether any corporate net-

work filtering or DNS proxy agents are present and running.

e Software Installation: Whether required corporate applications or security tools are installed

and active.

By leveraging these checks, administrators can enforce granular access policies. For example, a policy
can be configured to allow access to critical SaaS applications only if the macOS device is encrypted
with FileVault, has an approved endpoint security solution installed, and runs a supported OS
version. This ensures that only compliant macOS endpoints connect to sensitive enterprise resources,

strengthening security and posture validation.

On macOS posture attributes can be verified locally by reviewing the EIP output files generated on

the device, located under:

/private/var/log/versa/EIP/

) VERSA
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EIP 88 = M 22 o . [} Q
Favorites Name ~ | Date Modified size Kind
AirD!
) Griby | check-anti-phishing.json Today, 8:52 AM 1KB JSON File
4 Applications | check-av.json Today, 8:52 AM 5KB JSON File
(=) Desktop check-back-up.json Today, 8:52 AM 746 bytes JSON File
|| check-browser.json Today, 8:52 AM 1KB JSON File
[ Dacuments _ check-cloud_storage.json Today, 8:52 AM 749 bytes JSON File
@ D ! check ion json Today, 8:52 AM 359 bytes JSON File
_ check-firewall.jsan Today, 8:52 AM 1KB JSON File
iCloud check-messenger.json Today, 8:52 AM 766 bytes JSON File
& iCloud D... _ data_loss_prevention.json Today, 8:52 AM 4 bytes JSON File
. DefaultProfile.log Yesterday, 1:34 PM 8KB LogFile
7 Shared
£ demo-org-23.log 11/09/2025, 10:40 PM 6KB Log File
ey _| get_endpointSecurity.json 11/09/2025, 10:39 PM 76 bytes JSON File
get_health_agent.json Today, 8:52 AM 4 bytes JSON File
& Network
|| get_patch_management.json Today, 8:52 AM 4KB JSON File
T | get_public_file_sharing.json Today, 8:52 AM 4bytes JSON File
|_| get_remote_control.json Today, 8:52 AM 416 bytes  JSON File
@ Red
get_virtual_machine.json Today, 8:52 AM 4 bytes JSON File
® Orange
Yellow
® Green
® Blue
® Purple
® Gray
@ All Tags...

There are two ways to check the posture information:

To validate a specific control such as antivirus, anti-phishing, firewall, or encryption, open the
corresponding JSON file (e.g., check-av.json, check-anti-phishing.json, check-firewall.json,

check-encryption.json). Each JSON file contains detailed results for that module.

To view all posture checks together, review DefaultProfile.log or Tenant-name.log in this

case demo-org-23.log, which aggregates the results from every module.

+J VERSA
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EIP B =0 R B0 O O~ a
Favorites EP Desktop — Local ar
# Airbrop Name ~ | Date Modified Size Kind
5 CHEILERD check-anti-phishing.json Today, 8:562 AM 1KB JSON File
[2) Desktop _ check-av.json Today, 8:562 AM 5KB JSON File
(3 Documents __ check-back-up.json Today, 8:52 AM 746 bytes JSON File
check-browser,json Today, 8:52 AM 1KB JSON File
@ Downloads | check-cloud_storage.jsen Today, 8:52 AM 748 bytes JSON File
| check-encryption json Today, 8:52 AM 358 bytes  JSON File
o " check-firewall json Today, 8:52 AM 1KB JSON File
> iCloud Drive _ check-messenger.json Today, 8:52 AM 766 bytes  JSON File
E® Shared | data_loss_prevention json Today, 8:52 AM Abytes JSON File
DefaultProfile.log Lag File
Locations " demo-org-23.log 11/08/2025, 10:40 PM BKB LogFile
@ Network | get_endpointSeeurity.json 11/08/2025, 10:33 PM 76 bytes JSON File
| get_health_agent json Today, 8:52 AM Abytes  JSON File
Tags get_patch_management.json Today, 8:52 AM 4 KB JSON File
® Red __ get_public_file_sharing.ison Today, 8:52 AM 4 bytes JSON File
' get_remate_controljson Today, 8:52 AM 416 bytes  JSON File
(eI _ get_virtual_machine json Today, 8:52 AM 4 bytes JSON File

Yellow

Green

Purple

L]

L]

L]

@ Blue
L

® Gray
@

All Tags...

Graphical (macOS):
1. Right-click a JSON or log file.
2. Choose Open With > Firefox (for better readability of JSON) or Open With > TextEdit.

3. Review the posture results directly in the viewer.
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EIP 8 m =2 E-0 O O Q
Favorites P Desktop — Local +
G Bt Name ~ | Date Modified size Kind
Applications

¢b &5 | check-anti-phishing json Today, 8:52 AM 1KB JSON File
= Desktop check-avjson Today, 8:52 AM 5KB JSON File
[ Documents check-back-up.json Today, 8:52 AM 746 bytes JSON File

|_ check-browser.json Today, 8:5: 1KB JSON File
@ Downloads | check-cloud_storage.json Today, 8: 749 bytes  JSON File
. | check-encryption.json Today, 8: 359 bytes JSON File
e | check-firewall json Today, 8t 1KB JSON File
< iCloud Drive |~ check-messenger.json Today, 8 766 bytes  JSON File
= Shared data_|oss_prevention.json Today, 4 bytes JSON File
Locations _ demo-org-23] ©Pen 11/09/2025, 10:40 PM 6 KB Log File
@ Network | get_endpoints Open With > @ Console (default) 11/09{2025, 10:39 PM 76 bytes JSON File

4bytes JSON File
4KB JSON File

4 bytes JSON File
416 bytes JSON File
4 bytes JSON File

jet_health_ag| Today,
® Red | get_public_file Get Info : 3‘?"9'6 ;:‘"E"”"'i Today,
[ get_remote_ot Rename lcrosoft Excel Today,
b @ Microsoft word
getvirtual Me o press “DefaultProfile. log” Today,
Yellow Notes

Duplicate J Toxtdit

Green Make Alias
e Al % Visual Studio Code

@ Orange

L]

L]

® Blue Quick Look
.

L]

@

App Store...
Gther...

_

Purple Copy
Gray Share...

All Tags... XXX X )

Tags...

Quick Actions >

‘ (@ Restaurar sesién X [privatefvar/logiversafEIFDefaultPrc X 4 v

&
o o D) flefiorivateartogfversafEIRID e log i @ a =

.

%

Este fichero XML no parece tener ninguna informaci6n de estilo asociada. Se muestra debajo el 4rbol del documento.

CaNCI
4
=
v

<version>5314</version>
<is-running>false</is-running>
<product=Xprotect</product>
<service>0</service>

i Bt
<is-installed>truc</is-installed>
<last-scan-time/>
<vendor>Apple Inc.</vendor>

It ion>fal

<last: it date>0</last it daty

p
<minor>0</minor>
<raw_version>3314</raw_version>
<patch>0</patch>
<major>5314</major>

</software>

—<software>
<major>13</major>
<is-configured>true</is-configured>
<version>13.7 8</version>
<product>Gatekeeper</product>
<vendor>Apple Inc.</vendor>
<service>8</service>
<is-installed>true</is-installed>
last ition-update>-11</last iti dats
<last-scan-time/>
<is-running>false</is-running>
<raw_version>13.7.8</raw_version>
<patch>0</paich>
<minor>7</minor>

</software>
</softwares>
@ <[antimalware>
—<firewall>

Terminal (macQOS):
e view AV check (raw)
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cat /private/var/log/versa/EIP/check-av.json

e view formatted JSON (if python is available)

python3 -m json.tool /private/var/log/versa/EIP/check-av.json | less

Anti-malware

Anti-malware validation within an Endpoint Identity Profile (EIP) provides a way to confirm that endpoints are
running an approved security agent and that the protection status is healthy. This method helps ensure

devices are protected against malicious software before being granted access to enterprise resources.

For macOS devices, administrators can check the installed and running anti-malware software either through

the EIP posture logs (/private/var/log/versa/EIP/check-av.json) or directly from the system:

e To verify if a specific process (e.g., CrowdStrike, Jamf Protect, Malwarebytes) is running:

ps aux | grep -i crowdstrike

Scenario: An organization requires that all corporate laptops have an approved anti-malware agent installed
and active (for example, CrowdStrike Falcon, Malwarebytes or Jamf Protect). In the EIP Profile, the

administrator defines compliance rules for anti-malware. When a device connects:

e If the anti-malware software is installed and running, the device is considered compliant.

e If the software is missing or inactive, the device is flagged as non-compliant and access may be re-
stricted.

e This ensures that only endpoints with active anti-malware protection can access sensitive corporate

applications, reinforcing Zero Trust posture validation.

Step 1: Create an EIP Object with AntiMalware

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Objects
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Click on "+ Add" to create a new EIP Object.
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Enter a descriptive name for your EIP object. Example: EIP_AntiMalware_Malwarebytes. And Select AntiMalware

from the dropdown.
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Add EIP Object x
Name*
Description
Category
Installed Configured Running Realtime
@® Disabled O True (O False ® Disabled O True (O False ® Disabled O True (O False ® Disabled O True (O False
Last Definition Update Time(in hours) Last Scan Time{in minutes)
Vendor Product
Major Minor

In the Anti-Malware section of the EIP object, configure the following options to validate that the endpoint is protected:
e Installed: True
e Configured: True
e Running: True
e Realtime: True (optional but recommended)
e Vendor / Product: Specify the approved anti-malware solution.
As an example, the screenshot below shows Malwarebytes configured with the values:
o Vendor: Malwarebytes Corporation

o Product: Malwarebytes
This configuration ensures that endpoints are only considered compliant if Malwarebytes is both installed and actively

running. If the product is missing or inactive, the device will be flagged as non-compliant and may be denied access to

corporate resources.
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Add EIP Object x

Name*

EIP_AntiMalware

Description

Category

AntiMatware

Installed Configured Running Realtime
O Disabled @ True |O False O Disabled  ® True| O Fakse O Disabled  ® True [ O False @® Disabled O True (O False
Last Definition Update Time(in hours) Last Scan Timelin mintes)
|
Vendor Product
Malwarebytes Carporation Matwarebytes
Major Minor

Step 2: Create an EIP Profile Using AntiMalware

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Profiles

Aderielstyator i
Service Provider Administratos

| | TR
=

W VERSA ACME-ONE CONFIGURATION Q Amercationots v = Wingn v O

Y Fiter +r08 B ©feteen B Setext Cohanvn v

Click on "+ Add" to start creating a new profile.
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In the Create EIP Profile window, Click on "+ Add" to define a new rule.
WVERSA  ACME-ONE CONFIGURATION )] meaman v Em wewn « @ S ™
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Create a Rule for AntiMalware

Enter a Name for your rule, Example, EIP_AntiMalware_Malwarebytes.
You would (Optional) Add a description for clarity.

Click “+ Add" to attach an EIP Object.
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Add Rules x

Name™
EIP_AntiMalware_Malwarebytes

Description

+Add |i Select Columns ~

Category Objects User Defined Objects Predefined Objects

No Data

Cancel “

In Add EIP Object dialog, choose the Category. Example AntiMalware.
Select an existing EIP Object or create a new one. For example, an object was created to verify if MacOs AntiMalware

Malwarebytes is installed, running and configured in the previous section.

Add EIP Object %

Category

User Defined EIP Objects

[CEIPﬁAnﬁMaIwareﬁMalwarebytE ) ]

Predefined EIP Objects

Click Next and then Enter a descriptive name for your EIP object. Example: EIP_AntiMalware_Malwarebytes.

Review and Save the Profile creation
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Create EIP Profile

@

Rules Review & Submit

Review your EIP Profiles configuration below

General

Name* & Description

€16 AntiMaware_Mahwarebytes|

Tags

Rules  # Edit

Name Categary Objects User Defined Objects Predefined Objects

EIP_AntiMatware Matwarebytes AntiMshware 1 > EIPAntiMalware Mahwarsbyte

Note: After creating the EIP Object and configuring the EIP Profile and Agent Profile, you must apply them to the Secure

Access Client policy to enforce device posture validation and continue evaluation.

Step 3: Navigate to the EIP Agent Section

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Agents

Y Fiter *r0 B £ betres © Satext Columen v

Py ohde N [ Puter

vV vV v v v

tn 10 = - Rows per Page Cotopege 1+

Step 4: Create an EIP Agent Profile

Important Note: Instead of creating a new agent manually, you can also use a predefined Versa Anti-Malware agent.
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In the Predefined tab, search for antimalware and select the predefined category that matches your requirements. This

option already includes baseline rules such as Installed: True, Configured: True, and others.

UserDefined  Predefined

Q % Y Filter & Refresh Select Columns ~

Profile Name Deseription Rules:
Category Match Criteria
AntiMalware Installed: True

Configured: True

Options with true

nition Update Time(in hours): True

Last
Show Mare

AntiMalware_category_software

Match Criteria

AntiMalware Installed: Disabied
Configured: Disabled

Options wih true
Definttion

pdate Time(in hours): True

Show Mare

>
> AntiMsiware cstegory_product AntiMalware_category_product
> Versa_Recommended Versa_Recommended 18
> AntiMalware category_vendor AntiMalware_category vendor
Showing 1-60f 6 results 10 = Rows per Page Gotopage 1+ 1

Click on Add to create a new Agent profile.

W VERSA SSeFabric CONFIGURATION (o) Ancricafbomta = W Engan v @ SN ™

Publish (0)

UsarDefined  Predefined

Q. Search by keyword or nam T Filter + Add & Refresh Select Columns ~

Profile Nama. Description Rules

> Check FW 1

3 EIPAgent Registry Avast Free 1

> EIP.Agent Reistry MS Tesms 1

> EIP.Agent Windows Resistry 1

> Frefox 1

3 menaed-laohop-fw-av 4
Showing 1-60f 6results 10 = Rows per Page Gotopage 1% 1

Click on "+Add" to create a new rule. Then choose general
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W VERSA ACME-ONE CONFIGURATION D) America/Bogola ~ 7= W Englsn (@) | Admimitreter v

Service Provider Administrator

(i Create EIP Agent Profile

H0O)

Review & Submit

+ Add Select Columns ~

Category Match Categories

NoData

In the Anti-Malware category of the Agent Profile, configure the following options:
e Installed: True
e Configured: True
e Running: True
e Realtime: True (optional but recommended)
e Vendor: True

e Product: True

This configuration ensures that endpoints are validated for the presence and activity of anti-malware protection. Devices

that fail any of these checks will be flagged as non-compliant and may be restricted from accessing corporate resources.
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Add Rules x
Category

AntiMatware

Configured Installest Running Realtime
O Disabled @ True | O False O Disabled @ True |O False O Disabled  ® True | O False O Disabled O True O False
Last Definition Update Timefin hours) Last Scan Time(in minutes)
@® Disabled ) True (O False ® Disabled O True (O False
Software Details
Vendor Product
() Disabled ® True | O False _ Disabled ® True | O False
Major Minor Service Patch
@ Disabled O True O False ® Disabled O True (O False @ Disaled O True O False @ Disabled (O True (O Fakse

Cor D) .

Click on “next” to enter a descriptive Profile Name (Example., EIP_Agent_AntiMalware).

Edit EIP Agent Profile: EIP_Agent_AntiMalware

Rules. Review & Submit

+ Add Select Columns v
Category
AntiMalware bl
Last Definition Update Time(in hours) : Disabled
Show More
Showing1-1of results 10~ RowsperPage Gotopage 1 = 1
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Edit EIP Agent Profile: EIP_Agent_AntiMalware

Review your EIP Agents configuration below

General

Neme* © Description

EIP_Agent AntiMalvare

Tags

Rules  # Edit

Catogory Match Categories.

AntiMalware Installed: True
Configured: True

bied
n Update Time(in hours): Disabled

Step 5: Configure Secure Client Access Rule

Navigate to:

Configure > Security Service Edge > Secure Access > Client-based Access > Rules.

Click “+ Add" to create a new Secure Access Client rule or edit an existing rule.

In the Match Criteria configuration, go to the Endpoint Posture section. Under the Endpoint Information Profile (EIP)

panel, select the desired profile by navigating to the User Defined tab and clicking on Add Existing EIP Profile. Then,

choose the EIP profile you previously created. Example EIP_AntiMalware_Malwarebytes).
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Edit Client-based Access Rule: Secure_Access_Mac_Profile

Operating System Users & Groups. 0 Sourca Geo Location & Traffic Action Gateways Client Configuration Agont Profile From EIP Review & Configuro

Sourca IP Address

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

If you'd like, you can customize your options by choosing what to include or exclude below.

°[ Endpoint Information Profile (EIP) l

e with the values for the different EIP attributes collected by the Versa Client. This can be used by the Versa Cloud Gateways for granular policy enforcement based on the end user’s entity risk

+ Create New EIP Profile

Select Columns v

Description Rules

Showing 1-1of 1results 10 *  Rowsper Page Gotopage 1~

=) (= ) S ST

In action configuration, under the Agent Profile From EIP section, set the Type to User Defined and select the EIP
Agent Profile you previously created. Example EIP_AntiMalware. The Match Categories panel will display the defined
validation criteria, such as registry paths or process checks, ensuring that the selected EIP Agent Profile is applied for

endpoint posture verification.

Edit Client-based Access Rule: Secure_Access Mac_Profile

Operating System Users & Groups Endpoint Postura ‘Soures Geo Location & Tratfie Action Gataways memmwmo Agent Profile From EIP Review & Configure

Sourca IP Address

EIP Agent Profile
Type EIP Agent Profiles
o’ User Defined - l EIP_Agent AntiMalvare - | +CreateNew
Category Match Categories.
AntiMalware Installed : True
Configured : True
Running : True
Realtime :Disabled
Last Definition Update Timelin hours) : Disabled
Show More
== [
Verification

At this time, the macOS device does not have Malwarebytes installed. When the Versa SASE Client
attempts to connect, the authentication fails due to the EIP policy that requires an approved

antimalware product.
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SASE Client

W VERSA

test2@versalab.com

demo-org-23

SSE-BLR-LAB-GW1-001

d

Failed to connect!

You are not allowed to connect to the
enterprise VPN, please contact
administrator

To confirm the posture on the endpoint, you would check whether Malwarebytes is installed or running by executing

the following command in Terminal:

ps aux | grep -i Malwarebytes

diego-pro@diego-Mac ~ %

diego-pro@diego-Mac ~ % ps aux | grep —-i malwarebyte

diego-pro 79599 0.0 0.0 34121316 632 s@00 S+ 3:57PM  0:00.00 grep -i malwarebyte
diego-pro@diego-Mac ~
diego-pro@diego-Mac ~
diego-pro@diego-Mac ~
diego-pro@diego-Mac ~
diego-pro@diego-Mac ~
diego-pro@diego-Mac ~
diego-pro@diego-Mac ~

%
%
%
%
%
%
%
diego-pro@diego-Mac ~ %

The command output shows no active Malwarebytes process, which validates that the software is not present before

installation.

In addition, reviewing the EIP posture log collected from the device confirms that only the native Apple security
components are detected:

e Vendor: Apple Inc.

e Product: XProtect — version 5314

e Product: Gatekeeper — version 13.7.8
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This baseline confirms that the macOS endpoint currently relies only on built-in protections (XProtect and Gatekeeper)

and does not yet meet the policy requirement for Malwarebytes

C O file:/ifprivatefvar/log/versa/EIP/demo-org-23.log w @ 9

¥, 0

—<antimalware>
—<softwares>
—<software>
<minor>0</minor>
<is-running>truc</is-running>

ENCHN O

T P tion>true</r ime-p tion>
<is-installed>true</is-installed>
<vendor>Apple Inc.</vendor>
<patch>0</patch>
<is >true</is-
<last-scan-time/>
<service>0</service>
<product>Xprotect</product>
<major>5314</major>

</software>

—<software>
<minor>7</minor>
<patch>0</patch>
<major>13</major>
<realti jon>true</r
<service>B</service>
<vendor>Apple Inc.</vendor>
<is ig) true</is-config;

<is-running>false</is-running>

<is-installed>true</is-installed>>
<product>Gatekeeper</product>
<last-scan-time/>
</software>
</softwares>
</antimalware>
—<browser>
—<softwares>
—<software>
@ <patch>133</patch>

After installing Malwarebytes, the Versa SASE Client is now able to authenticate successfully and establish a secure

connection to the enterprise VPN.

SASE Client

W VERSA

Enterprise: demo-org-23
Gateway: SSE-BLR-LAB-GW1-001

User: test2@versalab.com

Connection Status

9

00:02:12
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To confirm the posture on the endpoint, you would check again whether Malwarebytes is installed and running by

executing the following command in Terminal:

ps aux | grep -i Malwarebytes

diego-pro@diego-Mac ~ % ]
diego-pro@diego-Mac ~ % ]
diego-pro@diego-Mac ~ % ]
diego-pro@diego-Mac ~ % ps aux | grep -i malwarebyte

root 79902 1.4 1.7 35599836 139412 ?? S<s 4:18PM  0:40.92 /Library/Application Support/Malwarebytes/MBAM/E
ngine.bundle/Contents/PlugIns/RTProtectionDaemon.app/Contents/MacOS/RTProtectionDaemon -i Malwarebytes-Mac-5.17.0.3365.pkg
diego-pro 79926 0.9 0.8 35197524 67648 ?? S 4:18PM  0:05.46 /Applications/Malwarebytes.app/Contents/Mac0S/Ma
lwarebytes

diego-pro 79922 0.9 0.4 35478512 32832 22 S 4:18PM  0:00.83 /Library/Application Support/Malwarebytes/MBAM/E
ngine.bundle/Contents/PlugIns/FrontendAgent.app/Contents/Mac0S/FrontendAgent

root 79912 0.9 0.2 34196096 13016 ?? Ss 4:18PM  0:01.43 /Library/Application Support/Malwarebytes/MBAM/E

ngine.bundle/Contents/PlugIns/SettingsDaemon.app/Contents/Mac0S/SettingsDaemon

com.malwarebytes.mbam.nobody 62038 0.0 0.0 33630480 1088 ?? S 12:54PM  0:00.29 /usr/sbin/distnoted agent
diego-pro 79984 0.0 0.0 34121208 436 s000 R+ 4:20PM 0:00.00 grep -i malwarebyte
diego-pro@diego-Mac ~ % I

the command output shows multiple active processes related to Malwarebytes, including the
RTProtectionDaemon, FrontendAgent, and SettingsDaemon, which indicates that the

antimalware agent is installed and running properly.

Reviewing the updated EIP posture log confirms detection of Malwarebytes alongside the native

Apple protections:

Vendor: Malwarebytes Corporation

e Product: Malwarebytes — version 5.17.0.3365
e Vendor: Apple Inc.

e Product: XProtect — version 5314

e Product: Gatekeeper — version 13.7.8
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=)
. </cloud_storage>
—<antimalware>
—<softwares>
—<software>
<service>0</service>

C O file:fjfprivate/varflog/versa/EIP/demo-org-23.log °0% T @ 0

<last-scan-time/>
<major>5</major>
<is-installed>true</is-installed>
<patch>3365</patch>
<is-running>true</is-running>
<minor>17</minor>

<vendor>Malwarebytes Corporation</vendor>
s-conli

IS

<is-configureds1 i 15
[mﬁgmﬂm
</Software>

—<sof

<service>0</service>

<product>Xprotect</product>

<minor>0</minor>
i tecti

<is-installed>true</is-installed>
<patch>0</patch>
<is-running>true</is-running>
<vendor>Apple Inc.</vendor>
<last-scan-time/>
<is-configured>true</is-configured>
<major>5314</major>
</software>

—<software>
<service>8</service>
<product>Gatekeeper</product>
<minor>7</minor>
<major>13</major>
<last-scan-time/>
<patch>0</patch>

ime-protection>
<is-configured>true</is-configured>
<is-running>false</is-running>
<is-installed>true</is-installed>
<vendor>Apple Inc.</vendor>
</software>

You check the Concerto logs to validate that the EIP authentication profile matches the expected
profile. In Concerto From the log view (View > Dashboard > Secure Access > Logs > Endpoint

Information Profile > Logs).

Select an appliance * Lastizhours

cers

EIP User Profile Logs

Click toset K C©  show 10 v Entriesqy
Receive Time - Appllance User User 1P EIP Profie EPRue EIPHost Frindy User Name
(Se016th2025, 42221705 SSEBLR-LAB-GW1 testz@versalab.com 10023135 EIP AntiMaiware Matwarebytes EIP_AntiMatware Malwarsbytes em Mo testz@versaisbom )
Seo 16th 2025, 422:12PM-05 SSE-BLR-LAB-GW1 test2@versalab.com 10023134 EIP AntiMaiware Malwarebytes EIP_AntiMatware Malwarsbytes dieao-Mac

S0 16th 2025, 3:56:37 PM-05 SSEBLRLAB-GWI testz@versalab.com 10023134 EIP AntiMaiware Malwarcbytes EIP_AntiMatware Malwarsbytes diego-Mac

S0 16th 2025, 354:24PM 05 SSEBLR-LAB-GW1 test2@versalabcom 10023134 EIP AntiMaiware Matwarsbytes EIP_AntiMatware Malwarsbytes dieso-Mac

Seo 16th 2025, 35559 PM 05 SSE-BLR-LAB-GWL test2@versalab.com 10023134 EIP AntiMaiware Malwarebytes EIP_AntiMatware Malwarsbytes dieaoMac

$ep16th 2025, 3:55:49 PM-05 SSE-BLR-LAB-GW1 testz@varsalab.com 10023133 EIP AntiMaiware Malwarebytes EIP_AntiMatware Malwarsbytes diego-Mac

Sep16th 2025, 346:42PM -05 SSEBLR-LAB-GW1 test2@versalab.com 10023133 EIP AntiMaiware Malwarebytes EIP_AntiMatware Malwarsbytes diesoMac  test2@versalabicom

Sep 16th 2025, 34833 PM-05 SSE-BLR-LAB-GW1 test2@versalab.com 10023132 EIP AntiMaiware Malwarebytes EIP_AntiMshware_ Malvarebytes diego-Mac

S0 16th 2025, 345:52PM -05 SSEBLR-LAB-GW1 testa@versalabcom 10023132 EIP AntiMaiware Matwarebytes EIP_AntiMatware Malwarsbytes diego-Mac

Sep 16th 2025, 34505 PM -05 SSE-BLRLAB-GW1 test2@versalab.com 10023132 EIP AntiMaiware Malwarchytes EIP_AntiMahware Malwarebytes diegorMac

Showing 1t 100f 1B entries 2 Next

Entry show that the endpoint matches the EIP_AntiMalware_Malwarebytes profile and rule after
Malwarebytes is installed. The appliance, user, and host details confirm that the macOS device,
associated with user, is evaluated against the correct profile. This confirms that the endpoint is
recognized as compliant, the EIP profile and rule are enforced, and secure access is granted

according to the posture policy.
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Hostname validation within an Endpoint Identity Profile (EIP) provides a way to identify endpoints
based on their configured system name. This method can help enforce organizational naming

standards and provide an additional layer of compliance control.

For macOS devices, administrators can configure or verify hostnames directly from the terminal:
e To set the hostname:

sudo scutil --set HostName "your-new-name.domain.com"
e To check the hostname:

scutil --get HostName

Scenario: An organization requires all corporate laptops to follow a naming convention, such as
hostname.department.corp.local. In the EIP Profile, the administrator defines an allowed list of

hostnames. When a device connects:
e Ifthe hostname matches an entry in the allowed list, the device is considered compliant.

e If the hostname does not match, the device is flagged as non-compliant and may be

restricted from accessing corporate resources.

This ensures that only systems configured with the approved naming scheme can access protected

applications.

Step 1: Create an EIP Object with hostname

+J VERSA

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Objects
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Click on "+ Add" to create a new EIP Object.

W veRSsA ACME-ONE CONFIGURATION ) AreriaBots < 5= MEngsh v O e
. EIP Otjects
Contpes

a s ] T Fitter J & Refresh B Sebert Columen, A

HoData

Enter a descriptive name for your EIP object. Example: EIP_Hostname. And Select general from the dropdown.
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Add EIP Object x
Name™

Description

Category

Hast Name: Host 1D

Windows Domain User Name

05 Vendor 05 Product

08 Major 08 Minor

® Disabled O Value (O Range @® Disabled (O Value () Range

== ) .

Go to Hostname and Enter the hostname to check Example:

mac-versalab

Add EIP Object x
Name®

EIP_Hostname
Description
Category

General
Host Narne Host ID
Windows Domain User Name
0 Vendar 05 Product
05 Major 05 Minar

@® Disabled (O Value () Range @ Disabled (O Value O Range

.

Step 2: Create an EIP Profile Using Host ID

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Profiles
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CONFIGURATION

Click on “+ Add" to start creating a new profile.

W vERSA ACME-ONE COMFIGURATION
ki
8
Contis
Lhor Defrwd Prodefined
Q T
Protie Mame Dcription

@

@

Americationots J

2 Noteesn

AmericaBogota ~ 8

£ Refresh

In the Create EIP Profile window, Click on “+ Add” to define a new rule.

Admiodstiates )
Servicr Provider Administs stor

wigs v 0

Seloxt Cohumvs M

Adevinistrstor
- ~ ~
Eresh O | o rovider Admiistrater

] Select Caturnves “

) VERSA
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WVERSA  ACME-ONE CONFIGURATION ) Amercaossts T W Erglth v ) Do e

®
Select Coluvs “
Lo Deesecrigtion Manch Cateperies.
BTN e
Create a General Rule for hostname
Enter a Name for your rule, Example, EIP_Prof_Hostname_Mac.
You would (Optional) Add a description for clarity.
Click "+ Add" to attach an EIP Object.
Add Rules x
Name*
EIP_Prof_Hostname_Mac
Description
Select Columns v
Category Objects User Defined Objects Predefined Objects

No Data

Cancel “

In Add EIP Object dialog, choose the Category. Example general.

Select an existing EIP Object or create a new one. For example, an object was created to verify if MacOs Hostname in

the previous section.
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Add EIP Object x

Category

User Defined EIP Objects

EIP_Hostname

Predefined EIP Objects

Cance' “

Click Next and then Enter a descriptive name for your EIP object. Example: EIP_Hostname.

Review and Save the Profile creation

Create EIP Profile

@

Rules Review & Submit

Review your EIP Profiles configuration below

General

Name™ () Description

EIP_Pro_Hostname_Mac

Togs

Rules  # Edit

Name Category Objects User Defined Objects Predefined Objects

EIP_Prof_Hostname Mac General 1 “ EIP_Hostrame
Host Name: mac-versalab

Note: After creating the EIP Object and configuring the EIP Profile and Agent Profile, you must apply them to the Secure

Access Client policy to enforce device posture validation and continue evaluation.

Step 3: Navigate to the EIP Agent Section

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Agents
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Step 4: Create an EIP Agent Profile

) VERSA

© Sedext Columen v

Gotopege 1 -

Important Note: Instead of creating a new agent manually, you can also use a predefined Versa Hostname agent. In

the Predefined tab, search for domain and select General_category_hostname, which already includes the rule hostname:

True.

P Profi EIP Ot EIP Agents

o

Q %® Y Filter
Profile Name

V¥ General category_hostname

»  Versa Recommended

¥ General category all

Showing 1-30f 3results 10 ~ Rows per Page

& Refresh

Description

General_category_hostname

Flost 1D Disabied
Windows Domain: Disabled
Username: Disabled

05 Vandor: Disabled
Shaw Mare

Versa Recommended

General_category._al

Click on Add to create a new Agent profile.

Select Columns v

Rules.

Gotopage 1+ 1
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Service Provider Administrator

Publish [0)
»

fin

W VERSA SSeFabric CONFIGURATION (o) America/Borota ~ 7= M Engish @) | AdmnStolor

UsarDefined  Predefined

Q. Searchbykeywordorname | T Filter + Add & Refresh Select Columns ~

Profile Nama. Deseription Rulas
¥ Check FW 1
> EIP.Agent Resistry Avast Frae 1
> EIP.Agent Rgistry MS Teams 1
¥ EIP_Agent Windows_Registry 1
> Firefox 1
> 4

Showing 1-60f 6results 10 = Rows per Page Gotopage 1+ 1

Click on "+Add" to create a new rule. Then choose general
Administrator

W VERSA ACME-ONE CONFIGURATION D AmericaBorcta v = W Eghn v @ B Y

Create EIP Agent Profile

H0O]

+ Add Select Columns v

Categary Match Categories

NoData

In the general section, locate click hostname by default is set to Disable change to true, then Click Add.
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Add Rules x
Category
| General .
Host Name HostID Windows Domain Username
O Disabled False @® Disabled O True O False ® Disabled O True O False Dissled O True O False
08 Vendor 08 Product
@ Dissbled O True O False @ Disabled O False
Major Minor Service 05 Patch
) True () False @® Disabled O True False ® Disabled O True (O False ® Disabled (O True () False

Click on “next” to enter a descriptive Profile Name (Example., EIP_Agent_Hostname).

Create EIP Agent Profile
Rues Review & Submit
+ Add Select Columns v
Category Match Categories
Host Name : True
Host ID : Disabled
General ‘Windows Domain : Disabled
gy Username  : Disabled
OS Vendor : Disabled
Show More
Showing 11 of 1 re: 10~ RowsperPage Gotopage 1~ 1

Create EIP Agent Profile
Rules Review & Submit
Review your EIP Agents configuration below
General
Name* () Description

Rules  # Edit
Category Match Categorles
General HastName: True

Host ID: Disabled
Windows Domain: Disabled
Username: Disabled

05 Vendor: Disabled

Show More

Cancel ] [ Back
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Step 5: Configure Secure Client Access Rule

Navigate to:

Configure > Security Service Edge > Secure Access > Client-based Access > Rules.
Click "+ Add" to create a new Secure Access Client rule or edit an existing rule.

In the Match Criteria configuration, go to the Endpoint Posture section. Under the Endpoint Information Profile (EIP)
panel, select the desired profile by navigating to the User Defined tab and clicking on Add Existing EIP Profile. Then,

choose the EIP profile you previously created. Example EIP_Prof_Hostname_Mac).

Edit Client-based Access Rule: Secure_Access_ Mac_Profile

Operating System Users &Groups o Source Geo Location & Tratfic Action Gateways Client Configuration Agent Profile From EIP Review & Configure
Address

Sourca P

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

1f you'd like, you can customize your options by choosing what to include or exclude below

€ Back e [ Endpoint Information Profile (EIP) ]

le with the values for the different EIP attributes collected by the Versa Client. This can be used by the Versa Cloud Gateways for granular policy enforcement based on the end user’s entity risk

+ Create New EIP Profile

Select Columns v

Description Rules

> EIP_Hostname

10 - RowsperPage Gotopage 1~ 1

Cee ) =) e
. |

In action configuration, under the Agent Profile From EIP section, set the Type to User Defined and select the EIP
Agent Profile you previously created. Example EIP_Agent_Host_ID. The Match Categories panel will display the defined
validation criteria, such as registry paths or process checks, ensuring that the selected EIP Agent Profile is applied for

endpoint posture verification.
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Edit Client-based Access Rule: Secure_Access_Mac_Profile

Oparating Systom Users & Groups Endpoint Posture Source Gea Location & Traffic Action Gateways Client Configuration Agont Profile From EIP Raview & Configure
Source [P Address

EIP Agent Profile

Type EIP Agent Profiles
e User Defined - a Agent_Hostname . +CresteNew

Disk- Encryption

Disk encryption validation within an EIP verifies that endpoints use full-disk encryption before access is
granted, helping protect data at rest on lost or stolen devices.
For macOS devices, administrators can check encryption status either through the EIP posture logs
(/private/var/log/versa/EIP/check-encryption.json) or directly from the system:
. To verify FileVault status from the command line:
fdesetup status

e FileVault is On > the system drive is encrypted.

e FileVault is Off > the system drive is not encrypted.

e Encryption in progress > the drive is currently encrypting.

.
Note (macOS): Disk encryption is available natively via FileVault (built in by default). You can enable it in
System Settings — Privacy & Security — FileVault or via CLI (sudo fdesetup enable). If your organization
uses a third-party disk-encryption tool, confirm that the EIP posture checks recognize that solution before

enforcing compliance.

Scenario: An organization requires all corporate Macs to have disk encryption enabled (As an Example
FileVault). In the EIP Profile, the administrator defines compliance rules for disk encryption. When a device
connects:

e If disk encryption is enabled and running, the device is considered compliant.

e If disk encryption is disabled, enabled but is not detected, the device is non-compliant and
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access may be restricted.
e This ensures only endpoints with full-disk encryption can access sensitive corporate applica-

tions, reinforcing Zero Trust posture validation.

Step 1: Create an EIP Object with Disk Encryption

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Objects

W VERSA ACME-ONE CONFIGURATION ) Amatonts v T WEgeh v @ famewwe v
i ] =
2[z==]
whwd  Prodefeed
Yr + e Setect Columre v
Ot N Desar pton Cotmpory Otsect Oty

Click on "+ Add" to create a new EIP Object.
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W VERSA ACME-ONE CONFIGURATION D AreriaBomots 5= Egsh v O et e
s Procetned
Q bty Y Filter + Add ] & Redresh a Salect Colume -
Ojact Nama Dwscription Catagery Otsjoct Detal

Enter a descriptive name for your EIP object. Example: EIP_DiskEncryption. And Select DiskEncryption from the

dropdown.

Add EIP Object =

Name*

EIP_DiskEncry_ FlleVault

Description

Category

Disk Encryption

Installed Configured Running

@ Disabled O True O False ® Disabled O True O False @ Disabled O True O False

‘Vendor Product

Service Patch

In the Disk-Encryption section of the EIP object, configure the following options to validate that the endpoint is
protected:

e Installed: True

e Configured: True

e Running: True

e Vendor / Product: Specify the approved Disk Encryption solution.
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As an example, the screenshot below shows FileVault by Apple configured with the values:

o Vendor: Apple

o Product: FileVault

This configuration ensures that endpoints are only considered compliant if FileVault disk encryption is installed,
configured, and actively running. If FileVault is disabled or not active, the device is flagged as non-compliant and may

be denied access to corporate resources.

Add EIP Object x
Name*

EIP_DiskEncry_FlleVault
Description
Category

Disk Encryption

Installed Configured Running

) Disabled ) False *) Disabled O False D) Disabled D False
Vendor Product

T
Major Minor

® Disabled () Vale ) Range

Service Patch

Step 2: Create an EIP Profile Using Disk Encryption

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Profiles
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ACME-ONE CONFIGURATION

Click on “+ Add" to start creating a new profile.

W VERSA ACME-ONE CONFIGURATION
. P Proh
Confugy .
Lhor Defrwd Prodefined
Q T Fine
Protie Mame Dcription

>

@

AmericaBonots T

& Natresn

AmericaBogota ~ 8

¥ Refresh

In the Create EIP Profile window, Click on “+ Add" to define a new rule.

- Coght

o Aderielstyatoe i
Service Provider Acministratos

Pt (1)

Selext Cohumvs M

g ~ | () | AUl

Service Pronides Administrates

Select Colume. -

) VERSA
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Servicn Provider Adminitrstor

o

Riview B St

Sebect Cohuv “
Lo Deesecrigtion Manch Cabeperies.
BTN e
Create a Rule for Disk Encryption
Enter a Name for your rule, Example, EIP_DiskEncryption_FileVault.
You would (Optional) Add a description for clarity.
Click "+ Add" to attach an EIP Object.
Add Rules x
Name*
Description
+Add Select Columns v
Category Objects User Defined Objects Predefined Objects

No Data

Cancel “

In Add EIP Object dialog, choose the Category. Example DiskEncryption.

) VERSA

Select an existing EIP Object or create a new one. For example, an object was created to verify if MacOs DiskEncryption

is installed, running and configured in the previous section.
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Add EIP Object x
Category

Disk Encryption

User Defined EIP Objects

EIP_DiskEncry_FileVault

Predefined EIP Objects

Cancel “

Click Next and then Enter a descriptive name for your EIP object. Example: EIP_DiskEncry_FileVault.

Review and Save the Profile creation

Create EIP Profile

®

Rules Review & Submit

Review your EIP Profiles configuration below

General

Name® © Description

EIP_DiskEncryption_Filevaul

Tags

Rules  # Edit

Name Category Objects User Defined Objects Predefined Objects

EIP_DiskEncryption_FileVault Disk Encryption 1 > EIP_DiskEncry_FileVault

Note: After creating the EIP Object and configuring the EIP Profile and Agent Profile, you must apply them to the Secure

Access Client policy to enforce device posture validation and continue evaluation.

Step 3: Navigate to the EIP Agent Section

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Agents
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Y Fitter +r0 B hdeh 8 Sedext Columen v

Profbe Name [ Paber

vV vv v v

10 * * Rows per Page Gotopege 1 -

Step 4: Create an EIP Agent Profile

Important Note: Instead of creating a new agent manually, you can also use a predefined Versa Disk-Encryption agent.
In the Predefined tab, search for diskencryption and select the predefined category that matches your requirements.

This option already includes baseline rules such as Installed: True, Configured: True, and others.

1

| diskencryption x Y Filter 2 Refresh Select Columns ~

IR Profile Mame Description Rules
~ " DiskEncryption_category_product DiskEncryption_ category_product 1
Category Match Criteria
Disk Encryption Installed: Disabled
Configured: Disabled

5 Towiore options with true
v DiskEncryption_category all DiskEncryption_category all 1
Category Match Criteria
Disk Encryption Installed: True
Configured: True
Running: True oplions with true
Vendor: True
Product: Tue
Show Mare
¥ Verss Recommended ‘Versa Recommended 18
> DiskEncryption_ category_vendor_and_product DiskEncrypion_category_vendor_and product 1
> DiskEncryption_category_vendor DiskEncryption_category_vendor 1
Showing1-5of Sresults 10 = Rows per Page Gotopage 1 - 1

Click on Add to create a new Agent profile.
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Service Provider Administrator

Publish [0)
»

f

W VERSA SSeFabric CONFIGURATION o) America/Borota ~ 7= M Engish @) | AdmnStolor

User Defined Predefined
Q. Search by keywordc T Filter + Add & Refresh Select Columns ~
Profile Name Description Rules
> CheckFW 1
> EIPAgent Registry Avast Free 1
> EIP_Agent_Rgistry_MS _Teams 1
> EIP_Agent Windows_Registry 1
3 Firefox 1
> sc-laptop-tur-av 4

Showing 1-60f 6results 10 = Rows per Page Gotopage 1 - 1

Click on "+Add" to create a new rule. Then choose general

Administrator

W VERSA ACME-ONE CONFIGURATION D Americalbogota v = mEgen v @ | ™

fd Create EIP Agent Profile

H0O]

Review & Submit

+ Add Select Columns v

Categary Match Categories

NoData

In the Disk Encryption category of the Agent Profile, configure the following options:
e Installed: True
e Configured: True
e Running: True
e Vendor True

e Product True

This configuration ensures that endpoints are validated for the presence and activity of disk encryption. Devices that fail
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any of these checks are flagged as non-compliant and may be restricted from accessing corporate resources.

Edit Rules x
Category

Disk Encryption

Configured Installed Running

Software Details
Vendor Product
Major Minor Service Patch
@ Disabled O True O False ® Disabled () True O False @® Disabled (O True () False @ Disabled (O True (O False

Click on “next” to enter a descriptive Profile Name (Example., EIP_Agent_DiskEncryp_FileVault).

Create EIP Agent Profile

0

Review & Submit

+ Add Select Columns v

Category Match Categories
Installed : True
Configured : True
Running : True

Disk Encryption Vendor :Disabled

Showing1-1of fresults 10 ~  RowsperPage Gotopage 1~ 1

106



Create EIP Agent Profile

Review your EIP Agents configuration below

General

Name* (O Description

EIP_Agent_DiskEncryption|

Tags

Rules # Edit

Category

Disk Encryption

Step 5: Configure Secure Client Access Rule

Navigate

Configure > Security Service Edge > Secure Access > Client-based Access > Rules.

Click “+ Add" to create a new Secure Access Client rule or edit an existing rule.

+J VERSA

to:

In the Match Criteria configuration, go to the Endpoint Posture section. Under the Endpoint Information Profile (EIP)

panel, select the desired profile by navigating to the User Defined tab and clicking on Add Existing EIP Profile. Then,

choose the EIP profile you previously created. Example EIP_DiskEncry_FileVault).
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Edit Client-based Access Rule: Secure_Access_Mac_Profile

Operati o “Traffic Action Gateways Client Configuration Agent Profile From EIP Review & Configure

Saurce IP Address.

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

f you'd like, you an customize your options by choosing what to indude or exclude below.

« Back e[Er\dpolnt Information Profile (EIP)]

reate a new profile with the values for the different EIP attributes collected by the Versa Client. This can be used by the Versa Cloud Gateways for granular policy enforcement based on the end user’s entity risk

+ Create New EIP Profile

° 4 Add Existing EIP Profile Select Columns v

Name Description Rules
5
: ;
Mame Objects User Defined Objects Predefined Objects.
EIP_DiskEncry_FileVault 1 > EIP_DiskEncry_FileVault
Showing1-1oflresults 10 =  RowsperPage Gotopage 1 - 1
Cancel l [ Back

In action configuration, under the Agent Profile From EIP section, set the Type to User Defined and select the EIP
Agent Profile you previously created. Example EIP_Agent_DiskEncryp_FileVault. The Match Categories panel will display
the defined validation criteria, such as registry paths or process checks, ensuring that the selected EIP Agent Profile is

applied for endpoint posture verification.

Edit Client-based Access Rule: Secure_Access_Mac_Profile

Operati Traffic Action Gateways E\iulcommlmivno Agent Profile From EIP Review & Configure
Saurce IP Address.

EIP Agent Profile
Type EIP Agent Profiles
o e | EIP_Agent DiskEncryp Filevault = | #CrosteNew
Category Match Categories.
Disk Encryption Installed :True
Configured :True
Running : True
Vendor :True
Product : True
Show: More:
Caneel ] [ Back
Verification

At this time, the macOS device has FileVault disk encryption installed and configured; however, it is
not running. When the Versa SASE Client attempts to connect, the authentication fails due to the EIP

policy that requires active disk encryption.
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SASE Client

W VERSA

test2@versalab.com

demo-org-23

SSE-BLR-LAB-GW1-001

d

Failed to connect!

You are not allowed to connect to the
enterprise VPN, please contact
administrator

To confirm the posture on the endpoint, you would check whether FileVault is enabled and running by executing the

following command in Terminal:

fdesetup status

Mavyv pavesssye s v
diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ % fdesetup status
FileVault is Off.

diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ %

The command output shows that FileVault is not active, which validates that disk encryption is not running on the device.

In addition, reviewing the EIP posture log collected from the device confirms that FileVault disk encryption is detected:
e Vendor: Apple Inc.
e Product: FileVault — version 13.7
e Installed: True
e Configured: True

e Running: False
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This indicates that FileVault is present on the macOS endpoint but not actively running, meaning the device does not

yet meet the EIP policy requirement for disk encryption.

@] [ file:fffprivatefvar/log/versa/EIP/demo-org-23.log 0% Yy @ 9 =

D

o —<disk-encryption>
—<softwares>
—<software>
<service>g</service>
<produet=FileVault</product>
<minor>7</minor>
<major>13</major>
<is-installed>true</is-installed>
<is-running>false</is-running>
<patch>0</patch>
<vendor>Apple Inc.</vendor>
i igured>true</i
</software>
</softwares>
</disk-encryption>
—<endpoint-security>
—<softwares>
—<software>
<vendor>SentinelOne</vendor>
<major>0</major>
<minor>0</minor>
<service>0</service>
<is-installed>true</is-installed>
last. ince>0</last.

@

PG ]

<is-running>false</is-running>
<product>Sentinel Agent</product>
<is-configured>true<fis-configured>
<patch>0</patch>
</software>
</softwares>
</endpoint-security>
—<public_file_sharing>
—<softwares>
<software/>
</softwares>
</public_file_sharing>
—<remaote_control>
—<softwares>
—<software>
<vendor>Microsoft Corporation</vendor>
<product>Microseft Teams</product>
<minor>1207</minor>
& i igured>true</i
<service>3700</service>

o bl VAR A bl

After enabling FileVault and disk encryption is running, the Versa SASE Client is able to authenticate successfully and

establish a secure connection to the enterprise VPN.

SASE Client

WV VERSA

Enterprise: demo-org-23
Gateway: SSE-BLR-LAB-GW1-001

User: test2@versalab.com

Connection Status

O

00:02:12
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To confirm the posture on the endpoint, you would check again whether FileVault disk encryption is enabled and
running by executing the following command in Terminal:

fdesetup status

diego-pro@diego-Mac ~ % |
diego-pro@diego-Mac ~ % ]
diego-pro@diego-Mac ~ % ]
diego-pro@diego-Mac ~ % ps aux | grep -i malwarebyte

root 79902 1.4 1.7 35599836 139412 ?? S<s 4:18PM  0:40.92 /Library/Application Support/Malwarebytes/MBAM/E
ngine.bundle/Contents/PlugIns/RTProtectionDaemon.app/Contents/MacOS/RTProtectionDaemon -i Malwarebytes-Mac-5.17.0.3365.pkg
diego-pro 79926 0.0 0.8 35197524 67648 ?? S 4:18PM  0:05.46 /Applications/Malwarebytes.app/Contents/Mac0S/Ma
lwarebytes

diego-pro 79922 0.9 0.4 35478512 32832 2?2 S 4:18PM  0:00.83 /Library/Application Support/Malwarebytes/MBAM/E
ngine.bundle/Contents/PlugIns/FrontendAgent.app/Contents/MacOS/FrontendAgent

root 79912 0.9 0.2 34196096 13016 ?? Ss 4:18PM  0:01.43 /Library/Application Support/Malwarebytes/MBAM/E

ngine.bundle/Contents/PlugIns/SettingsDaemon.app/Contents/Mac0S/SettingsDaemon

com.malwarebytes.mbam.nobody 62038 0.0 0.0 33630480 1088 ?? S 12:54PM  0:00.29 /usr/sbin/distnoted agent
diego-pro 79984 0.0 0.0 34121208 436 s000 R+ 4:20PM 0:00.00 grep —-i malwarebyte
diego-pro@diego-Mac ~ % I

The command output shows “FileVault is On”, which validates that disk encryption is enabled and

actively protecting the macOS device.

You are able to check the disk encryption status directly in the EIP posture logs located under
/private/var/log/versa/EIP/demo-org-23.log. In the log, the Disk Encryption section lists FileVault
with the attributes is-installed: true, is-configured: true, and is-running: true. This confirms that
FileVault disk encryption is enabled and actively protecting the macOS device, allowing the endpoint

to meet the EIP policy requirement for disk encryption compliance.

[ file:/fprivate/var/log/versa/EIP/demo-org-23.log 0% 1% @ )

0
Q

¢|
a
g
H
§

</messenger>
—<disk-backup>
—<softwares>
—<software>
<service>0817</service>
<major>25</major>
<minor>159</minor>
i d>true</i igured>
<product>OneDrive</product>
<patch>0003</patch>
<is-running>false</is-running>
<is-installed>true</is-installed>
<vendor>Microsoft Corporation</vendor>
</software>
—<software>
<vendor>Apple Inc.</vendor>
<major>1</major>
<minor>3</minor>
<is-configured>true</is-configured>
<is-running>true</is-running>
<patch>0</patch>
<service>0</service>
<is-installed>true</is-installed>
<product>Time Machine</product>
</software>
</softwares>
</disk-backup>
—<disk-encryption>
—<softwares>
—<software>
<service>8</service>
<vendor>Apple Inc.</vendor>
<major>13</major>

P QP

</i igured>
<is-installed>true</is-installed>

<p Iy

<minor> minor>
<product>FileVault</product>
</software>
</softwares>
o] </disk-eneryption>
<leip>

You check the Concerto logs to validate that the EIP authentication profile matches the expected
profile. In Concerto From the log view (View > Dashboard > Secure Access > Logs > Endpoint

Information Profile > Logs).
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Select an appliance - Last 12 hours

EIP User Profile Logs

Click to Set or Clear Filte C  Show 10 v Entriesq
Receive Time ~  Appliance User User P EIP Prafile 1P Rule EIPHost Friendly User Name:

Sep 18th 2025, 9:24:35 PM -05 SSE-BLR-LAB-GW1 test2@versalab.com 10023146 EIP_DiskEncry FileVault EIP_DiskEncry FileVault diego-Mac test2aversasbeom |

Sep 18th 2025, 9:24:25 PM-05 SSE-BLR-LAB-GW1 test2@versalab.com 10023145 EIP_DiskEncry_FileVault EIP_DiskEncry_FileVault diego-Mac
Sep 18th 2025, 9:23:03PM 05 SSE-BLR-LAB-GW1 test2@versalab.com 10023145 EIP_DiskEncry_FileVault EIP_DiskEncry_FileVault diego-Mac
Sep 18th 2025, 10:21:09 AM 05 SSE-BLR-LAB-GW1 test2@versalab.com 10023145 EIP_DiskEncry_FileVauit EIP_DiskEncry_FileVault diego-Mac test2@versalabcom

Sep 18th 2025, 10:20:59 AM -05 SSE-BLR-LAB-GW1 test2@versalab.com 10023.144 EIP_DiskEncry. FileVauit EIP_DiskEncryFileVault disgo-Mac

Showing 110 5 of 5 entries

Entry show that the endpoint matches the EIP_DiskEncry_FileVault profile and rule after
DiskEncryption is running. The appliance, user, and host details confirm that the macOS device,
associated with user, is evaluated against the correct profile. This confirms that the endpoint is
recognized as compliant, the EIP profile and rule are enforced, and secure access is granted

according to the posture policy.

Combined Posture Validation: Disk Encryption + Firewall (CrowdStrike)

This case validates that macOS endpoints not only have full-disk encryption enabled but also run an approved
firewall solution. By combining these checks, organizations can enforce stronger posture requirements that
protect both data at rest and network-level security before granting access to enterprise resources.
For macOS devices, administrators can verify both controls using the EIP posture logs
(/private/var/log/versa/EIP/demo-org-23.log) or directly from the system:
e To verify disk encryption status (FileVault):
o fdesetup status
=  FileVault is On — the system drive is encrypted.
=  FileVault is Off — the system drive is not encrypted.
= Encryption in progress — the drive is currently encrypting.
e To verify the firewall (CrowdStrike Falcon):

o psaux | grep -i crowdstrike

This confirms if the CrowdStrike Falcon agent, which provides firewall and network protection on macQOS, is
installed and actively running.
Scenario: An organization requires all corporate Macs to have FileVault enabled and the CrowdStrike

Falcon firewall service active. In the EIP Profile, the administrator defines compliance rules for both Disk
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Encryption and Firewall categories. When a device connects:

e If FileVault is enabled and running and the CrowdStrike Falcon firewall is installed and active, the
device is considered compliant.

e If either control is missing, disabled, or not detected, the device is non-compliant and access may be
restricted.

e This ensures that only endpoints providing both strong encryption and active network protection can

access sensitive corporate applications, reinforcing Zero Trust posture validation.

Step 1: Create an EIP Object Disk Encryption

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Objects

W VERSA ACME-ONE CONFIGURATION o) Americaomts v B WEgah v O | soes o Adsunistrstr
1 ] TN
@
]
2

Y e + N & Fet B Sebect Cohmrn v

Otfoct Noww Deseription Comgory Otiect Ontain

Click on "+ Add" to create a new EIP Object.
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W VERSA ACME-ONE CONFIGURATION D AreriaBomots 5= Egsh v O et e
s Procetned
Q bty Y Filter + Add ] & Redresh a Salect Colume -
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Enter a descriptive name for your EIP object. Example: EIP_DiskEncryption. And Select DiskEncryption from the

dropdown.

Add EIP Object =

Name*

EIP_DiskEncry_ FlleVault

Description

Category

Disk Encryption

Installed Configured Running

@ Disabled O True O False ® Disabled O True O False @ Disabled O True O False

‘Vendor Product

Service Patch

In the Disk-Encryption section of the EIP object, configure the following options to validate that the endpoint is
protected:

e Installed: True

e Configured: True

e Running: True

e Vendor / Product: Specify the approved Disk Encryption solution.
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As an example, the screenshot below shows FileVault by Apple configured with the values:

o Vendor: Apple

o Product: FileVault

This configuration ensures that endpoints are only considered compliant if FileVault disk encryption is installed,
configured, and actively running. If FileVault is disabled or not active, the device is flagged as non-compliant and may

be denied access to corporate resources.

Add EIP Object x
Name*

EIP_DiskEncry_FlleVault
Description
Category

Disk Encryption

Installed Configured Running

) Disabled ) False *) Disabled O False D) Disabled D False
Vendor Product

T
Major Minor

® Disabled () Vale ) Range

Service Patch

Step 2: Validate an EIP Object for Firewall (CrowdStrike)

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Objects
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R Prodeteed
Yr *N e
Ot Namves Descrption

Click on "+ Add" to create a new EIP Object.

WP VERSA ACME-ONE

Disscription

CONFIGURATION D Americabionta

) VERSA

o
- ah v v
\ma O | e Provow Aministraor

Seéct Cohamre v
[ Ot Ovtate
— Aministrator .
& mEen O s proder Aministrater
Select Cehumen -
Category Ot Dot ally

In the Firewall section of the EIP object, configure the following options to validate that the endpoint is protected:

e Installed: True
e Configured: True
e Running: True

e Vendor / Product: Specify the approved Crowdstrike solution.

As an example, the screenshot below shows Falcon Crowdstrike by CrowdStrike Falcon configured with the values:

o Vendor: Crowdstrike

o Product: crowdstrike

116



+J VERSA

This configuration ensures that endpoints are only considered compliant if CrowdStrike Falcon is installed,
configured, and actively running. If Crowdstrike is disabled or not active, the device is flagged as non-compliant and

may be denied access to corporate resources.

Add EIP Object x
Name"
Description
Category

Firevall

Installed Configured Running

() Disabled O False _ Disabled ) False D\sab\adl ) False
Vendor Product
Major Minor

® Disabled (O Value (O Range
Service Patch

e )

Step 3: Create an EIP Profile with Combined Posture Validation (Disk Encryption + Endpoint Security)

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Profiles
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ACME-ONE CONFIGURATION

Click on “+ Add" to start creating a new profile.

W VERSA ACME-ONE CONFIGURATION
. P Proh
Confugy .
Lhor Defrwd Prodefined
Q T Fine
Protie Mame Dcription

>

@

AmericaBonots T

& Natresn

AmericaBogota ~ 8

¥ Refresh

In the Create EIP Profile window, Click on “+ Add" to define a new rule.

- Coght

o Aderielstyatoe i
Service Provider Acministratos

Pt (1)

Selext Cohumvs M

g ~ | () | AUl

Service Pronides Administrates

Select Colume. -

) VERSA
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W VERSA ACME-ONE CONFIGURATION ) Amedicaoseta v T | W Englh | () | At

Servicn Provider Adminitrstor
Create EIF Profile
B

®
Select Coluvs “
Lo Deesecrigtion Manch Categeries,
BTN e
Create a Rule for Disk Encryption
Enter a Name for your rule, Example, EIP_DiskEncryption_FileVault.
You would (Optional) Add a description for clarity.
Click "+ Add" to attach an EIP Object.
Edit Rules x
Name*
Description
+Add Select Columns v
Category Objects User Defined Objects Predefined Objects

In Add EIP Object dialog, choose the Category. Example DiskEncryption.
Select an existing EIP Object or create a new one. For example, an object was created to verify if MacOs DiskEncryption

is installed, running and configured in the previous section.

119



) VERSA

Add EIP Object x
Category

Disk Encryption

User Defined EIP Objects

EIP_DiskEncry_FileVault

Predefined EIP Objects

Cancel “

Now add other object In Add EIP Object dialog, choose the Category. Example Firewall.
Select a EIP Object for crowdstrike (“EIP_Firewall_Crowdstrike”). For example, this object verifies if Crowdstrike Falcon is

installed, running, etc. Those steps explained in the previous section.

Add EIP Object x

Category

User Defined EIP Objects

[ EIP_Firewall_Crowdstrike ]

Predefined EIP Objects

Cow )

Now Save Rule
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Edit Rules x

Name*

EIP_Mac_Posture_Validation

Description

+Add Select Columns v
Category Objects User Defined Objects Predefined Objects

I:‘ Disk Encryption 1 “ EIP_DiskEncry_FileVault
Category: Disk Encryption
Installed: True
Configured: True
Running: True
Vendor: Apple Inc.
Product: FileVault

D Firewall 1 “ EIP_Firewall_Crowdstrike
Category: Firewall
Installed: True
Configured: True
Running: True
Vendor: CrowdStrike, Inc.
Product: CrowdStrike Falcon

Showing 1-2of 2results 10 = Rows per Page Gotopage 1 ~ 1

Click Next and then Enter a descriptive name for your EIP object. Example: EIP_Mac_Posture_Validation.

Review and Save the Profile creation

Edit EIP Profile: EIP_Mac_Posture_Validation

@
Rules Review & Submit
Review your EIP Profiles configuration below

General
Name™ (O Description
Tags
Rules 7 Fdit

Naime: Categary Objects User Defined Objects Predefined Objects

EIP_Mac_Posture Validation Disk Encryption 1 > EIP_DiskEncry_FileVault

Endpoint Security 1 > eip-obj
Cancel I [ Back ] [ Save ]

Note: After creating the EIP Object and configuring the EIP Profile and Agent Profile, you must apply them to the Secure

Access Client policy to enforce device posture validation and continue evaluation.
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Step 4: Navigate to the EIP Agent Section

+J VERSA

Navigate to Configure > Security Service Edge > Profile and Connectors > Endpoint Information Profile (EIP) > EIP

Profiles then go EIP Agents

1I |

I

P o N O otrom

vV vV v v v

ts 10 = Rows per Page

Step 5: Create an EIP Agent Profile

£ Wetres © Sedext Columen v

Gotopege 1 -

Important Note: Instead of creating a new agent manually, you can also use a predefined Versa Versa Recommend

agent. In the Predefined tab, search for Versa. This option already includes baseline rules such as Installed: True,

Configured: True, etc. for multiple categories and others.

-

et

Q| ® T Filter

Profile Name Description

> ((Vora.Recommended

Showing 1-10f 1results 10 = Rows per Page

Versa Recommanded

2 Refresh Select Columns v

Rues

18

Gotopage 1+
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Click on Add to create a new Agent profile.

W VERSA SSeFabric CONFIGURATION (o) America/Bogota ~ = 8 Engish ~ | @)

Profile Nama. Deseription
Check FW

EIP_Agent Registry Avast Free

EIP Agent Rgistry_MS Teams

EIP_Agent Windows_Registry

Firefox

Vv v v v v

Showing 1-60f 6results 10 = Rows per Page Gotopage 1+

Click on "+Add" to create a new rule. Then choose general
W VERSA ACME-ONE CONFIGURATION J AmericaBogots v = W Englsh v | @)

fd Create EIP Agent Profile

+ Add Select Columns

NoData

In the Disk Encryption category of the Agent Profile, configure the following options:
e Installed: True
e Configured: True
e Running: True
e Vendor True

e Product True

Administrator -
Service Provider Administrator

Publish (0)

Q. Search by keyword or nam T Filter + Add & Refresh Select Columns ~

Administrator .
Service Pravider Administrator

) VERSA
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This configuration ensures that endpoints are validated for the presence and activity of disk encryption. Devices that fail

any of these checks are flagged as non-compliant and may be restricted from accessing corporate resources.

Edit Rules x
Category

Disk Encryption

Configured Installed Running

O o 5 e 5 osen (@ T JO rove O ormbes [ 7O roe
Software Details

Vendor Product.

Major Minor Service Patch

@ Disabled () True ) False ® Disabled ) True ) False @® Disabled (O True ) False @ Disabled O True () False

Add another category, Firewall in the Agent Profile and configure the following options:

e Installed: True

e Configured: True

e Running: True

e Vendor: True

e Product: True
This configuration ensures that endpoints are validated for the presence and activity of the endpoint security agent.
When combined with the Disk Encryption category, the EIP posture validation enforces that both FileVault disk

encryption and the firewall solution ( CrowdStrike Falcon) are active.

Add Rules x
Category

Configured Installed Running

Q Disaulm D False D) Disabled - ) False O Disabled O False
Software Detals

Vendor Product

o Disahled D False D) Disabled -I- False

Major Minor Service Patch

@ Disabled O True O False ® Disabled O True O False @® Disabled (O True O False @ Disabled O True O False

=) .

Click on "next” to enter a descriptive Profile Name (Example., EIP_Ag_Posture_Mac_Validation).
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Edit EIP Agent Profile: EIP_Ag_Posture_Mac_Validation

Disk Encryption

Firewail

2of 2 results 10 - Rows per Page

void();

Edit EIP Agent Profile: EIP_Ag_Posture_Mac_Validation

General

Neme* @

EIP_Ag Posture Mac_ Validation

Tags

Rules ¢ Eait

Category

Disk Eneryption

Firewall

PO

Review & Submit

+ Add Select Columns

Match Categories

Installed : True

Installed :True
Configured : True
Running

Gotopage 1 =

Description

Match Categories

Installed: True

Installed: True
Configured: True
Running: True
Vendar: Tnie

Step 6: Configure Secure Client Access Rule

Navigate

Configure > Security Service Edge > Secure Access > Client-based Access > Rules.

Click "+ Add" to create a new Secure Access Client rule or edit an existing rule.

) VERSA

to:

In the Match Criteria configuration, go to the Endpoint Posture section. Under the Endpoint Information Profile (EIP)
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panel, select the desired profile by navigating to the User Defined tab and clicking on Add Existing EIP Profile. Then,

choose the EIP profile you previously created. Example EIP_Mac_Posture_Validation).

Edit Client-based Access Rule: Secure_Access Mac_Profile

N 0]
[Endpoint Posture: Source Geo Location &

Users & Groups
Source IP Address.

Operating System

Gateways Client Configuration Agent Profile From EIP Review & Configure

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

I you'd like, you can custamize your options by choosing what to include or exclude below.

Description

o
v EIP_Mac_Posture Validation

Mame Objects User Defined Objects

EIP_Mac_Posture Validation 1 > EIP_DiskEnery FileVault

1 > EIP_Firewall_Crowdstrike

e [ Endpoint information Profe EIP) |

create anew profile with the values for the different EIP attributes collected by the Viersa Client. This can be used by the Viersa Cloud Gateways for granular policy enforcement based on the end user’s entity risk.

+ Create New EIP Profile

Select Columns ~

o + Add Existing EIP Profile

Rules

1

Predefined Objects

Ce ) =) e .

In action configuration, under the Agent Profile From EIP section, set the Type to User Defined and select the EIP

Agent Profile you previously created. Example EIP_Ag_Posture_Mac_Validation. The Match Categories panel will

display the defined validation criteria, such as registry paths or process checks, ensuring that the selected EIP Agent Profile

is applied for endpoint posture verification.

Edit Client-based Access Rule: Secure_Access_Mac_Profile

1

O Users. Traffic Action Gateways Client Configuration Agent Profile From EIP Review & Configure
Source IP Address
EIP Agent Profile
Type EIP Agent Profiles
- Q)
Category Match Categories
Disk Encryption Installed :True
Configured : True
Running : True
‘Vendor &
Product : True
Shaow Mare
Firewall Installed :True
Configured : True
Running : True
Product : True
Show More
o ) (= ) [ e ]
Verification

At this time, the macOS device has FileVault disk encryption installed, configured; and running. When
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the Versa SASE Client attempts to connect, the authentication fails due to the EIP policy that requires

Crowdstrike Falcon Firewall is running.

SASE Client

WV VERSA

test2@versalab.com

demo-org-23

SSE-BLR-LAB-GW1-001

b

Failed to connect!

You are not allowed to connect to the
enterprise VPN, please contact
administrator

To confirm the posture on the endpoint, you would check whether FileVault is enabled and running by executing the

following command in Terminal:

fdesetup status

diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ %
diego-pro@diego-Mac ~ %
FileVault is On.

diego-pro@diego-Mac ~
diego-pro@Pdiego-Mac ~

fdesetup status

diego-pro@diego-Mac
diego-pro@diego-Mac

42l eeAazo_o

TR XXX

The command output shows that FileVault is active, which validates that disk encryption is running on the device.
However, to verify Firewall (CrowdStrike Falcon:

e psaux | grep -i crowdstrike
The command output shows that CrowdStrike Falcon agent is installed, however firewall feature is not running on

the device.
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diego-pro@diego-Mac ~ % |
diego-pro@diego-Mac ~ % ps aux | grep -i crowdstrike ]

root 484 0.0 0.0 ] 0 ?? ?s 3:41PM  0:00.00 /Library/SystemExtensions/33F65431-DEBB-4710-905
B-29133EFD80@8A/com.crowdstrike.falcon.Agent.systemextension/Contents/Mac0S/com.crowdstrike.falcon.Agent
diego-pro 9863 0.0 0.0 33587580 96 s000 R+ 10:56AM  0:00.00 grep —-i crowdstrike

diego-pro@diego-Mac ~ % [
In addition, reviewing the EIP posture log collected from the device confirms that FileVault disk encryption is detected
with the following attributes:
e Vendor: Apple Inc.
e Installed: True
e Configured: True
e Running: True
And that CrowdStrike Falcon as well is detected with the following attributes:
e Vendor: CrowdStrike.
e Installed: True
e Configured: True

e Running: False

Logs show that CrowdStrike Falcon is installed. However, it is not running this means that while disk encryption is active
and compliant, the firewall requirement is not met. As a result, the macOS device does not fully satisfy the EIP policy,

since both controls — disk encryption and firewall — must be enabled to achieve compliance.

C [ file:/f/privatefvar/log/versa/EIPjdemo-org-23.log X 80% T¥ [0}

Este fichero XML no parece tener ninguna informacién de estilo asociada. Se muestra debajo el drbol del documento.

—<eip>
—<firewall>
—<softwares>

<is-installed>true</is-installed>
<vendor>CrowdStrike, Inc.</vendor>|
<is-running>false</is-running>
<product>CrowdStrike Falcon</prodgict>
<is-configured>true</is-configured>

—<software>
<is-configured>true</is-configured>
<vendor>Apple Inc.</vendor>
<is-installed>true</is-installed>
<is-running>true</is-runnin;
<product>Mac OS X Builtin Firewall</product>
</software>
+<software></software>
</softwares>
</firewall>
—<context>
<device-mac>82-d1-75-c7-d4-01 </device-mac>
<device-tunnel-ip/>
<vsac-version>7.6.7</vsac-version>
ion-time>1759784287-
port-ti 759853179</report-time>
</context>
—<disk-encryption>
—<softwares>

<is-running>true</is-running>
<is-configured>truc</is-configured>
<vendor>Apple Inc.</vendor>
<is-installed>true</is-installed>
<product>FileVault</product>

<softwares>
</disk-encryption>
</eip>
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After enabling Firewall Crowdstrike Falcon and it is running, the Versa SASE Client is able to authenticate successfully

and establish a secure connection to the enterprise VPN.

SASE Client

WV VERSA

Enterprise: demo-org-23
Gateway: SSE-BLR-LAB-GW1-001

User: test2@versalab.com

Connection Status

9

00:02:12

To confirm the posture on the endpoint, you would check again whether FileVault disk encryption is enabled and
running by executing the following command in Terminal:

fdesetup status

diego-pro@diego-Mac ~
diego-pro@diego-Mac ~
diego-pro@diego-Mac ~
FileVault is On.

diego-pro@diego-Mac
diego-pro@diego-Mac
diego-pro@diego-Mac
diego-pro@diego-Mac

A S VU

N XX

fdesetup status

o

TR XXX

The command output shows “FileVault is On”, which validates that disk encryption is enabled and

actively protecting the macOS device.

And to confirm if CrowdStrike Falcon is installed ps aux | grep -i crowdstrike

diego-pro@diego-Mac ~ %
diego-pro@Pdiego-Mac ~ % ps aux | grep -i crowdstrike

root 484 0.0 0.0 0 0 27 ?s 3:41PM 0:00.00 /Library/SystemExtensions/33F65431-DEBB-4710-905
B-29133EFD80@8A/com.crowdstrike.falcon.Agent.systemextension/Contents/Mac0S/com.crowdstrike.falcon.Agent
diego-pro 9863 0.0 0.0 33587580 96 s@00 R+ 10:56AM 0:00.00 grep —-i crowdstrike

diego-pro@diego-Mac ~ % [

The command output shows that CrowdStrike Falcon agent is installed and actively protecting the macOS device.
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You are able to check the disk encryption and firewall status directly in the EIP posture logs located

under /private/var/log/versa/EIP/demo-org-23.log.

C [ file:/f/private/varflog/versajEIPjdemo-org-23.log X s0% Ty &
Este fichero XML no par ninguna i i6n d il iada. Se muestra debajo el drbol del documento.
—<eip>
—<firewall>
—<softwares>
—<software>

<is-installed>true</is-installed>
<vendor>CrowdStrike, Inc.</vendor>
<product>CrowdStrike Falcon</product>
<is-configured>true</is-configured>
</software>
—<software>
<is-configured>true</is-configured>
-<vendor>Apple Inc.</vendor>
<is-installed>true</is-installed>
<is-running>true</is-running>
P Mac OS X Builtin Fi 1l
<fsoftware>
+<software></software>
</softwares>
<ffirewall>
—<context>
et

82-d1-75-c7-d4-01</devi

<device-tunnel-ip/>

<vsac-version>7.6.7</vsac-version>
jon-time>1 7

<repart-time>1759853179</report-time>

—<disk-encryption>
—<softwares>
—<software>
<is-running>true</is-running>
<is-configured>true</is-configured>
<vendor>Apple Inc.</vendor>
<is-installed>true</is-installed>
<product>FileVault</product>
</software>
</softwares>
Idisk-encryption>
<leip>

You check the Concerto logs to validate that the EIP authentication profile matches the expected
profile. In Concerto From the log view (View > Dashboard > Secure Access > Logs > Endpoint

Information Profile > Logs).

Select an appliance - Last 12 hours. -
EIP User Profile Logs
0 Set or Clear Filter(s € Show 10 ~| Entries |j
Receive Time ~ Appliance User User P EIP Profile EIP Rule EIP Host Friendly User Name
Oct 7th 2025, 2:33:56 PM 05 SSE-BLR-LAB-GWA test2@versalab.com 10023433 EIP_Mac_Posture Validation EIP_Mac_Posture_Validation diego-Mac ]
Oct 7th 2025, 11:23:07 AM -05 SSE-BLR-ALAB-GW1 test2@versalabcom 10023133 EIP_Mac_Posture Validation EIP_Mac_Posture Validation dieso-Mac test2@versalab.com
Oct 7th 2025, 112256 AM 05 SSE-BLR-LAB-GWA test2gversalab.com 10023132 EIP_Mac_Posture Valdation EIP_Mac_Posture Validation diego-Mac

Showing 110 3of Jentries -

Entry show that the endpoint matches the EIP_Mac_Posture_Validation profile and rule after
DiskEncryption and Firewall are running. The appliance, user, and host details confirm that the
macOS device, associated with user, is evaluated against the correct profile. This confirms that the
endpoint is recognized as compliant, the EIP profile and rule are enforced, and secure access is

granted according to the posture policy.
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About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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