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About This Document

This guide provides a comprehensive, step-by-step configuration process for setting up and preparing your
organization’s Versa Secure Private Access (VSPA) and Versa Secure Internet Access (VSIA).

Versa Secure Access Solutions deliver comprehensive, software-defined connectivity and security for
today’s hybrid workforce. Built on Versa’s industry-leading Secure Access Service Edge (SASE) framework,
these solutions ensure secure, reliable access to both enterprise and internet resources — anywhere,
anytime.

Versa Secure Private Access (VSPA) enables employees to securely connect to enterprise applications
hosted in on-premises data centers, private clouds, or public clouds. Leveraging the Zero Trust Network
Access (ZTNA) framework, VSPA safeguards users and applications through identity-driven, policy-based
access control, seamlessly integrating networking, security, and cloud-delivered services.

Versa Secure Internet Access (VSIA) provides secure and optimized internet connectivity from any
location. It protects users, devices, and data through advanced security capabilities — including Secure
Web Gateway (SWG), Next-Generation Firewall-as-a-Service (NGFWaaS), Cloud Access Security Broker
(CASB), and Data Loss Prevention (DLP). VSIA extends protection to headquarters, branches, home offices,
remote workers, travelers.

Together, Versa Secure Private Access and Versa Secure Internet Access offer a unified approach to Zero
Trust and SASE — empowering enterprises with secure, seamless access to both private and public
resources.

Document Information

Config Guide for Versa Secure Private Access (VSPA) & Versa Secure Internet Access

Versa Professional Services

Version V1.0

Disclaimer

Information contained in this document regarding Versa Networks (the Company) is considered
proprietary.

Before you begin

Before you proceed with the steps outlined in this document, please ensure you've met the following
prerequisites.

The provider administrator must complete your tenant configuration. If you haven't received this
information, please get in touch with your Managed Service Provider or Account Manager for assistance.

You have the Enterprise Administrator (Tenant Admin) credentials for the Versa SASE portal, also
called the Concerto User Interface.
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Scenario

ACME-ONE, a global enterprise, needs two things at the same time:

e Secure remote access for users working outside the office who need to reach private applica-

tions in their datacenters.

e Secure internet access for users inside branches and campuses—without wrecking perfor-

mance or user experience.

To deliver this, ACME-ONE uses Versa Secure Private Access (VSPA) and Versa Secure Internet Access

(VSIA) together as a unified Zero Trust framework.

e VSPA brokers least-privilege access from remote endpoints to private applications through

the SSE gateway.

e VSIA secures web traffic for branch/campus users, optimizes SaaS performance, and applies

policy enforcement for all outbound internet use.
Identity services come from Microsoft Entra ID, which also handles user and group lifecycle automation
using SCIM.

Customer Requirements

e Strong authentication (Microsoft Entra ID).
e Policy enforcement is based on users or groups.
e Local Breakout of approved application’s traffic (conferencing apps).

e Security enforcement via SSE Gateway: TLS encryption/decryption, Antivirus (AV), Intrusion Pre-

vention System (IPS), URL Filtering.
e Exclude approved URL categories from TLS inspection and enforcement.

e Avoid access to personal and/or external Saas Tenant.
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Topology
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Topology Overview

This topology represents ACME-ONE solution with 2 regions (India and USA) datacenters and branches.
The datacenters of each region connect to the nearest cloud-hosted Versa SASE gateways through
encrypted tunnels. The organization also has remote users connecting directly to the internet from

outside the branches.
1. Remote Users (Work from Home)
e Endpoints run the Versa SASE Client
e Authentication via Entra ID (SAML/OIDC, MFA enforced)

e Remote access to private apps is routed through datacenter IPsec tunnels and into the SSE gate-

ways
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e SSE gateways provide a DNS proxy with Split-DNS for internal zone resolution

e Local breakout is allowed for trusted Conferencing Apps (Zoom)

e Remaining internet traffic goes through the SSE Gateway

e TLS decryption is applied to all internet traffic except regulated financial/medical categories
e High/medium risk + unknown/undefined traffic is fully inspected (AV + IPS)

° URL filtering blocks high-risk and reputation-based threats; uncategorized/undefined URLs
should be blocked.

2. Branch & Campus Topology

e Branch users run the Versa SASE Client for user identification, but with the Trusted Network De-
tection (TND) Gateway Assisted feature, it creates only a control channel to the Gateways without
any tunneling. This will bypass all traffic, including local private traffic. Internet traffic should be
routed to the SSE gateway using the site-to-site tunnels, except for the conference application

(Zoom).
e Authentication is performed via Entra ID (SAML/OIDC + MFA).

e Internet traffic is decrypted, inspected, and enforced with AV/IPS, except for regulated categories

(finance and health)/sites (Do-Not-Decrypt policies).
Key Steps

Establish SASE-Datacenter Site-to-Site Tunnels

o Build IPsec tunnels from global SASE gateways to each datacenter region.

Integrate Microsoft Entra ID (SAML)
o Configure identity provider settings on the Versa gateways
o Enable MFA and SCIM-based user/group sync

Secure Access Profiles

o Define DNS servers (no domains)

Secure Access Rules (VSIA + VSPA)

o Create SA rules for VSIA+VSPA



o Add exceptions for trusted applications (Zoom)

o Enforce identity-based policies
TLS Decryption Policies

o Add URL category-based bypass rules first

o Then Apply decryptions for all traffic.
Trusted Network Detection

o Detect when users are on campus and auto-switch private app flows to LAN
SaaS Tenant Control

o Enforce corporate-only access to 0365 and sanctioned Saa$S tenants
Apply SSE Security Controls

o AV, IPS, DLP as required

o Web filtering based on group, app, and security posture
Real-Time Protection

o Block high-risk URL categories and reputation-based threats

o Enforce controls for uncategorized traffic

+J VERSA



) VERSA

Configuration Steps

Step 1: Set Up Site-to-Site Tunnel

The site-to-site tunnel is essential for allowing remote users connected to the gateway to access
enterprise-hosted private applications. The Versa gateway and the customer data center (DC) firewall
(or any other device behind which enterprise applications are hosted) establish a tunnel the gateway

uses to route remote user traffic to the enterprise’s private applications.

Log in to the Concerto Ul using your enterprise administrator credentials (Tenant Admin) to configure

a site-to-site tunnel.

Navigate to Configure > Security Service Edge > Settings > Site-to-Site Tunnels and click + Add.

This will take you to the new tunnel configuration page.
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The tunnel configuration is completed through four wizard screens, as illustrated below. The first
section (Enter TYPE) is displayed by default for configuration. Clicking Next at each section moves on

to the next section of the tunnel configuration.

WVERSA  ACMEONE CONFIGURATION ) Caatts v 2 | et v @ FICNL L
w [
Wiew
™ Enter TYPE +
.
Enter IPSEC INFORMATION +
Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS +

Enter MAME, DESCRIPTION & TAGS +

The default tunnel selection is IPSec. The remaining details, including tunnel type, remote address, and

other parameters, should be configured as outlined below.

1. Selecting "Enter TYPE”

A. Keep the default selection on Type as IPsec, and Tunnel status is default enabled.

B. Choose the correct Tunnel Type. If necessary, use the drop-down menu to change it from
the default Route-Based tunnel to the Policy-Based tunnel. This document shows details

related to the Route-Based tunnel.

C. The third step shown in the screenshot is Tunnel Initiate, which can be triggered by modes
like "Responder Only", "Traffic", or "Automatic". When EBGP is used, "Responder Only"
works fine. However, when using a static route, it should be set to "Automatic" or "Traffic".

In our use case, we can choose Automatic.

Note that Versa Gateway is set as ‘responder only’ for the IPsec tunnel. So, the peer must

initiate the request for the tunnel for the negotiation to start.

D. Choose the correct originating Versa SASE gateway from the Versa Gateway drop-down
menu. Typically, each tenant would be provisioned into multiple gateways for redundancy;
this option allows you to choose the appropriate gateway from which you need to build a

secure tunnel to your enterprise destination.

E. Use the Remote Public IP Address or FQDN field to enter your enterprise firewall details

as the tunnel endpoint.
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Note: When configuring Local Identity > Type > FQDN, you must enter the specific FQDN of
the SASE Gateway that you want to establish the site-to-site tunnel with from the remote site.
This FQDN appears below the text "Local Public Gateway FQDN" in the image below. In our

case, it would be acme-one-demo1.versanow.net.

F. Click Next to proceed to the next section to provide IPSec Parameters.

W VERSA ACME-ONE CONFIGURATION ) AmericaBogota v = W8 Englih
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Selecting “Enter IPSEC INFORMATION"; Clicking Next in the above section will bring you to this

part of the screen, where IPSec-related details are to be provided. Refer to the image below.

COMFIGURATION w] Avatcitages - 7§ | W by

A. Provide IKE and IPsec parameters according to your configuration requirements. The
image below shows the default selection; use the drop-down menus to modify as

needed. The following table summarizes the recommended settings for both IKE (Phase

10
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1) and IPsec (Phase 2). Note that while some vendors use a shorter lifetime (3600 sec-

onds), we recommend 28800 seconds for consistency and reduced rekeying overhead.

Phase Parameter Value

IKE (Phase 1) Encryption AES-256
Authentication SHA-256
DH Group 14
Lifetime (seconds) 28800

IPsec (Phase 2) Encryption AES-256
Authentication SHA-256
PFS (DH Group) 14
Lifetime (seconds) 28800

B. Choose the desired Authentication mode. The default selection is a pre-shared key
(PSK). If “Certificate” is to be chosen, then Local and remote certificate names and CA

chains are to be added.

C. For pre-shared-key based authentication, add Local and Remote identities (Identity

Type such as Email, IP, FQDN) and their corresponding Value and Share Key.

D. Click Next.

3. Selecting "Enter ADDRESS & ROUTING / POLICY CONFIGURATIONS"

In this section, configure the tunnel interface IP, usually a /30 from your enterprise segment. Select
the VPN name assigned to your tenant at the Gateway, the MTU value, and either Static or EBGP

as your preferred routing protocol. Refer to the image below.

A. Under “Setup the Versa SASE Gateway routing towards the enterprise VPN"” configure the

following
Add a Tunnel Virtual Interface address that is routable within your enterprise network. This

typically involves using one IP from a /30 IPv4 address, with the other usable IP from the same

/30 to be configured at your enterprise IPSec endpoint.

11
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VPN Name to be selected from drop-down, usually the VPN name assigned to your tenant by

the service provider, named as <TenantName-Enterprise>

Set MTU: Versa recommends that the maximum transmission unit be setto 1300 for IPsec-
based tunnels

Under Static Routes and Routing Protocols, configure the following

Click + Add to create a new route.
e Set Routing Protocol to None.

e Enter the destination subnet. (In our case, we need to enter the server subnets one by one:
192.168.15.0/25, 192.168.20.0/25, 192.168.30.0/25, 192.168.50.0/25).

e Assign a preference value between 1-255 (lower = higher priority).
e Routing Protocol select None.

Click Save.

4. Completing section Enter NAME, DESCRIPTION & TAGS

12
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Notes: Ensure that the IPSec tunnel on the peer firewall is configured using the same parameters

described in this guide.

NOTE: For high availability and dynamic routing across multiple tunnels, EBGP is recommended.
Step 2: Configure Authentication Method

Versa SASE supports various authentication methods, including LDAP and SAML. This example utilizes

Microsoft Entra ID with SCIM for users’ authentication when connecting via the SASE client.

See Appendix A for other authentication methods, configurations and options available on the

Microsoft Entra ID portal.
For the configurations needed on the Concerto, navigate to:

Configure > Security Service Edge > User and Device Authentication > Profiles and click + Add

and follow these steps. Refer to the image below.

) VERSA
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oscar o
Service Provider Administrator

Secure SD-WAN Publish (0)

W VERSA ACME-ONE CONFIGURATION America/Panama = | B Engish ~ | @)

3
[] + Add & Refresh Select Columns v

» Real-Time Protection

Type Description Tags Last Modified
» Advanced Security

SAML 1071072025, 10:48:35 AM
» Secure Access

SAML 10/10/2025,10:23:02 AM
> Digital Experience Monitoring (DEM) eszar
> TLS Decryption r Page Gotopage 1 - 1

> Bandwidth Limits

» Profiles and Connectors

> Partner Integration 3

~ User and Device Authentication

Rules '

SCIM Integration
» User-Defined Objects

» Settings

Select SAML as Authentication Method then Click Get Started

Add User and Device Authentication Profile

Select which user / device authentication profile you would to configure.
@
LDAP SAML RADIUS
LDAP is a client-server protocol that enables a SAMLis a common standard for authenticating users RADIUS server provides an external database that
network device to access an LDAP server, which so that they can access multiple services an you can use to authenticate users before allowing
provides directory services that store descriptive applications. SAML is most commonly used for web them to access a network, a device, or related
attribute-based information. browser—based single sign-on (S50). services.
Versa Directory User Certificate Based Device Certificate Based
With Versa directory authentication, you upload Certificate-based authentication is a secure methed Certificate-based authentication is a secure method
to validate the identity of users. When you enable tovalidate the identity of devices. When you enable

lists of users and groups for authentication purposes,

as well as add individual users and user Sroups. certificate-based authentication, the gateway certificate-based authentication, the gateway
initiates a request to the SASE client for users to initiates a request to the SASE client for users to
_ - provide their certificates during client portal provide their certificates during client portal
Note: Only one Versa Directory authentication profile - ; N y y -
o e e registration and gateway connection. registration and gateway connection.
2

Cancel I Get Started I

Now, we need to complete the 3 steps as follows: (Settings, User and Group Profile, Review &
Submit)

Single Sign-on URL, Service Provider Entity ID and Identity Provider Entity ID are mandatory fields
to be configured, and you must upload a certificate issued by MICROSOFT ENTRA ID.

14
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Add SAML Authentication Profile x
Sattings Users And User Groups Review & Submit
Select SAML Type
WPingldentit ] @ [ [
okta ngldentity. 1] Office 365 > (o] sUs
OKTA Ping Identity Office 365 Microsoft EntralD Google 1AM Cisco Duo Other
Single Sign-on URL ™ Single Sign-out URL
Service Provider Entity ID* 7 Service Provider Certificate
—-Select-- - % AddNew
Identity Provider Entity ID” 7 Identity Provider Certificate ™
—Select-- - |+ AddNew
Prefix 1D Cache Expiry Time (mins) @ Cache Expiration Mode
10 —Select— -
Group Attribute Cookie Expiry Time {mins) @ Concurrent Logins
720 1

Reply URL (Assertion Consumer Reply URL)
s https://acme-one-sasegw2 versanow.net/versa-flexvnf/saml/login-consumer

o https:/acme-one-sasegwlversanow net/versa-flexvnf/saml/login-consumer

Example:

e Single Sign-on URL: https://login.microsoftonline.com/900afbfd-92ce-441a-abc6-
ad81e25b7711/saml2

e Single Sign-out URL: https://login.microsoftonline.com/900afbfd-92ce-441a-abc6-
ad81e25b7711/saml2

e Service Provider Entity ID: https://acme-one-sasegw1.versanow.net/metadata

e Identity Provider Issuer: https://sts.windows.net/900afbfd-92ce-441a-abc6-ad81e25b7711/

Then, upload the Identity Provider Certificate by clicking on the Add New button. Rename the

downloaded certificate file from .cert to .crt before use on concerto.

15
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Add SAML Authentication Profile

Select SAML Type
°kta W Pingldentity. 1|
OKTA Ping Identity

Single Sign-on URL "

Service Provider Entity ID* 7

Identity Provider Entity 1D~ 7

PrefixID
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O

Settings Users And User Groups Review &Submit

Office 365 > o —1 |

Office 365 Microsoft Entra ID Google 1AM Cisco Duo Other

Single Sign-out URL

Service Provider Certificate

~Select-- - |+ AddNew

Identity Provider Certificate * 1
—Select-- -

(Cache Expiry Time (mins) (@ Cache Expiration Mode

10

s

Assign a descriptive name for CA-Chain Name, then upload certificate by clicking on the Upload

File. Locate the certificate and cl

ick Add

Add Certificate/CA-Chain/Private Key x

Certificate Type (8 CA Chain

Allowed file formats are .crt, .cer or .pem

CA-Chain Name

ACME-ONE

Upload File

ACME-ONE-SAML1 cer ¥ -l ———

Cancel

If the certificate was uploaded successfully, the certificate details will be displayed.

Edit SAML Authentication Profile: MSEntralD-OscarNuevo

Ping Identity
single sign-on URL ™
hitps-/riogin. ine.com/S00afof-92ce-44: 1625677 11/sami2
Service Provider Entity ID* =
Identity Provider Entity 1D~ #
1225877117

Prefix ID

©

Settings Users And User Groups Review & Submit

Office 365 Microsoft Entrz ID Google 1AM Cisco Duo

single sign-out URL

in.mi 9001 e

B7711isamiz
Service Provider Certificate

—Select--

- Add New

Identity Provider Certificate =

ACME-ONE-NUEVO - | AddNew
Details

Mame: ACME-ONE-NUEVO

FileName:  ACME-ONE-SAML-NUEVO.cer

ksuedTo:  Microsoft Azure Federated SSO Certificate

ksuedBy:  Microsoft Azure Federated SSO Certificate

Validity: 2025-10-07 10:32:31 to 2026-10-07 10:32:31

Cache Expiry Time (mins) @

o T

Cache Expiration Mode

16



Then Next

On the Users and User Groups page, you can add either individual users or entire groups. Unlike
LDAP, SAML-based users and groups do not auto-populate; they must be created manually. These
users or groups can then be referenced when configuring Secure Access Rules and Real-Time

Protection Rules.

In  this case we will add manually 2 users (vip@oscarlabsase.onmicrosoft.com and

remotevip@oscarlabsase.onmicrosoft.com) for testing purposes. Click +Add.

Edit SAML Authentication Profile: MSEntralD-OscarNuevo x

© O

Sattings Users And User Groups Review & Submit

Upload user list in the following format: csv

Note: CSV file should be in the following format: UserName”, First Name, and Last Name.
Users (0) +Add

] UserMame First Name Last Name

No Data

conce - rr-— e

Add the Username, First Name and click Save for both users.

-
Edit User x Edit User x
Pl arlabsaszs ft.co I'E":': pi@oscarlabsase onmicrosofto I
First Mame First Mame
vip remaotevip
Last Name Last Mame
] e ) [
4 4

) VERSA
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Click Next to proceed.

Edit SAML Authentication Profile: MSEntralD-OscarNuevo =

Settings Users And User Groups Review & Submit

m i

Upload user listin the following format: csv.

Users (2} +Add
] userName First Name Last Name
[[] vip@oscarlabsase.onmicrosoft.com vip
[l remotevip@oscarlabsase onmicroscft.com remotevip

Showing1-2of 2results 10 ~ Rows per Page Gotopage 1~ 1

Coree fack SkiptoReview ﬁ

On the Review & Submit page, enter a Name and Description for the profile, then review all
configuration details including general information, SAML settings, and assigned users or groups.

Once confirmed, click Save to complete the profile creation.

Edit SAML Authentication Profile: MSEntralD-OscarNuevo x

o o ®

[} Settings Users And User Groups Review &Submit

Review your configurations. Before submitting, review and edit any steps of your configuration below.

General

Name 1 Description

Tags

Settings # Edit

SAML Type EntralD
Single Sign-on URL https:/login microsoftonline com/900afbfd-92ce-4412-2bc6-2d81e25b7711/saml2
Single Sign-out URL https:/flogin.microsoftonline.com/900afbfd-92ce-441a-abcé-ad51e25b7711/saml2

Service Provider EntityID  https-//acme-one-sasegw1 versanow net/metadata

Service Provider Certificate
Cancel Back

NOTE: As an alternative; to avoid adding the users manually, there is the option to enable SCIM integration to
automate user and group provisioning. SCIM service can be leveraged as another method for managing users
and groups. Unlike LDAP-based authentication profiles, SCIM operates as part of a separate identity provisioning

setup outside of the profile configuration workflow. The SCIM provisioning steps are mentioned below.

) VERSA
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Provision SCIM Service

) VERSA

Navigate to Configure > Security Service Edge > User and Device Authentication > SCIM Integration + Add

SCIM and follow these steps. Refer to the image below.

W VERSA ACME-ONE

Seourity Service Edge i Secure SD-WAR

ment (SCIM)

» Real-Time Protection

» Adwvanced Security

» Secure Access

* Digital Experience Monitoring (DEM)
* TLS Decryption

» Bandwidth Limits

> Profiles and Connectors

*» Partner Integration

~ User and Device Authe nticatiurﬂ

Rules

Profiles
SCIM Integration i

» User-Defined Objects

» Settings

SCIMis ast

19
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System for Cross-d in Identity {SCIM)

System for Cross-domain ldentity Management (SCIM)

SCIM is a standard for automating the exchange of user identity information between identity domains, or IT systems

When the Add SCIM popup window displays. enter a name in the SCIM Name field. Ensure that you
use a unique name to identify the IdP from which users or user groups are provisioned and click on
Add and Generate Token

~
x
Add SCIM
SCIM Name
ACME-DNE-5CIM|
Add and Generate Token
4

The following window displays. Copy the SCIM URL and token and save them.

20
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The URL includes the tenant’'s name, VMS ID, SCIM cloud server FQDN, and the SCIM name that you
provide in the Add SCIM screen. You use this URL and token when you provision SCIM using Microsoft

Entra ID. Entering these details in Entra creates a channel between the IdP and SCIM cloud server.
—

Add SCIM %

SCIM Name

SCIMURL

https:/fsase-poc-scim.pocversanow.net/scim/v2/995ba19c-6621-4174-3984-
505232a84e72/NVersa/Edgenet-BR/ACME-ONE-SCIM

(® Copy SCIM URL

Token
52b&bdbe-c17b-42c1-3479-5ch2acc66 183

(® Copy SCIM Token
Malke sure you save it - you won't be able to access it again without regenerating a new token

Close Window

Step 3: Configure User-Defined Object

Versa supports a variety of user-defined objects (Example, Applications, services). When a particular object is not listed

under pre-defined objects, we can define the object using the User-defined (Custom) Object.
Custom applications can be classified as:

e Any application that needs to interact with the client or be referenced in a Secure Access Rule must be

defined as a Client Native Application. For split tunnelling or DEM use case.

e Applications that interact with the gateway or are referenced in Real-Time Protection Rules must be

defined as Private Applications. To allow or block a private application.

21
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In our case, we will create a couple of Private Applications to be used in our Private Protection Policies. The following

section outlines the steps to create a Private Application.

To create a Private Application, navigate to

Configure > Security Service Edge > User-Defined Objects > Applications >Private Application
Then, create the test apps india-portal.acme-one.com and usa-apps.acme-one.com as follows:
india-portal.acme-one.com:

Match Criteria

Add Private Application

@ Match Criteria -

P Prefix Host Pattern =

‘ |india-portal.2crrue-onecon1

Protocol Source Port Destination Port
TCP -

Precedence

Cancel

Application Attributes

it Private Appication T
@ Application Attributes .

Risk Family Application Tags - Security Application Tags - SDWAN
Each application has been assessed and assigned a risk level (1 = lowest to 5 = highest) by the Versa @® Business-system O Media (] Anonymizer (] Audio Stream [] Data
Networks securlty research team. The number in each card Indicates applications with the same risk. O Collaboration O Networking () Bandwidth () av [1ps
() General-internet () Dataleak () Business [[] Non Business
[ Evasive [ cloud [] Video Stream
Sub Family () Filetransfer
Lo
. k O Antivirus O Microsoft-office [ Malware
ot s s O Application-service () Middleware [ Misused
O Audio Video O Network- () SanctionState Uncategorized
O Authentication R [ —
O Behavioral O Network-service
O Compression O Peer-to-peer [ e N
O Database O Printer () Unsanctioned
© Encrypted O Routing O Vulnerable
® ¥ O Security-service R
O Encrypted-tunnel - Application Tags - General
Productivity O e @® standard o = 7 & -
Each application has been assessed and assigned a productivity level (1 - lowest to 5 = highest) by O Flleserver O Telephony o E kDI s CL=LD
the Versa Netwarks security research team. The number in each card Indicates applications with the @ Hlr O Terminal (] Adult Content [ oe () MM _streaming (] VideoChat
same productivity. O Forum O Thin-client () Advertising () DEA_Mail (] Mobile [ velP
O Game O Tunneling () Analytics () EBook_Reader [ Networking [ vPN_tun
O Instant-messaging ' Unknown [ Anonymizer [J Email [J News FPortal [ web
m Loveiz O Internet-utility O Wap () AudioChat [ Enterprise [ p2p () Web_Ecom
w Lo Produivits) Mecham Proshatit] (Hih Prodkathitd O Mail O Web (] Basic (] File Mngt () Remote Access () WebSearch
O webmall ) Biog () File Transfer [ SCADA ] WebSites
(] coNn [ ] Forum (] Social Network [ ] Webmail
[ chat [ Gaming () standardized
(] Classified_Ads J MM [[] Transportation
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Name, Description, Tags & Application Image.

@ MName, Description, Tags & Application Image -
Name * Upload Application Image (Optional)
1
.|.
Description
%) Add
|
File formats: png & svg

Tags

India X | |

4

Cancel

Do the same for the other application (usa-apps.acme-one.com) or any other one you want to test.

The private app definitions should resemble the image below.

W VERSA = engish v | @ | OF

A4
Service Provider Administrator

ACME-ONE America/Panama =

CONFIGURATION ()

Private Application

Below are all the Private Application

Cun;‘;:gure Private Application | Internet Applications Client Native Application
Q, SearchByName + Add = Refresh Select Columns i3
Application Tags
Application =~ Match Information | Risks = Productivity = Family = SubFamily Security SDWAN General Application Image ~ Tags L
D usa-apps IP Prefix: 5 busin  standard Sanctioned 1
192.168.30.80/3 - - ass- Usa) 1
2 syste o
Host Pattern: m
usa-apps.acme-
one.com
Protocol: TCP
Destination Port:
8000
1 | india- IP Prefix: busin  standard  Sanctioned 1
portal 192.18.50.18/32 n n ess- 1
Host Pattern: syste o
Inventory india- m
portal.acme-
one.com
Protocol: TCP
a2 Destination Port:
8000

Step 4: Secure Access Profile: Configure DNS Server

For the VSIA & VSPA setup, we need to configure the DNS server IP address without Domains. In this
case, ACME-ONE uses public DNS server 8.8.8.8.
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Note: Secondary DNS Server — It is recommended to configure one or more redundant DNS servers to ensure
name resolution continuity in the event of a primary DNS server failure. In this configuration, a secondary DNS

server is not defined because it is optional for this deployment scenario.

To create a Secure Access profile, navigate to Configure > Security Service Edge > Secure Access >

Client-based Access > Profiles and click on +Add as shown in the figure below.

oscar .
Service Provider Administrator

W VERSA ACME-ONE CONFIGURATION @ America/Panzma v = E Engish ~ @

Security Service Edge Secure SD-WAN ~ * Publish (0)

Below are all the profiles for your Secure Client Accggs.
> RealTime Protection 6
er m & Refresh Select Columns v
> Advanced Secu
3
DEM
~ Secure Access
4 Routes DNS Resolvers MName User| i Predefined licatic Browser Access
- Client-based Access IND-DC-Route, USA-DC-Route Public. InternalDNS

Policy Ry
5

Settings

i Page Gotopage 1 - 1

ied
Analytics

> Clientless Application Access
PAC Files
B Terminal Server Agent (TsA)

> Digital Experience Monitoring (DEM)

Click on Add DNS Resolvers

Edit Client-based Access Policy: SecureAccess-Profilel

O

Routes & DMNS Resolvers Digital Experience Review & Deploy
Monitoring

Add which routes and DNS resolvers to use.

If you prefer, you can customize which routes and DNS resolvers to use for the dient profile.

Routes @ - DNS Resolvers @
No Routes have been added :: MNo DNS Resolvers have been added 1

BT G

Insert the DNS information and click Add. Then click Next until Review & Deploy section.
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Add DNS Resolver

Name* 2

Description

@® AllGateways (O Select Gateways

Domain

DNS server IP Address™

Then click Next until Review & Deploy section. Add a descriptive Name and click Save.

Configure > Security Service E

Edit Client-based Access Policy: SecureAccess-Profilel

ecure Access > Client-

@ @ ©,

Routes & DMS Resolwers Digital Experience Review & Deploy
Monitoring

Review and Configure
Below are the configurations of your profile. Review and edit any step of your configuration before validating.

General

Mame* () Description
Tags
Routes & DNS Resolvers # Edit
Routes 0 Added
[ Cancel ] [ Back Save
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Step 5: Define Secure Access rules

In VSPA + VSIA setup, the SSE Gateway is the default gateway for private and public traffic.

When the users are working from home, all traffic is routed through the SSE Gateway but to meet the
requirements of this case, the only exception will be conferencing applications traffic, which will be configured

to break out locally.

When users are in the office, the Trusted Network Detection (TND) Gateway Assisted feature will be used to
bypass private traffic locally and the remaining internet traffic will continue to be routed via the SSE gateway,

including the same exception of conferencing application (Zoom).
The TND feature will be configured in the next step of this document.

To meet the requirements of this case; since only one level of users is being used for testing purposes,
only one secure client access rule is needed to enable local breakout for conferencing application
(Zoom), so that these applications are sent directly to the Internet without passing through the SASE

gateways.

To configure navigate to Configure > Security Service Edge > Secure Access > Client-based

Access > Policy Rules and click on +Add.

oscar .
Service Provider Administrator

VERSA ACME-ONE CONFIGURATION :') America/Panama v i | B English v | @)
2

Below are all the rules for your Secure Client-based Access.
> Real-Time Protection 5
L + Add 22 Refresh Select Columns v
> Advanced Secug
3 Endpoint Posture
perating System Versions | Users & Groups EIP&EntityRiskBands  Device ComplianceStatus | Traffic Action VPN & Gateway Groups Status Last Modified By & Dz
 Client-based Acce 4 * Windaws ™ MSEntralD- EndpointInformation  V Managed Statusof  Action VPN Name © Enabled  10/10/2025, 12:28:4
S OscarNuevo Profile (EIP) Devices Send Apps to Versa ACME-ONE-Enterprise oscar
Policy Rules | Windows 10 Mobile Users ARdSdce All Devices Cloud V Gateway Groups
. . No Client Applications
Windows 11 vip@oscarlabsase o ” i PE| Default
Monitor Profiles (et irl'\ﬂrgbf:ns-kn[;ims o @)
Edcre Details remotevip@oscarla v Exclude PreDefined SazeGWaroupACMEone
Settings bsase.onmicrosoftc Applications =earae !
o - = Microsoft Office 385 ~ Gateways
] . o ‘Outlook.com SaseGW2
fropre > Clientless Application Access Zoom e—
PACFiles | =
arPage Gotopage 1~ 1
| Terminal Server Agent (TSA) : e

Inventory

For this example, we are setting up the secure access rule according to these requirements:

Knob Current Use Case Reason Best Practice (Production)

Ensures compatibility Limit to supported/managed OS

Operating All Windows versions Wlth.a” Wlndows o5 versions only (e.g., Win11). Block EOL
Systems versions in the . .
. OS (Win7) to reduce risk.
enterprise.

All required user or
groups (vip and
remotevip)

Apply least-privilege access:
segment users by role and sensitivity
(e.g., Finance vs. Contractors). Specific

Broad inclusion for
testing.

Users &
Groups
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rules for each user can also be
considered if each user group has
different access requirements,
location etc.

Management Status: All

No Enforcement

Require managed devices and

Endpoint . . . . .
Pos:)urle devices required from the endpoint compliance where possible.
EIP Profile: no eip profile users devices. Strengthens endpoint hygiene
Restrict access to approved
Source Geo Al No geo-restriction geographies where the company
Location defined. operates. Deny or challenge high-risk
regions.
. W fi IP
Source IP As all users need this € can define an addr.ess to
Address None breakout enforce the user connection from a
specific location and a WAN circuit.
Subscription: VSPA (Versa | Secure access to
. . Secure Private Access) & internal applications
Traffic Action . Same as lab.
rat : VSIA (Versa Secure and secure internet
Internet Access) traffic
All traffic will h o
traffic will go the Select approved applications that are
Allow = Send Apps to gateways, but the trusted and need no enforcement to
Traffic Action | Versa Cloud Gateway. Add | applications added o . .
. . optimize their performance sending
Zoom to the applications | will bypass the . .
the traffic directly to the internet
tunnels.
Select gateways according to the type
of user and the regional gateways
Select the gateway Heer re9 gateway
Select the gateways that will serve them, ensuring that a
Gateways . . that we want the user . .
available for this tenant redundant gateway is always included
to connect to . .
in the rule to guarantee high
availability and low latency.
Select the S Client )
Client elect the secure Hien Select the profile

Configuration

Access Profile:
SecureAccess-Profile1

created in step 3

Same as lab

Not required in the

Enable MFA (Email or TOTP as per

MFA Disabled lab the requirement). Critical for Zero
' Trust.
Flexibility during lab Define the order of preference
VPN T IP .
ype >ec testing. (Recommended: DTLS > IPsec > TLS).
Client Defaults are sufficient Harden cont.rols. (Tamper Protect|.on,
Default values Tunnel Monitoring, Always-On with

Controls for the lab use case. .

Trusted Network Detection).

To enforce real-time posture
i::lgeent Blank Optional in the lab. evaluation with EIP. Continuous

evaluation is key for Zero Trust.

For this use case, select All Windows versions and then click Next.

+J VERSA
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Edit Client-based Access Rule: ACME-ONE-Access-TEST

®

Operating System Users & Groups Endpoint Posture  Source Geo Location & Traffic Action Gateways Client Configuration  Agent ProfileFrom EIP  Review & Configure

Source IP Address
L : i
Choose the operating system for this rule below.

If you prefer, you can customize which operating system options youwould like to enable for the rule.

® o] @] o]

| Windows ‘ Apple d Android (Q Linux

[J All Android Operating Systems

All windows Operating Systems ([ All Apple Operating Systems ) Predefned O Al Linux Operating Systems
PE\:‘;‘::M 10 . Plr__elde;::lsx&wer (] et . PEIdEFf:;:a
Windows 10 Mobile [J osx [ Linux
Windows 11 [ Macos (] Red Hat Enterprise Linux
Windows 7 [ Al Apple Mabile [ ubuntu
Windows 8 [ Predefined
Windows 81 [ ios
Windows Server 2012 [ iPados

Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022
Windows Vista
Windows XP

T | T [

In the users and group section click in Customize.

Edit Client-based Access Rule: ACME-ONE-Access-TEST

©)

Operating System Users & Groups Endpoint Posture Source Geo Location & Traffic Action Gateways Client Configuration  Agent Profile FromEIP  Review & Configure
Source IP Address

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture.

Users & Groups ©
le1@)
CC v Users

vip@oscarlabsase onmicrosoft com
remotevip@oscarlabsase onmicrosof
teom

In the users and groups configuration, select the SAML authentication profile created before in step 2, Fill the
name of users that need to use these specific applications, and then click Next. In this case, as an example we

only used 2 users.

) VERSA
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Edit Client-based Access Rule: ACME-ONE-Access-TEST

©)

Operating System Users & Groups Endpoint Posture Source Geo Location & Traffic Action Gateways Client Configuration  Agent Profile From EIP
Source IP Address

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture.

& Back Users & Groups

User Type O Known Users

® selected Users

Enable Rule for the fol F matched users or user groups

User Groups
[= icrosortcom %) ((remotevip@ascar icrosoftcom % )| Search for Users
Users (2)
User Name First Name Last Name
vip@oscarlabsase onmicrasott.com vip
remotevip@oscarlabsase.onmicrascftcom remotevip

pra Y B wmﬁ

Then click Next until the Traffic Action section

Review & Configure

) VERSA
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For the traffic action configuration first select the Subscription type corresponding to your License, in

this case VSPA & VSIA. Select allow, this action will send the matching traffic to the gateway, but the

applications selected in the list bellow will be sent out directly to the internet. In this case Zoom.

click next.

Edit Client-based Access Rule: ACME-ONE-Access-TEST

©

Operating System Users & Groups Endpoint Posture Source Geo Location & Traffic Actio Gateways Qlient Configuration  AgentProfile FromEIP Review & Configure
Source P Address

Based on the most common secure enterprise settings, we've chosen the traffic steering below.

Ifyou prefer, you can customize which traffic steering option vouwould like to enable for the rule.

Select subscription type for users matching this rule. E

IVersa Secure Private Access [VSPA) & Versa Secure Internet Access NSINI ®

. Deny
) Drop all traffic that matches the rule

Display Message after Connection is Blocked

You are not allowed to connect to the enterprise VPN, please contact administrator

Then

Allow
Allow all traffic that matches the rule to pass

[ ————————

@ Send Apps to Versa Cloud Gateway | O Breakout To Internet

With this option, the default behavior is to send all traffic from the user device to the Versa Cloud Gateway. Select applications below to bypass the tunnel and be sent out directly to the Internet from the user
device.

Display Message after Successful Connection

WELCOME ACME ONE

6

- B
@ Zoom fearch for Applications ©Cearan 4 Addnew | B

I IWIEF

Let the default gateways configuration and click next.
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Edit Client-based Access Rule: ACME-ONE-Access-TEST

Operating Systam Users & Groups Endpoint Posture Source Geo Location & Traffic Action WL Client Configuration  AgentProfileFromEIP  Review & Configure

Source IP Address

By default all gateway groups have been selected.

If you prefer, you can select a specific gatewsy to allow access.

Gateway Groups © Gateways
All Selected | 3 Select VPN
Default ACME-ONE-Enterprise

Global
SaseGWeroupACMEcne

Selected | 2
Gataway Gateway Group Client Address Pool Name
sasecwWz DefaultGlonsl SaseGWEraupACMEDRE
172.16.205.0/24-Peol-1
SssecW1 DefaultGlobal SaseGWaroupACMEone

172.16.105.0/24-Poal-1

=] = 1m|§a

Select the Secure Client Access Profile to be used with this rule the click Next.

Edit Client-based Access Rule: ACME-ONE-Access-TEST

o o o o © @

Operatir s poi ation & Traffic Action Gateways Client G i Agent Review & Configure
Source IP Address

Based on the most common secure enterprise settings, we have defined your client configuration.

If you prefer, you can customize the client configuration setting for the rule.

Secure Client Access Profile @

p Use the following Secure Client Access profile for this rule
SR T———

Profile Details

+  Routes And DNS Resolvers

o MFA © VPN Type @ Client Controls ©
C@ MFA s switched off % tpsec [ TLs [J OTLs @ v Remember Credentials
v Allow Client Customization
VPN Type Order

First Second Third

Customize

3
= — lm_.

Then click Next until Review & Configuration section and assign a descriptive Name for the Access

Rule, if you need to verify you can scroll down and check the configuration. If it's required, you can

edit the configuration again. Now click Save.
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Edit Client-based Access Rule: ACME-ONE-Access-TEST

g 2 2 Gateways Client Configuration  AgentProfile FromEIP | Raview & Configur
Source IP Address

Review your Client-based Access Rule Configurations below

Below are the configurations for your rule. Review and edit any step of your configuration before deploying

General

Name® @ 2 Deseription
ACME-ONE-Access TEST

Tegs
Rule isEnabled

Operating Systems # Edit

Operating System Versions  Custom Selection

Windows | 13
Windows 10
‘Windows 10 Mobile
Windows 11
‘Windows 7
Windows 8
Windows 8.1
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019

Define the rule to be evaluated first and click Save.
Step 6: Trusted Network Detection: When the user is in the office

ACME-ONE can use this feature to bypass the SASE gateway when the SASE client is located behind their trusted
network/corporate office. In this mode, the secure tunnel to the SASE gateway will not be formed when the SASE
client is already behind a trusted network and instead uses the site-to-site connection to the Versa SASE

gateways.

When the Versa SASE client initiates registration with the SASE Gateway, the gateway determines
whether the client is in a trusted or untrusted network based on the IP address used to connect (private

vs. public) and responds accordingly.

To Configure Trusted Network Detection — Gateway-Assisted, edit the already created VPN in
Configure > Security Service Edge > VPN Settings.

) VERSA
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W VERSA ACME-OMNE !

Seourity Service Edge Secure SD-WAR

» Real-Time Protection

»  Adwanced Security

» Secure Access

> Digital Experience Monitoring (DEM)

> TLS Decryption i Page
Monitor > Bandwidth Limits

» Profiles and Connectors

I—_‘-_;I;.

» Partner Integration

» User and Device Authentication

Inventory:

> User-Defined Objects
BGP Peer Policies
Captive Portal
Certificates
Files And Folders
LAM Interface
SIEM Integration
Site-to-Site Tunnels

URL and IP Reputation Lookup

Settings

Click on the VPN name to open and edit the settings

viisestee o)

Below are all the VPN Settings

£ Refresh Select Columns v
Name 1 Trusted Network Detection (TND) Status () Last Modified
[ | AcmE-ONE-Enterprise ® Disabled 9/8/2025,1:29:02 PM

sdmin

Showing 1-10f 1results 10 - Rows per Page Gotopage 1 - 1

Enable the Trusted mode with DNS Configuration. There is no need to add Domain Name Servers as

these fields are used to add a DNS server to the SASE Gateways. Then click Save.
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Edit Settings for ACME-ONE-Enterprise e

Change THD Status

Enabling Gateway Assisted Trusted Metwork Detection (TMD) requires creating Real-
Time Protection Internet Protection rules when using external LDAP, SAML, or Radius
User Authentication Profiles.

For example, when leveraging Azure Active Directory for SAML authentication, the
relevant Microsoft applications (Microsoft and Windows Marketplace) and application

groups (Office365-Apps) should be allowed for all users from the TMD source zone(s) (ie.,
site-to-site on premises to SASE Gateway tunnels) to the Internet destination zone.

Enabled
Domain Mame Server
Configure name servers to resolve domain names by W05 in this VEM.

Primary |P Address Secondary IP Address

2

Cancel | | Save

Once the above configuration is saved, we need to Publish the configurations so that concerto derives

the configuration to the SASE Gateways. The concerto portal will not request to publish.

VPN Settings

1
Below are all the VPN Settings

& Refresh Select Columns v

Mame Trusted Network Detsction (TND) Status (D) Last Modified

[[]  ACME-ONE-Enterprise @ Ensbled 10/20/2025,9:15:12AM

oscar

Showing 1-1of Lresults 10 - Rows perPage Gotopage 1 - 1

Captive portal VR and Interface IP addresses are automatically populated with pre-defined

configuration.
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Now a DNS entry should be created for the FQDN portal domain to resolve the TNDNOB private ip.

In this case,
1
Domain Name FQDN IP Address
acme-one.versanow.net
Portal 172.16.105.1
acme-one-sasegwgroupacmeone.versanow.net
Group 172.16.105.1
acme-one-sasegwl.versanow.net
Gateway 172.16.105.1

Step 7: DNS Proxy for Private Domain Resolution

When users are working from home with VSIA+VSPA, client DNS routes point to the SASE Gateways.
This organization has internal applications and services that require customized DNS handling. To
meet the requirements of this scenario, we need to configure selective DNS requests to be forwarded
through a DNS proxy to the corporate DNS. All other external DNS queries, such as those for websites

or cloud services, can be sent to the global DNS server for standard resolution.
This example explains how to configure a DNS proxy with network obfuscation for Versa SASE client.

Go to Configure > Security Service Edge > Real-Time Protection > Network Obfuscation.

) VERSA
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VERSA ACME-ONE

HETETRES

Security Service Edge Secure SD-WAN

Internet Protection

Private App Protection

Frofiles

Safe Search

Monitor Metwaork Obfuscation

» Settings

Go to Application Obfuscation tab and then slide the toggle to Enabled. Then click + Obfuscation
Applications.

.
Network Obfuscation

Remote User Ob

ation Application Obfuscatior)

1
Application Obfuscation

Obfuscate the |P addresses of private applications. When a user tries to resolve the FQDN of a private application, the S55E GW will respond with a resolved IP address randomly allecated from a private pool. When the user's traffic to the
application reaches the SSE GW, the destination address is replaced with the real IP address of the private application.

Enable Network Obfuscation
3
Obfuscated Applications (0} + Obfuscate Applications | o Fdit @ Delete
Traffic Source Private Applications Resolvers ‘Obfuscated

No Dats

Coneel |

In the Obfuscate Applications screen, make sure the tenant is selected and enter a regex pattern for

customer private domains/app in +Add New Application.
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Obfuscate Applications x

Add applications you want to obfuscate.
Traffic Source F
ACME-OME-Enterprise .

Private Applications with Host Pattern + Add New Application

Searchor select one or more private applications with Host Pattern

Resolvers

D Do not Obfuscate these applications

4+ Add anather application group

= -

We will add the pattern of the private domain .*acme-one.com and then click Next.

@ Match Criteria

IP Prefix Host Pattern #
;m[l'EEOITI
Protocol Source Port Diestination Port
TCP
Precedence

ﬁ

In Application Attributes a tag is necessary, we used Business and click Next.
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Create Application

° Match Criteria +

|® Application Attributes | -

Risk Family Application Tags - Security Application Tags - SDWAN
Each application has been assessed and assigned a risk level (1= lowest to 5 = highest) (® Business-system (O Media D Anomymizer D Audio Stream D Data
:;;n:a\:;ﬁj‘:ﬁmﬁ:::;:irsitgrasaarchteam.Thenumberineachcardindicatas O Collaboration O Networking [ Bandwidth O wes
(O General-internet [ Dataleak [[J Nen Business
[ Evasive [[] video Stream
[] SrblE=mly [ Filetransfer
m Level2 @ Antivirus O Microsoft-office O Malware
Howest ik How Rk ediom iz pozh ikl igpase Bk O Application- O Middleware O Misused
o ::[:::E\ﬁden o] :Zmem [ sanctionState Uncategorized
(O Authentication () Network-service [ sanctioned
() Behavioral (O Peer-to-peer O Tunnel
() Compression O Printer [J Unsanctioned
() Database () Routing O vulnerable
O Encrypted O Security-service e
Productivity O Encrypted- O Standard Application Tags - General )
Each application has been assessed and assigned a productivity level (1 = lowest to 5= tunnel O Telephony [J asa [ Cloud services  [] toT [ Update

Define the Name for the added application domains/URL.

Create Application

° Match Criteria
° Application Attributes

@ Mame, Description, Tags & Application Image

Upload Application Image (Optional)

PRIVATE-APP-URL +

Drescription Add

File formats: png &.svg

Ea

Select the created Application. The resolver would be the internal DNS server that can resolve private

Tags

domains. Set “Do not obfuscate’ and “add another application group”
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Obfuscate Applications x

Add applications you want to obfuscate.

Traffic Source
ACME-OME-Enterprize -
Private Applications with Host Pattern 4+ Add Mew Applicaticn

PRIVATE-APP-URL

Resolvers

Do not Obfuscate these appl icati{:nsﬂ

I + Add another application group I
.

Do not define any application, so the rest of the domains are matched, and DNS resolver is defined as
the public DNS. Then click Add.
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Obfuscate Applications x

ACME-OME-Enterprise -

Private Applications with Host Pattern + Add Mew Application 3%

PRIVATE-APP-URL

Resolvers

182.188.15.52 =

Do not Obfuscate these applications

Private Applications with Host Pattern + Add Mew Application ¥

Do not Obfuscate these application:

Cancel

Now set Enable Network Obfuscation and click Save

.
Network Obfuscation

Application Obfuscation

Obfuscate the |P addresses of private applications. When a user tries to resolve the FQDM of a private application, the 5SE GW will respond with 2 resolved |P address randomly allocated from a private pool. When the user's trafficta the
application reaches the SSE GW, the dFtion address is replaced with the real IP address of the private application.

| Enable Network Obfuscation

Obfuscated Applications (1) + Obfuscate Applications [ Edit

Traffic Source Private Applications Resolvers Obfuscated

[ ACME-ONE-Enterprise PRIVATE-APP-URL 192.168.15.53 He
8388 e

Showing 1-1of 1results 10 = RowsperPage Gotopage 1 = 1

Cancel
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Step 8: Enforce TLS Policies: Do-Not-Decrypt for Health/Finance | Decrypt the rest.

In this scenario to maintain user privacy and comply with regulations:
o Financial services and healthcare-related websites should be explicitly excluded from decryption.

o All other traffic will be decrypted, allowing sensitive flows to be inspected and protected by Versa's

security stack.

The required information to complete the configuration is in the next list.

Parameter Description
Profiles Name Name for Decryption Profiles
Certificate Certificate to be used for TLS Decryption

Key Exchange Algorithms allowed to be used for

Key Exchange Algorithms TLS

Encryption Algorithms Encryption Algorithms allowed to be used for TLS

Authentication Algorithms allowed to be used for

Authentication Algorithms TLS

TLS Cipher Suites TLS Cipher Suites allowed to be used for TLS

Versa includes some predefined profiles you can use, but if some specific/custom profile is required,

please follow the steps listed below to create a new one.
To meet the requirements on this scenario we will need to configure
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Configure TLS decryption, first create a decryption profile in Configure > Security Service Edge >
TLS Decryption > Profiles > +Add.

oscar

BE English N . . . -
0 Service Provider Administrator

W VERSA ACME-QONE CONFIGURATION C_’) AmericalPanama

Sacure SD-WAN

Below are all the TLS Decryption Profiles.

> Real-Time Protection

er | AllRuleTypes ~ & Refresh Select Columns ~
> Advanced Security
Profile Type Certificates
> Secure Access
W | Decryption and Inspection ACME-ONE
> Digital Experience Monitoring (DEM)
v Inspection ACME-ONE
W | Decryption and Inspection ACME-ONE
Policy Rules
[rPagE Gotopage 1 - 1
> Bandwidth Limits
For this case choose Decryption Profile
it Create TLS Decryption Profile
View
8 )
Configure Profile Type Certificate Setup. Inspection Options Decryption Options Review & Validate

Create a TLS Decryption Profile

Decryptien enforces security policies on encrypted traffic to help prevent malicious content from entering the network and to protect sensitive data disguised as encrypted traffic from leaving the network. You can configure a decryption
profile with SSL inspection and policy enforcement information. This section will guide you through the process of configuring the decryption profiles.

Decryption Profile Inspection Profile
This profile applies both decryption and inspection protocols that This profile applies only inspection protocols that you can
you can associzte with your decryption rules. associate with your decryption rules.

Choose the Certificate, then click Next.
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Create TLS Decryption Profile

Inspaction Options Decryption Options Review & Validate

Profile Type

We've selected a certificate authority for you by default.

A certificate authority (CA) is an entity that issues digital certificates to verify the ownership of 2 public key. Only one certificate can be selected. If you prefer, you can choose another CA to use.

Previously Uplosded Certificates
2 - + Add New

ACME-ONE

Details
Name: ACME-ONE
File Name: ACME-ONE zip
key: ACME-ONEkey

Certificate: ACME-ONE.crt

Issued To:  VOS Certificate

Issued By:  Verss Concerto Certificate Authority
validity:  2025-09-08 11:26:15 to 2030-09-07 11:26:15

& Download Certificate

o )= 1WEE

Enable OSCP Verification and blocking Unknown Certificates, now scroll down.

Create TLS Decryption Profile

o ®

Profile Type Certificate Setup Inspection Options Decryption Options Review & Validate

Based on the most common secure enterprise settings, we've chosen the inspection options, below.

If you prefer, you can custemize which inspection options you'd like to enable for your decryption.

TLS inspection is the process of intercepting and reviewing SSL/TLS encrypted internet communication between the client and the server. The inspection of SSL/TLS encrypted traffic has become critically important
because the vast majority of internet traffic is SSL/TLS encrypted, including malicious traffic

More Information (&

Certificate Validation ©

This is the Internet protocol used by web browsers to determine the revocation status of SSUTLS certificates supplied by HTTPS websites.

Verify with OCSP © Block Unknown Certificates
Enableserver certificate verification using the Online Certificate Status Block SSL_ sessions whose cerfificate status is unkmov,
Protocol {OCSP) R

Response timeout(seconds) for an OCSP request  Verify

5 Server and Client -

Server Certificate Actions @
Choose what actions should occur for the following server certificate checks.
‘When the certificate expires, do the following:

Alert -

Cancel l [ Back
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Block Expired and Unknown Certificates and Alert Unsupported Key Lengths, Unsupported Cipher and

Unsupported Protocol Version. Then click Next.

Create TLS Decryption Profile

Server Certificate Actions @

Choose what actions should occur for the following server certificate checks.

When the certificate expires, do the following:

Block

‘When the certificate is received from an untrusted issuer, do the following:

Block

Choose whether to restrict the certificate key usage extensions to either digital signature or key encipherment.

Restrict Certificate Extension

SSL/TLS Protocol Checks @

Choose what actions should occur for the following 55L/TLS protocol checks. E

When the negotiated S5L/TLS protocol between the Client and Server uses an unsupported key length, do the following:

Alert
Minimum Supported RSA Key Length
1024 bits
Enter 3 value of 512 bits or higher
‘When the negotiated SSL/TLS protocol between the Client and Server uses an unsupported cipher, do the following:

Alert

When the negotiated SSL/TLS protocol between the Client and Server uses an unsupported protocel version, do the following:

Aert

= — JWEF

Select Key Exchange Algorithms, choose Encryption and Authentication Algorithms, now scroll down.
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Create TLS Decryption Profile

o o ©

Profile Type Certificata Setup Inspaction Options Decryption Options Review & Validate

Based on the most common secure enterprise settings, we've chosen the protocol options, below.

Ifyou prefer, you can customize which protocol eptions you'd like to enable for your decryption.

Transport Layer Security, or TLS, is 2 widely adopted security protocol designed to facilitate privacy and data security for communications over the Internet. A primary use case of TLS is encrypting the communication
between web applications and servers, such as web browsers loading a website. TLS can also be used to encrypt other communications such as email, messaging, and voice over IP (VolP). In this article we will focus on the
role of TLS in web application security.

More Information ()

Transport Layer Security (TLS) Version Support ©

Select the minimum and maximum version of TLS that is supported. When you select a version that is not TLS 1.3, select one or more key exchange algorithms for the S5L connection.

TLS10 TIS11 TS12 TI513

Key Exchange Algorithms (@

I ECDHE—Elliptic-Curve Diffie-Hellman Key Exchange
L4 RSA—Rivest-Shamir-Adleman algorithm

v Advanced

Create TLS Decryption Profile
~ Advanced

Algorithms ©

Select which encryption and authentication algorithms to use.

Encryption Algorithms Authentication Algorithms
AFS-128-CBC SHA

AES-128-GCM SHAZSE
AES-256-CBC SHA3S4

AES-256-GCM
CAMELLIA-256-CBC
CHACHA20-POLY1305

SEED-CBC n
TLS Cipher Suites @

The following TLS cipher suites are automatically selected based on your algorithms above.

TLS-ECDHE-ECDSA-WITH-AES-128-CBC-SHA
TLS-ECDHE-ECDSA-WITH-AES-128-CBC-SHA256 TLS-ECDHE-ECDSA-WITH-AES-128-GCM-5HA255
TLS-ECDHE-ECDSA-WITH-AES-256-CBC-SHA TLS-ECDHE-ECDSA-WITH-AES-256-CBC-5SHASS4
TLS-ECDHE-ECDSA-WITH-AES-256-GCM-5HA3E4 TLS-ECDHE-RSA-WITH-AES-128-CBC-SHA

TLS-ECDHE-RSA-WITH-AES-128-CBC-SHA256 TLS-ECDHE-RSA-WITH-AES-128-GCM-SHA256

[ < <]

TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA TLS-ECDHE-RSA-WITH-AES-256-CBC-SHA3S4

TLS-ECDHE-RSA-WITH-AES-256-GCM-5HA384 TLS-RSA-WITH-AES-126-CBC-5HA
TLS-RSA-WITH-AES-128-CBC-5HA256 TLS-RSA-WITH-AES-126-GCM-5HA256

TLS-RSA-WITH-AES-256-CBC-SHA TLS-RSA-WITH-AES-256-CBC-5HA256

a

TLS-RSA-WITH-AES-256-GCM-5HA3E4 TLS-ECDHE-ECDSA-WITH-CHACHA20-POLY1305-5HA256

[m]
[

[0 TLS-ECDHE-RSA-WITH-CHACHA20-POLY1305-SHA256 TLS-RSA-WITH-CAMELLIA-256-CBC-5HA

) (= IWEF

D TLS-RSA-WITH-SEED-CBC-SHA
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Assign a descriptive Name then click Save.

Create TLS Decryption Profile

o o o ©

Profile Type Certificate Setup Inspection Options Decryption Options Review & Validate

Review and name your profile

Below are the cenfigurations of your profile. Review and edit any step of your configuration before validating.

General

Name* @ Description
“AuneOmTIijﬁld H

Tags

Certificate Setup # Edit

Certificate Authority ~ ACME-ONE
Issued For VOS Certificate
Issued By Versa Concerto Certificate Authority

Inspection Options # Edit
Online Certificate Status Protocol (OCSP)
Verify with OCSP Enabled
Block Unknown Certificates  Enabled
Response timeout{seconds) for an OCSP request: 5 Secs
Verify: Server and Client

Saruar Cartifirata Artinne

[ Cancel I l Back ] Save

Now, to create the 2" rule to avoid Health and Financial URLs to be decrypted, go to Configure >
Security Service Edge > TLS Decryption_> Policy Rules, Then Click Add to create a new TLS
Decryption Policy Rule.

Service Provider Administrator

1

ACME-ONE CONFIGURATION @ AmericafPanama = | B Englsh v | @ | oo

> Real-Time Protection

) er All Rule Types ~ 2 Refresh Select Columns v
> Advanced Security
Network Layer 3-4
> Secure Actess
ile Bypass URL ing| i URL L poi Source & Destination Services Schedule

> Digital E“pE"E” onitoring (DEM) None Selected ~ Reputations AllUsers Endpoint Infarmation All Layer 4 Services Mot Available
P Profile (EIP)

~ TLS Decry, rustary All devices
fove_risic

- Entity Risk Bands
Al riskbands
4
Profiles None Selected ~ Reputations AllUsers Endpoint Infarmation All Layer 4 Services Mot Avsilable
Profile (EIP)
All devices
> Bandwidth Limits

Entity Risk Bands

> Profiles and Connectors All risk bands

> Partner Integration wPage Gotopage 1 - 1
> User and Device Authentication
> User-Defined Objects

> Settings
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Select Do Not Decrypt Option and the option to Inspect Certificates with the Standard Inspect Profile,
Then Click Next.

Create TLS Decryption Rule

©

Decryption Enforcement Applications &URLs Users & Groups Endpeint Posture Network Layer 3-4 Review & Validate

What type of rule would you like to create?

“You can customize either configuration you'd like to enforce

Decrypt traffic and inspect the server certificate Do Not Decrypt °
Normally, encrypted traffic is not blocked. Decryption enforces security he traff - - d‘ hi o <hould b don s =

policies on encrypted traffic to help prevent malicious content from entering E = tr‘_ ‘c remzins ﬁncnpte -This optllon =hou ) eysa onsites,

the network and to protect sensitive data disguised as encrypted traffic from zpelications or services you need for your organization

leaving the network.

Use the following decryption profile 4 Add New (® Do not decrypt the traffic but only inspect server certificate
Encryption does not necessarily mean that content is safe.

. Gain visibility into the hidden traffic within your network and
identify, classify, and inspect the packets for threats Know
what is being intentionally or accidentally sent outside of your
URL Filtering Action Override(optional) organization.

Selects URL Profile - Standardinspect x

Bypass Certificate-Pinned Traffic

Enzbled (O Donot decrypt and do not inspect the traffic
Enable this option to dynamically bypass TLS decryption for Allow traffic from certain trusted sites to go un-inspected.
certificate pinned spplictions for the logzed in users Keep in mind, this can be risky because webpages are not

static.

Cee ] | T TN

From URLs Categories and Reputations, search for financial services and health_and_medicine

categories, then Click Next.

Create TLS Decryption Rule

2

Users & Groups Endpoint Posture. Network Layer 3-4 Review & Validate

By default, we've included all applications to match.

Applications

URL Categories & Reputations

URL Categories + AddMNew

Select one or more URL categories to apply the Rul
[l

Reputations

Select one or more reputations to apply the Rule to

e e—— ——
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Click Next in Users & Groups and in Endpoint Posture, until you reach Network Layer 3-4. Click on

Customize in section Services.

Decrypti licati Users & Groups. Endpoint Posture. Nmmuwu‘ Review & Validate

Alltrafficis selected, and it will receive the previously selected security enforcements

Ifyou prefer, you can customize which traffic to include or exclude from the layered traffic, below

Create TLS Decryption Rule

Internet
Customize Customize

Services @ = Source & Destination (Layer 3) o 1+ Schedule ¢
Alllayer aservices [ === + Destination Zone - v Mone Selected

Look for http and add services http and https to avoid resources consumption looking for other

services. Then Click Next.

Create TLS Decryption Rule
D i lications & URLs Users & Gi Endpoint Posture Network Layer 3-4 Review & Validate
All traffic is selected, and it will receive the previously selected security enforcements
If you prefer, you can customize which traffic to include or exclude from the layered traffic, below
& Back Services

ATLS Decryption rule matches network traffic based on services and differentiated services code points (D5SCPs). In 2 custom rule, you can configure the network traffic to match by selecting predefined or custom services.
A service is defined by 2 protocol name or number, and either the port on which the protocol is used or the source or destination port onwhich the protocal is used. You can also configure the network traffic to match by the
DSCP in the packet header. The DSCP value is used to to classify and manage network traffic and for providing quality of service (QoS)

Services

Services(User Defined: 0 | Predefined: 741) Al Services - + Add UserDefined
Name Type Protocol Source Port Destination Port ‘Source Or Destination Port
[] sshtw Predefined TcP any 288
upp any 488
http Predefined TcP any 80
upp any &0
2
scTe any &0
[] heweair Predefined TcP any 551
uop any 591
[] hetp-mamt Predefined TcP any 280
uop any 280
[] hetprpe-spmap Predefined TcP any 593
uop any 593

https Predefined TcP any 443
upp =y 243
4

C= ) (=) T (=

Add descriptive Name, click Save to finish, Configure Rule order window will be deployed. Select

Process Rule First option and then click Save again.
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Create TLS Decryption Rule
Decryptis ficati URLs Endpaint Posture Network Layer 3-4
Review your TLS Decryption Rule configurations below
Below are the configurations of your rule. Review and edit any step of your configuration before deploying.
General

Name* §) Deescription

@) ruleisEnabled

Applications & URLs # Edit

URL Categories  Custom Selection
URL Categories | 2
financial_services

health and medicine

Decryption Enforcement & Edit
Rule Type Do Not Decrypt
Inspect Traffic Enzbled  Inspect the server certificate
Profile Standardinspect

[ ‘Cancel ] [ Back ]

Configure Rule Order

How would you like to process rule "AcmeOne-DoNotDecrypt'2

(®) Process the rule last (add this rule at the bottom of the rule list}

O Process the rule first (add this rule at the top of the rule list)

o} he rule in specific pl: (select where to pl le ist)

E

) VERSA

49



To create the rule allowing to decrypt all traffic, click Add.

TLS Decryption Rules List

Q. search by keyword or name Y Filter All Rule Types ~ £4 Refresh Select Columns v
Network Layer 3-4
Rule Name Decryption Prafile Bypass URL Filtering Profile | Applications & URLs Users & Groups Endpoint Posture Source &Destination Services. Schedule
[ stancardinspec: WP | Standard Mone Selected ™ Reputations AllUsers Endpoint Information Al Layer 4 Services Not Available
Profile (EIP}
trustworthy All devices
lew_risk
Entity Risk Bands
All risk bands
[ Risiywensies W | Strict Mone Selected ~ Reputations AllUsers Endpoint Information Al Layer 4 Services Mot Availzble
P Profile (EIP)
e All devices
suspicious
undefined Entity Risk Bands
All risk bands
[] Acmeone- s  Standardinspect MNone Selected ~ URL Categories AllUsers Endpoint Information Destination Zone ~ Services Mot Availzble
DoNotDecrypt - N Profile (EIP)
financiz|_services : Intarnet http
N All devices
health_and_medicine https
Entity Risk Bands
All risk bands
Showing1-3of 3results 10 - Rows per Page Gotopage 1 - 1

Select Decrypt Traffic and Inspect server

Filtering Action Override, then click Next.

Edit TLS Decryption Rule: AcmeOneDecryptall

O, o

Decryption Enforcement Applications & URLs

Certificate, Select the

Users & Groups Endpoint Posture

Decryption

Metwork Layer 3-4

What type of rule would you like to create?

“¥ou can customize either configuration you'd like to enforce

Decrypt traffic and inspect the server certificate & 6'

MNormally, encrypted traffic is not blocked. Decryption enforces security
policies on encrypted traffic to help prevent malicious content from entering
the network and to protect sensitive data disguised as encrypted traffic from

leaving the network.

Use the following decryption profile + Add New

—

URL Filtering Action Override(optional)

Selecta URL Profile

Bypass Certificate-Pinned Traffic

Enabled

Cancel

Do Not Decrypt &

This option does not decrypt 2nd enforce security rules on traffic because
the traffic remains encrypted. This option should be used on sites,
applications or services you need for your organization.

Profile and

Review & Validate

() Do not decrypt the traffic but only inspect server certificate

Encryption does not necessarily mean that content iz safe

x Gain visibility into the hidden trafficwithin your network and

organization.

- Select Profile

identify, classify, and inspect the packets for threats Know
what is being intentionally or accidentally sent outside of your

) Do not decrypt and do notinspect the traffic

) VERSA

URL

Click Next in Applications and URLs, Users & Groups and in Endpoint Posture, until you reach

Network Layer 3-4. Click on Customize in section Services.
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Create TLS Decryption Rule

Decrypti licati Users & Groups. Endpoint Posture. Nmmuwu‘ Review & Validate

All trafficis selected, and it will receive the previously selected security enforcements

Ifyou prefer, you can customize which traffic to indude or exclude from the layered traffic, below

Schedule o
v None Selected

Services @ Source & Destination (Layer 3) o
All layer 4services = + Destination Zone

Internet

Customize Customize

Look for http and add services http and https to avoid resources consumption looking for other
services. Then Click Next.

Create TLS Decryption Rule
D i lications & URLs Users & Gi Endpoint Posture Network Layer 3-4 Review & Validate
All traffic is selected, and it will receive the previously selected security enforcements
If you prefer, you can customize which traffic to include or exclude from the layered traffic, below
& Back Services

ATLS Decryption rule matches network traffic based on services and differentiated services code points (D5SCPs). In 2 custom rule, you can configure the network traffic to match by selecting predefined or custom services.
Aservice is defined by 3 protocol name or number. and either the port on which the protocol is used or the source or destination port anwhich the protocal is used. You can also configure the network traffic to match by the
DSCP in the packet header. The DSCP value is used to to classify and manage network traffic and for providing quality of service (QoS)

Services

Services(User Defined: 0 | Predefined: 741) Al Services - + Add UserDefined
Neme Type Protacol Source Port Destination Part Source Or Destination Port
[ es=hw Predefined Tcp any 438
voe any 438
hitp Predefined Tcp any E
voe any &0
2
sCTR any 20
[ eeeale Predefined Tcp any 591
vop any 591
[] hitpmamt Predefined Tcp any 230
vop any 230
[] "hitp-rpe-spmap Predefined Tcp any 593
vop any 593
https Bredefined TCP 2ny 443
3 vop any 443 4

C= ) (=) T =

Add descriptive Name, click Save to finish, Configure Rule order window will be deployed. Select

Process the Rule in specific placement, place it in the second position and then click Save again.
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Create TLS Decryption Rule
Decrypti ications & URL Users & Groups Endpaint Posture Metwork Layer 3-4
Review your TLS Decryption Rule configurations below
Below are the configurations of your rule. Review and edit any step of your configuration before deploying.
General
Name* (O 2 Description
Tags
Rule is Enabled

Applications & URLs # Edit

Decryption Enforcement # Edit

Rule Type Decrypt traffic and inspect the server certificate
Bypass Decryption for URL profiles Versa_Reputation_Analysis
Profile AcmeOne-TLSProfile

Users & Groups # Edit

Users & Groups_ All Users Users Device Groups _All Device Jllps
Cancel ] [ Back ] || Save

Configure Rule Order x

Howwould you like to process rule "AcmeCneDecryptall"?

() Process the rule |ast (add this rule at the bottom of the rule list)

(_) Process the rule first {add this rule at the top of the rule list)

(® Processthe rule in specific placement (select where to place in rule list)

2

Place here

1. AcmeOne-DoNotDecrypt

2_standardinspect

3. RiskyWebsites

Cancel

Place the rule in the second position, after the DoNotDecrypt rule.

) VERSA
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Step 9: Configure Real-Time Protection Profiles and Rules

- First, create different profiles to ensure secure access in accordance with the organization's
requirements. For this case, two profiles will be used: a custom profile for URL Filtering and a

predefined profile for Malware protection.

- Once all profiles are created or selected from predefined options, proceed to configure the

protection policies.

- Next, configure SaaS Tenant Control to ensure users access O365 only with corporate domain
accounts. This prevents logins with personal or third-party accounts, reducing the risk of data leakage

or use of unmanaged, non-compliant environments.
Custom URL Filtering Profile

In this use case, all the users will be enforced by one URL filtering profile that blocks the following
categories of sites: malware, phishing, botnet, adult, and illegal. Also, URL filtering blocks high-risk and

uncategorized/undefined URLs reputation-based threats. The others reputations will be allowed.
To meet these requirements, we will need to create a custom URL Filtering Profile as follows:

Go to Configure > Security Service Edge > Real Time Protection > Profiles.

A . ; oscar
) - = v = | BE English v ' ) . v
WveRsa  ACME-ONE CONFIGURATION @) smercararams : [ S R —
2 R
3 Below are all the rules for your Internet Protection Policy.
Real Time Protection
. er All Rule Types ~ + Add & Refresh Select Columns v
Internet Protection
X . Network Layer 3-4 Geo Locations
Private App Protection
4 i L poi ination | Services Schecute Source Destinstion
| Apslicstions AllUsers Endpoint Information V Services Mot Availasle  All Geolscst ! Al Ges locations are
User Risk Bands Profile (EIP) o
safesearch Al\r\'skbznﬁ All devices ImelEQUIGUDR-asS
. Entity Risk Bands
Network Obfuscation All risk bands
> Settings | Applications AllUsers Endpoint Information DestinationZone Al Layer 4 Services Not Availatle Al i lect Al tions are
Uszr_RiskBands Prﬂﬁle!E\P] Internet
+ Advanced Security Allisk bands All devices

Go to Filtering Profiles, select URL Filtering, then click +Add to create the profile.

) VERSA

53



Filtering Profiles

1
Filtering Profiles Mahiars Protaction & BS Data Loss Prevention (DLP] Cloud Accass Security Brokar (CASB - Inling) Remots Brows:
URLFilteringl DNSFiltering  IPFiltering  File Filtering
2 3
Q Searchbykeywordorname | ¥ Filter | All Rule Types v Q Loskup URL Category
Prafile Name DenyList AllowList URL Categories

[[] verss reputation Analysis W Logging: Enabled

Showing 1-1of Lresults 10 - Rows per Page

There is no specific URLS to allow or deny, so

any changes.

Create URL Filtering Profile

©

Deny & Allow List Category & Reputations List

Publish (0)

er Isolation (REI) Advsnced Threat Protaction (ATE)

£ Refresh Select Columns ~
Reputations Action
Verss Sanctioned: trustworthy Allow
Versa_Moderate: low_risk. maderate_risk
Versa Unsanctioned: suspicious, I
high_risk
Gotopage 1 - 1

Review & Submit

All fields have been configured, by default. Otherwise, you can choose which actions and URLs to enforce

for your deny and allow list.

Deny List
Choose which actions and URLs to deny (blacklist)

Action

Patterns (@

pea PCRE RegExpattem +

Strings (D

Type a comma separated list of strings

+ AddMew

e

) VERSA

click Next in Deny/Allow List Action without making

Select Block in the Action field for Category List section, search and select the URL Categories
malware, phishing, botnet, adult, illegal.

Then select Block in the first Action field for Reputation List section, search and select Reputation
high_risk and undefined. Click on the + to add a second Action field, select Allow then search and
select Reputation trustworthy, low_risk and moderate_risk. Then click Next to continue.
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Edit URL Filtering Profile: AcmeOne-High-Risk-Categories

Select Category List
Specify what action to enforce to the following URL categories.

Action : URL Categary 4+ AddNew
x (malware,ﬂtes ) (ph'\shing,and,otherjrauds > (bot,nets > +
(adu\t_and_pomography ) (l'l\ega\ )

Select Reputation List
Specify what action to enforce to the following reputations.

Action 3 Reputation
E3 (high_r'lsk ) Cum:leﬁned ) - -

Action 5 Reputation B
Allow x (trustworthy ) Qow_risk ) (moderzte_r'\sk ) - -

Select Allow as default Action if the URL does not match any URL category nor reputation. Enabled
Cloud lookup State. This helps provide visibility into millions of URLs and categories beyond what can

be stored locally. Click Next to continue.

Create URL Filtering Profile
Deny & Allow List Category & Reputations List Action Review & Submit

By default, we will allow all URLs that do not match any criteria specified. Otherwise, you can choose
which default action to enforce if there are no criteria matched.

Specify the default action to enforce if no criteria are matched.

Action 1 + AddNew

= ”

[] DecryptBypass @ 2

Cloud Lookup State (@

3

e ) e ) T (W

Add a descriptive Name for the profile and then click on Save.
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Malware Protection & IPS Profile (Predefined)

ACME-ONE requires the enablement of Antivirus and Intrusion Prevention System (IPS) for
safeguarding internet traffic to detect, block, and neutralize malicious threats before they can

compromise your devices or data.

By default, Versa SASE provides predefined security profiles to protect against malware and IPS. In this
scenario, we will use those predefined profiles available because they both meet the requirements for

these threats. Therefore, there is no need to create customs profiles in this section.
Internet Protection Rules

Now that all the profiles required to enforce the security of the use case are ready to be used, we will
proceed with the internet protection rules configuration. For this case, all users; with no exception,
need to be secured with these profiles therefore we will create one Real-time Protection rule for all

users accessing the Internet, as follows:
Navigate to
Configure > Security Service Edge > Real-Time Protection > Internet Protection,

Click on +Add. Each Internet Protection rule consists of a set of match criteria and the corresponding

enforcement action. Note that the match criteria on the same tab are ‘OR ‘ed and on different tabs is

1 i
AND".
VERSA A g CONFIGURATION *—_') i v = | B8 Englsh v oseer v
W) VERSA ACME-ONE G America/Panama s O | oorvice provider Administrstor
2
3 Below are all the rules for your Internet Protection Policy.
~ Real-Time Protection 5
e AllRuleTypes v 2 Refresh | Select Columns ~
Internet Protection 4
| NetworkLayer 3-4 GeoLocations
Private App Protection
plications & URLs Users & Groups Endpoint Posture Source & Destination Services Schedule Source Destination
Profi
renles | Applications All Users. Endpoint Information W Services Not Available Al Geo locations are selected All Geo locations are
User Risk Bands Profile (EIP} .
Safe Search Allrisk bands All devices [meleEQUIS DR
» " Entity Risk Bands
Monitor Network Obfuscation Al risk bands
> Settings | Appliestions All Users. EndpBintInformation DastinationZone  All Lsyer 4 Servicss MetAvallable  All Geo locations are sslected Al Geo Ioeations sre
E‘T“ User Risk Bands Profile (EIP) Internet
M;::“E  Advanced Security Allrisk bands All devices
Entitv Risk Bands

URL Filtering, Antivirus, and IPS will be performed using a profile, so no matching applications or URL

is required, just click Next without making any changes.
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Create Internet Protection Rule

Applications & URLs Users & Groups Endpoint Pasture. GEO Locations HatworkLayer 3-4 ‘Security Enforcement Review & Deplay

By default, we've included all applications to match.

If you prefer, you can customize which traffic to include or exclude from applications, URL, or reputations, belaw.

Applications URL Categories & Reputations
Applications
Application Group Applications Application Category
Search for Application Group + Aconew B
* Predefined Application Groups (Selected: 007 23) L
- @ ® © - @&
Adobe-Apps@ ADP-Apps(® Amazon-Apps@ Box-AppsD Citrix-Apps@® Concur-Apps( Docusign-Apps® Dropbox-Apps@

m

) VERSA

In the Users & Groups section you can customize and select the users or groups to match this

protection. In this case the protection will be enabled for all users so there is no need to apply any

change and just click Next.

oscar

W VERSA ACME-ONE CONFIGURATION CJ america/Panams = B Eaish v @ | T dmistrstor

Create Internet Protection Rule
View

e ®

Configu... poi " 34

By default we have chosen all users and groups to apply your security enforcements

If you prefer, you can select the specific users or groups for the security posture.

Users & Groups © User Risk Bands

CC v Allusers + AllRiskBands
Customize Customize

o= = IWE

No EIP or Entity Risk criteria will be used as match criteria so Click Next in Endpoint Posture section.
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Create Internet Protection Rule

o ®

Endpoint Posture GEO Locations er 34 ity Review & Depl

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.

If you'd like, you can customize your options by choosing what to include or exclude below.

Endpoint Information Profile (EIP) Entity Risk Bands
gt] + All devices + All risk bands

Customize Customize

e

Click Next in Geo Posture section, no match criteria for geo location for traffic.

Create Internet Protection Rule

o o ®

Applications & URLs Users & Groups Endpoint Posture GEO Locations Natwork Layer 3-4

By default we've chosen all Geo Locations

These are location selections for allowing or denying access to your rule. If you prefer, you can select specific gee locations

Source Geo Location Destination Geo Location
» All Source Geo locations are selected » All Destination Geo locations are selected

Customize Customize

I lmﬁu
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In the Network Layer section, keep the Internet as the Destination Zone for this rule and click Next.
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Create Internet Protection Rule

o o o O

Applications & URLs Users & Groups Endpoint Posture. GEO Locations Netweork Layer 3-4 Security Enforcement Review & Deploy
All traffic is selected, and it will receive the previously selected security enforcements
If you prefer, you can customize which traffic to indude or exclude from the layered traffic, below
Services o Source & Destination (Layer 3 1+  Schedule
Alllayer 4 services == + Destination Zone + None Selected
Internet

Customize Customize Customize

o ) [ e IWE

In the Security Enforcement section scroll down and Select Security Profiles

Create Internet Protection Rule

o o o o ©

Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement

Review & Deploy

Choose the type of enforcement action for your Internet Protection Rule.

Enable TCP Keepalive
Sends keepalive probes to maintzin idle TCP connections for long-running applications like VNC or RDP

\/ Allow
Allow all traffic that matches the rule to pass

Deny
Drop all traffic that matches the rule

Reject
Drop the session and send a TCP reset {RST) or, for UDF, 2n ICMP port unreachable message

Security Profiles

Choose one or more predefined or user defined security enforcements which include eriteria to allow or reject traffic

Cloud Access Security Broker (CASE -
Inline)

Filtering Profiles Malware Protection & IPS Data Loss Prevention (DLP} Advanced Threat Protection (ATP) Remote Browser Isolation (REI)

URL Filtering
EasyURLFiltering

v
Versa's preconfigured URL filters controls all web-

browsing activity

IP Filtering
Versa Recommended Profile

Versa's preconfigured IP Filtering blocks
ccommunication with internet end points (sources...

The fallowing renutatinns will he alerted nr reiected for

File Filtering
EasyFileFiltering

Versa's preconfigured file filtering protects from
umwanted and malicious files

) VERSA

In section Filtering Profiles enable URL Filtering and select the User Defined AcmeOne-High Risk-

Categories profile that was created before.
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Reject

Drop the session snd send a TCP reset (RST) or, for UDP, an ICMP port unreachable message

Security Profiles

Malware Protection & IPS

Cloud Access Security Brok

URL Filtering
EasyURLFiltering

browsing activity

Block All Adult and Advertisements
Black Al Adult URLs

Black All Communication URLS

Versa's preconfigured URL filters controls all web.

fa]
&

Choose one or more predffined or user defined security enforcements which indude criteria to allow or reject traffic

Data Loss Prevention (DLP)

IP Filtering
Versa Recommended Profile

Versa's preconfigured IP Filtering blocks communication
with internet end points (sources and destinations) whic

The following reputations will be alerted or rejected for source
or destination:
This Profile rejects IP addresses of well-known exploits and

alert the system administrator for other suspicions activities
Such as phishing activity

Alert Reject

spam sources proxy

Cancal l [

Advanced Threat Protection (ATP) Remote Erowser Isalation (RBI)

N

File Filtering
EasyFileFiltering ~

Versa's preconfigured file filtering protects from
unwanted and malicious files

Alert
pdf
exe
html

) VERSA

Then click on the section Malware Protection & IPS and enable the Malware protection check mark,

select the Versa’s preconfigured EasyMalware Protection and the Intrusion Protection System (IPS)

check mark with the Versa’s preconfigured EasylIPS protection and click Next.

Create Internet Protection Rule

Reject

Drop the session and send a TCP reset (RST) or, for UDP, 2n ICMP port unreachable message

Security Profiles

Choose one or mory

Filtering Profiles

Malware Protaction & IPS

Cloud Accy

defined or user defined security enforcements which include criteria to allow or reject traffic.

ity Broker (CASB -
. Data Loss Prevention (DLP)

Malware Protection
EasyMalware Protection

Blocked Malware

% viruses

4% ransomware

#% spyware

7% worms

#% trojans

4y adware

47 unwanted applications

v
Versa's preconfigured malware protection scans web
and email traffic

Intrusion Protection System (IPS)
EasyIPS

Blocked Vulnerabilities

high severity & medium+ confidence attacks
medium+ cvss & medium+ confidence attacks

v
Versa's preconfigured IPS identifies and protects
your network against security vulnerabilities
Predefined IPS Profile Override

—Select - hd

Advanced Threat Protaction (ATP)

Remota Browser lsolation (RBI)

e e— ——

Use a descriptive Name and Click Save to create this rule. Save the rule after implicit

Implicit Drop_Quic rule
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Create Internet Protection Rule

o o o © o O

URL s poit (GEO Locations Network Layer 3-4 ‘Security Enforcement. Review & Deploy

Review your Internet Protection Policy configurations below.

Below are the configurations of your rule. Review and edit any step of your configuration before deploying.

General

Name™ @ Description
I InternetAccessRuld

Tegs

Ruleis Enabled

Applications & URLs # Edit

+ All Applications

= = =1

Configure Rule Order x

How would you like to process rule *InternetAccessRule"?

() Process the rule last {add this rule at the bottom of the rule list)

() Process the rule first (add this rule at the top of the rule list)

(®) Process the rule in specific placement (select where to place in rule list

1. Implicit_Drop_Quic

2 Test-AllowaAll

3. GenAl_Firewall
4 Implicit-Allow-DMNS

5. Implicit-Demy-All

Cancel

Private Protection Rules

Next, we create a Real-Time Private App Protection policy to secure traffic from remote users accessing
internal applications hosted in the datacenters. To begin, make sure that the Private Applications from

Step 3 have been configured.
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For this case, we need to create Real-time Private Protection policies for our test users accessing the

previously defined private apps, as follows:.
Navigate to
Configure > Security Service Edge > Real-Time Protection > Private App Protection,

Click on +Add (Click on Let's Go, if this is your first Private App Rule). Each private protection rule
consists of a set of match criteria and the corresponding enforcement action. Note that the match

criteria on the same tab are ‘OR 'ed and on different tabs is ‘"AND'.

CONFIGURATION (o) AmericalPanama v 7= | H5 English

* Site-to-Site Tunnel
Determine the encrypted tunnel that will transmit private application traffic from the user's data center tothe Versa Gateway for inspection.

| Setup Site-to-Site Tunnel

> Settings
During
» Advanced Securi o - - - 3 . ,
ity ‘We've preselected the Private App Protection Rule settings for you. There are three steps which are listed below. Click the Let's
.= A Go button to begin
» Digital Experience Monitoring (DEM) If customizing. you can either make changes to &l the setting or select the sections you would liketo change.
» TLS Decryption
QO Ambais
» Bandwidth Limits u D D All Private applications, URLs and reputations will be allowed and protected.
» Profiles and Connectors
. ks . O O Users and User Groups
n D: All users and user groups will be included in the security enforcement.
» User and Device Authentication
> User-Defined Objects Source Geo Location & Source IP Address
> Seftings n All source geo locations have been selected.

Metwork Layer 3-4
u All trafficis selected and will receive the previously selected enforcements.

o Security Enforcement
-
u 0- Settings for Malware Protection and IPS have been pre-configured

Select the previously created applications (India-portal and Usa-apps) and click Next.
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Edit Private App Protection Rule: PrivateAppsAccessRule

©

Applications Users & Groups Endpoint Posture GEO Locations Metwork Layer 3-4 Security Enforcement Review & Deploy

By default, we've included all applications to match.

If you prefer, you can customize which traffic to include or exclude from applications below.

Applications
Applications

Application Group Applications

( India-portal )( Usa-apps )SearchforApplicaﬂons OClkear Al + AddNew =

~ User Defined Applications (Selected: 2 0f3)

india-portal PRIVATE-APP-URL usa-apps

~ Predefined Applications (Selected:0of 12)

In the Users & Groups section you can customize and select the users or groups to match this

protection. In this case the protection will be enabled for remotevip test users and click Next.

€ Back Users & Groups

User Type () AllUsers |@® SelectedUsers| () KnownUsers (O Unknown Users

Enable Private App Protgation for the following matched users or user groups
2
MSEntralD-OscarMuevo -

User Groups 3

(remotevip@oscarIabsase.onmicrosof‘Lcom ) Search for Users

Users (2)
User Name First Name Last Name
vip@oscarlabsase.onmicrosoft.com vip =
]
remotevip@oscarlabsase.onmicrosoft.com remotevip =

e ) (o)
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No EIP or Entity Risk criteria will be used as match criteria so Click Next in Endpoint Posture section.

Create Private App Protection Rule

o ®

Applications Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforczment Revizw & Deplay

By default, we have chosen all endpoint devices under endpoint information profile and entity risk bands to apply to your security enforcements.
If you'd like, you can customize your options by choosing what to include or exclude below.

Endpoint Information Profile (EIP) Entity Risk Bands
g\D " All devices " Allrisk bands

Customize Customize

o= 1= JIEF

Click Next in Geo Posture section, no match criteria for geo location for traffic.

) VERSA
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Create Private App Protection Rule

o o ®

Applications Users & Groups Endpoint Posture ‘GEO Locations Metwork Layer 3-4 Sacurity Enforcement Review & Deploy

By default we've chosen all Geo Locations

These are location selections for allowing or denying access to your rule. If you prefer, you can select specific geo locations

Source Geo Location Destination Geo Location
@ «  All Source Geo locations are selected @ « All Destination Geo locations are selected

Customize Customize

. llﬁ

In Network Layer 3-4 section, keep the default values to match all traffic from remote users to internal

applications. Click Next.
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Create Private App Protection Rule

Apglications Users & Groups Endpoint Posture GEQ Locations

Security Enforcement Review & Deploy

Alltrafficis selected, and it will receive the previously selected security enforcements
Ifyou prefer, you can customize which traffic to include or exclude from the layered traffic, below

Services o | Source & Destination (Layer 3) o t—*h  Schedule o
All layer 4 services |=--:| ¥ Source Zone + Destination Zone + MNone Selected
SO-WAN Zone SD-WAN Zone
Versa Client
Customize Customize Customize

T (=) .

In the Security Enforcement section scroll down and Select Security Profiles
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Create Private App Protection Rule

Please select one of the below security filters to move forward. 3
Applications Users & Groups Endpoint Posture GEO Locations Network Layer 3-4 Security Enforcement Review & Deploy

Choose the type of enforcement action for your Private Application Protection Rule.

Enable TCP Keepalive
Sends keepalive probes to maintain idle TCP connections for long-running applications like VNC or RDP

Allow
Allow all traffic that matches the rule to pass

Reject
Dropthe session and send a TCP reset (RST) or, for UDP, an ICMP port unreachable message

o Deny
Dropall traffic that matches the rule
-

Security Profiles
Choose one or more predefined or user defined security enforcements which include criteria to allow or reject traffic.
Filtering Profiles Mazlware Protection &IPS Data Loss Prevention (DLP) Remote Browser Isolation (RBI)

Malware Protection Intrusion Protection System (IPS)
EasyMalware Protection - EasylPS
Vers3's preconfigured malware protection scans web and Versa's preconfigured IPS identifies and protects your
email traffic network against security vulnerabilities
Blocked Malware Predefined IPS Profile Override
oy viruses - Select - v
47 ransnmmesare

Then click on the section Malware Protection & IPS and enable the Malware protection check mark,
select the Versa’s preconfigured EasyMalware Protection and the Intrusion Protection System (IPS)

check mark with the Versa’s preconfigured EasyIPS protection and click Next.
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Create Private App Protection Rule

() Ve
- d Drop all traffic that matches the rule

Reject
Drop the session 2nd send a TCP reset (RST) or, for UDP, 2n ICMP port unreachable message

) VERSA

Security Profiles
Choose one or more predefined or user defined security enforcements which include criteria to allow or reject traffic.

1

Blocked Malware Predefined IPS Profile Override

T viruses - Selact - v
T ransomware

;@ spyware Elocked Vulnerabilities

;@ Worms high severity & medium+ confidence attacks

{7 trojans megdium+ cvss & medium+ confidence attacks

o adware

;@' unwanted applications

Filtering Profiles Data Loss Prevention (DLP) Remate Browser Isolation (REI)
Malware Protection Intrusion Protection System (IPS)
EasyMalware Protection - EasylPS
Versz's preconfigured malware protection scans web and iersa's preconfigured IPS identifies and protects your
email traffic networl against security vulnerabilities

T ) T e .

Use a descriptive Name and Click Save to create this rule.

Create Private App Protection Rule

Applications Users & Groups Endpoint Posture GEO Locations Network Layer 3-4

Security Enforcement

Review your Private App Protection Policy configurations below.

Below are the configurations of your rule. Review and edit any step of your configuration before deploying.

General

Name®* (@ Description
I PrivateAppsAuessiRuleF

Tags

Rule is Enabled

Applications & Cdit

~ All Applications

Users & Groups & Edit

[ oa ) [ = ]

Save

©)

Review & Deploy
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Saas Tenant Control

In this scenario, users cannot use personal accounts for Office 365, users cannot use other organizations’ tenants

and only the corporate Office 365 tenant is accessible. To ensure these restrictions, two controls are required.
Why Are Two Controls Required?

Office 365 Block Consumer Account: This control prevents users from signing in with personal Microsoft
accounts (e.g., @outlook.com, @hotmail.com, @live.com). Without this restriction, users could bypass corporate

monitoring and store or share sensitive data in unmanaged personal accounts.

Microsoft-Office365-Tenant-Restrictions: This control enforces access to a specific corporate tenant (e.g.,
oscarlabsase.onmicrosoft.com). Even if a user tries to log in with another company’s Office 365 tenant or a third-
party organizational account, the connection will be blocked. This ensures all traffic is tied to the customer's

authorized tenant only.

To configure SaaS Tenant Control, go to Configure > Security Service Edge > Real Time Protection > Profiles.

1 . oscar
VERSA A - CONFIGURATION X ical ~ = | HE English ~ v
W VERSA ACME-ONE ‘_j_ America/Panama O | e provider Administratar
2
Security Servics Edge Secure SD-WAN Publish(2)
1
3
B ~ Real-Time Protection
El:n-ﬁgure tion & IPS Data Loss Prevention (DLP] Cloud Access Security Broker (CASE - Inling) Remote Browser Isolation (RBI) Advanced Threat Protection (ATP)
Internet Protection
' Private A] rotection SaaS Tenant Control
4
Filter + Add £ Refresh Select Columns v
Safe Search
lils Rules Application Action Request.
Monitor Network Obfuscation Mo Dists
> Seftings

PRwwRB : Advanced Security

» Secure Access

.
Next, go to Cloud Access Security Broker CASB > SaaS Tenant Control > Add.
a - i - gl ~ osear ~
v VERSA ACME-OMNE CONFIGURATION :_:) America/Panama = | B english [: ] Service Provider Administratar
T et i roecionprfie i
View
Filtering Profiles Malware Protection & 1PS Data Loss Prevention (DLP} I Cloud Access Security Eroker (CASE - Inling) n Remote Browser Isolation (RBI) Advanced Threat Protection (ATP)
O ——
3
Q Searchbykeywordorname | Y Filter & Refresh Select Columns v
Profile Name: Rules. Application Action Request
Monitor Mo Data

Analytics
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Click on Add to create a Rule.

oscar

W VERSA ACME-ONE CONFIGURATION C') America/Panzma ~ = | B Engish v | @ | S et

a~
il Create Saas Tenant Control Profile

©

Appiication Rules Review & Submit

Add Application Rules

Q Search + Add

Monitor

Name Application Type Action Request Values

™ Mo Data
Anslytics

) VERSA

Assign a Descriptive Name, select the Insert Option, In the Application Menu look for Microsoft-O365-Block-

Consumer-Account to filter consumer/public domains, for Header option use Sec-Restrict-Tenant-Access-policy

with the Value oscarlabsase.onmicrosoft.com. Then Click Add.

Add Application Rule =

Choose your configurations to enforce the rule

Mame O~
1
AcmelneMS0Rc385
Action Type

Choose which action to use for your application

O Delete
2

Application

I Microsoft-0365-Bleck-Consumer-Account | -

Select one or more headers for your rule

Header

| sec-REtrict—Tenanc-AcDEs—Pulicy| -

T

Delete Existing

Select Add again to create a restriction for corporate domains different to acme-one.com
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) VERSA ACME-ONE CONFIGURATION C’) America/Panama = | EEnglsh v @ e e ™

i Create Saas Tenant Control Profile

©

Add Application Rules

Q search + Add
Name Application Type ActionRequest Values
[ AcmeOnemsoncass Microsoft-0365-Block- INSERT sec-Restrict-Tenant-Access-Policy  oscarlabsase onmicrosoft.com
Consumer-Account
Gotopage 1 ~ 1

Inventory

Assign a Descriptive Name, select the Insert Option, In the Application Menu look for Microsoft-Office365-
Tenant-Restrictions to filter corporate domains, for Header option use Restrict-Access-To-Tenants with the

Value oscarlabsase.onmicrosoft.com. Then Click Add and then Next.

Edit Application Rule x

Choose your configurations to enforce the rule

Name O~ '

Action Type

Choose which action to use for your application

O oeet

.

Application

I Microsoft-Office 265-Tenant-Restrictions -

Select one or more headers for your rule

Header 4 Walue
< - Inscﬂ'labsaseorml'u'nsoﬁ:mﬂ Delete Existing

Click Ok in the information window reporting the TLS decryption rule creation, Then Click Next.

) VERSA
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[ Info
SaaS tenant control requires TLS decryption. Adding the

selected header and value automatically adds
corresponding TLS decryption rules to inspect the content

To complete the configuration, assign a descriptive Name and click Save.

i Create Saas Tenant Control Profile

View

Application Rules Review & Submit

Review your Saa$ Tenant Control profile Configurations below

General
Name* Description
Monitor ° o
‘I%Temﬁfmiﬂfiﬁi
b Tegs

Analytics

Inventory

Application Rules # Edit

Name Application Type Action Request Values
AcmeOneMSOfic365 Microsoft-0365-Block-Consumer-Account INSERT ssc-Restri Policy
AcmeOne0365allowDomain Microsoft-Office365-Tenant-Restrictions. INSERT Restrict-Accass ToTenznts oscarlabssse onmicrosoft.com

e ) [ =]

Appendix A - Authentication Method - Microsoft Entra ID

Microsoft Entra ID is a cloud-based identity and access management service that provides secure
single sign-on (SSO) to Microsoft 365, SaaS apps, and on-premises resources using standards like
SAML, OAuth, and OpenID Connect. For this and other authentication methods configuration please
refer to document Step-By-Step-Authentication-Methods-Configuration.docx

72


https://versanetworks.sharepoint.com/:w:/s/SEIndia/EVp7uM2f67dKtYtBnqIJg-YBNU9VfrlT5srEkZPoxKPiEQ?e=gwcab1

+J VERSA

About Versa

Versa, the global leader in SASE, enables organizations to create self-protecting networks that radically
simplify and automate their network and security infrastructure. Powered by Al, the VersaONE Universal
SASE Platform delivers converged SSE, SD-WAN, and SD-LAN solutions that protect data and defend
against cyberthreats while delivering a superior digital experience. Thousands of customers globally, with
hundreds of thousands of sites and millions of users, trust Versa with their mission critical networks and
security. Versa is privately held and funded by investors such as Sequoia Capital, Mayfield, and BlackRock.
For more information, visit https://www.versa-networks.com and follow Versa on LinkedIn and X (Twit-
ter) @versanetworks.
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